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1.1 What is the OSI security architecture?

1.1 The OSI Security Architecture is a framework that provides a systematic
way of defining the requirements for security and characterizing the
approaches to satisfying those requirements. The document defines
security attacks, mechanisms, and services, and the relationships among
these categories.

1.2 What is the difference between passive and active security threats?
1.2 Passive attacks have to do with eavesdropping on, or monitoring,

transmissions. Electronic mail, file transfers, and client/server exchanges
are examples of transmissions that can be monitored. Active attacks
include the modification of transmitted data and attempts to gain
unauthorized access to computer systems.

1.3 List and briefly define categories of passive and active security attacks

1.3 Passive attacks: release of message contents and traffic analysis. Active
attacks: masquerade, replay, modification of messages, and denial of
service.

security mechanisms security services

Encipherment
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Digital authentication
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Data
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Data integrity

Authentication
exchange
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Access control
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Confidentiality
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Traffic flow
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Data integrity

Non-
repudiation

Availability







Chapter 2: Cryptography and Network Security
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since for any plaintext & any ciphertext there exists a key
mapping one to other
can only use the key once though
has two fundamental difficulties:
e large quantities of random keys-heavily used system
e key distribution and protection.

2.1 What are the essential ingredients of a symmetric cipher?
2.1 Plaintext, encryption algorithm, secret key, ciphertext, decryption
algorithm.

2.2 What are the two basic functions used in encryption algorithms?
2.2 Permutation and substitution.

2.3 How many keys are required for two people to communicate via a
cipher?
2.3 One key for symmetric ciphers, two keys for asymmetric ciphers.

2.4 What is the difference between a block cipher and a stream cipher?

2.4 A stream cipher is one that encrypts a digital data stream one bit or one
byte at a time. A block cipher is one in which a block of plaintext is
treated as a whole and used to produce a ciphertext block of equal length.

2.5 What are the two general approaches to attacking a cipher?
2.5 Cryptanalysis and brute force.
2.8 Briefly define the Caesar cipher
2.8 The Caesar cipher involves replacing each letter of the alphabet with the
letter standing k places further down the alphabet, for k in the range 1
through 25.

2.9 Briefly define the monoalphabetic cipher

2.9 A monoalphabetic substitution cipher maps a plaintext alphabet to a
ciphertext alphabet, so that each letter of the plaintext alphabet maps to a
single unique letter of the ciphertext alphabet.




2.10 Briefly define the Playfair cipher.

2.10 The Playfair algorithm is based on the use of a 5 x 5 matrix of letters
constructed using a keyword. Plaintext is encrypted two letters at a time
using this matrix.

2.11 What is the difference between a monoalphabetic cipher and a
polyalphabetic cipher?

2.11 A polyalphabetic substitution cipher uses a separate monoalphabetic
substitution cipher for each successive letter of plaintext, depending on a
key.

2.13 What is a transposition cipher?
2.13 A transposition cipher involves a permutation of the plaintext letters.

2.14 What is steganography?
2.14 Steganography involves concealing the existence of a message.
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Chapter 3
Block Ciphers and the data encryption standard
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B
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(b) Block Cipher

Note

Many symmetric block encryption algorithms in current use are based on
a structure referred to as a Feistel block cipher

Feistel approximates the ideal block cipher by utilizing the concept of a
product cipher

Feistel proposed the use of a cipher that alternates substitutions and
permutations.

In fact, Feistel’s is a practical application of a proposal by Claude
Shannon to develop a product cipher




Feistel block cipher

4-bit input produces one of 16 possible input states, which is
mapped by the substitution cipher into a unique one of 16 possible
output states, each of which is represented by 4 ciphertext bits.
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Plaintext Ciphertext Ciphertext Plaintext

0000 1110 0000 1110
0001 0100 0001 0011
1101 0010 0100
0001 0011 1000
0010 0100 0001
1111 0101
1011 0110
1000 0111
0011 1000
1010 1001
0110 1010
1100 1011
0101 1100
1001 1101
0000 1110
0111 1111
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3.1 Why is it important to study the Feistel cipher?

3.1  Most symmetric block encryption algorithms in current use are based on
the Feistel block cipher structure. Therefore, a study of the Feistel structure
reveals the principles behind these more recent ciphers.

3.2 What is the difference between a block cipher and a stream cipher?

3.2 Astream cipher is one that encrypts a digital data stream one bit or one
byte at a time. A block cipher is one in which a block of plaintext is treated as
a whole and used to produce a ciphertext block of equal length.

3.4 What is a product cipher?

3.4 Inaproduct cipher, two or more basic ciphers are performed in
sequence in such a way that the final result or product is cryptographically
stronger than any of the component ciphers.




3.6 Which parameters and design choices determine the actual algorithm
of a Feistel cipher?

e Block size

Key size.

Number of rounds.

Subkey generation algorithm.
Round function.

Fast software encryption/decryption.
Ease of analysis.

3.7 What is the purpose of the S-boxes in DES?

3.7  The S-box is a substitution function that introduces nonlinearity and
adds to the complexity of the transformation.

3.8 Explain the avalanche effect.

3.8  The avalanche effect is a property of any encryption algorithm such that
a small change in either the plaintext or the key produces a significant change
in the ciphertext.

3.9 What is the difference between differential and linear cryptanalysis?

3.9 Differential cryptanalysis is a technique in which chosen plaintexts
with particular XOR difference patterns are encrypted. The difference patterns
of the resulting ciphertext provide information that can be used to determine
the encryption key. Linear cryptanalysis is based on finding linear
approximations to describe the transformations performed in a block cipher.










Chapter 5
Advanced Encryption Standard
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For example,the round key for round 8 is:

EA D2 7321 B58D BAD2312B F560 7F 8D 29 2F

Then the first 4 bytes (first column) of the round key for round 9

ka

ks

ke

k7

i (decimal)

temp

After
RotWord

After
SubWord

Rcon (9)

After XOR
with Rcon

wli—4]

wli] = temp
& wli—4]

36

TFRD292F

SD292FTF

5DAS15D2

1BO00OD0D

46A515D2

EAD27321

ACTI66F3

Note

The AES Cipher - Rijndael

O designed by Rijmen-Daemen in Belgium

O has 128/192/256 bit keys, 128 bit data

O an iterative rather than feistel cipher

5.1 What was the original set of criteria used by NIST to evaluate
candidate AES ciphers?




5.1 Security: Actual security; randomness; soundness, other security factors.

Cost: Licensing requirements; computational efficiency; memory
requirements.

Algorithm and Implementation Characteristics: Flexibility; hardware
and software suitability; simplicity.

5.2 What was the final set of criteria used by NIST to evaluate candidate
AES ciphers?

5.2 General security; software implementations; restricted-space
environments; hardware implementations; attacks on implementations;
encryption vs. decryption; key agility; other versatility and flexibility;
potential for instruction-level parallelism.

5.3 What is power analysis?

5.3 The basic idea behind power analysis is the observation that the power
consumed by a smart card at any particular time during the cryptographic
operation is related to the instruction being executed and to the data being
processed.

5.4 What is the difference between Rijndael and AES?

5.4 Rijndael allows for block lengths of 128, 192, or 256 bits. AES allows
only a block length of 128 bits.

5.5 What is the purpose of the State array?

5.5 The State array holds the intermediate results on the 128-bit block at each
stage in the processing.

5.7 Briefly describe SubBytes.

5.7  Each individual byte of State is mapped into a new byte in the following
way: The leftmost 4 bits of the byte are used as a row value and the rightmost 4
bits are used as a column value. These row and column values serve as indexes
into the S-box to select a unique 8-bit output value.

5.8 Briefly describe ShiftRows.

5.8  The first row of State is not altered. For the second row, a 1-byte
circular left shift is performed. For the third row, a 2-byte circular left shift is
performed. For the third row, a 3-byte circular left shift is performed.

5.9 How many bytes in State are affected by ShiftRows?




5.9 12 bytes.
5.10 Briefly describe MixColumns.

5.10 MixColumns operates on each column individually. Each byte of a
column is mapped into a new value that is a function of all four bytes in
that column.

5.11 Briefly describe AddRoundKey.

5.11 The 128 bits of State are bitwise XORed with the 128 bits of the round
key.

5.12 Briefly describe the key expansion algorithm

5.12 The AES key expansion algorithm takes as input a 4-word (16-byte) key
and produces a linear array of 44 words (156 bytes). The expansion is
defined by the pseudocode in Section 5.2.

5.13 What is the difference between SubBytes and SubWord?

5.13 SubBytes operates on State, with each byte mapped into a new byte using
the S-box. SubWord operates on an input word, with each byte mapped
into a new byte using the S-box.

5.14 What is the difference between ShiftRows and RotWord?

5.14 ShiftRows is described in the answer to Question 5.8. RotWord performs
a one-byte circular left shift on a word; thus it is equivalent to the
operation of ShiftRows on the second row of State.

5.15 What is the difference between the AES decryption algorithm and the
equivalent inverse cipher?

5.15 For the AES decryption algorithm, the sequence of transformations for
decryption differs from that for encryption, although the form of the key
schedules for encryption and decryption is the same. The equivalent
version has the same sequence of transformations as the encryption
algorithm (with transformations replaced by their inverses). To achieve
this equivalence, a change in key schedule is needed.
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6.1 What is triple encryption?

6.1 With triple encryption, a plaintext block is encrypted by passing it
through an encryption algorithm; the result is then passed through the same
encryption algorithm again; the result of the second encryption is passed
through the same encryption algorithm a third time. Typically, the second
stage uses the decryption algorithm rather than the encryption algorithm.

6.2 What is a meet-in-the-middle attack?

6.2 This is an attack used against a double encryption algorithm and
requires a known (plaintext, ciphertext) pair. In essence, the plaintext is
encrypted to produce an intermediate value in the double encryption, and
the ciphertext is decrypted to produce an intermediation value in the double




encryption. Table lookup techniques can be used in such a way to
dramatically improve on a brute-force try of all pairs of keys.

6.3 How many keys are used in triple encryption?

6.3 Triple encryption can be used with three distinct keys for the three
stages; alternatively, the same key can be used for the first and third stage.

6.4 Why is the middle portion of 3DES a decryption rather than an
encryption?

6.4 There is no cryptographic significance to the use of decryption for the
second stage. Its only advantage is that it allows users of 3DES to decrypt
data encrypted by users of the older single DES by repeating the key.

6.5 List important design considerations for a stream cipher.

6.5 1. The encryption sequence should have a large period. 2.The keystream
should approximate the properties of a true random number stream as close
as possible. 3. To guard against brute-force attacks, the key needs to be
sufficiently long. The same considerations as apply for block ciphers are
valid here. Thus, with current technology, a key length of at least 128 bits is
desirable.

6.6 Why is it not desirable to reuse a stream cipher key?

6.6 If two plaintexts are encrypted with the same key using a stream cipher,
then cryptanalysis is often quite simple. If the two ciphertext streams are
XORed together, the result is the XOR of the original plaintexts. If the
plaintexts are text strings, credit card numbers, or other byte streams with
known properties, then cryptanalysis may be successful.




6.7 What primitive operations are used in RC4?

6.7 The actual encryption involves only the XOR operation. Key stream
generation involves the modulo operation and byte swapping.

6.8 Why do some block cipher modes of operation only use encryption
while others use both encryption and decryption?

6.8 In some modes, the plaintext does not pass through the encryption
function, but is XORed with the output of the encryption function. The
math works out that for decryption in these cases, the encryption function
must also be used.

6.5 If a bit error occurs in the transmission of a ciphertext character in 8-
bit CFB mode, how far does the error propagate?

6.5 Nine plaintext characters are affected. The plaintext character
corresponding to the ciphertext character is obviously altered. In addition,
the altered ciphertext character enters the shift register and is not removed
until the next eight characters are processed.

6.6 Fill in the remainder of this table

6.6

Encrypt Decrypt
Cj:E(K, Pj) j=1,...,N Pj:D(K, Cj)j=1,...,N

C1=EK, [P1®IV]) P1=D(K,Cp eIV

Cj = E(K, [Pj @ Cj—l]) j=2,...,N Pj = D(K, Cj) @ Cj—l

Cq1=P1 @ S4(E[K, IV]) P1=C1 ® S¢(E[K, IV])

Cj=Pj ® Se(EIK, Cj_1]) Pj = Cj @ S¢(EIK, Cj_1])

Cq1=P1 @ Sg(E[K, IV]) P1=Cq @ Sq(E[K, IV])
Cj = Pj ® Sg(E(K, [Cj—l @ Pj—l])) Pj = Cj ® Sq(E(K, [Cj—l @ Pj—l]))

Cj = Pj @ E[K, Counter +j —1] Pj = Cj @ E[K, Counter +j—1]
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e These applications mentioned above give rise to two distinct
requirements for a sequence of random numbers: randomness and
unpredictability
a PRNG takes as input a fixed value, called the seed, and produces
a sequence of output bits using a deterministic algorithm.

e since RC4 is a stream cipher, must never reuse a key

7.1 For a user workstation in a typical business environment, list potential
locations for confidentiality attacks.

7.1 LAN, dial-in communications server, Internet, wiring closet.

7.2 What is the difference between link and end-to-end encryption?

7.2 With link encryption, each vulnerable communications link is equipped
on both ends with an encryption device. With end-to-end encryption, the
encryption process is carried out at the two end systems. The source host
or terminal encrypts the data; the data in encrypted form are then
transmitted unaltered across the network to the destination terminal or
host.

7.3 What types of information might be derived from a traffic analysis
attack?

7.3 ldentities of partners. How frequently the partners are communicating.
Message pattern, message length, or quantity of messages that suggest
important information is being exchanged. The events that correlate with
special conversations between particular partners

7.4 What is traffic padding and what is its purpose?

7.4 Traffic padding produces ciphertext output continuously, even in the
absence of plaintext. A continuous random data stream is generated.
When plaintext is available, it is encrypted and transmitted. When input
plaintext is not present, random data are encrypted and transmitted. This
makes it impossible for an attacker to distinguish between true data flow
and padding and therefore impossible to deduce the amount of traffic.




7.5 List ways in which secret keys can be distributed to two
communicating parties.

7.5  For two parties A and B, key distribution can be achieved in a number
of ways, as follows:

1. A can select a key and physically deliver it to B.
2. A third party can select the key and physically deliver it to A and B.

. If A and B have previously and recently used a key, one party can
transmit the new key to the other, encrypted using the old key.

. If A-and B each has an encrypted connection to a third party C, C
can deliver a key on the encrypted links to A and B.

7.6 What is the difference between a session key and a master key?

7.6 A session key is a temporary encryption key used between two principals.
A master key is a long-lasting key that is used between a key distribution
center and a principal for the purpose of encoding the transmission of
session keys. Typically, the master keys are distributed by
noncryptographic means.

7.7 What is a nonce?

7.7 A nonce is a value that is used only once, such as a timestamp, a counter,
or a random number; the minimum requirement is that it differs with each
transaction.

7.8 What is a key distribution center?

7.8 A key distribution center is a system that is authorized to transmit
temporary session keys to principals. Each session key is transmitted in
encrypted form, using a master key that the key distribution center shares
with the target principal.




7.9 What is the difference between statistical randomness and

7.9

unpredictability?

Statistical randomness refers to a property of a sequence of numbers or
letters, such that the sequence appears random and passes certain
statistical tests that indicate that the sequence has the properties of
randomness. If a statistically random sequence is generated by an
algorithm, then the sequence is predictable by anyone knowing the
algorithm and the starting point of the sequence. An unpredictable
sequence is one in which knowledge of the sequence generation method is
insufficient to determine the sequence.
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. Select e: gcd(e,160)=1; choose e=7

. Determine d: de=1 mod 160 and d < 160 Value is d=23 since
23x7=161

6. Publish public key PU={7,187}
7. Keep secret private key PR={23,187}
M =88 (nb. 88<187)
C =88" mod 187 = 11
M =11 mod 187 = 88
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public-key algorithms are based on mathematical functions rather
than on substitution and permutation.

Complements rather than replaces private key crypto.

A public-key, which may be known by anybody, and can be used to
encrypt messages, and verify signatures

A related private-key, known only to the recipient, used to decrypt
messages, and sign (create) signatures

O Like symmetric encryption, a public-key encryption scheme is
vulnerable to a brute-force attack.

O Thus, the key size must be large enough to make brute-force attack
impractical but small enough for practical encryption and
decryption.

O In practice, the key sizes that have been proposed do make brute-
force attack impractical but result in encryption/decryption speeds
that are too slow for general purpose use.

O Instead, as was mentioned earlier, public-key encryption is
currently confined to key management and signature applications.

Another form of attack is to find some way to compute the private key
given the public key

9.1 What are the principal elements of a public-key cryptosystem?

e Plaintext
. Encryption algorithm
Public and private keys
Ciphertext
. Decryption algorithm

9.2 What are the roles of the public and private key?




9.2 A user's private key is kept private and known only to the user. The user's
public key is made available to others to use. The private key can be used
to encrypt a signature that can be verified by anyone with the public key.
Or the public key can be used to encrypt information that can only be
decrypted by the possessor of the private key.

9.3 What are three broad categories of applications of public-key
cryptosystems

e Encryption/decryption:
e . Digital signature
e . Keyexchange

9.5 What is a one-way function?

9.5 A one-way function is one that maps a domain into a range such that
every function value has a unique inverse, with the condition that the
calculation of the function is easy whereas the calculation of the inverse is
infeasible:

9.6 What is a trapdoor one-way function?

9.6 A trap-door one-way function is easy to calculate in one direction and
infeasible to calculate in the other direction unless certain additional
information is known. With the additional information the inverse can be
calculated in polynomial time.

9.2 Perform encryption and decryption using the RSA algorithm, as in
Figure 9.6, for the following:

1. p=3;9g=11,e=7; M=5




2. p=5;9=11,e=3; M=9
3.p=7;9=11,e=17; M =8
4. p=11;9=13,e=11;M=7

5. p=17;9=31,e=7; M = 2. Hint: Decryption is not as hard as you
think; use some finesse.

9.2 a. n=33;(n)=20;d=3;C=26.
. n=55;(n)=40;d=27; C=14.
. n=77;0(n)=60;d=53; C=57.
. n=143; [J(n) =120; d = 11; C = 106.

. n=1527; [J(n) = 480; d = 343; C = 128. For decryption, we have

128343 mod 527 = 128256 1 12864 (1 12816 (1 1284 11 1282
1281 mod 527

351256 (13501101 047 [J 128 =2 mod 527

2 mod 257
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10.1 What are two different uses of public-key cryptography related to key
distribution?

10.1 1. The distribution of public keys. 2. The use of public-key encryption to
distribute secret keys

10.2 List four general categories of schemes for the distribution of public
keys.

10.2 Public announcement. Publicly available directory. Public-key authority.
Public-key certificates

10.3 What are the essential ingredients of a public-key directory?

10.3 1. The authority maintains a directory with a {name, public key} entry
for each participant. 2. Each participant registers a public key with the
directory authority. Registration would have to be in person or by some
form of secure authenticated communication. 3. A participant may
replace the existing key with a new one at any time, either because of the
desire to replace a public key that has already been used for a large
amount of data, or because the corresponding private key has been
compromised in some way. 4. Periodically, the authority publishes the
entire directory or updates to the directory. For example, a hard-copy
version much like a telephone book could be published, or updates could
be listed in a widely circulated newspaper. 5. Participants could also




access the directory electronically. For this purpose, secure, authenticated
communication from the authority to the participant is mandatory.

10.4 What is a public-key certificate?

10.4 A public-key certificate contains a public key and other information, is
created by a certificate authority, and is given to the participant with the
matching private key. A participant conveys its key information to
another by transmitting its certificate. Other participants can verify that
the certificate was created by the authority.

10.5 What are the requirements for the use of a public-key certificate
scheme?

10.5 1. Any participant can read a certificate to determine the name and public
key of the certificate's owner. 2. Any participant can verify that the
certificate originated from the certificate authority and is not counterfeit.
3. Only the certificate authority can create and update certificates. 4. Any
participant can verify the currency of the certificate.

10.1 Users A and B use the Diffie-Hellman key exchange technique with a
common prime g = 71 and a primitive root a = 7.

a. Ifuser A has private key XA =5, what is A's public key YA?
b. If user B has private key XB = 12, what is B's public key YB?

c. What is the shared secret key?

10.1a. Yp=7°mod71=51

b. Yg =712 mod 71=4

c. K=4°mod 71= 30

10.2 Consider a Diffie-Hellman scheme with a common prime g=11and a
primitive root a = 2.




a. Show that 2 is a primitive root of 11.

b. If user A has public key Y

A =9, what is A's private key XA?

c. If user B has public key Y

B = 3, what is the shared secret key K, shared with A?

10.2a. [(11)=10
210 = 1024 = 1 mod 11

If you check 2N for n < 10, you will find that none of the values is 1
mod 11.

. 6, because 26 mod 11 =9

. K=3%mod11=3

10.6 Briefly explain Diffie-Hellman key exchange.

10.6 Two parties each create a public-key, private-key pair and communicate
the public key to the other party. The keys are designed in such a way
that both sides can calculate the same unique secret key based on each
side's private key and the other side's public key.
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- When a hash function is used to provide message authentication,
the hash function value is often referred to as a message digest.

11.1 What types of attacks are addressed by message authentication?

e Masquerade

e Content modification
e Sequence modification
e Timing modification

11.2 What two levels of functionality comprise a message
authentication or digital signature mechanism?

11.2 At the lower level, there must be some sort of function that
produces an authenticator: a value to be used to authenticate a message.
This lower-level function is then used as primitive in a higher-level
authentication protocol that enables a receiver to verify the authenticity of a
message.

11.3 What are some approaches to producing message authentication?

11.3 Message encryption, message authentication code, hash function.




11.4 When a combination of symmetric encryption and an error
control code is used for message authentication, in what order must the
two functions be performed?

11.4 Error control code, then encryption.

11.5 What is a message authentication code?

115 An authenticator that is a cryptographic function of both the data
to be authenticated and a secret key.

11.6 What is the difference between a message authentication code and
a one-way hash function?

11.6 A hash function, by itself, does not provide message
authentication. A secret key must be used in some fashion with the hash
function to produce authentication. A MAC, by definition, uses a secret key
to calculated a code used for authentication.

11.8 Is it necessary to recover the secret key in order to attack a MAC
algorithm?

11.8 No. Section 11.3 outlines such attacks.

11.9 What characteristics are needed in a secure hash function?
11.9 1. H can be applied to a block of data of any size.
2. H produces a fixed-length output.

3. H(x) is relatively easy to compute for any given x, making both
hardware and software implementations practical.

4. For any given value h, it is computationally infeasible to find x
such that H(x) = h. This is sometimes referred to in the literature as the one-
way property.




5. For any given block x, it is computationally infeasible to find y #
x with H(y) = H(x).

6. It is computationally infeasible to find any pair (x, y) such that
H(x) = H(y).

11.10 What is the difference between weak and strong collision
resistance?

weak collision resistance : For any given block x, it is computationally
infeasible to find y # x with H(y) = H(x).

strong collision resistance :1t is computationally infeasible to find any pair
(%, y) such that H(x) = H(y).

11.11 What is the role of a compression function in a hash function?

11.11 A typical hash function uses a compression function as a basic
building block, and involves repeated application of the compression
function.
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> Approaches:
® HtE: Hash-then-encrypt: E(K, (M || H(M))




® MtE: MAC-then-encrypt: E(K2, (M || MAC(K1, M))
® e.9. SSL/TLS protocols
® EtM: Encrypt-then-MAC: (C=E(K2, M), T=MAC(K1, C)
® E.g. IPSec protocol
® E&M: Encrypt-and-MAC: (C=E(K2, M), T=MAC(K1, M)
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12.1 What is the difference between little-endian and big-endian format?

12.1 In little-endian format, the least significant byte of a word is in the low-
address byte position. In big-endian format, the most significant byte of
a word is in the low-address byte position.

12.2 What basic arithmetical and logical functions are used in SHA?

12.2 Addition modulo 264 or 232 circular shift, primitive Boolean functions
based on AND, OR, NOT, and XOR.

12.4 Why has there been an interest in developing a message
authentication code derived from a cryptographic hash function as
opposed to one derived from a symmetric cipher?

12.4 1. Cryptographic hash functions such as MD5 and SHA generally
execute faster in software than symmetric block ciphers such as DES. 2.
Library code for cryptographic hash functions is widely available.

12.5 What changes in HMAC are required in order to replace one
underlying hash function with another?

12.5 To replace a given hash function in an HMAC implementation, all that is
required is to remove the existing hash function module and drop in the
new module.
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13.1 List two disputes that can arise in the context of message
authentication.

13.1 Suppose that John sends an authenticated message to Mary. The following
disputes that could arise: 1. Mary may forge a different message and claim
that it came from John. Mary would simply have to create a message and
append an authentication code using the key that John and Mary share. 2.
John can deny sending the message. Because it is possible for Mary to
forge a message, there is no way to prove that John did in fact send the
message.

13.2 What are the properties a digital signature should have?

13.2 1. It must be able to verify the author and the date and time of the
signature. 2. It must be able to authenticate the contents at the time of the
signature. 3. The signature must be verifiable by third parties, to resolve
disputes.




13.5 In what order should the signature function and the confidentiality
function be applied to a message, and why?

13.5 It is important to perform the signature function first and then an outer
confidentiality function. In case of dispute, some third party must view the
message and its signature. If the signature is calculated on an encrypted
message, then the third party also needs access to the decryption key to
read the original message. However, if the signature is the inner operation,
then the recipient can store the plaintext message and its signature for
later use in dispute resolution.

13.6 What are some threats associated with a direct digital signature
scheme?

13.6 1. The validity of the scheme depends on the security of the sender's
private key. If a sender later wishes to deny sending a particular message,
the sender can claim that the private key was lost or stolen and that
someone else forged his or her signature. 2. Another threat is that some
private key might actually be stolen from X at time T. The opponent can
then send a message signed with X's signature and stamped with a time
before or equal to T.

13.7 Give examples of replay attacks.

e Simple replay

e . Repetition that can be logged

e Repetition that cannot be detected

e Backward replay without modification

13.8 List three general approaches to dealing with replay attacks

13.8 1. Attach a sequence number to each message used in an authentication
exchange. A new message is accepted only if its sequence number is in
the proper order. 2. Party A accepts a message as fresh only if the
message contains a timestamp that, in A's judgment, is close enough to




A's knowledge of current time. This approach requires that clocks among
the various participants be synchronized. 3. Party A, expecting a fresh
message from B, first sends B a nonce (challenge) and requires that the
subsequent message (response) received from B contain the correct nonce
value.

13.9 What is a suppress-replay attack?

13.9 When a sender's clock is ahead of the intended recipient's clock., an
opponent can intercept a message from the sender and replay it later when
the timestamp in the message becomes current at the recipient's site. This
replay could cause unexpected results.




Authentication

Protocols




Chapter 15
User Authentication Protocols

s o) (5 il FUBal) A S UL Guay By A (e Jluall dllia (198 o (S
1AV Juany (Jilalia i)

B ==l S identification 4 Juu s mélaill ¢l jabh A sl -)

. A o= Verification (383l ileny B a6y -¥

: Distinct form Message Authentication

(Jan ol Ll Ll il sina (e Al il Y Gy JuaiDl sy o 5]

: User Authentication (A

eilaal) -yl g Aaadl - 5Ly Cga — 5 el LS

: Oe s 41 Authentication Protocols

: (Mutual ) Jabda -

:&ua handshaking
.Session Key 4Ll :Confidentiality -
. Replay attack (s 4leall: Timeliness -
: One —way Function -Y
sl s 8 Galiaie e Jaiall 5 el ) o
O Eua die S Conmall Cgulall (B 5 el CLISTY gan 04 343 ;e
gla siuY Lule KoY one-way Al 45y (S ¥ 5 el AalS g la i
Al dals
: (Federated ldentity Management) 3 gall 43 5gd) 313 iy o
Plandly 5 5uaS) 8 3ea) e Gertinalls alall e slaalls aSadll s 3 sl o
o3 U sl 55000 5 a e 5 il slaall i 5l 535 Ciladd Jlamins] (o (ppediiunall
Iy sll g paaill (553 Cppaaiinnall (g ST g AaDadl 4y pusdl Ales
:Kerberos = (i 13k
Dl s Jrard) (0 45 8 dBalian 1 51 aaiae Sl dBolias J S 55 0 2
ol (5 like aladinly
Sl 2836 Y S 535l alame G (e (sl (S0 Lgdly i V) CSud yiiad
pranai ola Ui (o g3 jidia e b ) s AN 8 055 yudl Al Jla il 5
: 5¢® Kerberos
cpdlallad g QUL Jaanll ey -)
e slaall LMl (Jlanal agi¥lai) gaen s -




:Kerberos = Jasy s
e (aala Alilaia) 4yl mlidl) o dainy 5afi dlad yie Jony -
DES e lsa
Aasel) Je <o il Kerberos ge b Walide aS05l 8 Juwee JS & 5Ly
: 430 b3 g (Ticket) LI Jasa o sy
4 s aadiuall Jlu ) deaddl ) Jsasll 03) e Jguaaldl -
. Authentication Server
axiiaall 400 of 5 S Jus 5 4560l (0 Authentication Server (sl -
DS Aeadd J gea ol + sESSION U ) e (5 giat ~Uidall xa B jidia
(384 e J paall
Tl 53 8% o Juany g Uiball aa dal Y15 S35 os ldy o g8y Jaeal) ¥
. Session
Al jada bl Jlus ) Jrenll oy Session ¢ lida g 8 Sl Juady
Lol Ll daaad) e Joany of Jad 5 S3i) 65 g sl
dailadll s dia jdll il 4By Kerberos Leediy 3l cildy il :adaadle
cl sl e

14.1 What problem was Kerberos designed to address?

14.1 The problem that Kerberos addresses is this: Assume an open
distributed environment in which users at workstations wish to access
services on servers distributed throughout the network. We would like
for servers to be able to restrict access to authorized users and to be able
to authenticate requests for service. In this environment, a workstation
cannot be trusted to identify its users correctly to network services.

14.2 What are three threats associated with user authentication over
a network or Internet?

14.2 1. A user may gain access to a particular workstation and pretend
to be another user operating from that workstation. 2. A user may alter
the network address of a workstation so that the requests sent from the
altered workstation appear to come from the impersonated workstation.
3. A user may eavesdrop on exchanges and use a replay attack to gain
entrance to a server or to disrupt operations.




14.4 What four requirements were defined for Kerberos?

14.4  Secure: A network eavesdropper should not be able to obtain the
necessary information to impersonate a user. More generally, Kerberos
should be strong enough that a potential opponent does not find it to be
the weak link. Reliable: For all services that rely on Kerberos for access
control, lack of availability of the Kerberos service means lack of
availability of the supported services. Hence, Kerberos should be highly
reliable and should employ a distributed server architecture, with one
system able to back up another. Transparent: Ideally, the user should
not be aware that authentication is taking place, beyond the requirement
to enter a password. Scalable: The system should be capable of
supporting large numbers of clients and servers. This suggests a
modular, distributed architecture.

14.5 What entities constitute a full-service Kerberos environment?

14.5 A full-service Kerberos environment consists of a Kerberos
server, a number of clients, and a number of application servers.

14.6 In the context of Kerberos, what is a realm?

14.6 Arealm is an environment in which: 1. The Kerberos server must
have the user ID (UID) and hashed password of all participating users in
its database. All users are registered with the Kerberos server. 2. The
Kerberos server must share a secret key with each server. All servers are
registered with the Kerberos server.

14.7 What are the principal differences between version 4 and
version 5 of Kerberos?

14.7 Version 5 overcomes some environmental shortcomings and
some technical deficiencies in Version 4.
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Transport-Level Security (TLS)
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e SSL Change Cipher Spec Protocol
— a single message consists of a single byte with the value 1.

— that signals the beginning of secure communications
between the client and server.

1

(a) Change Cipher Spec Protoool

SSL Alert Protocol

This protocol sends errors, problems or warnings about the connection
between the two parties.

This layer is formed with two fields:
Severity level
Warning value 1 or fatal value 2

specific alert

fatal: unexpected message, bad record mac, decompression
failure, handshake failure, illegal parameter




warning: close notify, no certificate, bad certificate, unsupported
certificate, certificate revoked, certificate expired, certificate
unknown

compressed & encrypted like all SSL data

1 byte 1 byte

Lewvel | Alert

(b) Alert Protocol

SSL Handshake Protocol
Allows server & client to:
o authenticate each other
o to negotiate encryption & MAC algorithms
o to negotiate cryptographic keys to be used to protect data
sent in an SSL record.
Is used before any application data is transmitted.
comprises a series of messages in phases
o Establish Security Capabilities
o Server Authentication and Key Exchange
o Client Authentication and Key Exchange
o Finish
o Type: Table 16.2
Content ( bytes): Table 16.2.

1 bvte 3 bytes = U bytes

Type Length Content

(¢) Handshake Protocol
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17.2 What protocols comprise SSL?




17.2 SSL handshake protocol; SSL change cipher spec protocol; SSL alert
protocol; SSL record protocol.

17.3 What is the difference between an SSL connection and an SSL
session?

17.3 Connection: A connection is a transport (in the OSI layering model
definition) that provides a suitable type of service. For SSL, such
connections are peer-to-peer relationships. The connections are transient.
Every connection is associated with one session. Session: An SSL
session is an association between a client and a server. Sessions are
created by the Handshake Protocol. Sessions define a set of
cryptographic security parameters, which can be shared among multiple
connections. Sessions are used to avoid the expensive negotiation of new
security parameters for each connection.

17.4 List and briefly define the parameters that define an SSL session state

17.4 Session identifier: An arbitrary byte sequence chosen by the server to
identify an active or resumable session state. Peer certificate: An
X509.v3 certificate of the peer. Compression method: The algorithm
used to compress data prior to encryption. Cipher spec: Specifies the
bulk data encryption algorithm (such as null, DES, etc.) and a hash
algorithm (such as MD5 or SHA-1) used for MAC calculation. It also
defines cryptographic attributes such as the hash_size. Master secret:
48-byte secret shared between the client and server. Is resumable: A flag
indicating whether the session can be used to initiate new connections.

17.5 List and briefly define the parameters that define an SSL session
connection

17.5 Server and client random: Byte sequences that are chosen by the server
and client for each connection. Server write MAC secret: The secret
key used in MAC operations on data sent by the server. Client write
MAC secret: The secret key used in MAC operations on data sent by the
client. Server write key: The conventional encryption key for data
encrypted by the server and decrypted by the client. Client write key:
The conventional encryption key for data encrypted by the client and




decrypted by the server. Initialization vectors: When a block cipher in
CBC mode is used, an initialization vector (IV) is maintained for each
key. This field is first initialized by the SSL Handshake Protocol.
Thereafter the final ciphertext block from each record is preserved for
use as the IV with the following record. Sequence numbers: Each party
maintains separate sequence numbers for transmitted and received
messages for each connection. When a party sends or receives a change
cipher spec message, the appropriate sequence number is set to zero.

Sequence numbers may not exceed 264 _ 1,

17.6 What services are provided by the SSL Record Protocol?

17.6 Confidentiality: The Handshake Protocol defines a shared secret key
that is used for conventional encryption of SSL payloads. Message
Integrity: The Handshake Protocol also defines a shared secret key that
Is used to form a message authentication code (MAC).

17.7 What steps are involved in the SSL Record Protocol transmission?

17.7 Fragmentation; compression; add MAC; encrypt; append SSL record
header.

17.1 In SSL and TLS, why is there a separate Change Cipher Spec
Protocol, rather than including a change_cipher_spec message in the
Handshake Protocol?

17.1 The change cipher spec protocol exists to signal transitions in
ciphering strategies, and can be sent independent of the complete
handshake protocol exchange
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15.1 What are the five principal services provided by PGP?

15.1 Authentication, confidentiality, compression, e-mail compatibility, and
segmentation

15.2 What is the utility of a detached signature?

15.2 A detached signature is useful in several contexts. A user may wish to
maintain a separate signature log of all messages sent or received. A
detached signature of an executable program can detect subsequent virus




infection. Finally, detached signatures can be used when more than one
party must sign a document, such as a legal contract. Each person's
signature is independent and therefore is applied only to the document.
Otherwise, signatures would have to be nested, with the second signer
signing both the document and the first signature, and so on.

15.3 Why does PGP generate a signature before applying compression?

15.3 a. Itis preferable to sign an uncompressed message so that one can store
only the uncompressed message together with the signature for future
verification. If one signed a compressed document, then it would be
necessary either to store a compressed version of the message for later
verification or to recompress the message when verification is required.
b. Even if one were willing to generate dynamically a recompressed
message for verification, PGP's compression algorithm presents a
difficulty. The algorithm is not deterministic; various implementations of
the algorithm achieve different tradeoffs in running speed versus
compression ratio and, as a result, produce different compressed forms.
However, these different compression algorithms are interoperable
because any version of the algorithm can correctly decompress the output
of any other version. Applying the hash function and signature after
compression would constrain all PGP implementations to the same
version of the compression algorithm.

15.9 What is MIME?

15.9 MIME is an extension to the RFC 822 framework that is intended to
address some of the problems and limitations of the use of SMTP
(Simple Mail Transfer Protocol) or some other mail transfer protocol and
RFC 822 for electronic mail.

15.10 What is S/IMIME?

15.10 S/IMIME (Secure/Multipurpose Internet Mail Extension) is a security
enhancement to the MIME Internet e-mail format standard, based on
technology from RSA Data Security.




15.4 The first 16 bits of the message digest in a PGP signature are
translated in the clear

a. To what extent does this compromise the security of the hash
algorithm?

15.4 a. Notat all. The message digest is encrypted with the sender's private
key. Therefore, anyone in possession of the public key can decrypt it
and recover the entire message digest.

b. To what extent does it in fact perform its intended function, namely,
to help determine if the correct RSA key was used to decrypt the

digest?

b. The probability that a message digest decrypted with the wrong key
would have an exact match in the first 16 bits with the original

message digest is 2-16,
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19.1 Give examples of applications of IPSec .

Secure branch office connectivity over the Internet

. Secure remote access over the Internet

. Establishing extranet and intranet connectivity with partners
. Enhancing electronic commerce security

19.2 What services are provided by 1PSec?




19.2  Access control; connectionless integrity; data origin authentication;
rejection of replayed packets (a form of partial sequence integrity);
confidentiality (encryption); and limited traffic flow confidentiality

19.4 What is the difference between transport mode and tunnel mode?

19.4 Transport mode provides protection primarily for upper-layer
protocols. That is, transport mode protection extends to the payload of an IP
packet. Tunnel mode provides protection to the entire IP packet.

19.5 What is a replay attack?

19.5 A replay attack is one in which an attacker obtains a copy of an
authenticated packet and later transmits it to the intended destination. The
receipt of duplicate, authenticated IP packets may disrupt service in some way
or may have some other undesired consequence.







Chapter 22
Firewalls

:( Firewalls ) 44l 4laad) jaa 4 La
JA (e ULl (3855 8 aSail] alial) g Slaaa ) (e JalSia ollad e 3 5l o
3 a3 il 038 o s Sl Al e A0 ) Al A0
. o)l
ts M Aglaal) jlan ) gliad il
44y jo YLall Bary ASEN (31 2L aaleall a gl Cua daodl) Jidaat Clasa pie -
ceoala
ASAl A A e glaall Jgea sl ol Jaaas aia - ¥
i Alalal) A0l ) J 3l agd 7 eaall Zlaud) ¥
LAl A A ibas ) e sl (e 30 JA0 (ppediiiveall aie -
;Moi%hﬂ\jggﬁﬁ‘q\! s L
2 Aadla 4l Gl () sie e e 1Y) Sleadl () Jsaall (e Sl ) e -
D dall s IV ) Jil s IS (e Al il g il 5e %00 G J sl
- Sl g il dliae S 3
Lt A ET JA0y Hlaldall e dglaall 1Y
LY S5 gl e sadinall Cilangdl (e dgleal) -¥
s dgleadl Jaa g gl
D Opend ) as s ) Sleal) il gy A e -
. router J :Hardware -
. Judill sl 8 dabiadl) gl il Jie :Software -Y
P ) sl ADE ) deadiiall L o) oS30 (DA e -
. (packet filtering ) 4lu )l 3 yla -
AN Ul (80 s gell Jaisall 5 s el Ol sie Gandy 8 53
: (proxy firewall) = < a s clinkail dada Y
aie paill e Alla 8 dde 138 Jaeall g pald) A5y o e Jany
- e Gkl aladiul (e (il s
:(Stateful Inspection ) Jisédll s Y
Yol @l sall 138 (e il JUiiad a3 Ja 5 Ll 48 yaa g AL ) ity o 53
pAglaal) jlas N4 (e dglaad) b il dai ) ciban) i) Uia

Adlaal) o Lgb oy Y AL ol e a2

(Defense in dept.) Bem glaall ardicl bt g Ul jlasll e adiai Y -¥
:‘:’L‘; Gl gla B s

s laad) IS 00 ASuIN (d e e 55 30 e ST T

VL) e () 5 g s U laall g v £




: (DMZ) demilitarized zone 3uaal) ddhiall o
S Clangl) e dasl 5 5l Alae S o) g LS ASLED Alan ; Lgie Cargd) -
i Y ASLE (e (iRl (e Led (sl

Lalal) Aabaial) 305 [ ) A Aleall las DMZ | ¥ s, adeall jlaa | daallall 3000
bl o33 - A o)A Sladiaic
bl ac ) 68 Glandat Al sa

M cbclig =3

:*PBJZ\,.ILAAMJM%C}AJ#QJ‘ °
Fallad) A0 (g i) Cilangd) o (allall 45 5 ) ) A dles
D Cua (e / lew) A Gl e dgleall oS
TELNET& FTP gisis HTTP&HTTPS s geass

: (Honey pots) Juall 4 of 4485 < gl B g

5l oA s Aaliial) A5 e Alciaall B ERY) slarY saladl) dilaid) 8 addin
DMl s il A 5 48 5 5a LalS it il 5 el 335 e a3l 54 e

Al o 53l e g g el (4 i)

20.2 List four techniques used by firewalls to control access and enforce a
security policy.

e Service control
e . Direction control
e . User control

e . Behavior control

20.3 What information is used by a typical packet-filtering router?

Source IP address

Destination IP address

Source and destination transport-level address
IP protocol field

. Interface




20.5 What is the difference between a packet-filtering router and a stateful
inspection firewall?

20.5 A traditional packet filter makes filtering decisions on an individual
packet basis and does not take into consideration any higher layer
context. A stateful inspection packet filter tightens up the rules for TCP
traffic by creating a directory of outbound TCP connections, as shown in
Table 20.2. There is an entry for each currently established connection.
The packet filter will now allow incoming traffic to high-numbered ports
only for those packets that fit the profile of one of the entries in this
directory

20.6 What is an application-level gateway?

20.6 An application-level gateway, also called a proxy server, acts as a relay
of application-level traffic.

20.7 What is a circuit-level gateway

20.7 A circuit-level gateway does not permit an end-to-end TCP connection;
rather, the gateway sets up two TCP connections, one between itself and
a TCP user on an inner host and one between itself and a TCP user on an
outside host. Once the two connections are established, the gateway
typically relays TCP segments from one connection to the other without
examining the contents. The security function consists of determining
which connections will be allowed.

20.9 In the context of access control, what is the difference between a
subject and an object?

20.9 A subject is an entity capable of accessing objects

An object is anything to which access is controlled

20.10 What is the difference between an access control list and a capability
ticket?




20.10 For each object, an access control list lists users and their permitted
access rights. A capability ticket specifies authorized objects and
operations for a user.

20.11 What are the two rules that a reference monitor enforces?

20.11 No read up: A subject can only read an object of less or equal security
level. No write down: A subject can only write into an object of greater
or equal security level.

20.12 What properties are required of a reference monitor?

e Complete mediation
e |[solation
e Verifiability

20.13 What are the common criteria?

20.13 The Common Criteria (CC) for Information Technology and Security
Evaluation is an international initiative by standards bodies in a number
of countries to develop international standards for specifying security
requirements and defining evaluation criteria.




