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1- Microsoft Certifications
A LWl VLS LD plle 6 (EgWgSH GSaD Oldlgd pdi

New Microsoft Certifications

Microsoft Certified @ : m
Solutions Master "“
(MCSM) MCSE Lab Exam | Exam

Microsoft fcrosoft
_ Certified Scoeigtliﬁoe:; m DTI Reesr
Destination Solutions Expert Developer I
(MCSE) (MCSD) MCSA Exam Exam

Microsoft Certified Dﬂ lETI
Solutions Associate
(MCSA) Exam Exam

Microsoft | Learning

Associate

1.1- Microsoft Certified System Administrator 2003

Microsoit Certitied

Systems Administrator

Abdelsalam Elrashdi

MCSA 2003

To obtain this certificate you must pass 4 exams
e Exam 70-270 Installing, Configuring, and Administering Microsoft Windows XP

Professional.
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e  Exam 70-290 Managing and Maintaining a Microsoft Windows Server 2003 Environment.

e Exam 70-291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003
Network Infrastructure Sponsored.

e Exam 70-227: Installing, Configuring, and Administering Microsoft Internet Security and

Acceleration (ISA) Server 2000 Enterprise Edition.
1.2-Microsoft certified Systems Engineer

e Exam 70-293: Planning and Maintaining a Microsoft Windows Server 2003 Network
Infrastructure

e Exam 70-294: Planning, Implementing, and Maintaining a Microsoft Windows Server 2003
Active Directory Infrastructure.

e Exam 70-290 Managing and Maintaining a Microsoft Windows Server 2003 Environment.

e Exam 70-291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003

Network Infrastructure Sponsored.
Select one of the following 2 exams

e Exam 70-210: Installing, Configuring, and Administering Microsoft Windows 2000
Professional.
e Exam 70-270: Installing, Configuring, and Administering Microsoft Windows XP

Professional.

pb il

% Microsoft Certified

~

y £

Pl O

Abdelsalam saleh Elrashdi

CERTIFIED
Syssevms Erginoor
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Microsoft
CERTIFIED
IT Professional

MCITP

To obtain this certificate you must pass 3 exams

e Exam 70-640 TS: Configuring Windows Server 2008 Active Directory.
e Exam 70-642 TS: Configuring Windows Server 2008 Network Infrastructure.
e Exam 70-646 PRO: Server Administrator, Windows Server 2008.

1.4-MCITP Enterprise Administrator 2008
Microsoft
CERTIFIED
IT Professional

MCITP

e Exam 70-640 TS: Configuring Windows Server 2008 Active Directory.

e Exam 70-642 TS: Configuring Windows Server 2008 Network Infrastructure.
e Exam 70-643 windows server 2008 applications infrastructure, configuring .
e Exam 70-680 windows seven configuration.

e Exam 70-647windows server 2008,interprise administration.

11
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1.5-Microsoft Certified Solutions Associate 2008

Microsoft
CERTIFIED

Solutions Associate

Windows Server 2008

e Exam 70-640 | Windows Server 2008 Active Directory, Configuring.
e Exam 70-642 | Windows Server 2008 Network Infrastructure, Configuring.
e Exam 70-646 | Windows Server 2008, Server Administrator.

1.6- MCSA: Windows Server 2012

Microsoft

CERTIFIED
Solutions Associale

MLSA:

Windows Server 2012

e Exam 70-410 | Installing and Configuring Windows Server 2012.
e Exam 70-411 | Administering Windows Server 2012.
e Exam70-412 | Configuring Advanced Windows Server 2012 Services.

12
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1.7- MCSE Microsoft Certified Solutions expert 2012
Exam 70-410 | Installing and Configuring Windows Server 2012.

Exam 70-411 | Administering Windows Server 2012.

Exam 70-412 | Configuring Advanced Windows Server 2012 Services.

Exam 70-413 Designing and Implementing a Server Infrastructure.

70-414 Implementing an Advanced Server Infrastructure.

1.8- MCSA Windows Server 2016 exam

OA\

BT Microsoft

MCSA

Windows
Server 2016

<<
(¥ 5
L
o
p—
=
I~

E>cam p\e

e Exam 70-740 Installation, Storage, and Compute with Windows Server 2016.
e Exam 70-741 Networking with Windows Server 2016.
e Exam 70-742 ldentity with Windows Server 2016.

1.9-MCSA Windows Server 2019 exam

Windows Server 2012

4?'af'l')ed 20\9
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2- Configure peer to peer(workgroup) computer network
Workgroup Ul 0w 2L 2i)l 65 ub

dra’inll Wials i jling 6jg2110 e 6jg21 2ac jglab) U baic §nen)l OIS L] 0 0ole padin)
.02g2230 OWADIgo OIS LPijeolg (PL JLaus plhs Il U Ug Lusp dgeuwg

A WYL B Jo ,0LS j26 }6g5 pacg GuS]l OlS Ll o9 Lduh’ Qgap lpgie pol Jo
-JL023lwnl) Ol UNJ elbel 6 429220

A peer-to-peer network is one in many PCs share files and access to devices such as printers

without requiring a separate server computer or server software.

A network of computers configured to allow certain files and folders to be shared with everyone
or with selected users. Peer-to-peer networks are quite common in small offices that do not use
a dedicated file server. All client versions of Windows, Mac and Linux can function as nodes in a

peer-to-peer network and allow their files to be shared.
Advantages of Peer-to-peer networking over Client —Server networking are :-

1- Itis easy to install and so is the configuration of computers on this network,
2- All the resources and contents are shared by all the peers, unlike server-client

architecture where Server shares all the contents and resources.

14
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3- P2Pis more reliable as central dependency is eliminated. Failure of one peer doesn’t affect
the functioning of other peers. In case of Client —Server network, if server goes down
whole network gets affected.

4- There is no need for full-time System Administrator. Every user is the administrator of his
machine. User can control their shared resources.

5- The over-all cost of building and maintaining this type of network is comparatively very

less.
Disadvantages of Peer to peer architecture over Client Server are:-

1- In this network, the whole system is decentralized thus it is difficult to administer. That is
one person cannot determine the whole accessibility setting of whole network.

2- Security in this system is very less viruses, spywares,trojans, etc malwares can easily
transmitted over this P-2-P architecture.

3- Data recovery or backup is very difficult.
Make workgroup network in small office

Make sure name of workgroup same in all computers

(Computer + properties)

:5 » Computer » . Search Computer

Organize ¥~ System properties Uninstall or change a program Map network drive Open Control Panel e )
|
4 3¢ Favorites < Hard Disk Drives (3)
BN Desktop Local Disk (C:) Local Disk (D2)
& Downloads w — e — 2 —a
113 GB free of 241 GB S 247 GB free of 356 GB

. Recent Places
Local Disk (F:)

< &S Libraries &5” 709 GB free of 751 GB
=] Documents
m - i i
& Music Devices with Removable Storage (1)
&= Pictures o DVD RW Drive (E9)
U‘JD nve 2
8 Videos — h

< % Computer
&L Local Disk (C:)
.= Local Disk (D:)
= Local Disk (F:)

“‘ Network

Processor: Intel(R) Core(TM) i7-36...

b .A ABDO-PC Workgroup: WORKGROUP Memory: 6.00 GB
—

15
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R Computer Name | Hardware | Advanced | System Protection | Remote

System prote erved.

Advanced sy &" Windows uses the following information to identify your computer
on the network.

Computer description: |

For example: "Kitchen Computer” or "Mary's

Computer” b
Full computer name: zbdo-PC
Workgroup: WORKGROUP L

To use a wizard to join a domain or workgroup, click Network ID. e Index
Network ID.
M CPU @ 240GHz 240 GHz
Ta rename this computer or change its domain or _
workgroup, click Change.

ilable for this Display
@Changa settings
=
Wm!uws activation
Fe sy Windows is activated
Action Center Product ID: 00426-0EM-8992662-00006
Windows Update
Performance Information and
=
FETET )
System Propertias | 24 |w | | |
— - | +4 | | Search Control Panel je
Computer Name | Hardware | Advanced | System Protection | Hamotel @ -

ur computer

WComputer MName/Domain Changesl u

Comfl | You can change the name and the membership of this
computer. Changes might affect access to network resources.
lore informatior: lon. All rights reserved.

Computer name:

Worlll  bdo-PC

Tougl| Full computer name:
Nt

| abda-PC 1
Tod| .
ot Member of .
i hdows Experience Index
() Domain:

pre(TM) i7-3630QM CPU @ 240GHz 2,40 GHz

(@ Workgroup: .
M WORKGROUP lerating System

I Teuch Input is available for this Display

0K Cancel settings
—— '@Change settings
ion
Full computer name: abdo-PC
Windows Update

Computer description:
Performance Information and
Took Workgroup: WORKGROUP

16
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Configure [P address [PV4 where all computer have same network address

Qrganize ~ Network and Sharing Center Add a printer Add a wireless device
= ¢ Fawvorites - Computer (1)
HEl Desktop
8 Downloads ‘*H’ WIN-IGLBEG2MF7GN
= /
| Recent Places

= 3 Libraries
> [F5] Documents
> J Music
> (=] Pictures
> B Videos

> B8 Computer

| o “Ba Network

Control Panel Hom

Manage wireless ne
Change adapter set

Chang anced =
settin.

A\ I

T — e
b Local Area Connection Properties g

W e—

Conmnect usimg :
LF  Imtel{R) 825791 M Gigabit Metwork Connection

[ Cordigure . . ]

This connection uses the following tems:
OB Cliert for Microsoft Metworkcs

g"u’hﬂwar\e Bridge Protocaol
=l oS Packet Scheduler

g File and Primter Sharing for Microsoft MNetworks

—it. Irmtemet Protocol Wersion & {(TCPASTPwE)

Imntemet Protocol Wersiorn 4 (TICPATPwAa)

e Limk-Layer Topology Discowvery Mapper 150 Driver
wi il —z. Link-Layer Topology Discowerny Responder

[ Imstall ... ] Linminstall [ Froperties ]

Drescription

Transmission Contral Protocol S Intemet Protocaol. The defauk
wwide area networke protocol that provides communicastion
across diverse imnterconnected networlcs.

[ Ok | [ cancet |




Gerera |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[[]validate settings upon exit

Turn of firewall in all computers

Change adapter settings NADAWAILE Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a networ

You are currently not connected to any networks.

Change your networking settings

Set up a2 new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

i é& & %

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options,
Windows Firewall

18
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Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.

What are network locations?
Home or work (private) network location settings
@ @ Turn on Windows Firewall
[]Block all incoming connections, including those in the list of allowed programs

[Z] Notify me when Windows Firewall blocks a new program

@ Turn off Windows Firewall (not recommended)

ublic network location settings
@ @) Turn on Windows Firewall
[T] Block all incoming connections, including those in the list of allowed programs

[V] Notify me when Windows Firewall blocks a new program

ﬁ’ @ Turn off Windows Firewall (not recommended)

Sharing folders

Right click on folder then properties ,sharing then choice the people that can access to folder

C:A\Users\NADawa260ct 13\Desktop

'h; < 0O bytes
Elrasnai Obytes
- ;

O Files. O Folders

2017 i 9=9= 10, » 03:59:13

[@] Read-only (Only applies to files in folder)

19
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| General | Sharing | Security | Previous Versions | Cu

Network File and Folder Sharing é
Brashdi
* Not Shared u 23 File Sharing

Network Path:
Not Shared

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

Advanced Sharing
Set custom pemissions, create mulj))

advanced sharing options

-

[ # Advanced Shanng... | Permission Level
Owner

Password Protection

People must have a user account &
computer to access shared folders.

To change this setting. use the Nefi

I'm having trouble sharing

23 File Sharing
R e W

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

Permission Level

Owner

52 Everyone Read ¥

I'm having trouble sharing

[ rSJShare ][ Cancel ]

Access to sharing folders
My computer ,network

20
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Organize v

System properties

Uninstall or change a program

Map network drive Open Control Panel

¢ Favorites
Bl Desktop
& Downloads

%] Recent Places

4 Libraries
@ Documents

& Music

[ Pictures

B videos
/& Computer

€l Network

4 Hard Disk Drives (2)
0S(C)

27.7 GB free of 456 GB

4 Devices with Removable Storage (1)

$ DVD RW Drive (E:)

HP_RECOVERY (D:)

S 104 6B free 0f9.30 GB

¢ Favorites 4 Computer (1)
Ml Desktop
8 Downloads w NADAWA16

‘5 Recent Places
4 Libraries

@ Documents

J’ Music

[=) Pictures

B videos
M Computer

€ Network

21
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5% Fawvorites
B Desktop
- Downlocads
= | Recent Places

-

——a Libraries
IE] Documents
)’ Music
(=] Pictures
B videos

rEE Computer

€ha Network

3¢ Favorites
Ml Deskiop
& Downloads

. Recent Places

3 Libraries
j Documents
Jﬂ Music
=] Pictures
B videos

18 Computer

€l Network

Another way to access to sharing folders

Computer ------ network --------- as the following

22

l Users
)

Share

Date modified Type Size

2017/06/10 a 04:13 File folder
2017/06/02 p 06:41 File folder
2010/11/21 ,2 09:17  File folder
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S% Fawvorites
HEE Desktop
M Downloads

=l Recent Places

——a Libraries
@ Docurments
J’ Music
(=] Pictures
B videos

50 Favorites
Bl Desktop
& Downloads

%l Recent Places

Users
Share

Date modified Type Size
2017/06/10 s 04:13 File folder
2017/06/02 p 06:41 File folder
2010/11/21 =09:17 File folder

4 Libraries
i:] Documents
J\ Music
=] Pictures
B videos

/% Computer

ﬁ Network

3- Install windows seven on VMware 12

Vmwarel2 61Stll 20Up J51d (7jgaig) Dlfidl L3 plhj Juod)

Create virtual machine on Vmware 12

@ Edit View VM Tabs Help | b ~ | £ O |0l = =
‘3 New Virtual Machine... CtreN
:i'; ﬁms«wmnzm...v\“ (“11 Windows Server 2008 R2 x64... * | [} Windows 7 peer to peer * | (i wW. ]
)
Ir=, - P -
Ctri+O [ 554 Windows 7 join to domain
Crriew
P Resume this virtual machine
[t,l Ciatet, ZE)Edit virtual machine settings
o
&% Virtualize a Physical Machine... ~ Raviins
BpottoOvr - Memory 168
£3  Map Virtual Disks... 1 Processors =
Exit &2 Hard Disk (SCSD 60 GB

423 Hard Disk 2 (SCSI) 60 GB
£ Hard Disk 3 (SCSD) 60 GB

£33 Hard Disk 4 (SCSD) 60 GB
#)CD/DVD (SATA)  Using file C:\ass...
¥ Network Adapter Host-only

£3) Shared VMs

&3 USB Controller Present
& Sound Card Auto detect
s Printer Present
W8 Display Auto detect

~ Description
Type here to enter a description of this
virtual machine

« Virtual Machine Details
State: Suspended
Configuration file: C:\Users\NADawa260ctl3\Documents\Virtual
7N v

12.0 virtual hi

23
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Al =

~
New Virtual Machine Wizard

o]

Welcome to the New Virtual
Machine Wizard

WSRKST : TlON What type of configuration do you want?

PRO e @ Typical (recommended)

Create a Workstation 12.0 virtual machine
in a few easy steps.

Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with

older VMware products.

Press browser then Choice image that cantinas inside it window seven if you have DVD contains

inside it window seven image choice first option (installer disc)

o)l (piall (0 jgagll daw) Jlso Juil

.
e Wirtual Machine Wizand |

Guest Operating Sy sten Installaticon

A wirtual machine is bloe s physical computers; it reeds an operatimg
systerm. How will you imnstall the guest operatimng system? I

Imstall from:
Imstaller disc:

s DVD RV Drive (Ex)

Abdelsalarm elrashdi I

<> Ir s i e fi=o):
s s ame oppes S s-g e baroric YW Oison Secerity WEauan Serv - Browrse . .
Hr CentOs detected.
This: Ofeeratimg System will use Easy Install. (Grheat's ks )
I weill imstall the operatmg systerm Llater
Thee wirtuad macherse will e created with a blark hard disla.

[ < Bacdk ) [ reemt = | Carvoel

Size of virtual hard disk

o)l pjal) Ajiil o)l p2d 2)235
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New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer’s physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maxdmum disk size (GB): 60.0 T

Recommended size for

() Store virtual disk as a file
© Spht virtual disk in tiple files
Splitting the it easier to move the virtual machine to another

computer but reduce performance with very large disks.

[ <sack ][ mext> ][ conca ]

Finish

New Virtual Machine Wizard W ]

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows 7
and then VMware Tools.

'P 1| The virtual machine wil be created with the following settings:

Name: Windows 7 (3) =
Location: C:\Users\NADawa260ct13\Documents \Virtual Machin...
Version: Workstation 12.0

Operating System: Windows 7

Hard Disk: 60 GB, Split
Memory: 1024MB
Network Adapter: NAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card Y.

| Customize Hardware... |

(V| Power on this virtual machine after creation

[ <Back | [ Fnsh ][ concel |

25
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Loading files

windows 1is Tloading files...

Starting installation

Windows 1s loading files...
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Choice edition of windows seven

Select the operating system you want to install

Operating system I Architecture I Date modified ]
HP Windows 7 Ultimate x8 7/14/2009
COMPAQ Windows 7 Ultimate 7/14/2009
HP Windows 7 Ultimate 7/14/2009
COMPAQ Windows 7 Ultimate 7/14/2009

Description:
Windows 7 ULTIMATE

Choice the language

9 Imstall Wndows

¥ YO

27
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% Imstall Wnddows

~
N
Windows 7

>

Accept the license

Please read the hicense terms

MICROSOFT SOFTWARE LICENSE TERMS g
WINDOWS 7 ULTIMATE

These hcense terms are an agreement Detween Microsoft Corporaton (or based on
whaere you Ive, one of its affiliates) and you. Flease read them. They apply to the
software named above, which ncludes the media on which you received it If any.
Printed-paper kcanse terms, which may come with the software, may replace or modify
any on-screen icense terms. The terms also apply to any Microsoft

>

upcates,

supplements,

INternet-based services, and

™ 1 gccept the hcense terms

28
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On the installation type page, click on Custom (advanced) to start a new installation

Which type of installation do you want?

M3
UpGgrade
Upgrade 10 » newer vernon of Windows and keep your fley settmgs and progrems
The cption to upgrade i only svedable when an exnting veruon of Wndows
runeseng We recommend bachng up your files before you proceed

Custom (advanced)
Ivitall » new copy of Windows. Tha optron does not keep your fdes, settings, and

3 programs. The option to make changes 1o duks and partitsons » svadable when you
Mant your computer uing the sntalaticon disc. We recommend bacing up your fies
P before you pro<ceed

Help me decide

Choose the partition or disk that you want to install Windows 7 on, and then click Next

Where do you want 1o install Windows?

Name

b9 Fefresn " -

€% Loed Devver

Choose the partition or disk that you want to install Windows 7 on, and then click Next

29
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Where do you want 1o install Windows?

. Neme i TotalSxe  FreeSpace Type |
g Dk O Unsliocated Space 200 G8 20068
>
€9 Befresh 7S Delete P Eorman B Mg
€% Loed Drvver 3 Extend
[ tea |

Extend or format desk

Where do you want to install Windows?

“Nome T TowiSee  Freespece Type |
— Dusk 0 Unaliocated Space 0GB #0068
b9 Refresh XQM( & format " b
€4 Load Drwver :j Extend
 bea |
30
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1 Where & VOU want 10 mmstall Windows?

MNarme Totsl Sae Free Space Type

Dwsk O Parmttson 1 Systern Reserved 1000 M8 S50 ME Systerm
= Desa O Partison 2 194 G 193 G Pemany
- Dz 0 Unalhocated Spece X5 Ge 205 G

b9 Retre 7% Dele J €
e -
-

[nstallation will start

) &7 1nstall Viindows
Installing Windows

That s all the infoemation we need nght now. Your compeuter wil restant seversl times Sunng
instakation.

v

’
’
’

v

’

v

Completing imstallation .

Setup will prepare computer for first use

31
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Setup is preparing your computer for first use

——

Setup will continue, and this time you will have to choose a username and a computer name

£7 Windows 7 Ultimate

sser name for your 1 and name your computer to distinguash @ on the ne

Type 2 user name (for example, John

Iypea
PC

Copynght © 2008 Mucrosoft Corporation. All nghts reserved

On the Product Key page, you can either enter the product key or simply leave it empty and click

on Next

32
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g 4 Set Up Windows

Type your product key for activation
You can find your product key on your computer o on the installation dac holder inside the
Windows package. Entening your product key now i opticnal Bt strongly recommended to help

avord COmplications dunng actvatson

The product key sticker looks hke this

Product key (dashes wil be added automaticallys

7 Awtomatically actrvate Windows when I onine

Desktop first time

T Preparing your desktop...

. Windows 7 uttimate

Desktop first time

33
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4- Install windows server 2008R2

window server 2008R2 Jusunj pUh) Jundi

Create virtual machine on Vmware 12

Install window server 2008 r2

Edit View VM Tabs Help | b ~ | | £© 0O | m = ==
New Virtual Machine... Ctri=N -
% Sty (77 Windows Server 2008 R2 x64... > | (7] Windows Server 2008 R2 x64... > \ (“31 Windows 7 peer to peer * | (i W
e
Cut+O [E" Windows 7 join to domain
CtrieW -
P> Resume this virtual machine
Ctri-L =
4E1Edit virtual machine settings
= - = i
@2 Virtualize a Physical Machine... ~ DEEes
Expar“(o ovr: - 208 Memory 1'Go
£  Moap Virtual Disks... [ Processors 2
Exit &2 Hard Disk (SCS) 60 GB
5 Shared Vs 3 Hard Disk 2 (SCSD) 60 GB

£33 Hard Disk 3 (SCSD) 60 GB
2 Hard Disk 4 (SCSD 60 GB
#CD/DVD (SATA)  Using file C:\ass... g Ot
¥ Network Adapter Host-only
USB Controller Present

@) Sound Card Auto detect
e Printer Present
B Display Auto detect

« Description

Type here to enter a description of this
virtual machine

« Virtual Machine Details

State: Suspended
Configuration file: C:\Users\NADawa260ctl3\Documents\Virtual
3 - = 7

vmx

Y n 12.0 virtual machine
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—
New Virtual Machine Wizard

Welcome to the New Virtual
Machine Wizard

wwSRKSTATION What type of configuration do you want?

PRO i - © Typical (recommended)
Create a Workstation 12.0 virtual machine

in a few easy steps.

Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
vir tual disk type and compatibility with

older VMware products.

Press browser then Choice image that cantinas inside it window server 2008R2 if you have DVD

contains inside it window server 2008R2 image choice first option (installer disc)

7~

New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is ke a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

.4 DVD RW Drive (E:)

Abdelsalam elrashdi I

@ Installer disc image file (iso0):
C:\bwas Lupow savgNetwork\Cisco Security \AAA Seny - [ Browse... ]

i) CentOS detected.
This operating system will use Easy Instal. (What's this?)

I will instal the operating system later.
The virtual machine will be created with a blank hard disk.

35
2 mlla addiae ki




New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this dizk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer’s physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 60.0 3’:'33
Recommended size for 7: 60 G8
() Store virtual disk as a file
©) Spiit virtual disk In fies
Splitting the it easier to move the virtual machine to another

computer but reduce performance with very large disks.

[ neo ] Co<Bock. ) next> ) [C.Concel )

Choice the language

Install windows

Choice enterprise edition

window server 2008R2 ) plJI Jub 1 piij jlaol juisl

Select the operating system you want to install

Windows Server 2008 R2 Standard SP1
Windows Server 2008 R2 Standard Core SP1

Windows Server 2008 R2 Enterprise Core SP1
Windows Server 2008 R2 Data Center SP1
Windows Server 2008 R2 Data Center Core SP1
Windows Server 2008 R2 Web SP1

Windows Server 2008 R2 Web Core SP1

Description:
Windows Server 2008 R2 Enterprise SP1

1 Collecting information 2 Installing Windows
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Accept license

- [y m—
‘; A7 Install Windows

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER 2008 R2 ENTERPRISE, SERVICE PACK 1

These license terms are an 2

greement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the

software named above, which includes the media on which you received it, If any. The o
terms also apply to any Microsoft

updates,
supplements,

Internet-based services, and

support services o |

7 § accept the license terms é—————

rd.-.,“

Installing windows

L7 Install Windows —

Installir

That's all the information we need right now. Your computer will restart several times during
installation

Installing updates ..

Starting windows

37
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Change the password first time log in

rd must be changed before logging on the first time

[N —

b

! Windows Server 2008

Enterprise

Change the password first time log in

Enter password contains
letters, numbers and
special characters

Administrator

New password
Confirm password

>
rcate a password reset dask “

r———

» Windows Server 2008

Enterprise

Change the password first time log in

a3l plla iy Hiud




ord has been changed

fr———1

W

» Windows Server 2008

Enterprise

Preparing your desktop as first time log in

Preparing your desktop...

» Windows Server 2008

Emterprise

a3l plla iy Hiud




EY 1nitial Configuration Tasks

. i Windows
Perform the folowing tasks to configure this server ﬂ 3 Server 2008 72
Enterprise
= —
&Y Provide Computer Information al Specfyng computer rf )
?\ Activate Windows Product 1D: Not activated
“: Set tme zone Time Zone: (UTC-08:00) Pacfic Time (US & Canada)
s' Configure petworking Local Arca Connection: 1Pv4 address assigned by DHCP, |1PvE enabled
* Provide computer name and Full Computer Name: WIN-43SDSSIFSsU
doman Workgroup: WORKGROUP
9' Update This Server al Updating your Windows server
% Enable automatic updating and Updates: Not configured
feedback feedback: Windows Emror Reporting off
Not participating in Customer Expenence Improvemernt Program —
':=‘ Download and instal updates Checked for Updates: N ver
Installed Updates: Never
e’c Customize This Servex w Customiang your server
| - s -
Do not show this window at logon h } Cose l

obed B & & [+ o

Server manager

=101 x|
Ele Acton View Heb
Server Manager (WIN-439D9SIF960)
Roles o —
Features -
- Diagnostics Get an overview of the status of this server, perform top management tasks, and add or remove server
. roles and features.
i) Configuration
* Storage =
~ Server Summary Server Summary Help
~ Computer Information Yo Activate Windows

Ful Computer WIN-439D9SIFO6U U8 Change System Propertes

Name: & View Network Connectons

Workgroup: WORKGROUP ‘& Configure Remote Desktop

i Configure Server Manager Remote

Local Area IPv4 address assigned by DHCP, Management

Connection: Pv6 enabled

Remote Desktop: Disabled

Server Manager Disabled

Remote

Management:

Product ID: Not activated

™ Do not show me this console at logon

=
| | 2 3 Last Refresh: Today at 2:42PM Configure refresh
| |

I
EEI—EE = LRl
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Desktop

ooe| B & T
5- Install windows server 2012

windows server 2012 J1o105 plhj Jiod)

Create virtual machine on Vmware 12

> - — >— B e T
Crrierg

Windows Server 2008 R2 x64... < || (7} Windows Server 2008 R2 x64... > (737 Windows 7 peer to peer < i W < -

Ceri-O Windows 7 join to domain
Certew
P Resume this virtual machine
[ChREE BN Ecit virtual inachine settings
~ Devices
_ Exportto OVE. Marnory iae
HR | Map Virtust Ot 1 Processors 1
Exat & Hard Disk (SCSD 60 GB
€30 Shared VMs L3 Hard Disk 2 (SCSD 60 GB

&3 Hard Disk 3 (SCSD 60 GB
L3 Hard Disk 4 (SCSD 60 GB

) CD/DVD (SATA) Using file C\ams... S AL
e H by

USB Controfler  Present

@ Sound Card Auto detect

- Printer Present

. Dizplay Auto detect

- Description
Type here to enter a description of this
virtual machine

~ Virtual Machine Details
State: Suspended
Configuration file: C:-\Users\NADawa260ctl \Documents\Virtual

Worl 12.0 virtual machine
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- . = .
New Virtual Machine Wizard

Welcome to the New Virtual
Machine Wizard

AR wWhat type of configuration do you want?
WORKSTATION
PRO = - © Typical (recommended)

Create a Workstation 12.0 virtual machine
in a few easy steps.

Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibiity with
older VMware products.

([ mext> ][ coencet ]

Press browser then Choice image that cantinas inside it window server 2012R2 if you have DVD

contains inside it window server 2012R2 image choice first option (installer disc)

(New Vir e Wi i

New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this dizk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer's physical disic. These file(s) start small and become larger as you
add appications, files, and data to your virtual machine.

Manamum disk size (GB): &0.0 o
Recommended size for Wi 7: 60 GB

Store virtual disk as a

O Spht virtual disk In tiple fies
Splitting the S It easier to move the virtual machine to another
computer but reduce performance with very large disks

[ weo ] [ <Bock ][ mext> ][ cencet ]

—~
New Virtual Machine Wizard

Guest Operating System Installation
A virtual machine is ke a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from: =
o Elrashdi
Installer disc:

23 DVD RW Drive (E:)

© Installer disc image fie (iso):
C: iz Lot sa>sPWNetwork\Cisco Seaurity VAAA Sen. «

d) CentOS detected.
This operating system will use Easy Install. (What's this>)

I will install the operating system later.
The virtual machine will be aeated with a blank hard disk.

[ heo ] [ <Back | [mext> ][ canca ]
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Setup is starting

o§ Viindows Setup

{ L *a \\/
ICt Key 10 activate Wincows

It shouid be an the back of the bax that Windows Came in of in 3 missage that chows you bought

Windows
The product key looks lice this: XO0O0(- X000 XX

Dashes wil be added sutomatically

JSesidow LN Enter serial number

43
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(; & Windows Setup

Upgrade: Install Windows and keep files, settings, and applications

& o Vindows Setup

Neme

= Drwve 0 Unallocated Space

44
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Settings

Type a password for the Dullt-in administrator account that you can use to Sign in 1o this computer

User name

Password

Reenter password _

250 ) s Sl S




oy Windows Setup

Restartng in 6 seconds

& Windows Setup

computer will restart several times. This might take 3 while

46
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Press Ctrl+Alt+Delete to sign in

11:19

Monday, October 28

e

Administrator

88 Windows Server2012R2
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Server Manager

m
|

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard
- g a

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

1 B& Al servers

B tLocal server

@ ageabilay

5 112090
> = B sozmon

re=
Rsa Server Manager

48
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6- Install windows server 2016

windows server 2016 Jusuidj pUaj Juoai

Insert Windows Server 2016 DVD and boot your computer from the DVD. Boot to the DVD/USB

SO (you may have to go into bios or interrupt boot to boot from external media).

Click the Next Button

2% Windows Setup

nical Preview S

Language to install: L?;i:

Tieme and currency rorma:- | N |

Keyboard or input method: [JEiS

Enter your language and other preferences and click "Next” to continue.

© 2016 Microsoft Corporation. All rights reserved.

Click the Install now Button

ra Windows Setup

Hechnical Preview S5

Install now

Repair your computer

®© 2016 Microsoft Corporation. All rights reserved
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Optionally, enter your product key then Next or click | don’t have a product key

@ o8& Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in

The product key looks like this: XOOOOC = XK XK = KKK « KKK

Iif you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later

I

Privacy statement

stalling Windows

Read the license terms. Click on | accept the license terms then Click the Next button.

°~ 2k Windows Setup

License terms

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER

These license terms are an agreement between Microsoft Corporation (or
based on where you live, or if a business, where your principal place of
business is located, one of its affiliates) and you. If you are entering into this
agreement on behalf of an entity, such as your employer, you represent that
you have the legal authority to bind that entity. Please read them. They apply
to the pre-release software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft:

updates,

supplements.

I~ 1 accept the license terms=

2 Installing Windows
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e & Windows Setup

Where do you want to install Windows?

Name | Total size

Drive O Parstition 1 3500 MB

Free space

3500 MB

Type
System

Drive O Partition 2 4640 GB
Drive O Unallocated Space 991.0 MB

Drive O Partition 3 4500 MB

< Refresh P
» Re < .{WD

£% Load driver R Extend

Windows can't be installed on drive O partition 1

° & Windows Setup

Select the operating system you want to install

4640 GB

991 .0 MB

860 MB

Primary

OEM (Reserved)

Operating system
Windows Server 2016 Standard Technical Preview 5

Windows Server 2016 Datacenter Technical Preview 5 (Desktop Experie

<

Description

| Archite... | Date modifiec
3/25/2016

3/25/2016
3/25/2016

This option is useful when a GUL is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation, All server roles and features are

supported. For more details see "Windows Server Installation Options.”

S LTI IS S ST TIa

Installing Windows
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e oG Windows Setup

Where do you want to install Windows?

Name Total size Free space | Type

Drive 0 Unallocated Space 4658 GB 4658 GB

& Windows Setup

Installing Windows

Status

Copying Windows files (0%)
Getting files ready for installatior
Installing features

Installing updates

Finishing up

Enter a password for the administrator account into the password adn Reenter password fields
then click Finish

52
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Customize settings
Type a password for the bullt-in administrator account that you can use to sign in.lu this computer

User name

Password

Press [CTRL-ALT-DEL] to bring up the login screen

Press Ctri+Alt+Delete to unlock.

3:30. 8

Tuésda'y, May 24-"( :

Administrator
|
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7-Disk management
PHEUL doWl WH QN a1 6 pSITl e OISl Jiduds plhs 51 (phdul )] Jooj
(...l prn é3.auogi.cdao)
7.1- Disk management in window server 2008
window server 2008 Juubj pUh) 6 (P61 8)lol
Resize Server 2008 partition with Disk Management

To shrink Windows Server 2008 volume, right click on the volume that you want to resize and

select the option

7.1.1- Shrink Volume

Pl Jgo a¢jlall dunll (puldj

A Compate Maragemert P NCAR=R RN "X
ble Aoy Yea belp

¢ D EEDDXFoa D

& Computer Maragement Loca || Volume I Lr.out] Type I Fie S‘.aml Seates Actions
« {i SytenTodks e Simgle Eas NTFS Heakhy (Sysiery, Actrve, Primaey Fartit Binpp s o
® Task Scheduder < (C) Simgle Easc NTFS Heakhy (Boot. 2age Sile. Crash Dumg, PSS
B Evert \iewer Calngal (D) Single Easc NTFS Heakhy (Pnmavy Patron)
i Doeredlolders by Bachug (B) Sengle Facx NTES Meathy (Logical Crve)
& Lecel Lzers enc Grovps |<#TESTL (F) Simgle Easic FAT Heakhy (Logical Crnve)

) Perforrance
& Dovce Manzger
o 55 Sterage

-
&f O3k Mynsgement . 2 ;'
B Senkcesarddpplicatons || cacuso /NN =
Bezic (&) Inszall (D | Wyl pen
100068 200 | 0r308r 23eo8r st CGploe
Online He: | —eathy (€ Healthy & B -esl
- . Chenge Drveletter ovd Pathe...
“a(D-RCM O e
OvD (L
Mo Medie

Shank Volame...
D¢ cte Volermc...

Proportias

« m v | B Uralizcated [l Pnimery patinon [l Btenced partiion

Hdp
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File Action View Help

e - HT DS
PN e o ol Disk Management Actions
= B Roles | Type | Capacity
* o Features *Apps (D:) Simple Basic NTFS Healthy (Logical Drive) 40,00 GI
» = Diagnostics e Backup (H:) Simple Basic NTFS Healthry (Primary Partition ) 659 .86 GI ~
= N Configaration *Data (F:) Simple Basic NTFS Healthyy (Primary Pactition ) 5000 GE
52 Storage 0S5 (C:) Simple Basic NTFS Heoalthy (Boot, Page File, Crash Dusrg, Primary Partition) 3014 GI
& Windows Son | System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 100 MB
= Ditsk Manages —>Users (E:) Simple Basic NTFS Healthy (Primary Partition) 4975 G
< J i
-
 Dask O =
Hasic Apps (D:) Usess (E:)
120.00 GB 40.00 GB NTFS 49.75 GB NTFS
Online | Healthy ( Healthy {Logical Drtve) § Healttry (Primary Partitios
= - Expb -
~ Disk 1 e
Basc Data (F:) Mark Partition as Active
11988 GB | %000 GB NTFS Change Drve Letter and Paths..
Omibre Healthy (Primary Part®ion | aemut tion)
P Loxtorsd Vakmme 5o-
-~ CD-ROM O Shrink Vokame. ..
ovo (G:) Acdd Mirew
Ixdete Vohome
No Media .ZJ
|0 | * B Unallocated B Primary vartition ¥ Exter ) drive
g - | 2 1:03 AM
SR S 1
ﬁ@u - | =R D el D 142017 T
Try to decrease D drive with built-in Shrink Volume function.
,-.7 Sesver Manager Llﬂ—lx

Fie Action View Help

e CCHT AxSESaw
PN b ol Disk Management Actions
=i Seiey out | Type Capacity
* o Features - Apps (D:) Simple Basic NTFS Healthy (Logical Drive) 4000 A
» = Diagnostics *Backup (H:) Simple Basic NTFS Healthry (Primary Partition) 6586 GI LS
= 3 Configaration *>Data (F:) Simple Basic NTFS Healthyy (Primary Pactition ) 5000 G
52 Storage *0S (C:) Simple Basic NTFS Hoalthy (Boot, Page File, Crash Dusmg, Primary Partition) 3014 GI
# Windows Son | System Reserved Simple Basic NTFS Healthy (System, Active, Primacy Partition) 100 MB
= Disk Manages —>Users (E:) Simple Basic NTFS Healthy (Primary Partition) 49.75Gh
< | 2
-
“ Disk O ' —
HBasic System OS (C:) Usesrs (E:)
120.00 GB {100 ME K| 30.14 GB NTFS 49 75 GB NTFS
Onliese | Healthy { | Healthy (Boot, Page Filk il Healthy (Logical Drive) i Healttry (Primary Partitios
== ——— =
~ Disk 1 _———————— :
Basic Data (F:) Bac Change Drive Lotter and Paths .
11988 G8 000 GB NTFS 9.2 Format__.
Onliese Haalthy (Primary Partition ) Foey
Extered Vobane
- Akl Mo
VO (G) Delete Volume....
NO Media Proges thes
. -]
lag | ® Unaliocated ® Primary partition ¥ Extended cartition * Free__Hel
| i | ! = 1:07 AM
s z’ a = R
j = __'b_'J | &2 D el dp 41472017 =
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10GB free space shrink from D.

Open
Explore
Mark Partition as Active

1] Change Drive Letter and Paths. ..
Format...

L_Disk 0 |

Dynamic (©) Extend Volume... New Vol

40.00 GB 0.47G Shrink Volume. .. 1.00GE ! ||8.53 GB

Online Add Mirrar... sted | |Healthy || Unallocated
Delete Volume. ..

L Disk 1 _______ P, 1

Basic New Volurn

40.00 GB 19.53GEN  Help

Online HEEI"H'I‘_.I' [:PI (13- 1 - s |l_u rEmoated

L_uDisk 2

Basic

40.00 GB 40.00 GB

Online Unallocated

B Unallocated ] Primary partition ] Simple volume

Management

Yolume List + Graphical View

Valume Layout | Type File System | Status Capac
—a (C:) Simple Dynamic MNTFS Healthy (System, Boot, Page File, Crash Dump) 20.47
CwMew Volume (D:) Simple Dyrnamic MNTFS Healthy 3.05¢
aMew Volume (E:) Simple Dynamic MNTFS Healthy 3.05¢
wMew Volume (F:) Simple Basic MNTFS Healthy {Primary Partition) 19.53
aMew Volume (G:) Simple Dynamic MNTFS Healthy 1.00 ¢

Shrink F: x|
Total size before shrink in MB: ’ IZDDDD
Size of available shrink space in MEB: |-I 6878
Erter the amount of space to shrink in MB: " 1 —:'I
Total size after shrink in MB: |3122

H You cannot shrink a volume beyond the point where amy unmowvable files are located.

See the "defrag” event in the Application log for detailed irformation about the

LI— operation when it has completed. 1
L_=Disk 0 -
Dywnamic See Shrnk a Basic VWaolume in Disk Management help for more information.

40.00 B
Online

Shrink | Cancel | |l
L sDisk 1 |
Basic Mew Volume (F:)
40.00 GB 19.53 GB NTFS 20.47 GB
Online Healthy (Primary Partition) Unallocated
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= EErver Manager {DC1)

or* Roles

ﬁ Features

i Diagnostcs

jﬁ Configuration

Eg Storage
'@ Windows Server Backup
=% Disk Management

isk Management

Wolume Layout | Type

File System | Status Capacity
e {C:) Simple Dynamic  MNTFS Healthy (System, Boot, Page File, Crash Dump) 20.47 GE
—aMew Volume (D:) Simple Dynamic MTFS Healthy 3.05 GB
—wMew Volume (E:) Simple Dynamic MNTFS Healthy 3.05 GB
wMew Volume (F:)  Simple Basic MTFS Healthy {(Primary Partition) 3.05 GB
—aMew Volume {(G:) Simple Dynamic MTFS Healthy 1.00 GB

L= Disk 0

Dynamic (=] Mew Volur New Volur New Vol

40.00 GBE 20.47 GB NTFS 3.05 GB NT 3.05 GB NT 3.91GB 1.00 GBI 8.53 GB
Online Healthy (Syste ||Healthy Healthy Unallocated || Healthy Unallocated
L s Disk 1

Basic MNew Volume (F:)

40.00 GB 3.05 GB NTFS 35.95 GB iy
Online Healthy (Primary Partition) Unallocated

7.1.2- Extended Volume

wlnll il pao 850

To extend Windows Server 2008 volume, right click on the volume to be extended and select

"Extend Volume" and then specify the amount of space by which you want to extend the volume.

Now extend volume becomes available.

Ty Server Manager (DC1)

E‘ Roles
Eﬂ Features Volume L.ayout Type . File System | Status . Capac
_54- Diagnostics = {C:) Simple Dynamic MNTFS Healthy (System, Boot, Page File, Crash Dump) 20.47
iﬁﬁ Configuration —wMew Volume (D:)  Simple Dynamic MNTFS Healthy 3.05¢
= Eg Storage —wMew Volume (E:) Simple Dynamic MNTFS Healthy 3.05¢
,'@ windows Server Backup —wMew Volume (F:) Simple Basic NTFS Healthy (Primary Partition) 3.05¢C
L=+ Disk Management —aMew Volume (G:) Simple  Dynamic NTFS Healthy 1.00 ¢
Open
Explore

Mark Partition as Active
Change Drive Letter and Paths...
Format...

N\

|

L wDisk O tend Volume...

Dynamic (c:) Shrink Volume. .. lew Vol

40.00 GB 20.47 GBENTFE ||3.0  Add Mirror. .. L00GEr | |8.53GB

Online Healthy {(Syste Delete Volume. ... ealthy Unallocated
Properties

L =Disk 1

Basic Hew Volume (F:) Help

40.00 GB 3.05 GB MNTFS 35,95 56

Online Healthy (Primary Partition) I Unallocated
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“lanagemen volume List + Graphical View

Volume Layout | Type File System | Status Cap
S cctend volume wizard ifo--
[— Ot
= Welcome to the Extend Volume Rul
= Wizard -0s
[— Nuls

This wizard helps you increase the size of simple and
spanned volumes. You can extend a volume by adding
space from one or more additional disks.
To continue, click Mesxt .
Elrashdi I
[ <
= -
]
q.|
o
 E— < Back Mesd = Cancel I —
= -
Basic Tiew voliime () wil
LpioLyj oljnll ddlwanll p2> 2)225
El Extend Volume Wizard = E
= W
Select Disks

fou can use space on one or more disks to extend the volume.

| Elrashdi I
Selected:

Bvailable:
Bisk 0 12731 MB Disk 1 37835 MB
Biske 3™ AHGET TG £dd)> |
= Remove |
= Remowve All |

Total wvolume size in megabytes (MEB): Iﬁ?

i -

Maimum available space in MB: E?EEI‘E ;
=
o Select the amount of space in MB: 37835 _:l B
q.|
a
- < Back Next > Cancel | E
=
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i

Completing the Extend Volume
Wizard

You selected the following settings:
[Disk selected: Disk 1 (37835 MB)

To close this wizard. click Finish.

< Back Finish Cancel |

7.1.3- Simple Volume
New simple clivl

aalito Vbl Ppall gud 96 Volume Joc aiyyb Jge JS0)

Crete new simple volume in window server 2008

~— - Active Directory Users and —1
" Computers m

e Command Prompt

J Notepad o administrator

Documents

‘2 Group Policy Management

\@ Internet Explorer ~ Open
'y Manage
— Metwork & =
E i " Event Viewer —_—m Map network drive. ..
- Control Panel Disconnect network drive...

Show on Desktop

Devices and Printers Hename

Administrative Tools Properties

Help and Support

» all Programs

I Sedrch programs and files |E=3 Log off >I
i - i | EL | | T~
_|Erstare | Togp =
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I —

File Action View Help
== | = | e (53t
8- Computer Management (Local/ | Volume I Layout l Type I File System I Status Actions
s [f} System Tools = () Simple Dynamic NTFS Healthy (System, Bo | oo Manage
> @ Task Scheduler .‘.,:‘ ACS-5.3.0.40 (D:) Simple Basic CDFS Healthy (Primary Pai
2] Event Viewer More Ac

22| Shared Folders
. &% Local Users and Groups
(&) Performance
#=% Device Manager
4 =35 Storage
=2 Disk Management
3 Services and Applications

"

L =Disk 1
Basic
60.00 ¢
Onlin

/‘F

“@IDis<
Unknc
60.00 G&

Initialize Disk
Offline
Properties

Help

Not Initialized

BUUUGE
Unallocated

ol
L Disk O
Dryniamic (=] Mew Volur | | New Volur MNew Vol
40,00 GB 20,497 GB NTFE 3.05 GB NT 3.05 GB NT 3.91GBE 1.00GB P 8.53 GB
Cnline Healthy (Syste | |Healthy Healthy Unallocated | |Healthy Unallocated
L «Disk 1

Basic MNew Volume (F:)

40.00 GB 3.05 GB NTFS 7 Mew Simple Volume. ..

Online Healthy (Primary Partition) nallocate Mew Spanned Vaolume. ..

Mew Striped Volume... —

“3iDisk 2 Mew Mirrored Volume... | |
Basic [Hew RAID-5 Yalunne. ..

40.00 GB 40,00 GB )

Offline i Unallocated Properties
Helo Help

B vUnallocated [l Primary partition [l Simple volume

E,: Server Manager
File  Acton View Help

= HElHEIE X &= =

i Server Manager (DC1)
§‘ Roles

Layout | Type

e System | Status

| Features
E Diagnostics
33‘& Configuration
g Storage

@ Windows Server Backup
5= Disk Management

=

|

Simple  Dynamic MNTFS Healthy (System, Boot, Page File, Crash Dump) 20.47 GB
wMew Volume (D:) Simple Dynamic NTFS Healthy 3.05 GB
@ Mew Volume (E:}) Simple Dynamic NTFS Healthy 3.05 GB
—wMew Volume (F:) Simple Basic MTFS Healthy (Primary Partition) 3.05 GB
wMew Volume (G:) Simple Dynamic NTFS Healthy 1.00 GB

L= Disk O
Dynamic
“0.00 GB
Online

3.91GB
Unallocated

8.53 GB

Unallocated
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New Simple Volume Wizard s R Sl s

—

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 30041
Minimum disk space in MB: 8
Simple volume size in MB:

New Simple Volume Wizard ﬂ

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

© Assign the following drive leter E -
() Mount in the following empty NTFS folder:

| { | [ Browse... ]
() Do not assign a drive letter or drive path
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New Simple Volume Wizard ﬂ

Format Partition
To store data on this partition, you must fomat i first.

[t Choose whether you want to format this volume, and if so, what settings you want to use.
(©) Do not fomat this volume
@ Fomat this volume with the following settings:

File system: NTFS v

Allocation unt size: | Defaut -

Volume label: New Volume

[¥] Perform a quick format
[] Enable file and folder compression

[ <Back [ MNet> | [ Cancel |

L _ _

New Simple Volume Wizard

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wizard.

You selected the following settings:
Volume type: Simple Volume -
Disk selected: Disk 0
Volume size: 30041 MB |

Drive letter or path: E:
File system: NTFS
Allocation unit size: Default

Volume label: New Volume
Dhiirle famat- Yae

To close this wizard, click Finish.
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7.1.4- Spanned Volume

Create new spanned volume in windows server 2008R2

g0 G¢jl6 Lo 351 pi) G wlo (Pi6 o ASI W2l JgS) g1 v Spanned Volume cliil pih ,S)
e RPY p Wamg JgUl gilall (pjall le LW RJPI pg 2219 PJ6 (0 oty pld PJ6 JS
deu) OB I Jgogll deqw JgSs3 Ao (uoyd Jo fiSI W) JIs 131 ddyh)l guaibg W1 oyl

.20lg (pJo

|

Lo Disk O

Diynamic (=5 Mew Vol New Volur Mew Vol

<40.00 GB 20.47 GB NTF: || 3.05 GE NT || 3.05GEB NT ||3.91GB 1.00 GBI ||8.53 GB

Online Healthy {(Syste Healthy Healthy Unallocated Healthy Unallocated

L aDisk 1

Basic Mew Volume (F:)

40.00 GB 3.05 GB NTFS 35.95 GB Mew Simple Volume. ..

Online Healthy {Primary Partition) Unallocated Mew Spanned Volume. ..

ew Striped Volume. .. —

“aiDisk 2 Mew Mirrored Volume. .. !_
Basic Fevs RAID-5 Yaolume. ..

<40.00 GB <40.00 GB .

Offline i Unallocated Properties

Help Help

— -

Il Unallocated [l Primary partition [l Simple volume

Mew Spanned Volume -

Welcome to the New Spanned
Volume Wizard

This wizard helps you create spanned volumes on disks.

A spanned vaolume is made up of disk space on more than one
disk. Create a spanned volume i you need a volume that is too
lange for a single disk. You can extend a spanned volume by
adding free space from another disk.

To continue, click Mext.

<Back || Neds> | | Cancel
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New Spanned Volume QR -—————— - [ S|

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your volume.

’ @ Assign the following drive letter- E  ~]
) Mount in the following empty NTFS folder:
‘ ) empt:

| [ Browse.. ]

(*) Do not assign a drive letter or drive path

[ <Back || Nex> | | Cancel |

= A
—_— — -

New Spanned Volume s i s S -

Select Disks
You can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add.

Qo OO wvumo;

Available:
Disk 1 61437 (null)

-
-
-

Total volume size in megabytes (MB):

Maximum available space in MB:
Select the amount of space in MB:

64
@Ml g adldiae M




New Spanned Volume . ﬂ

Completing the New Spanned
Volume Wizard

You have successfully completed the Wizard.

You selected the following settings:

Volume type: Spanned -
Disks selected: Disk 0, Disk 1 |
Volume size: 91478 MB

Drive letter or path: E:

File system: NTFS

Allocation unit size: Default
Volume label: New Volume
Quick format: Yes ,

To close this wizard, click Finish.

m

7.1.5- Striped Volume
Create new striped volume in windows server 2008R2

Jo G¢J16 Lo 351 ph Ao wlo (pib Jo [AS1 W2l Jg) g w Striped Volume el pih ,S)
(5 BN gud (8 Sglulh (P! (,le BB IS5 plag 219 (PIB (5 lesa Y PI JS
06g)l gy 06 land Phsdl go OLWD A6 L) dogleall I Jgogll depu) jlin

ol

L_aDisk O

Dynamic (C:) New Volur || New Volu New Vol

40.00 GB 20,47 GB NTFE 3.05 GB MNT 3.05 GB MT 3.91GB 1.00 GBI 8.53 GB

Online Healthy (Syste ||Healthy Healthy Unallocated | | Healthy Unallocated

L _aDisk 1

Basic Hew Volume (F:)

40.00 GB 3.05 GB NTFS 7 Mew Simple Volume. ..

Online Healthy (Primary Partiton) nallocated Mew Spanned Volume. ..

Striped Yolume. .. é

@ik 2 w Mirrored Volume... !_
Basic - Mew Ralb-5 Yolume. ..

“40.00 GB “0.00 GB )

Offline i uUnallocated Properties

Help Help

-

H Unallocated ] Primary partition ] Simple volume
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New Striped Volume

File Action View Help

- — e
-

Welcome to the New Striped Volume
Wizard

This wizard helps you create striped volumes on disks.

A striped volume stores data in stripes on two or more disks. A

striped volume gives you faster access to your data than a
simple or spanned volume.

To continue. click Next.

& 2B HEE D& E

A« Computer Management (Local
4 {f} System Tools
> (B) Task Scheduler
> {4 Event Viewer
b @) Shared Folders
> &% Local Users and Groups
» (® Performance
& Device Manager
4 3 Storage
=9 Disk Management
b ::y Services and Applications

New Striped Volume _— - ROR—.

Select Disks
You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available:

Total volume size in megabytes (MB):
Maximum available space in MB:
Select the amount of space in MB:

»l Unallocated l Primary panitionilrSimple volume
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rNewStriPedVolume- —— — o — ﬁ
Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your volume.

(@) Assign the following drive letter:
@Mhthefolomgmmt:smden

-]
, | | | Browse...

() Do not assign a drive letter or drive path

| <Back || Net> | | Cancel

New Striped Volume - — o —

Format Volume
To store data on this volume, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

@ Do not format this volume
@ Fommat this volume with the following settings:

File system: (NTFS -
Allocation unit size: [ Default ~|
Volume label: New Volume

Perform a quick format

[ Enable file and folder compression

Inallnrated Il Drimans nartition Bl Simnle valiime
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New Striped Volume — — ": S— — .‘g

Completing the New Striped
Volume Wizard

You have successfully completed the Wizard.

You selected the following settings:

Volume type: Striped

Disks selected: Disk 0. Disk 1
Volume size: 10000 MB

Drive letter or path: F:

[ »

File system: NTFS
Allocation unit size: Defauit
Volume label: New Volume
Quick format: Yes

To close this wizard. click Finish.

l

1

7.1.6- Mirrored Volume
Create new mirrored volume in window server 2008

a¢jl6 oo 351 pi o wlo (PIs Jo ;S W) Jgsu gl wy Mirrored Volume clivil pih ,SJ
Q0g)l gud 0 Gquud Phol le OLUWI R phg 219 P 0 WYaun pl) PJ6 JS Jo
69l gudi 0 Loy Plidl go LW s L) doglenll 1 Jgogll deju) jlio) Ao

mirroring
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K | !

1Disk 0

Dynamic (8] New Volur || Hew Volu New Vol

40.00CB 20,47 GBNTFS [|3.05GENT |{3.05GBNT |{3.91GB || L00GE! ||8.53GB

Online Healthy (Syste | Healthy | Healthy || Unglocated | |Healthy | Unalocated

Disk 1

Basic New Vol F:

.00 105 G; #F]; ) New Simple Volume...

Online Healthy (Primary Partiton) New Spanned Volume..,
New Striped Volume...

_ New Mirrored Volume...
Olik2 q e RAIDS Ve,
Basic -

40,00 GB 40,00 GB —
- roperties
Offine | Unalocated .
Help Help
L
| Unallocated | Primary partition [ Simple volume |
v MNew Mirrored Volume ‘T pr— ﬂ

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your volume.

@ Assign the following drive letter: B
1 Mount in the following empty NTFS folder:
Browse

) Do not assign a drive letter or drive path

2 mlla addiae Al



. Cor -
File Action View Help

e 2D HR RSB
|

& Computer Management (Local | Vo
4 |f} System Tools
() Task Scheduler
 [8] Event Viewer
> @ Shared Folders
. & Local Users and Groups
(8 Performance
& Device Manager
4 5 Storage
=¥ Disk Management
. T Services and Applications

New Mirrored Volume - o ﬂ

Completing the New Mirrored
Volume Wizard

You have successfully completed the Wizard.

You selected the following settings:

Volume type: Mimor -
Disks selected: Disk 0, Disk 1
Volume size: 7000 MB

Drive letter or path: E:

File system: NTFS

Allocation unit size: Default
Volume label: New Volume
Quick format: Yes ¥

To close this wizard, click Finish.

m

7.1.7- RAID 5 Volume

JS g0 @)l @luo 231 pl) (o o (Pl 3 Wwal Jgs g1y RAID Volume el piy ,SJ
jlin) ey 018G g8 (6 gLy PUBVI le OV QI35 ADG 2319 (U5 (0 105 ALY )3
06 a6 1910 (PIEI go OB el Luw) dogleall I Jgogl defu)

Create new RAID 5 volume in windows server 2008

70
3l mlia adldine Al



You must have 3 Disks to do RAID 5 volume

El
L uDisk O
Dynamic () New Volu || New Vol Hew Vol
40.00 GB 20,47 GBNTFE || 3.05GEMNT ||3.05GBMT ||3.91GBE 1.00GET |[8.53GE
Online Healthy (Syste | |Healthy Healthy Unallocated || Healthy Unallocated
L wDisk 1
Basic New Volume (F:)
40.00 GB 3.05 GB NTFS
onli - "
ine Healthy (Primary Partition) New Simple Volume. ..

New Spanned Volume...

L_uDisk 2 I 1= Striped Volume... |

Basic
40.00 GB 40.00 GB

Online Unallocated M
Properties

Mew Mirrared Volume. ..
Mew RAID-5 Volume. ..

B Unallocated ] Primary partition ] Simple volume

Help ﬂ

New HALD S Volume . .5.’.

Format Volumae
To store data on this volume, you must format # first

Choose whather you warnt to format this volume, and f 80, what settings you want to use,

" Do not format this volume
(= Format this volume with the following settings:

Filo system [NTFS ~|
Alocation unt size: [ Defaut >
Volume label: INow Volume

[V Pedom a quick format
[™ Enable file and folder compression

< Back

E 3
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New RAID-5 Volume x|

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your volume.

(¢ Assign the following drive letter:
¢~ Mount in the following empty NTFS folder:

IG vI
I Browse,.. I

¢~ Do not assign a drive letter or drive path

< Back Next > Cancel |

bBry

T

ey | [ [T YO ——— ) g

fle Action View Help

e A2 o)

B RS E

P LN N ORIEN N6l Disk Management  Volume List + Graphical View

H

+

.
=
H
#
3
-

Roles
Features

? Diagnostics

=
il
=

Configuration
Storage

W Windows Server Badwp <
=7 Disk Management

L
(-}

Completing the New RAID-5
Volume Wizard

You have successfully completed the Wizard.

You selected the following settings:

Volume type: RAID-5

Disks selected: Disk 1, Disk 2, Disk 3
Volume size: 78914 MB

Drive letter or path: G:

File system: NTFS

Allocation untt size: Default

Volume label: New Volume

Quick fomat: Yes

To close this wizard, click Finish.

oswmnr |l2

Lo

|

Volume Layout | Type File System | Status
v raDsvokme xdfe
)l

Dynamic | | New Volume (E:) I
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7.2- Disk management in window server 2012R2

window server 2012 J1unj pUh) O PPV 6)dl
Windows server 2012 Extend and shrank Volume
How to resize partition on Windows Server 2012 (R2)

n September 4, 2012 Microsoft released Windows Server 2012, added new features and improved
performance. However, no improvement for Disk Management. Windows Server 2012 (R2) Disk
Management console can do some basic partitioning jobs and part of advanced operations, such
as Extend Volume and Shrink Volume, both features can be used to re-size a created partition.
However, due to some limitations, to resize partition in Windows Server 2012, you still need 3rd-

party server partition software.
7.2.1- Shrink Volume in window server 2012R2
Windows server 2012 515 (pjdl) ab il >l (puldi

Re-size partition by Shrink Volume

Right-click the Windows icon on bottom left corner and select “Disk Management”, and then
you’ll see all disks and partitions, capacity and free space of a single partition as well as other

information. To change a created partition size, right click it and select “Shrink Volume”

73
2 mlla addiae ki



|

XFeaw

pout | Type | FleSytem |Seatus | Copocity | FreeSpo..| % Free |
mple Bauc NTFS Heatry (P, J006GE nsece we

mple Basic NTFS Healthy (S.. 40.00GE NG mE%

mple Bazc NTFS MHeathy (P, 0GB HMUGE W%

)
GB NTFS
vy (System, Boot, Page File, Active, Crash Dump, Primary Partitice

)
5 GEBNTFS
Kby (Primary Parttion)

r
i
{
i

’|
|

«p
Bw=

wo | Type  [FieSystom [Suews | Copscky | FreeSpa. | SFree |
Imnple Basic NTFS Healthy (P.. 330668 BWGE WO

imple Banic NTFS Healthy (S.. V2068 IL2Ge TN

mple Basxc NTFS Healthy P.. 2054G8 208468 WON

L) users (63
GB NTFS 2054 GB NTFS 39006 GBNTFS
vy (Syvtern, Boot, Page File, Actwve, Crash Dump, Heakby (Primaery Partition) Heakbry (Primaery Parttion)

¢ pantition
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71.2.2- Extend Volume
Windows Server 2012 ulnll (pjd)l dd>ao 690
Resize partition with Extend Volume

In Windows Server 2012 Disk Management console, you can extend a disk drive, but not every

drive can be extended.

Let’s right click a data partition, as you see Extend Volume is greyed out

Disk Management
™
Exdeay
Free Spn.. | % Free |
WHGE  100%
NG MN
M08 0%

o8 on o o e ks 10 @dend the volure

Jend the volume 12 he dvalable 0008 thown below because your dsk
plod o dnaesc o the voluve berg edended o & Lot o sylten

| v e { A7y ME
Asd

tackup (F)
200068 30.06 GB NTFS
vy Unslocated Healthy (Prmary Pattion)
» 0 magabytes (NE) "
fe pace n NE 40
1o wocein NE P

—

ok | Net> || Cowd |
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Disk Management

Feow Spa. | % Frow |
HSEGE  100%
nizGE M™%
M GE 0%

Completing the Extend Volume
Wizard

T Selemed the tolowing setlings:
Dokl Sasbsrien] | Dbl 10 (20273 MED

oFa
00068 35,06 GB MTFS
Urallorated Haalthy (Primarny Partticn]

Bl ]

— [ Typw | Fite Spmtmen | Statun | Copaciny | Fres spa_. | % Fres |
j——— Baniz HTFE Haahthy (. 30.06 GE 0L GE 100

Frple Basic HTFS Heatthy (5.. 40,00 GB 2268 T8 %

Mz Basic HTFS Haalthy (... 40.84 GB M34 68 1D0%

e JE
4004 B MTFS

30,005 GB MTFS
Healtkyy Persuiny P e Health:

o (Frifraary Partiisn]
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8- DHCP server
g Adlio Yl @lgylg,subnet mask, IP clhcb pgd) dylull adihll 06 Jo) JgSgip Je 6juc gog
A4S0l JS1o 6jgoV1 aund) L,_)Lcl.l_) JSuiy ... 21 DNS
The Dynamic Host Configuration Protocol (DHCP)

a DHCP server dynamically assigns an [P address to hosts (computer, printer, mobile ..ETC) other
network configuration parameters to each device on a network so they can communicate with

other P networks.

~~ DHCPDISCOVER
I need an IP address.
Is there a DHCP Server here?

v

— of % —

J
-~

o

- e - 5

DHCP Client N

DHCP Server
(10.1.1.1/249)

8.1- DHCP server in windows server 2008

windows server 2008 (J515 DHCP (J1a4j

[nstall Dynamic host configuration protocols DHCP on windows server 2008 r2
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Add DHCP role

L. Server Manager ] 59
File Acton View Help

&= | 5= H

2 = e

is _:
i Feamr-ép-—"
E Diagnostics .
E .E Configuration ’
Eﬂ Storage

View the health of the roles installed on your server and add or remove roles and features.

| v

+~| Roles Summary Roles Summary Help

~) Roles: 1of 17installed e 502 Ad Roles

- f}:. Remove Roles
&3 Active Directory Domain Services

| Active Directory Domain Services AD D5 Help
Stores directory data and manages communication between users and domains, including user logon processes, authentication, and directory searches.

- [ Go to Active Directory Domain
RuleStatie Services
(i) Messages: 1
@ System Services: 5 Running, 5 Stopped
Events: Mone in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role's homepage and dick Scan this Role

~| Role Services: 1installed fﬁf: Add Role Services
R Role Servi
Role Service | Status | “é' SMOVE ROl services
Active Directory Domain Controller Installed

Add DHCP role

R : -
4 configuration W

=5 storage

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress

« The Administrator account has a strong password
Results « Metwork settings, such as static IP addresses, are configured
-« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Mext. ly sei

I skip this page by default

< Previous | Mext = I Install Cancel I

Select DHCP role
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;S:E Select Server Roles
on L~

Before You Begin

Select one or more roles to install on this server.

Roles:

Description:

DHCP Server

5

Active Directory Certificate Services
Metwork Connection Bindings Active Directory Domain Services (I
IPv4 DNS Setti Active Directory Federation Services
v Sthings Active Directory Lightweight Directory Services
IPv4 WINS Settings Active Directory Rights Management Services

Application Server

DHCP Scopes

DHCPw6 Stateless Mode

DMS Server
IPv6 DNS Settings Fax Server
Frr{RrEl T File Services
Hyper-V
Progress Metwork Policy and Access Services
Results Print and Document Services

Remote Desktop Services

Web Server (II5)

Windows Deployment Services
Windows Server Update Services

O0OO0O0O0O000RO000

More about server roles

Dynamic Host Configuration Proto col

DHCP) Server enables you to
centrally configure, manage, and
providetemporary IP addresses and
related information for client
computers.

sed

Dams

< Previous | Next > I I Cancel
1 I
DHCP server
& DHCP Server
|5
Before You Begin Introduction to DHCP Server
e e The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers and

Metwork Connection Bindings

IPv4 DMS Settings
Things to Mote
IPwv< WINS Setlings

DHCF Scopes

DHCPvE Stateless Mode the plan in a safe place for later reference.
IPvS DMNS Settings Additional Information

Confirmation DHCP Server Owverview

Progress Defining DHCP Scopes

Results Integrating DHCP with DMNS

< Previous I Mext = I

other devices that are enabled as DHCP dients. Deploying a DHCP server on the network provides computers
and other TCP fIP-based network devices with valid IF addresses and the additional configuration parameters
these devices need, called DHCP options. This allows computers and devices to connect to other network
resources, such as DMS servers, WIMNS servers, and routers.

i You should configure at least one static IP address on this computer.

i ' Before you install DHCP Server, you should plan your subnets, scopes, and exdusions. Make a record of

I Cancel
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Select network connection bindings

EE:% Select Network Connection Bindings

Before You Begin

One or more network connections having a static IP address were detected. Each network connection can

Server Roles be uszed to service DHCP dients on a separate subnet.

DHCP Server Select the network connections that this DHCP server will use for servicing dients.

Metwork Connections:

IPv4 DMNS Settings IP Address I Type I
IPwv< WINS Settings 10.0.0.2 IPvs
DHCP Scopes
DHCPwvE Stateless Mode
IPwvE DMS Settings
Confirmation
Progress
Results
— Details
Mame: Local Area Connection
Metwork Adapter: Local Area Connection
Physical Address: 00-0C-29-0D-A9-E3

< Previous I MNext = I Install Cancel

se

Do

Select the domain

55 Features

fffl!; Configuration
=3 storage
Before You Begin

Server Roles

DHCP Server

Metwork Connection Bindings

IPv4 WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode
IPvE DMNS Settings
Confirmation
Progress

Results

T Diagnostics ié_:? Specify IPv4 DNS Server Settings

When dients obtain an [P address from the DHCP server, they can be given DHCP options such as the IP
addresses of DMNS servers and the parent domain name. The settings you provide here will be applied to dients
using IPv4,

Specify the name of the parent domain that dients will use for name resolution. This domain will be used for all
scopes you create on this DHCP server.

Parent domain:

Specify the IP addresses of the DNS servers that dients wil use for name resolution. These DMS servers will be
used for all scopes you create on this DHCP server.

Preferred DNS server IPv4 address:

Alternate DNS server IPv4 address:

More about DMNS server settings

< Previous | Mext = I Install Cancel

sear

Comai

Add or edit scope
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5% Roles

ﬁzj Features
f‘- Diagnostics
iﬁ’j Configuration
Eg Storage

Add or Edit DHCP Scopes

Before You Begin A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute IP
addresses to dients until a scope is created.
Server Roles
Scopes:
DHCP Server

Mame

) Edit...
IPv4 DMNS Settings

IPv4 WINS Settings Delete |

DHCPva Stateless Mode

IPv6 DMS Settings
Confirmation
Progress

Results

Properties

Add or select a scope to view its properties.

More about adding scopes

< Previous | Mext = I Install Cancel

| IP address range | Add... |
MNetwork Connection Bindings |

y sea

Domz

Configure DHCPV6

i Server Manager (W ERE LT SR rete)

_:'3} Roles

ﬁ:j Features
i Diagnostics
it Configuration
Eg Storage

Configure DHCPv6 Stateless Mode

Before You Begin DHCP Server supparts the DHCPv6 protocol for servicng IPvé dients. Using DHCPva, dients can automatically

configure their own IPv6 addresses using stateless mode, or they can acquire IPve addresses in stateful mode
Server Roles from the DHCP server. If routers on your network are configured to support DHCPVE, verify that your
DHCP Server selection below matches the router configuration.

MNetwork Connection Bindings
Select the DHCPvE stateless mode configuration for this server.

IPv4 DNS Settings

IPv4 WINS Settings ™ Enable DHCPv6 stateless mode for this server

DHCF Scopes IPv6 dients will be automatically configured without using this DHCP server.

(% Disable DHCPvE stateless mode for this server

Confirmation
After installing DHCP Server, you can configure the DHCPv& mode using the DHCP Management console.
Progress

Results

More about DHCPv6 stateless mode

< Previous | Mext = I Install Cancel

\ searct

Domain

81
2 mlla addiae ki



[nstall

[ Add Roles Wizard

Before You Begin

Server Roles

DHCF Server

Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

@ 1informational message below

e

MNetwork Connection Bindings @ This server might need to be restarted after the installation completes.,
IPw4 DMS Settings ~| DHCP Server
IPw4 WINS Settings Metwork Connection Bindings : 10.0.0.2 (IPv4)
IPw4 DMS Settings
DHCP Scopes
= DMS Parent Domain : Mone
DHCPvE Stateless Mode DMS Servers : Mone b sea
WINS Servers : Mone
Scopes : Mo scopes defined Domsz
FrLErEss DHCPVE Stateless Mode Disabled
Results
Print, e-mail, or save this information
< Previous Mext = I Install I Cancel
L] L]
L
& Features .
m Diagnostics Installation Progress
~f} configuration
Eg Storage
Befaore You Begin The following roles, role services, or features are being installed:
Server Roles DHCP Server
DHCP Server
Network Connection Bindings
IPv4 DMNS Settings
IPv4 WINS Settings
DHCP Scopes
DHCPwa Stateless Mode  se
Confirmation
Don
Results
|
3 Installing. ..
< Previous I ext = | Install Cancel

Open DHCP
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- Command Prompt

abdo

Documents

Computer

Network

3 All Programs

Control Panel

Devices and Printers

Administrative

Active Directory Users and Computers
ADSI Edit
Component Services

L4

Computer Management

Data Sources (ODBC)

DHCP

Event Viewer

ISCSI Initiator

Local Security Policy
Performance Monitor

Security Configuration Wizard
Server Manager

Services

Share and Storage Management
Storage Explarer

System Configuration

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell Modules
Windows Server Backup

FEeBOOHE @R SEED

d domains, incuding user logon processe:

can, go to the Best Practices Analyzer

“Jve Directory Domain Coniroller Instaned
Help and Support =ntity Management for UNIX Mot installed
Server for Metwork Information Services Mot installed
Run... Password Synchronization Mot installed
Administration Tools Mot installed

I Search programs and files

sh: Today at 12:03 AM  Configure refresh

lg] Log off ll

=T 1

DHCP console

T S T T =

DHCP

File

Action  View Help

€9 == 1HE

Contents of DHCP

| status

= 5_ win-gtudhh7b1s
= TPv4
= IP

5 win-gtu4hh7b 1sf

N [E— P

Mare Actions 3

ol

de

er

Add scope
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¥ pHop

File  Action

| r——r et AR DL D EEE RS - )

View Help

L A ERE

H=

%} DHCP

= f] ':\_'in-qt_Hhh?b 1sf

[0] Add a Scope

! = :
Display Siaﬁsﬁcs)’/ = More Actions v
A scope is a range of IP addresses
= Mew Scope... sssigned to computers requesting a de
B New Multicast SCope... dynamic IP address. You must create
and configure a scope before dynamic er
Define User Classes... IP addresses can be assigned.
Define vendor Classes...
To add a new scope, on the Action
Recondile All Scopes... menu, dick New Scope.
Set Predefined Options. .. For more information about setting up kD
a DHCP server, see online Help,
View 4 tic
Refresh 5
Properties EI ras h | N
Hel
=f —
|F‘.eﬁeshes the current selection.
T I A . - -
Next
I New Scope Wizard
| Welcome to the New Scope
Wizard
This wizard helps you set up a scope for distibuting IP —
addresses to computers on your network,
To continue, click Mext. L
i < Black Mexdt = Cancel
L]
New scope
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I New Scope Wizard

Scope Name -
You have to provide an identifying scope name. You also have the option of providing

a description.

Type a name and description for this scope. This information helps you quickdy identify
how the scope is to be used on your network.

Mame:

Description:

< Back Meat > Cancel

Scope range

L ] p—
. New Scope Wizard

]

IP Address Range gt
You define the scope address range by identifying a set of consecutive |P addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distibutes.

Start IP address: k. o. 0.1

End IP address: |1D. 0D . 0 .254

— Configuration settings that propagate to DHCP Client

Length: 5_:|

Subnet mask: |255 o .0 .0

< Back Mexd = Cancel

o W
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Lease duration

o L N EHE N ==

L EmE=

File Action View Help Lease Duration —
= The lease duration specifies how long a client can use an |P address from this scope. —
e | =
&= | 5| E ol
%} DHCP
=l 5 win-gtudhh7bisf Lease durations should typically be equal to the average time the computer is
= i IPvd connected to the same physical networc. For mobile netwaorks that consist mainky of
:j Server Options portable computers ar dialup clierts, shorter lease durations can be useful.
T Filte Likewise, for a stable network that consists mainly of desktop computers at fived
H (¥ Filters locations, longer lease durations are more appropriate.
& PV
Set the duration for scope leases when distributed by this server.
Limited to:
Days Hours: Minutes:

| < Back MNext = Cancel
I T
Configure the scope
e ucEsTmuEn
File Action Wiew Help Configure DHCP Options ﬁ]
— “ou hawe to configure the most common DHCP options before clients can use the _
== A= o] scope. B
Z orer —
=1 f] win-gtughh7b 1sf When clients obtain an address. they are given DHCP options such as the IP
= i IPw addresses of routers {default gateways), DMS servers, and WIMNS settings for that -
.3 Server Optons EELLE: =

| Filters The settings you select here are for this scope and ovemide settings configured in the
S IPvS Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

i+ es, | want to configure these options now:
/ = Mo, | will corfigure these options later

| <Back [ mea= | Cancel |

Add default gateway
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—===
File Action View Help Reouter (Default Gateway) —
; “You can specify the routers, or default gateways, to be distibuted by this scope.
&= |5 E .|
¢ DHCP
= 3 win-gtuhh7h1sf To add an IP address for a router used by clients, enter the address below.
B G IPv4
.3 Server Options IF address:
® 7] Fiters 0. 0.0 .25 | Add e
& IPv6
Femove |
Up |
[or |
| « Back Mext = Cancel
I T

= H

Add domain name

I New Scope Wizard

B Domain Name and DNS Servers e
The Domain Mame System (DMNS) maps and translates domain names used by clients I~

on your network .

You can specify the parent domain you want the client computers on your networs to use for M
DMS name resolution. l
=

Parent domain: I

H co%gure scope clients to use DMNS servers on your network, enter the |P addresses for those
SEMVErS.

Server name: IP address:
| | ) ) i Al

Eezalve | 10.0.0.1 Hemowe |
)= |
i |

= < Back Mext > Cancel | |-
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Wins servers

I | | e
1:‘_ DHCE MNew Scope Wizard

File Action View Help WINS Servers @ r
i Computers running Windows can use WINS servers to convert NetBIOS computer

@ $ | bl | B Q) | names to IP addresses.
% DHCP
= _j win-gtughh7b 1sf Ertering server IP addresses here enables Windows clients to guery WINS before they use

= i IPvd broadcasts to register and resolve NetBIOS names.

(3 Server Options Server name: IP address:
[#| Filters
& IPv6 | Add
Hezolve | Femove

Up

il

[

To change this behavior for Windows DHCP clients modify option 046, WINS/MNET Mode
Type. in Scope Options.

= H

"I

| « Back Mext = Cancel
I T T
Activate the scope
[ || e
File Action Wiews Help Activate Scope e
— Clients can obtain address leases only if a scope is activated.
== |imE -l ﬁ“
“%F DHCP
= ﬂ win—-gtughh7b 1=f Do you warnt to activate this scope now?
= Gy IPwa o . : ;
_;f] Server Options + es, | want to activate this scope now
¥ Filters Mo, | will activate this scope later
G IPvs
i < Back Mestt > Cancel |
I T T
Address pool
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F DHCP Start IP Address | End IP Address | Description |

=] i win-gtuhh7b st 1010,0.0.1 Address range for distribution
g i Pvd [ 10081 IP Addresses exduded from distribution
= || Scope [10.0.0.0] IT_scope
B8] Ad ol

[ ) Address Leases
Reservations
[, Scope Options
[3 Server Options
[#] Filters
B Pvs

Address leases

. .
?_ DHCP Client IP Address | MName | Lease Expiration | Type | Unigue ID | Description I MNetwork Acces
El-| wii‘:-qhﬂhh?blsf 410.0.0.2 BAD_ADDRESS 12/19/2017 6:44:30 PM DHCP 02000008  Thisaddre... Ful Access
B G IPvd

= | Scope [10.0.0.0] IT_scope
[} Address Pool

) Addr

\=| Reservati

[, Scope O 5
(3 Server Opti

[# Filters

B IPve

Scope options

89
3l mlia adldine Al



F pHcp

File Acton View Help
e A eal ] NERERN 7|
@ DHCP Option MName I Vendor | Value I Class

R win-gtudhh7b1sf | D03 Router Standard 10.0.0,254 Mone
= jb Py DMS Servers Standard 10.0.0.1 Mane
=[] Scope [10.0.0.0] IT_scope

[} Address Pool
[ Address Leases
Reservations
|, Scope Options
[ Server Options
[#] Filters
B IPv6

Reservation

Je (1m0 jlg) Jigiall 13D (s Gy DHCP @b e Jiao jlg2) ahsy Jueo [p address Jlgic j3)
Mac address (G )b

File —Action View Help
e AmlclHE
¥ DHCP

Bl 5 win-gudhh7bisf @ .
= R it
E i Py b y eservatons
= [ Scope [10.0.0.0] IT_scope
[} Address Poal A reservation ensures that a DHCP dient is always assigned the same IP address.

_@ Address Leases To add a reservation, on the Action menu, dick New Reservation.

.
—._. Scope CRTI SRR T Mote: An exdusion prevents a DHCP dient from ever obtaining an address from a specified address range. Exdusion ranges can be defined in
(.3 Server Op Address Pool,
% :hﬂs Refresh For more information about reservations and exdusions, see online Help,
-+ v
Help
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Reservation

File  Acton \View Help

@ = | 7w /| l[5m
R v keservaton TR

=i b Reservations

[ Provide information for a reserved client

Reservation name: I""V senver reservation ensures that a DHCP dient is always assigned the same IP address.

IP address: ‘ I 0. 0 .0 .20 io add a reservation, on the Action menu, dick New Reservation.

MAC add'eh IDD.&D.&S.CQ.DD.DS ote: An exclusion prevents a DHCP dient from ever obtaining an address from a specified address range. Exdusion ranges can be defined in

ddress Pool.
{ Description: I lor more information about reservations and exdusions, see online Help.
Supported types
& Both

= DHCP
= BOOTP

Superscope

¥ DHCP
File Acton View Help

e=AmEc=H

& Drece Contents of BHCP Server [ status [ Desciption | Actions

= 2 win-gtu4hh7b 1sf (| Scope [10.0.0.0] IT_scope == Active == _
= § rDs;iav Statistics... {5 Server Options

[ Filters More Actions

New Scope...
Multicast Scope. ..

Define User Classes...

Define Vendor Classes.

L

"
Bl

Reconcile All Scopes...
Set Predefined Options. ..
View 4

Refresh
Export List...

Properties

Help
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New Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope, which expands
the number of IP networs addresses that you can use ina
network.

A superscope allows several distinct scopes to be logicalky
grouped under a single name.

To continue, click Mext.

< Back Mext = Cancel

= Scope [10.0.0.0] IT_scope .3 Server Options
£} Address Pool T| Filters
@ Address Leases )

_e_ Reservations New Superscope Wizard

. Scope Options

1| Sc_ope [172.30.0.0] HR._scope Superscope Name —
_3 Server Options You have to provide an identifying superscope name.
¥ Filters
5 Pve

Name: |y super scope

< Back Next = Cancel

Superscope
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£} Address Pool
i@ Address Leases
| Reservations
", Soope Options

" Scope [172.30.0.0] HR _scope

.3 Server Options
F| Filters
& IPve

Display statistics

%% DHep
Sl win-gtudhh7b1sf
EIY s

=

Display Statistics. ..

Mew Scope...
Mew Multicast Scope...

Define User Claszes...
Define Vendor Classes. ..

Reconcile All Scopes...

Set Predefined Options. ..

View

Refresh
Export List...

Properties

Help

pe

'E Filters
Select Scopes —

“You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Awailable scopes:

< Back Next » Cancel

Contents of DHCP Server Status Description
-l Superscope my sUper scope = Active ==
__j Server Options
| Filters
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8.2- DHCP server in windows server 2012R2

Before you proceed with setting up DHCP server on your Windows Server 2012 R2, you have to

fulfill following four requirements for an installation and configuration to be successful.
*Administrator account has strong password

*At least one static [P is configured

*Current security updates from Windows Update are installed

*Firewall is turned off

Open Server Manager from task bar and click Add roles and features

Server Manager * Dashboard (@ e T v b

I Dshboat WELCOME TO SERVER MANAGER

i Local Server
o Confige

ii All Servers
Add roles and features

ocal server
Il ADDS

& DN

(]

B File and Storage Services b

3 Add other servers to manage

WHAT'S NEW

4 Cregte a server group

5 Connect this server to cloud services
Hide

LEARN MORE

Before you run the installation wizard, make sure that an administrator account has a strong

password, static [P is configured, and security updates from Windows updates are installed.
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When you are done, click

Before you begin

e You Begin

Installation Ty

Server Selection

DESTIMATION SERWER
AD. pel.com

This wizard helps you install rales, role services, or features. You determine which roles, rele services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remowe roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Prewvious Mext = Install Cancel

Select Role-based or feature-based installation and click Next

Select installation type

Before You Begin

Installat

Server Selection
Server Roles

Features

DESTINATION SERVER
AD pel.com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation

Configure a single server by adding roles, rele services, and features.

i) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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Select a destination server on which you want to install the DHCP server. In our case, there is

only one server which is local server and it is selected by default. Click Next

- — - DESTINATION SERWVER
Select destination serwver ey
Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installation Ty, @ Select a server from the server pool

Serwver Selection 2 Select a wirtual hard disk
Serwver Roles Server Pool
Features
Filter: ||
Mame IP Address Operating System

192.1638.1.1 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found
This page shows servers that are running Windows Server
Add Servers command in Server bManager. Offline servers
collection is still incemplete are not shown.

and that hawve been added by using the
hy-added servers from which data

| = Previous | [ mext = | Install

Select DHCP server role by checking the appropriate box. As soon as you check the box, a small
window will pop up alerting you that there are some other features which are also required to be

installed along with DHCP server. Click Add Features

Select server r{:}les DESTIMATIOMN SERWER
eepieewe—.
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Serwver Sslection -~ Dynamic Host Configuration

Active ecto T rvices (Installed

ve Directory Domain Se =C to centrally configure, manage, and

Featurss [ Active Directory Federation Services provide temporary IP addresses and
DHCP Server [] Active Directory Lightweight Directory Services ;.Z:f:sjt::':nﬂation Ly G
Confirmation [] Active Directory Rights Management Services

[] Application Server -

-

| DMNS Server (Installed)

[] Fax Server

[ [®] File and Storage Services (2 of 12 installed)

[ Hyper-\

[] Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

< Prewvious | | Mext > Install Cancel

Click Next
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Select features

Before You Begin
Installaticon Type
Server selection
Server Rolas
DHCFP Serwver

Confirmation

DESTIMATION SERWER

Select one or more features to install on the selected server.

Features

E
3
[

100/000000000Mm(d

Description

.MET Framework 3.5 Features -
.MET Framewaork 4.5 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)

BitLocker Drive Emcryption

BitLocker Metwork Unlock

BranchCache

Client for NFS !
o business processes.

Data Center Bridging

Direct Play

Enhanced Storage

Failowver Clustering

[

roup Policy Management (Installed)

5 Hostable Web Core

Ink and Handwriting Services

Mext >

| < Prewious | |

Note the things outlined in the screen and click Next

DHCP Server

Before You Begin
Installation Type
Server selection

Server Roles

Confirmation

ieEem——

-MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of

DESTINATION SERVER

LT S,

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additicnal
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan

in a safe place for later reference.

| = Previous | | Mext =

Confirm your installation selections and click Install
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DESTIMATION SERVER

Confirm installation selections —p——

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required
Server selection Optional features (such as administration tools) might be displayed on this page because they have
fol been selected automatically. If you do not want to install these optional features, click Previous to clear
W O|es -
Server Roles their check boxes.
Features
DHCP Sarver DHCP Server
Remote Server Administration Tools
Reole Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > Install | | Cancel

Click Close to finish the installation

DESTIMATIOMN SERWVER

Installation progress

WView installation progress

o Feature installation

Configuration required. Installation succeeded on AD.pel.com.

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
Remote Server Administration Tools
Role Administration Tools
DHCP Serwver Tools

You can close this wizard without interrupting running tasks. Wiew task

ess or open this
EY  page again by clicking Motifications in the command bar, and then T -

Export configuration settings

= Prewvious Mext >

Configuring DHCP Server and Creating Scope: Open Server Manager and click notifications icon.

A small window will appear. Click Complete DHCP configuration
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Server Manager * Dashboard ) | I'A Manage Tools  View  Help

j, Post-deployment Configura... |

§ Local Server Configuration required for DHCP Server at AD

All Servers
AD DS
DHCP
DNS

o Configure this local server o D onf oL ration
g

QUICK START
Add roles and features

iN]

1
o
=
R

Click Next

File and Storage Services P

w

Add other servers to manage

WHAT'S NEW

4 Create a server group

Description

The following steps will be performed to complete the configuration of the DHCP Server on the

target computern:
Autihorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

Choose Skip AD authorization since we do not have any AD configured and click Commit

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS

Use the following user's credentials

User Mame: PELZAdministrator

2 Use alternate credentials

UserMame: Specify...

& Skip AD authorization

< Previous Mext > Commit | [ cCancel
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Read the summary and click Close

Summary

The status of the post install configuration steps are indicated below:

SUMIMary Creating security groups P STURURVSR I I+-1 o 1=

Please restart the DHCP server service on the target computer for the security groups to be
effective.

< Previous Mext = Close Cancel

Open Server Manager and click on Tools. When a small window appear, scroll to DHCP and click

it

Manage Tools = Help
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

GER

— . . Active Directory Users and Computers
Zonfigure this local server ADS! Edit

Component Services
Computer Management

Add roles and features S
Defragment and Optimize Drives

}  Add other servers to manage DHCP
DNS

L Create a server group Embedded Lockdown Manager
Event Viewer

»  Connect this server to cloud services Group Policy Management
iSCSI Initiatar

Local Security Policy

Microsoft Azure Services
CODBC Data Sources (32-bit)

rers total: 1 QODBC Data Sources (64-bit)

Performance Monitor
1 ‘ ‘ ?i DHCP 1 ‘ ‘ :% DNS 1 ‘ ’7 Resource Monitor

T O R T Ay ey
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[n management console, right click on [Pv4 and scroll to New Scope and click it

¥ DHCP

4 3| ad.pel.com Configure the

NUCD Sancor |Pva

]

B

Display Statistics...

Mew Scope...

Mew Multicast Scope...

[ IKd

Configure Failowver...

Replicate Failowver Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options... <.

< 0 View 3 -

Refresh

Create a n

Click Next

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing (P
addresses to computers on your network.,

To continue, click Mext.

Mead || Cancel

Provide name and meaningful description of this new scope and click Next
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Scope Mame

You have to provide an identifying scope name. You also have the option of providing @J
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your networls.

Name: |CIII:| Campus

Description: |IF' pool of old campus|

| <Back | Net> | | Cancel

Provide [P address range along with sub net you need to distribute to client machines and click

Next

IP Address Range —
You define the scope address range by identifving a set of consecutive IP addresses.

Corfiguration settings for DHCFP Server

Enter the range of addresses that the scope distibutes.

Start IP address: |152.153. 1.1

End IP address: | 192.168. 1 . 100|
Corfiguration gettings that propagate to DHCF Client

Length: 24 _|:|

Subnet mask: |255.255.255_ 0

<Back | Net> | | Cancel
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Provide any |P addresses you need to exclude from pool and click Add. [ have excluded a first [P

address which is statically assigned to my DHCP server. Click Next

Add Exclusions and Delay = -
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude . F you want to exclude a single
address, type an address in Start |P address onby.

Start |IP address: End IF address:
B -

Excluded address range:

Address 192 168,11 Remove

Subnet delay in_milli second:
o

<Back |[ Mext>= | [ cancel

Keep lease duration as 8 days and click Next

Lease Duration
The lease duration specifies how long a cliert can use an P address from this scope.

S

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable networl: that consists mainly of deskdop computers at fed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Hours: Minutes:

Days:
13 [ [oF

% Back Meat = Cancel

Choose No, | will configure these options later and click Next
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Configure DHCP Options o
fou have to configure the most common DHCP options before clierts can use the
scope.

When clients obtain an address, they are given DHCFP options such as the IP
addresses of routers (default gateways), DMS servers, and WIMS settings for that
SCOpE.

The settings you select here are faor this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to corfigure the DHCP options for this scope now?

" Yes, |want to corfigure these options now

* Mo, | will corfigure these options later

< Back ” Mead = || Cancel

Click Finish to end the new scope wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover far
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back ” Finizh || Cancel
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Right-click on new scope you just created in above step and click Activate

File  Action View Help

== = XE = HE ®

ZF DHCP Contents of Scope
4 F ad.pel.com (it Address Pool
] i 1P [ Address Leases
a | 4 Scope [192.1
& = pel Display Statistics... prs
[ Address tions
& Address Advanced... 3

I 22| Reservat

- Configure Failover...
[ 5 Scope O

[ Zfl Policies Reconcile...
_;a_] Server Optio Activate
2] Policies
I % Filters L4
B G IPVE

Right-click on your server, scroll to All Tasks and then click Restart to finish with configuration

File Action View Help

e nE XE G

@ DHCP p—
4 j adpel . =Pvd
4 g IP Add/Remove Bindings... Byt
4 [ Unauthorize
Backup...
b Restore...
All Tasks b Start
(] Delete Pause
b [ Refresh Resume
b 1P Export Li Restart
Properties
Help
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9-DHCP Relay Agent

JS 9 DHCP popuw ang (e by «dquw 12dg broadcast pjai) pgd)l Router JU pglon gd pS
bgw G P 1i6gll LI AW YPL §2)1j cjloo Jo o) W) @ Vg e cU_u) 129 labg 451w

L1g [P-Helper (,c2j &iob Jooy Vgl gSuuw ol 13) opuw JS Jacg clg] awlio 0 )
c;.ﬁ_D laibg o poqunll J1 broadcast JSub e Jgsi U1 DHCP Jl vwb pjoi TOIIteT pmu_)
oW pghi) Wwlwi Oold gswun ol &dd> 69 gswun 6jgdl Llc his @dlio &l
Ji g i dlonoll yuai) pgdi ,illg DHCP Rel;\y Agent pgul Wic O LI Dg dnyadll
" - 6S 0l 6jgo1 £lgil JS Lle @dlin g Gp5T aSub J] S ub dn broadcast
A DHCP relay agent is any host that forwards DHCP packets between clients and servers. Relay
agents are used to forward requests and replies between clients and servers when they are not
on the same physical subnet. Relay agent forwarding is distinct from the normal forwarding of an
P router, where IP datagrams are switched between networks somewhat transparently. By
contrast, relay agents receive DHCP messages and then generate a new DHCP message to send
out on another interface. The relay agent sets the gateway [P address (giaddr field of the DHCP
packet) and, if configured, adds the relay agent information option (option82) in the packet and
forwards it to the DHCP server. The reply from the server is forwarded back to the client after

removing option 82.

Abdelsalam Elrashdi I DHCP
Relay Agent

“!/' Client

192.168.11.254 (network

DHCP 192.168.10.254

Router ;
without

DHCP)

Server

IP; 192.168.10.10/ 24
Gateway: 192.168.10.254
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9.1-DHCP Relay Agent in windows server 2008

csan| 23 &4 L

G| Hm

T Server Manager (WIN-F670JQGE0'

FY

@ il Feajfires

? i tics ) View the health of the roles installed on your server and add or remove roles and features.

3 G ation

Sfprage
~! Roles Summary Roles Summary Help
) Roles: 0 of 17installed & AddRoles

emove Roles
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@ 2m d
T Server Manager (WIN-F670JQGE0’ P8 199
)2
® i Feajfires :
=+ ’ tics View the health of the roles installed on your server and add or remove roles and features.
® i ation >
=3 syprage
~) Roles Summary Roles Summary Help
~) Roles: 0 of 17installed 3 AddRoles
emove Roles
%] Add Roles Wizard x| !
~  Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install. D
Server Roles @
1 informational message below
Network Policy and Access Services
Role Services (@) This server might need to be restarted after the installation completes.
Confirmation ~) Network Policy and Access Services
Progress Routing and Remote Access Services
Remote Access Service
Results Routing
Print, e-mail, or save this information \
<previous | text>  |[ instal Cancel
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Open routing and remote access

Remote Desktop Services >

Component Services

Computer Management

Data Sources (ODBC)

Event Viewer

Local Security Policy

Network Policy Server

Performance Monitor

Routing and Remote Access

Security Configuration Wizard

Server Manager

.. Services

~ Share and Storage Management e

Storage Explorer —
] System Configuration

Control Panel () Task Scheduler

Devices and Printers (2] Windows Memory Diagnostic

Q Windows PowerShell Modules
e I

Help and Suppor E you to create and enforce organization-wide network
= st authentication, and connection request authorizatior
ss Protection (NAP), a client health policy creation, enf

Run...

> All Programs

I Search programs and files @ Log off | » I

ﬁstzn-t - I e ';

Choice custom configuration

nfigure refresh

I Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services. or you can
customize this server.

| = o
N

¢~ Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a putin
secure virtual private network (VPN) Intemet connection.

¢~ Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

¢~ Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

{~ Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

{¢° Custom configuration
/edanyconbn&onoﬂhefeduuavﬂablen%h\ga\d Access.

< Back Next > Cancel |

os, z

o L O

109
3l mlia adldine Al



LAN routing

_r Routing and Remote Access - =

M| Fie Acton View Hep

e nm

2 Routing and Remote Access
Server Status
WIN-F670)QGEOVG (local)

C
T
F
R

Press finish

Routing and Remote Access Server Setup Wizard

X1 c|[ CstonConimraion

When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[~ VPN access

[™ Dialup access

I™ Demand-dial connections (used for branch office routing )
[~ NAT

V' LAN routing

/

<Bock [ Net> Cancel |

utin

los, ¢

———

=]

e r

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections:

LAN routing 3

E

After you close this wizard, configure th selected services
in the Routing and Remote Access cofsole.

To close this wizard, click Finish.

| |

but

oS,

Start the services
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ET
Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

=R

You have successfully completed the Routing and Remote
Access Server Setup wizard.

C

T Summarv of selections: buting
F Routing and Remote Access ) AI os, an
R

i Start the service

The Routing and Remote Access service is ready to use.

[ statservice |  Cancel | -

ices
in the Routing and Remote Access console.
To close this wizard, click Finish.
< Back Fish |  Cancel |
— —
Now server works as router
i‘ Routing and Remote Access - |DL§]
File Acton View Help
9| »m X0 o@D
[
= Routing and Remote Access WIN-F670JQGEOVG (local)
Server Status ‘
=] <)) i i
'8 Network jgferfaces Routing and Remote Access Is Configured on This Server
£ Remote flcess Logging &F|  This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to
® E Pv4 the current configuration, select an item in the console tree, and then on the Action menu, click Properties.
# E IPv6, For more information about setting up a Routing and Remote Access, deployment scenarios, and troubleshooting, see
Routing and Remote Access Help.
d | 2l =
W) [ ]
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m_LS 1

1 Routing and Remote Access ] - (O] x|
File Action View Help

e A sl Eal IENERENN ? Hos
e s e

Server Status
B &) WIN-QTU4HH7B1SF (ocal) Interface IP Address Incoming byt
E Network Interfaces & Loopback Loopback 127.0.0.1 0
3 Remote Access Logging &F ESLocal Area Connection Dedicated 10.0.0.2 1,512,210
23 Internal Internal Not available 2

e .

=
= < New Interface...
IPv6  New Routing Protocol...

TCP/IP Information...
Show Multicast Forwarding Table...
Show Multicast Statistics...

View >

Refresh

{Show Multicast statistics |

1 1 ~) Role Services: 1installed

3 Routing and Remote Access ] = =] .S
File Acton View Yoo

hove ro

x
L 3 sl ] N E

"B Routing and Remotz R R e R

Server Status Routing protocols:

8 §o WNQIUSHR DHCP Relay Agent
= Network Int
3 Remote Accr

B 5 Pv4
= General
= StaticRe

= & v
E General
= staticRe

0.1 0
2 1,512,210
|ailable -

¥~ RIP Version 2 for Intemet Protocol

to the
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1 # &> Roles T

3 Routing and Remote Access =101 x|

File Acton View Help
& | *m XL o= HE

[ .
2R Hotsng e oo oot

Server Status =
= WIN-QTU4HHTB 1SF (local) Interface ~ Relay mode Requests received Replie
S Network Interfaces There are no items to show in this view.
{_3 Remote Access Logging &¥F
= & 1Pva
E General
_@,_ Static Routes
EY0rCP Reloy Agent]
= = IPve New Interface...
_Q_ General
& staticRoL_ VeW ¥
Delete =
Refresh
Properties
to
< {  mil= | 2
[Exports the current list to a file. | |
] I - Ml e B o a_l_2
HER W T T TR A TRAT T mom s e
[ = Roles
x| ol
Fle Act — I hove roles and feat
CXIE I
W % Dynamic Host Configuration Protocol (DHCP) Global
Server Status
8 WIN 4HH
g The DHCP relay agent sends messages to the server addresses listed
=) NetworkDi I
3 Remote A '
B 8 Pv4 Server address:
2 Gener I . Add
= Static
= pHeP (100025 Remove '
H E IPve
g Gener
= Static
hs, induding user I
F infomat
to the Best Practic
ﬂ_ OK Cancel Apply | ﬂ
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9.2- DHCP relay agent windows server 2012

Once done, Routing and Remote Access will open. Right click on DHCP Relay Agent and provide

the DHCP Server Address
= Routing and Remote Access = |[B] =
File Action View Help
= 7E XE = B

E Routing and Remote Access
@ Server Status
4 [ SERVER1
B Network Interfaces
= Ports
E Remote Access Clients (0)
23 Remote Access Logging & Policies
4 B IPvd
E General
Bl Static Routes
B DHCP Relay Agent
B IGMP
4 BT IPve
B General
B Static Routes

DHCP Relay Agent Properties ?
General

(o] (o]
Dynamic Host Configuration Protocol (DHCP) Global

The DHCP relay agent sends messages to the server addresses listed
below.

Server address:
. . . Add

< m
[ ok || cCancad || eph
DHCP Relay Agent Properties E3 I
General I
-
:'IL?; Dynamic Host Configuration Protocol [DHCP] Global
The DHCP relay agent sends messages to the server addresses listed
below.
Server address:
| 1 Add
192.168.0.156 Hemove
oK l Cancel I Apply |
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10-Make server work as router
S DB o pgdig Jighs Joaw polill Joo I pliais dsuidl Jslb Plg) Wa) 25¢) U B!

8alide OlS b hyy JUo) Juw e ) pgd)

A router is a device that manages the flow of data between network segments, or subnets. A
router directs incoming and outgoing packets based on the information it holds about the state of

its own network interfaces and a list of possible sources and destinations for network traffic.
Remote access

By configuring Routing and Remote Access to act as a remote access server, you can connect
remote or mobile workers to your organization's networks. Remote users can work as if their

computers are physically connected to the network.

PH9ls Josy polill Jod a1a1s ang) oo vl Joo) pgd) Liguw

We made small Lab about routing in windows server, as following figure

192.168.66.20 11.0.0.20
my real windwos seven wirtual windows seven on vmware
= ~-

abdelsalam elrashdi

make this server works as the router it has
two Ip address 192 168 866.254
IF 10.0.0.254

Where we have two differences network so we must have router or server works as router.
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When you make server works as router On the windows server you must have at least two
network interface

Add another interface card on vmware

@ Windows Server - st =
File Edit View VM Tabs Help I il - I l%l | _',:T‘) ;E) | O] == I ‘:J ll::i

{ar Home | 5 wWindows Server =2 e - L=
Close Tab

Power
Remowvable Devices

Recyde Bin
Pause

Send Ctrl+ Alt+Del
Grab Input

Snapshot

Capture Screen

Manage
Reinstall VMware Tools...

Network adapter then add

F - - L ———————————————————————— g
Wirtual Machine Settings
Hardware |options
. Device status
Dewice Summary

Connected

I, [ ernory 1GB

1 Processors 1 Connect at power on
=) Hard Disk {(SCSI) 40 GB :

S0 CD/DVD (SATA) Auto detect Metwork connection

oL Metwork Adapter 0 Bridged: Connected directy to the physical network
USE Controller
@) sound Card A B
= Printer PEresent @) MAT: Used to share the host's IP address

gDisplay | Auto detect ) Host-only: A private network shared with the host

20 Custom: Specdific virtual network

esent Replicate physical network connection state

WMnetDd (Aubto-bridging) -
00 LAM segment:

-

[LANSegmenm] [.ﬂ.dvanced... ]

[ @Add ] [ Remowve ]
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Now L have two NIC

Virtual Machine Settings u

Hardware | Options

. Device status
Device Summary
Connected
K Memory 1GE
[ Processors 1 Connect at power on
C\Hard Disk (5CSI) 40 GB |
" JCD/DVD (SATA)  Auto detect Network connection
TEINetwork Adapter  NAT / (7 Bridged: Connected directly to the physical network
T Network Adap Replicate physical network connection state
LISB Controller Present )
@. Sound Card Auto detect (@) NAT: Used to share the host's IP address
[B!Printer Present (") Host-only: A private network shared with the host
!lDisplay Auto detect () Custom: Spedfic virtual network
WMnetD (Auto-bridging)
(") LAN segment:

LAN Segments...l ’Aduanced...

[ '@Aﬂd... H Remove

First NIC will connect with real my computer so we will choice host-only
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wirtual Machine Settings

Hardware | options |
- Dewvice status
Dewvice Summary
= cted
R, [ = oy 1 GB enne
[ Processors 1 Connect at power on
= Hard Disk (SCSI) a0 GB .
5 CDDVD (SATA) Auto detect Petwork connection
S e trwork Adapter AT @0 Bridged: Connected directy to the physical network
FE=Iretwork Adapter 3 NAT Replicate physical network connection state
UsSE Controller Present -
W) Seund Card Auto debect 0 MAT: Used to share the host's IP address
d=h Printer Present Host-only: A private network shared with the host
[l pisplay Auto detect 0 Custom: Specdcfic virtual network

VMMNetD (Auto-bridgimg)

O LAN segment:

[Lamn segments... | [ advanced... |

[ Emaga.. | [

Remowve

Second NIC will connect with virtual machine windows seven so we will create ne switch named

switch2018

Virtual Machine Settings

Hardware | options |

Device Sumrmary
I Memory 1GB

[:I Processors 1

LAHard Disk (SCSI) 40 GE

) CD/DVD (SATA) Auto detect
@Netwark Adapter Host-anly
HE Metwork Adapter 3 MAT

USE Controller
@) sound card
E=hPrinter

S pisplay

Device status
Connected
Connect at power on

Mebtwork connection

() Bridged: Connected directly to the physical network

Replicate physical network connection state

() MAT: Used to share the host's IP address
() Host-anly: A private network shared with the host
s

) Custom: Spedfic virtual network

VMnetd (Auto-bridging)
@) LAM segment:

[switch2018 ~|

[LAN Segments...] [.l!\d\-'anc\ed... ]

(.. ] |

Remaowve
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To open the network interfaces

EE;:'E'_ Network and Sharing Center

‘OC) * = Control Panel » Network and Internet = Network and Sharing Center - @” Search Control Panel @

Control Panel Home View your basic network information and set up connections

{ See full map
Change adapter settings @!l —_— & x Q

Changef@ivanced sharing settings WIN-FETOIQGENG Unidentified network Internet
(Thiz computer)

View your active networks Connect or disconnect

Access type: Mo Internet access
% Unidentified network

C ctions: |
Public network ennections [E] an
IE] wan

Change your networking settings
ﬁ. Setup a new connection or netwark

=gt up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

. Connect to a netweork
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,

I 11}'14,-‘2(2;1.]

Choice adapter settings
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[ have two NIC can | rename them for example LAN ,WAN

!ﬁ_' Network Connections

|%o [& ~ Control Panel ~ Network and Internet ~ Network Connections ~

Organize -

Ol lan =L/ wan
%’E Unidentified netwark %l!

i m]
- m I Search Network Connections @1
L2

s - [

Unidentified network

@ Intel(R) PRO/1000 MT Network Conr. .. @ Intel{R) PRG,/1000 MT Network Conn. ..

Now [P address to LAN interface that connect with real my computer through host-only
connection

!ﬂ: Network Connections

— II:lI XI
%v [ £ ~ control Panel ~ Metwork and Internet ~ Network Connections ~ = [£23| | search Metwork Connections @1
Cirronize - el Stme e o e e Mismnnea Hhic crmnacbioe Dename this connection Wiew status of this connection  >» E: ~ [ @
]

Metworking ISha'rlg I network:

C - . F1000 MT Metwork Conn...

I w2 ntel(R) PROS1000 MT Network Connection

This connection uses the following items:

.Q File and Primter Sharing for Microsoft Metworks

Pl

emet Prof 4 (TCPA1Pw4)

—a Link-Layer Tt owery Mapper 1/0 Driver

e Linbe-| ology Discowven Responder

Install... I I rmimstall I Properties I

[ Description

Transmission Control Protocol/Intemet Protocol. The default

across diverse interconnected networks.

oK | Cancel |
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[P address for LAN interface on server (router)

Network Connections

%v |@ ~ Control Panel ~ Metwork and Internet ~ Metwork Connections -

ﬁﬂ:‘:‘i'm:l - Nicahla Hhic nathanrls Aawica Niannnca Hhic Famnaciaes =] Ename ﬂﬁ mr!.qechor] ._‘—Ew
e I
Internet Protocol Version 4 (TCP/IPv4) Properties ﬂll
- network
I F1000 MT Metwork Conn...

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—{* Use the following IF address:

IF address: | 192 . 165 . &6 . 254
Subnet mask: | 255 .255.255 . 0
Default gatew |

T Obbain DNE server address automatically:
—{* Use the following DMS server addresses:
Preferred DMS server: I

Alternate DMNS server: I

I validate settings upon exit Dot |

Now on my real computer go to vmnetl (host-only) ,put Ip address same network as LAN

interface on router

C L e ————
v
@UQ‘ £ » Control Panel » Network and Internet » Network Connections » v | 4 [i| Search Network Connections pel
Organize v =~ 0 @
- Local Area Connection ™| | VMware Network Adapter VMnetl "h‘ VMware Network Adapter VMnet8 L‘ Wireless Network Connection — Wireless Network Connection 2
* _ Network cable unplugged S5 Enabled oS> Enabled By o 765750 Not connected
9 @ Qualcomm Atheros AR8161 PCI-E... @7 VMware Viflal Ethernet Adapter ... @ VMware Virtual Ethernet Adapter ... offl] Realtek RTL8188CE Wireless LAN ... X fll) Microsoft Virtual WiFi Miniport A...

Ip address and default getaway on my real computer
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Internet Protocel Version 4 (TCP/IPv4d) Properties | 7 i:h]

General

‘You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

[ llowing IF address:
IP address: 192 ., 168 . 66 ., 20

Subnet mask: 255 . 255 . 255 . 0

Default gateway: e 192 . 168 . 66 . 254

Obtain DMNS s er a

DObtain DMS server address autor ip addreﬁs Df rDuter |‘
@ Use the following DMS server ad\j'm\:a.

Preferred DMS server:

Alternate DMNS server:

Validate settings upon exit | A |

Ok | | Cancel |

Now ping on [P address of LAN interface on router

Microsoft Windows [Version 6.1.76011 -
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\abdo>ping 192.168.66.254

Pinging 192.168.66.254 with 32 bytes of data:
192.168.66.254: bytes=32 time=1ms TTL=128
192.168.66.254: bytes=32 time<lms TTL=128
192.168.66.254: bytes=32 time<lms TTL=128
192.168.66.254: bytes=32 time<lms TTL=128

m

Ping statistics for 192.168.66.254:

Packets: Sent = &, Received = &, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Oms

C:\Users\abdo>
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Now [P address to wan interface that connect with virtual machine (seven ) through switch2018

IS Network Connections =l =i
609 [EF ~ Control Fanel ~ Metwork and Internet - Mebwork Connections — ~ |23 [ s=arch Network Connections ‘_1!2
Organize - Disable this network dewvice Diasgnose this connection Rename this connection Views status of this connection  >> B -~ I e

w—T lan
P Unidentified network "
e Intel(R) PROY1000 MT Metwork Conn... Metwork Conn...

[P address for wan interface on server (router)

o g e
& ark
Internet Protocol Version 4 (TCP/IPv4) Properties 2 xl]

General |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IF address automatically
—{*" Use the following IF address:

IP address: [ 1.0 .0 .254
Subnet mask: [255. 0 .0 .0
Default gateway: I

£ Obbain DS server address automatically

—{% Use the following DNS server addresses:

Preferred DMS server: I

Alternate DMS server: I

[ validate settings upon exit advanced. .. | |
OK I Cancel |
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On virtual machine make interface conmect with switch2008 connecter

1o} Home \ (51 Windows Server 2008 routing || (51 Windows Server 2012 (5 Windows 7 1 ‘

-~ % A O

On virtual machine make interface connect with switch2008 connecter

Wirtual Machine Settings | S ]
Hardware Options I
. Dewvice status

Dewvice Summary
I M emory 1GE [+F] Connected
ﬂ Processors 1 Connect at power on
e Hard Disk {SCSI) 50 GB )

“ ) COJDVD (SATA) Auto detect Metwark connection

] Mebtwork Adapber LAM Segment i Bridged: Connected directy to the physical network
USE Controller Present Replicate physical network connection state
@Z- Sound Card Auto detect N
== Printer Present 0 MAT: Used to share the host's IF address
gDisplay Auto detect ) Host-only: A private network shared with the host

@ Custom: Spedcfic virtual network
WMMNnetDd (Auto-bridging)

@) LAM segment:

[swithing 2020 - ]

[LAN Segments. .. ] [ Advanced. .. ]

[ add... | [ remowe |

[ Ok ] [ Cancel ] [ Help ]

On virtual machine put IP address and default gateway same network with wan interface on

router
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1 Internet Protocol Version 4 (TCP/IPv4) Properties | s I

General

You can get IP settings assigned automatically if your network suppaorts
| this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IF address automatically
@) Use the following IF address:

IF address: L i1 .0 . 0 .20
Subnet mask: 255 . 0 .0 . 0
1 Default gateway: 11 . 0 . 0 254

2er

o

o

S5 automancally

ip address of

@) Usze the following DMS server addresses:
router

Preferred DMS server:

Alternate DMS server:

Validate settings upon exit | R |

I!! | QK | | Cancel | !!i

Now ping on [P address of wan interface on router

But if | want ping between my real computer and virtual machine | can’t because we still make

server works as router to connect different networks
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Now L will make Server as the router on windows server 2008 &2012

When we want make server works as router we must on windows server 2008 install routing and
remote access from server manager as and windows server 2012 install remote access role we

will take both on windows server2008 and 2012

10.1- Make windows server 2008 works as the router

windows server 2008 (@b Jc pgljs Ja polill Joo

Windows server 2008 server manager
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[nstall routing role on windows server 2008

&= |7 =d

ih Server Manager (WIN-F&70IQGED
is

Eﬁ Feajlires

T Didlfilostics
jj’j Coyfifiguration

=3 sforage

L Add Roles Wizard

View the health of the roles installed on your server and add or remove roles and features.

-~ Roles Summary

+) Roles: 0 of 17 installed

Routing and remote access services

Roles Summary Help

5{.‘5 Add Roles

emove Roles

ﬁ Select Role Services

Before You Begin
Server Roles

Metwork Policy and Access Services

Confirmation

Progress

Results

Select the role services to install for Metwork Policy and Access Services:

Role services:

1 Metwork Poli
=
Remote Access Service
’ Routing
[ Health Registration Authority
[ ] Host Credential Authorization Protocol

¥ Server

More about role services

= Previous

Description:

Routing and Remote Access Services
provides remote users access to
resources onyour private nebwork
ower wirtual private network (WVPMN)or
dial-up connections. Servers
configured with the Routing and
Remote Access service can provide
LamM and WaM routing services used to
connect network segments within a
small office or to connect two private
networks ower the internet.

I Mext = I Install I Cancel I

Install role
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_E Add Roles Wizard = !

ﬁ:-é— Confirm Installation Selections

Before You Begin

To install the following roles, role services, or features, dick Install. p
Server Roles

1 informational message below
Metwork Policy and Access Services @

Role Services 'ii:' This server might need to be restarted after the installation completes.

- Metwork Policy and Access Services

Progress Routing and Remote Access Services
Remote Access Service

Results -
Routing

Print, e-mail, or save this information

< Previous I Mext = I Install I Cancel I

Open routing and remote access

4 Metwork Policy and Access . Remote Desktop Services s
Component Services

u
1]

Computer Management
Data Sources {(ODBC)
Event Viewer

ISCSI Initatbor

- Metwork Policy and Access S

=3
=
=
L
i 2. S
<&

Provides support for network routin

Command Prompt Local Security Policy

Metwork Policy Server

Performance Monitor

S— abdo Routing and Remote Access
J Motepad ) . .
—~— Security Configuration Wizard
- Documents Server Manager
'@ Intermet Explorer =
Services
Computer Share and Storage Management
Storage E orer
Metwork =d .

System Configuration
Task Scheduler

windows Firewall with Advanced Security

Control Fansl

Dievices and Printers Windows Memory Diagnostc
wWindows PowerShell Modules

wWindows Server Backup

FOHBOEL 0w

ou to create and enforce organization-wide network
authentication, and connection request authorizatior
tss Protection {(NAP), a client health policy creation, enf

Help and Support

W
g

Run...

» All Programs

I Search programs and files !:] Log off PI
s B | &5

nfigure refresh

Open routing and remote access
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% Metwork Policy and Access . Remote Desktop Services s
Component Services

by ¥

Computer Management
< Metwork Policy and Access S E Data Sources {(ODBC)

Provides support for network routin @ ESEmENIEET fies.

- & iSCSI Initiator
L ——2 ___#_gl Local Security Policy
@. Metwork Policy Server
=l @ Performance Monitor
~ abdo Routing and Remote Access
Motepad = ) ) .
-~ _q_gl Security Configuration Wizard
S Documents = Server Manager
‘\@ Internet Explorer i =
S Services
Computer ‘32" Share and Storage Management -
Storage Explorer —
Metwork = =
System Configuration
Control Panel @ Task Scheduler
@ Windows Firewall with Advanced Security
Devices and Printers (2| Windows Memory Diagnostic
E wWindows PowerShell Modules
@ wWindows Server Backup
E you to create and enforce organization-wide network
Help and Su TE st authentication, and connection request authorizatior
tss Protection (MAP), a client health policy creation, enf
Run...
3 all Programs
= nfigure refresh
I Search programs and files F=a Log off PI

— A e

Enable the routing on server

Routing and Remote Access -0l x|

File Action View Help

€9 2P XRE I HE
[ Routng andemoe aces

1 =

% Server Status

=1l

Configure the Routing and Remote Access Server
To =et up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.

For more information about setting up a Routing and Remaote Access, deployment scenarios, and troubleshooting, see
Routing and Remote Access.

Done
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Enable the routing on server

é Routing and Remote Access

File  Action  View

Help

&= | 7= RE o |H-G

= Routing and Remote Access

Server Status
WIN-F&7OIQGEIVE (local)

Configure and Enable Routing and Remaote Access
e Routing and Remote Access

All Tasks L4

View [ 3

Delete
Refresh

Properties

Help

Choice custom configuration

|
Routing and Remote Access Server Setup Wizard

=R |

Configuration

fou can enable any of the following combinations of services, oryou can
customize this server.

mm o~

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through ether a dial-up connection ara
secure virtual private netwark (VPN) Intemet connection.

™ Network address translation (NAT)
Allow imtemal clients to connect to the Inmtemet using ane public IP address.

" Virtual private networks (VPM) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Imtemet using a single public IP address.

" Secure connection between two private networks
Connect this netwark to a remote network, such as a branch office.

¥ Custom configuration
ect any combination of the features available in Routing and Remale Access.

For more information

« Back Mext > Cancel

WIN-F670IQGEOVG (local)

T tom M~--2i-— —~—p] Remolte Access Server
e=z, on the Action menu, click Configure

up a Routing and Remote Acce=s=s, deploy

utin

0s, &

130

2 mlla addiae Al



LAN routing

r Routing and Remote Access
0 Fle  Acton  Wview Help

&= | F0XE & HE

[=1l

[E——

=, Routing and Remote Access
Server Status
WIN-F670IQGEOVG (local)

[l T |E

Press finish

Routing and Remote Access Server Setup Wizard

Custom Configuration
WWhen this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[~ WPM access

[T Diglup access
[T Demand-dial connections { used for branch office routing )
™ NAT

[ LAN routing

/

For more information

utin

o=, &

< Back Mext >

Cancel

[P

I
Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections: ut
LAM routing ;I [al=

[~

After you close this wizard, configure thig selected services
in the Routing and Remote Access cofsole.

To close this wizard, click Finish.

<Back [ Finsh | — |
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Start the services

—
Bl Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

=R

“ou have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections: uting
Routing and Remote Access I
g = o=, an

[

Start the service

The Routing and Remote Access service is ready to use.

Start service I Cancel I ;I

prvices
in the Routing and Remote Access console.
To close this wizard, click Finish.
< Back Finish Cancel

Now server works as router

o Routing and Remote Access -0l x|

File Action View Help
LG ENE

_E_L Routing and Remote Access WIN-F6701QGEOVG (local)

% Server Status N
= Routing and Remote Access Is Configured on This Server

sslogging &F|  This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to
the current configuration, select an itern in the console tree, and then on the Action menu, click Properties.

B

E IPvg For more information about setting up a Routing and Remote Access, deployment scenarios, and troubleshooting, see

Routing and Remate Access Help.

Now Test the ping on real my computer
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g 192.168.66.

g 192.168.66.20 with 32 byvtes of data:

from 192.168. .20: bytes=32Z time=3ms TTL=128
from 192.168. .20: bytes=32 time=5ms TTL=128

from 152.168. .20: bytes=3Z time=6tms TTL=128
from 192.16&8. .20: bytes=32 time=5ms TTL=128

10.2- Make windows server 2012 works as the router

windows server 2012 (@b Je pqlis Joy poWill Joo

Same in Windows server 2012

SR Windows Server 2012R2

Windor\/\'ls"Server'2012 R2Y

Add role from server manager
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[ Server Manager

Server Manager * Dashboard @) FA. Manage Tools  View  Help

WELCOME TO SERVER MANAGER

Dashboard
i Local Sel
-i All Servers . .
. ° Configure this local server =
E® ADcCs o
il AD DS QUICK START
Sl AD LDS d roles and features
el il
AD RMS
i" 3 Add other servers to manage
WE File and Storage Services P
WHAT'S NEW o _
o us 4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 6 | Server groups: 1 | Servers total: 1

Manageability Manageability

Add role from server manager

= Add Roles and Features Wizard

DESTINATIOM SERVER

BE'FO re yOU begiﬂ WIN-THMIAAEHFCR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Before You Begin

Server Selection .
To remowe roles, role services, or features:
Start the Remowve Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[[] Skip this page by default \
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Role-based or feature-based installation

DESTIMATION SERWER

Select installation type I T HRA LA EHFCR

Select the installation type. ¥You can install reles and features on a running physical computer or wirtual

Before You Begin t : g t
machine, or on an offline virtual hard disk (WHD).

= Role-based or feature-based installation

Serwver Selection '
Configure a single server by adding roles, role services, and features.
' Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (WD) to create a wirtual machine-based
or sessicn-based desktop deployment.

First option

DESTIMATION SERVER

Select destination server St |

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server poal
) Select a virtual hard disk

Server Roles Server Pool

Fealures

Filter:

MNarme IP Address Operating System

WIN-THMIAAEHFCR 11.0.0.253172.... Microsoft Windows Server 2012 R2 Standard

1 Cemputer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Cmmemer rmmnmnnmd i Camene Bamamae Tl na camemee mod cemsahs added cmmmes femmn sl e Adada

Next
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DESTIMATIOM SERWVER

Select server roles WIN-1HMIAREHFCR

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

server Selection e o i
b= Active Directory Certificate Services {1 of 6 installe, - Web Server (IIS] p L= DR GEEE,
manageable, and scalable Web

Active Directory Diomain Services (Installed) application infrastructure.
Featurss Active Directory Federation Services

Active Directory Lightweight Directory Services (In
Active Directory Rights Management Services (1 o
Application Server

DHCP Server

DINS Server

Fax Server

File and Storage Services (1 of 12 installed)
Hyper-¥

Metwork Policy and Access Services

Print and Document Services

Remote Access

100000000mA O m

install | [ Cancel

Choice remote access

DESTINATION SERVER

Select server roles VIN-THMIAAEHFCR

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server selection e
o [W] Active Directory Certificate Services (1 of 6 installei S:xom'ﬁ;;e:rzughc:;sr;{et;:l:;z
Active Directory Domain Services (Installed) VEM, and Web Application Prosy. ’
Features [] Active Directory Federation Services DirectAccess provides an Always On
Remote Access Active Directory Lightweight Directory Services (In 2nd Alwaj_::js M:I;?:I?te'd eTTprﬁnOE'
. _ i . RAS provides tr ional
Role services [ [m] Active Directory Rights Management Services (1 o services, including site-to-site
[] Application Server = (branch-office or cloud-based)
[] DHCP Server connectivity, WE'_} .F-'\_pplicatl'un Prowy
enables the publishing of selected
] DNS Server HTTP- and HTTPS-based
[] Fax Server applications from your corporate
b [H] File and Storage Services (1 of 12 installed) network to client devices outside of
O b v — the corporate network. Routing
Yper- ides traditional routin
provides tradi g
etwor oclicy an Ccess Services capabilibies, includ and other
dm k Policy and Ac Servi pabilities, including MAT and oth
[] Print and Document Services cen "_Ed:“"'t}r options. RAS _emc!
ting can be deployed in single-
be depl o I
™ nant or multi-tenant mode.
<] m I [>]
| < Previous | | Mext = | | In=tall | | Cancel

Next
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Remote Access

Before You Begin
Installation Type
Serwver Selection
Server Roles

Features

Role Services

DESTIMATIOMN SERVER
M-THMIAAEHFCR

Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
network as Directfccess clients. Connectivity is seamless and transparent, and is available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements.

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD F5 servers.

Configure RRAS routing features using the Routing and Rel te Access console.

instatl | |

Choice all options

Select role services

Before You Begin
Installation Type
server selection
Server Roles
Features

Remote Access

Add features

DESTIMNATIOM SERWER
M- 1HMIAAEHFCR

Select the role services to install for Remote Access

Role services Description

e

_ Routin rovides support for MAT
™M | Directficcess and VBN (RAS) ey Rmber':‘:unning o

] RIP, and multicast capable routers

[] Web Application Proxy {IGMP Prosgy).

Install
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DESTIMS

Select role servi

WiIN-1
Add features that are required for Routing?
ion
You cannot install Routing unless the following role senvices or i
features are also installed sl sl
' LAM Routers ru
4 Remote Access multicast capak
Directficcess and VPN (RAS)
Include management tools
[nstall

DESTIMATION SERWVER

Confirm installation selections DR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check bowxes.

Features
Remote Access Remote Access
q DirectAccess and WPN {RAS)
Role Services
Routing

Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools

Remaote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previous | | MNext> | [ instan | [ cancel
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[F=] Add Roles and Features Wizard

DESTINATION SERWER

Installation progress WIN- THMIAREHFCR

View installation progress

o Feature installation

ln;i_ ation started on WIN-THMIAAEHFCR

Remote Access
DirectAccess and YPM (RAS)
Routing

Remote Server Administration Tools

Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access medule for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

[

Administrative tools

Administre  se
Server Manager Tools

s

Task Manager

=

Control Panel Intermet Explorer

Desktop

@&

Routing and remote access
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@l KW=

File Home  Share  View v 0
1 | 3 v Control Panel » System and Security » Administrative Tools » v & | | Search Administrative Tools » |

¢ Favorites T s g Dotemodited [ Tiee L. :
B Desktop {F Connection Manager Administration Kit ~ 8/22/2013 244 AM  Shortcut 2KB
8 Downloads sl Defragment and Optimize Drives 8/22/2013 847 AM  Shortcut 2KB
2] Recent places 1] Event Viewer 8/22/2013 855 AM  Shortcut 2KB
E‘E Group Pelicy Management 8/22/2013 8:56 AM  Shortcut 2KB
1% This PC 5 Internet Information Services (IIS) Manager  8/22/2013 250 AM  Shortcut 2KB
el i5CSl Initiator 8/22/2013 857 AM  Shortcut 2KB
€ Network [ Local Security Policy 8/22/2013 854 AM  Shortcut 2KB

P Metwork Policy Server 8/22/2013 8:38 AM  Shortcut 2KB
BDEC Data Sources (32-hit) 872272013 1:56 AM Shortcut 2KB
ata Sources (B4-hit) 872272013 859 AM Shortcut 2KB

; nce Monitor 8/22/2013 8:52 AM Shortcut 2KB

@ Remote Acdgss Management 3/22/2013 1:43 AM Shortcut 2KB =
E’? Resource Monity 8/22/2013 8:52 AM Shortcut 2KB
ﬁ Routing and Remote Access 3/22/2013 3:44 AM Shortcut 2KB
|fa Security Configuration Wizard 8/22/2013 8:45 AM  Shortcut 2KB
Eh Server Manager 8/22/2013 8:55 AM  Shortcut 2KB
@ Services 8/22/2013 8:54 AM  Shortcut 2KB
System Configuration 8/22/2013 8:53 AM  Shortcut 2KB

File Action View Help

@9 @m

Server Status
b | 8) CNCY-VPN-01 flnesl. ccess

Configure and Enable Routing and Remote Access
Disable Routing and Henlfﬁte Access

mote access to

140
sl pla hadiae i



Custom Configuration
When this wizard closes. you can configure the selected services in the Routing
and Remote Access console,

Select the services that you want to enable.oa this seoces : - : —-- »
[T VPN access Routing and Remote Access
[~ Diglup access

[~ Demanddial connections (us{ 4  Remote Access Service is unable to enable Routing and Remote Access
for the probable reason like: unable to open ports for Routing and

[~ NAT Remote Access in Windows Firewall service. In this case RAS may not
accept vpn connections.

W LAN routing User Action: Manually open the port of Routing and Remote Access in
the windows firewall.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successiully completed the Routing and Remote
Access Server Setup wizard.

Start the service
The Routing and Remote Access service is ready to use.
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You can enudie oy of the foloming combnators of senvices, of you oo
oustomize ths server

" Remote access Balup or VPN)

Alow remaote cherts 10 connect 1o this server through ether 8 dalup connection o &
socure wiul pevate netwad (VPIN) temet coroncten

€ Network addmss trandation (NAT)
Alow rtemal cherts 10 connect 12 he ntemet usng one public P address

€ Vinuad povate network (VPN) access and NAT

Aow remote cherts 10 connect % this server through the Itemet and local dlerts o
Conrnct 3 the temet using 3 siegie puble 1P addes

7 Sevure connection between two pevite networks
Cornect this network 10 8 remate netwodc. such a3 a branch office.

& Custom configuraton
Select ary conbination of the features avalable n Routng and Remcte Access.

[ Nee> || Coxe |

Custom Corfiguration
When s wizand Goses. you ¢an Corfigure e selected servoes n the Rating
and Remate Access conssle
Select the services that you want 10 enable on this server
I~ VPN access
I Owlep sccess
I Domanddal connactions (used for beanch office soutng )}
™ NAT
W UNesng
[ <Bock || Net> || Cocd |
L =

10.3- Make windows server 2016 works as the router

windows server 2016 (b Jc pgl)s Joo) polill Joo

To install the LAN Routing feature in Windows Server 2016, open the Server Manager console.
Click the Add roles and features link, accept the default selection until the Select Server roles

page displays. On this page, select the Remote Access server role and then click Next.
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B Add Roles and Features Wizwd

Select server ac
Sokaes Yo i Bacin Select one or more roles to install on the selecied server
¢ W 8Rg
nealiaton “yoe Roles
Server Selecicn - .
__ Actve Dwectory Carticate Services
Festares Acuve Direcioey Fadenation Services
_ Actwe Duectery Lghtweight Directory Senvaces
Remote ALt T Actve Dwectory Rights Management Services
20le Services DRCP Server
o0 e () DNS Server
Fax Server

File and Storage Servces (1 of 12 installed)
Host Guardn Servsce

Hyper-V

MuttPont Servwces

Network Controlier

_ Network Poicy snd Access Services

D

SEITNATON MRVEIS
ROUTE

Description

Remote Access provwdes seamiess
comnectvity Wowgh DirectAccess
VPN, and Web Application Proey
Dwwcticcess prowdes an Always On
and Always Managed expenence
RAS provides traditional VON
serncel moudeg sde-to-ute
{branch-office or doud-based)
connectwity. Web Apphcation Prowy
erables the pubhshing of selected
NTTP- and WTTPS based
ApPHCatons from your (orporate
Network 10 Chent devces cutsde of
the coeporate network. Routing
prowdes tradvtiomal routng
Capabidses, mchuding NAT and other

J Kemote TOp Senices

(] Voleme Actwvation Services
_ Web Server IIS)
[ Windows Deployment Serv

abdelsalam elrashdi

<M[ Nest >

[ Comces |

Click Next and accept the default selections until the Select roles services page displays. On this

page, select the Routing role service.

B Add Roles and Festures Wizad

Select the role services 20 instail for Remote Access

and VPN (RAS

oo Appiication Proxy

0

DESTINATION SERVER
"OUTEN

Desaripton

Routng prowdes support for NAT
Routers. LAN Routers running 8GP
RIP, and mudtcast Capatie routers
PGNP Prowy)

Abelsalam elrashdi

| <Prwvicus | | Nea>

Cancel

Select and right-click <Server Name> (local) and then select Configure and Enable Routing and

Remote Access.
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A Routing and Remote Access - () X

File Action View Help

e M XE o Em

X fesng aenre e |
) Server Status ‘

%) ROUTER (local} }_ Canfioueatha Dautinag and

Disable Routing and Remote Access

ate Access

Action menu, chek

cess,
All Tasks >

>
| Abdelsalm Elrashdi '

Properties
Help

Configures Routing and Remote Access for the selected server

Use the Custom configuration and proceed to the next page

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

" Remote access {dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure vitual private network (VPN) Intemet connection.

" Network address transiation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.
" Vitual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local dients to
connect to the intemet using a single public IP address.

(~ S :ﬁurl._.__ SIS AT dasad
; Abdelsalam Elrashdi

Select any combination of the features available in Routing and Remote Access.

<Back [ Net> | | Cancel
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Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can corfigure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[~ VPN access

[~ Dialup access
[~ Demand-dial connections ( used for branch office routing )

[~ NAT

[V LAN routing

Abdelsalm Elrashdi l

< Back Next > Cancel

11- Routing between networks

e Ju Juao Jo fiS 5aic Jgsy baic Greo junal OLWI ARG e bjuc D9 agil dulac
(static or dynamic routing) Juitloc pa’iwiq Juiiwnll jlgallg Jw)nll
Jnao Jsiiy dlooll 030 adgi) gyjlinw Joo) pgds bguw

Sometimes | have more than router on my network in this case [ have to use static or dynamic

routing protocols to make connectivity between those networks .

We will make small scenario have two servers work as router (window server 2008,windows

server 2012) and two computers to create the static and dynamic routing protocols
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Make servers work as routers

to routing btween networks

windows rerver 20038 window server 2012

switch3 switchz host only

wirtual windows Seven on vmwane

| . 172.30.0.254 11.0.0.233 11.0.0.254 192.168.66.254 | ™ redl windwos seve
Ld
172.30.0.1
Abdelsalam elrarhdi |
& 192.168.66.20

11.1- Static routing
g adh)y aalitn OIS LUD JUD i router pueb 4S Ll pPao pgd) ool 02D 90

Static routing is considered the simplest form of routing and requires excessive manual
processes. lt often is the least efficient way of routing in cases where information paths have to
be changed frequently. This is also the case for configurations that require a large number of
routing devices, because each one must be manually entered. Static routing is also the least
preferred method of dealing with outages or down connections, because any route that is

configured manually must be reconfigured manually to fix or repair any lost connectivity.

There may be many downsides to static routing, but there are many incidents where a static
route is the most logical and efficient method for routing. Static routing is the opposite of
dynamic routing, which is a system in which routers will automatically adjust to changes in
network topology or traffic. Dynamic routing is used by most modern routers, but some amount

of programming is still available for customizing routes if necessary
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11.1.1- Static routing in window server 2008

| Wirtual Machine i

Hardware COptons I

Static routing in window server 2008 (J1045j

Dewvice

[ Processors
A Hard Disk (SCSI)
ol Metwork Adapber

I G [ rror

UsB Controller
@ sound card

Summary
1GBE

<=0 GB
Auto detect

LAM Segment
Present

Auto detect
Present

Auto detect

Dewvice status
Connected
Connect at power on

Metwork connecton
@ Bridged: Connected directy to the physical network
Replicate physical network connection state

MAT: Used to share the host's IP address
Host-only: A private network shared with the host

@0 Custom: Spedfic virtual network

WrnetO (Auto-bridging) -

LAM segment:

- [switehz -

[LthN Segments. .. ] [.I!tdvar‘lced...

[ P& add...

]

Remowe

[ oK ] [ cancal | [ Help

Network adapter switch 2 network adapter2 switch 3

Hardware | O-ptionsl

| Virtual Machine Settings

Device
I W Mlemory

[ Processors
LA Hard Disk (SCSI)
(5 COJDVD (SATA)
Metwork Adapter
ENet«\lork Adapter 2
UsSE Controller
@ sound Card
Printer

| pisplay

Summary
1GB

1

a0 GB

Auto detect
LAM Segment

Device status
Connected
Connect at power on

Metwork connection
) Bridged: Connected directHy to the physical network
Replicate physical network connection stabe

MAT: Used to share the host's IP address
Haost-only: A private network shared with the host

) Custom: Specific virtual network
WMetD (Auto-bridging) -
@) LAM segment:

[LAN Segments] [nduanced... ]

[ Egadd...

] [

Remaowve
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Now on R1

3 Routing and Remote Access (=]

File Acton View Help
&= |#mc= [ HE

[ Routng and Remere Acces
Server Status = -
= ) WIN-FE70IQGEOVG (local)
B Network Interfaces There are no items to show in this view.
a Remote Access Logging &F
B B Py
E General

= MNew Static Route... w

Show IP Routing Table...

1]

|create New Static Route

Static route

é Routing and Remote Access

File Action ‘iew Help

e Amlc-| M
E Routing and Remote Access IPv4 Static Route

Server Status =
Destina... -
= WIN-FE70IQGEVG (local) |—————  Interface: Iwan

B Network Interfaces
g Remote Access Logging &F Destination: Im
= E zene,a, Network mask: [ 255 .265.255. 0 |
e s Gatowsy: / [7.0.0. 2%
Metric: |255_:;|f

¥ | Uze this route ta initiate demand-dial connections

For more information

oK I Cancel

Static route
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é Routing and Remote Access

File Acton ‘iew Help
@@= #mlcl=d
Gateway Interface Metric View
258 Both

Server Status = = T
= &) WINF670IQGEIVG (ocal) | —eSIna. . = L
E Metwork Interfaces B 192,168.66.0 255.255.255.0 11.0.0,254 wan
a Remote Access Logging &P /

2 B pv4
General

=T T T

=
£

Static Routes

B B IPve
B General

B static s

11.1.2- Static routing in window server 2012

l (5} Windows Server 2012 ‘ 15! Windows 7 1 \

@Home ‘ EﬂWindows Server 2008 routing
e 1w &= H
Gateway Interface Metric View

% server Status Destination Metwork mask
There are ne iterns to show in this view,

A @. WIN-THMIAAEHFCR (local)
E MNetwork Interfaces
{3 Remote Access Logging
4 B Py
E General

b B IPvE

how IP Routing Table...
View

Refresh

Export List...

Help
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3 Routing and Remote Access

%‘.SSIEE;E:;IL:AEHFCﬂl I Destinaticn Metwaork mask Gateway Interface Metric View
4 [ WIN- (local) | & 1723000 255.255.0.0 11.0.0.253 Ethernet] 256 Both

B Metwork Interfaces
{23 Remote Access Logging
4 B Pyl
E General
E] Static Routes

b B IPvE

Ping between the virtual pc and real my computer

1nging 192.168.66.20 with 32 bytes of data:

eply from 192.168.66.20: bytes=32 time<lms [TL=128
eply from 192.168.66.20: bytes=32 time<Ims TTL=128
eply from 192.168.66.20: hytes=32 time<Ims TTL=128
eply from 192.168.66.20: bytes=32 time<lms [TL=128

ing statistics for 192.168.66.20:

Pagkets: Sent = 4. Rgceived =.&,.Lost =0 (0% loss),
pproximate round trip times 1in milli-seconds:
Hinimum = Oms, Maximum = Oms, Average = Oms

‘\Users\abhdo>
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11.2- Dynamic routing protocol

i jaill cl5q router JS51o routing protocols (o 251g Juedi) aSwidl pao pgdy dilnall 05D 0
.oolloo. llols'o’o,lulc

Dynamic routing use Routing Protocols that dynamically discover network destinations and how

to get to them. Dynamic routing allows routing tables in routers to change if a router on the route

goes down or if a new network is added.

In Dynamic Routing, Routing Protocols running in Routers continuously exchange network status
updates between each other as broadcast or multicast. With the help of routing updates
messages sent by the Routing Protocols, routers can continuously update the routing table when

ever a network topology change happens.

Examples of Routing Protocols are Routing Information Protocol (RIP), Enhanced Interior

Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF).

11.2.1- Dynamic routes in windows server 2008

é Routing and Remote Access

File Acton View Help

L EEREEN e

Server Status = = —
= WIN-F57010GEVG (ocal) Interface - Type IP Address Incoming bytes Cutgoing bytes Static Filters | Adn
E Network Interfaces S wan Dedicated 11.0.0.252 201,890 60,750 Disabled Up
{23 Remote Access Logging &P E?Loopback Loopbadk 127.0.0.1 a 0 Disabled Up
e 22an Dedicated 192.168.66.254 446,935 70,092 Disabled Up
E E?Internal Internal Not available - - Disabled Unk:
E static Mew Interface. ..
B B IPve uting Protocol
B Gener; .
= . ow nformation...
| stati TCP{IP Informati
Show Multicast Forwarding Table. ..
Show Multicast Statistics...
View »
Refresh
Export List...
Properties
Help
4] | sl |

[show Multicast Forwarding information [
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Rip version 2

Rip version 2 JgSgip J1oadj

é Routing and Remote Access

File Action View Help
New Routing Protocol B | e

= HmE o= HE
== Click the routi | that rit to add, then click OK.
B} Routing and Remote Access m I Fe youwertie =nel
Server Status ... PRouting protocols:
Interface =
= % WIN-FEe70IQGEIVG (Jocal
QGEOVG (ocal) P = |9 DHCF Relay Agert

Kl | sl

E MNetwork Interfaces
3 Remote Access Logging &P %rmpbadc %‘: 'NGAT Router and Proxy
=Y g_” 4 I E\Slir::emal RIP Version 2 for Imtemet Protocol
Genera
B sStatic Routes
E B IPvs
B General
B} Static Routes

oK I Cancel

New interface

..5'.'. C)JSQ_').DB

é Routing and Remote Access

File Action Wieww Help

== EIXRE c = H

Il -

Server Status Interfa U te mod | Re t e i
-

= WIN-F&7OI0GEOVE (Jocal) (=] pdate mode SpONSEs Sen SPONSES Meceiv

=) Metwork Interfaces There are no items to show in this view

5] Remote Access Logging & P

= = IPvs
=) General
=) Static Routes
__ =S
= E IPvs Mew e
= oc =
= we Meighbors. ..
= ¢
Wiew »
Delete
Refresh
Export List...
Properties
Help
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Add Wan interface

é Routing and Remote Access

File  Action View Help
= —
e A el ), SERERENN ? B

This routing protocal runs on the interface that you select below.
E Routing and Remote Access m g "
Server Status W Imterfaces:
-
B iy WINFE70IQGEVG (ocal)  JeraeE T Ban

B Network Interfaces
5] Remote Access Logging &F
= 5 Pv4
B General
B} Static Routes
& RIP
= 5 Pve
B General
B Static Routes

oK I Cancel

§ N

Kl | B

Choice rip

RIP Properties - wan Properties 2=

General | Security | Neighbors | Advanced |

Routing Information Protocol (RIP) Interface

Operation mode:

ate

Outgoing packet protocol:

IHIF‘ version 2 broadcast ;I
Incoming packet protocol:

IF{IFl version 1 and 2 ;I
Added cost for routes: 1 =i

Tag for announced routes: o =i

™ Activate authentication

I

Password:

For more information

ok | Cancel | sopl |
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Rip

é Routing and Remote Access

File Acton ‘View Help

& | Hm X o= HE

E Fouting and Remote Access
Server Status
Bl [y WIN-FSFOIQEEOVG (ocal)
B network Interfaces
5 Remote Access Logging &P
2B v
& General
= Static Routes
E prp
H B Pve
E General
& Static Routes

Update mode
Periodic

Responses sent
i)

11.2.2- Dynamic routes in windows server 2012

E’ Windows >erver

File Edit View VM Tabs Help | 1l ~

EYEEEIEE

T B |

‘@ Home ] E;‘ Windows Server 2008 routing

e 2E B B

E Routing and Remote Access
B3 Server Status

Interface
4 @EN-1HMIAAEHFCR(I0:EI) 82| sopback
B Metwork Interfaces 85 Internal
23 Remote Access Logging E&Eth a1
— ern
4 1Pvd
ﬂ-— E&Ethemetﬁ
= General
B StatigRoutes
b B IPvE

] 5‘ Windows Server 2012 ] E;‘ Windows 7 1

M Type IP Address Incoming bytes Outgoing bytes Static Filters
Loopback 127.0.0.1 0 0 Disabled
Internal Mot available - - Disabled
Dedicated 11 00 52 1 150 CCQ 711 SEQ -r\ hled
Dedicated New Routing Protocol Disabled

i ~= R|P Version 2 for Intemet Protocol

Click the routing protocol that you want to add, then click OK.

Routing protocals:

S DHCP Relay Agent
" IGMP Router and Proy
FNAT

Cancel
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EEf Server Status
1 @W|N-1HM|MEHFCR(|OCE|]
B Metwork Interfaces
23 Remote Access Logging
4 B |Pvd
B General
Bl Static Routes
E RIP
b B IPvE

Interface

Update mode Responses sent Responses received

General | Securty | Neighbors | Advanced |

%'E Routing Infarmation Protocol (RIF) Interface

Operation mode:

Outgeing packet pratocal:
IF{IF‘ wversion 2 broadcast

Incoming packet protocol
[RIP version 1and 2

Added cost for routes:
Tag for announced routes:

™ Activate authentication

I

Password:

Add rip protocols between routers interface

| 2F E 6 3

E Routing and Remote Access
% Server Status
A ﬂ) WIN-THMIAAEHFCR {local)
B Metwork Interfaces
3] Rernote Access Logging
4 B |Pyd
B General
B Static Routes
= RIP
boE Py

Interface Update mode Responses sent Respon
2 Ethernet1 Periodic 0 0

155
@Ml g adldiae M



Add rip protocols between routers interface

o= HE E C= HE
B Routing and Remote Access

% Server Status Interface
o @.WINJHMIMEHFCR(ID:EU 'E?Etherﬂ'aﬂ

B Network Interfaces

3 Remote Access Logging
4 B |Pyd
B General

E Static Routes
B RIP
boE Py

Update mode Responses sent Respon
Periodic 0 0

Ping between the virtual pc and real my computer

inging 192.168.66.20 with 32 bytes of data:

eply from 192.168.66.20: bytes=32 time<lms TTL=128
eply from 192.168.66.20: bytes=32 time<lms TTL=128
eply from 192.168.66.20: bytes=32 time<lms TTL=128
eply from 192.168.66.20: bytes=32 time<lms TTL=128

ing statistics for 192.168.66.20:

Pagkets: Sent = 4. Received =.&,_Lost = 0 (0% loss),
pproximate round trip times 1in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

‘\Users\abdo>

156
2 mlla addiae ki



12-Packet filtering and ISS server

OV’ 939 Alj] gi JLld5 g W) dS il o ao)lllg aldlll KLU 6 ASIDI dlac ,Dg
aS.4udl 5 Gy JAID gl edaepiall OV wnds 089 5 plowllg Lo VgE)l ne S L)

Routing and Remote Access supports [P packet filtering, which specifies which type of traffic is
allowed into and out of the router. The packet filtering feature is based on exceptions. You can

set packet filters per interface and configure them to do one of the following:
Pass through all traffic except packets prohibited by filters.

Discard all traffic except packets allowed by filters.

%ﬁmmp !+ Recovery

Firewsall
= Packet filter
management = Apphcation-level firswall
=  Logging'audit trails
= Redundancy
=  Clogging defense
=  Malicious code defenses
=  Address hiding

12.1- packet filter and LIS in windows server 2008

routing and remote access (1o litle ) polAll o ojlilig abla)l VLW aran dilac Jroal

To make packet filter You have to Install routing and remote access on Windows server 2008
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[nstall routing role on windows server 2008

= | #|

Sk Server Manager {WIN-F&70IQGED
iy
=2

guration
}g Sjorage

View the health of the roles installed on your server and add or remove roles and features.

Roles Summary Roles Summary Help

-~ Roles: 0 of 17 installed i"‘: Add Roles

emove Roles

Routing and remote access services

[l Add Roles Wizard

Before You Begin
Server Roles

Metwork Policy and Access Services

Confirmation

Progress

Results

Select Role Services

Select the role services to install for Network Policy and Access Services:

b
Role services: Description:

[ Metwork Policy Server Routing and Remote Access Services
. S p——— . provides remote users access to
LimmEm A A"' h resources onyour private network
Remote Access Service owver virtual private network (WPN)ar

Routing dial-up connections. Servers
[ Health Registration Authority configured with the Routing and
[ Host Credential Authorization Protocal Remote Access service can provide

LAM and WAN routing services used to
connect network segments within a
small office or to connect two private
netwaorks owver the internet.

More about role services

< Previous I Mext = I Install I Cancel

158
2 mlla addiae ki



Install role

I Add Roles Wizard ﬂ!

ﬁé Confirm Installation Selections

Before You Begin

To install the following roles, role services, or features, dick Install. P
Server Roles
@ 1informational message below

Metwork Policy and Access Services

Role Services @ This server might need to be restarted after the installation completes.
= Network Policy and Access Services
Progress Routing and Remote Access Services
Remote Access Service
Results N
Routing

Print, e-mail, or save this information

< Previous I MNext = | Install I Cancel I

Open routing and remote access

o

4 Metwork Policy and Access . Remobte Desktop Services L=
Component Services

w
1]

;é- Computer Management
= Metwork Policy and Access S 5 Data Sources {(QDBC)
Provides support for network routn @ B Hes
. %X ISCSI Initiator
Command Prompt i - = Local Security Policy
| ':;_ % Metwork Policy Server
. N —
Routing and Remote Access @ Ferformance Monitor
Motepad abdo Routing and Remote Access
= Security Configuraton Wizard
= Documents = Server Manager
'@ Internet Explorer é =d
.5 Services
Computer ‘32" Share and Storage Management
Stor e E orer
Metwork = =9 ==
B System Configuraton
Contra Fandal @ Task Scheduler
g windows Firewall with Adwvanced Security
Dewvices and Printers @ Windows Memory Diagnostc
e windows PowerShell Modules
@ windows Server Backup
E you to create and enforce organization-wide network
FEmaralEs 7 =t authentication, and connection request authorizatior
== Protection (MAP), a client health policy creation, enf
Run...
(3 All Programs
= nfigure refresh
I Search programs and files =3 Log off II

e
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Enable the routing on server

_I ; Routing and Remote Access - ||:||1|

o File Action View Help

B EEEEL =

% Server Status

WIN-F&70IQGEIVG (local) -

= sl Configure the Routing and Remote Access Server

To =et up Routing and Remote Access, on the Action menu, click Configure and Enable Routing and Remote Access.
For more information about setting up a Routing and Remote Access, deployment scenarios, and troubleshooting, see
Bouting and Remote Access.

-

Done
I

é Routing and Remote Access

File  Action \View Help
&= |%EIXRE ¢ HE

B Routing and Remote Access WIN-FEFOIQGEOVG (local)

Server Status
% WIN-F&FOIQGEOVG (Jocal) e o e e tn Oensiem —d Remote ACCESS Server
Configure and Enable Routing and Remote Access
e Routing and/Remobe Access

ezz, on the Action menu, click Configure ;

up a Routing and Remote Access, deploy
All Tasks » '

View

Delete
Refresh

Properties

Help

Choice custom configuration
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|
Routing and Remote Access Server Setup Wizard
Configuration
You can enable any of the following combinations of services, or you can
customize this server.

| = JIGIN

{~ Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private networs VP N) Intemet connection.

" Metwork address translation (MAT)
Allow intemal clients to connect to the Intemet using one public IP address.

I H o~

i Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

{~ Secure connection between two private networks
Connect this network to a remote netwark, such as a branch office.

£ Custom configuration
ect any combination of the features available in Routing and Remale Access.

For more information

utin

o=, 2

LAN routing

r Routing and Remote Access

M

@ | 27| R[] o|[@E Costom Configumtion

[ N
Bl Routing and Remote Access
Server Status

and Remote Access console.

(W He  Acam Vew BHp Routing and Remote Access Server Setup Wizard

When this wizard closes, you can configure the selected services in the Routing

WINFE70IQGEVE (local) Select the services that you want to enable on this server.

[~ VPM access

[T Dialup access

mm o~ |E

[T Demand-dial connections { used for branch office routing )
™ NAT

W LAN routing

For more information

utin

oS, &

Press finish
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[ |
Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You hawve successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections: ut
LAM routing ;I oS,

[EERl}

| -

After you close this wizard, configure thie selected services
in the Routing and Remote Access cofsole.

To close this wizard, click Finish.

<Back [ Fmish | Cancel |

Start the services

[
Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

| 5 g

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summarv of selections: uting

Routing and Remote Access ‘,I o= an
r

Start the zervice

[ R

The Routing and Remote Access service is ready to use.

Start zervice I Cancel I LI

Ervices
in the Routing and Remote Access console.
To close this wizard, click Finish.
< Back Finish Cancel

Now routing and remote access ready
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g
File  Acton View Help
A i JENE 7 Mo

E_ Routing and Remaote Access

WIN-F670IQGEOVG (local)
Server Status
Bl

Routing and Remote Access Is Configured on This Server

E pv4
B e

i

This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to
the current configuration, select an item in the console tree, and then on the Action menu, click Properties.

For more information about setting up a Routing and Remote Access, deployment scenarios, and troubleshooting, see
Routing and Remote Access Help.

4 |

|Dor1e

um Sty JUnll 13D Gubig. OLLY! 0 pSIDl &S le oo JUo Josy pgd cogu I

1S Py lide vy
No we will make simple senior to clarify how | can make filter traffic to control the data through

the server, so we need install LIS on server to make internal web site for test the packet filter.

Now we will make internal web site to test packet filter so we must install LIS on windows server
2008

E. Server Manager — oy =1
File  Action Wiew Help |

== | 2= |
Sk, Server Manager (WIN-F&70JQGED
B Roeemg
i| Features
:‘ Diagnastics = View the health of the roles installed on your server and add or remove roles and features.
i Configuration
Storage =

([~ Roles Summary Roles Summary Help

(~) Roles: 3 of 17 installed S Add Roles
. 5= Remove Roles
(i) File services
Metwork Policy and Access Services
&8 web Server (IIS)
(~ File Services File Services Help

Provides technologies that help you manage storage, enable file replication, manage shared folders, ensure fast file searching, and enable access for UNIX

dient computers

(~) Role Status Go to File Services

Messages: Mone
System Services: All Running
(i) Events: 3 informational in the last 24 hours
~) Role Services: 1installed . Add Role Services
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Before You Begin

Select one or more roles to install on this server.
Roles:

(CCE

Description:
Web Server (IIS) [] Active Directory Certificate Services Web SEWEIF IISdpruTi?;I:s ‘E:.rri!iahle,
: ) ) ; manageable, and scalable We
Role Services [] Active Directory Domain Services application i;fra EITI R
Confirmat |: Active Directory Federation Services
onfirmaton [] Active Directory Lightweight Directory Services
Progress |: Active Directory Rights Management Services
Results [T] Application Server
|: DHCP Server
|: DMS Server
|: Fax Server
Ll
I ces (Installed)
]
Ll
[ )
[C] windows Deployment Services
[] windows Server Update Services
More about server roles
< Previous | Next = I Insts Cancel
] SENVILES TUN NEUAUNR TS oS UETTT O M IS
Press Next

Before You Begin

Server Roles

Role Services

Confirmation
Progress

Results

Introduction to Web Server (IIS)

Web servers are computers that have specdific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services (IIS) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.MNET, and Windows Communication Foundation. IIS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note

i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, espedally when there are multiple roles on this computer.

i ' The default installation for the Web Server (IIS) role indudes the installation of role services that enable
you to serve static content, make minor customizations {(such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (T1S5

Overview of Available Role Services in IIS 7.0

1IS Checdklists

Common Administrative Tasks in IIS

Owverview of WSRM

< Prewvious I Mext > I

Cancel I
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Add Roles Wizard

Before You Begin
Server Roles

wWeb Server (IIS)

Confirmation

Progress

Results

Select Role Services

Select the role services to install for Web Server (IIS):

Role services:

Description:

= [E web server
= [E Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
[] HTTP Redirection
[] webDav Publishing
= [] application Development
[ asp.mET
[ .MET Extensibility
ASP
I
ISAPI Extensions
ISAFI Filters
Server Side Indudes
= [E Health and Diagnostics
HTTF Logging
[] Loaging Tools
Reguest Monitor
[1 Tracina

More about role services

O0000

Web Server provides supportfor
HTML Web sites and optional suppo
for ASP.MET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or externa

=

rt

Web site or to provide an environment

for developers to create Web-based
applications.

[l

< Previous I Mext = I Install I Cancel I

O Add Roles Wizard

Before You Begin
Server Roles
Web Server (IIS)

Role Services

Progress

Results

Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

® 2 informational messages below

= wWeb Server (IIS)

CPU usage

Web Server
Common HT TP Features
Static Content
Default Document
Directory Browsing
HTTF Errors
Health and Diagnostics
HTTF Logging
Request Monitor
Security
Request Filtering
Performance
Static Content Compression
Management Tools
IIS Management Console

Print, e-mail, or save this information

< Previous

CD This server might need to be restarted after the installation completes.

@ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

I Install I Cancel

Mext =

165

2 mlla addiae ki




&=| x|z H

ié Server Manager (Vi YT E: B PSR et |

i‘ Raoles

&] Features
i Diagnostics
_"j Configuration
Eﬂ Storage

Installation Results

Before You Begin
The following roles, role services, or features were installed successfully:

Server Roles

1" 1warning me: e below
Web Server (IIS) o =

Role Services 1, Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is 24
~ automatically updated, turn on Windows Update in Control Panel.

Confirmation

Trompes ~! Web Server (IIS) 'Q' Installation succeeded

Results he following role services were installed:
lesults
Web Server

Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors

Health and Diagnostics
HTTP Logging
Request Monitor

Security
Request Filtering

Performance |l
Static Content Compression

Management Tools hd|

Print, e-mail, or save the installation report

= Previous Mext = | Close I Cancel

Install LIS on windows server 2012

Server Manager * Dashboard -@ | FA Manage  Tools

WELCOME TO SERVER MANAGER

Dashboard

i Local Server
-i All Servers . .
° Configure this local server
E® ADCS =
i§i AD Ds QUICK START
& AD LDS Add roles and features
& AD RMS
?_' 3 Add other servers to manage
BE File and Storage Services P
- WHAT'S NEW o )
fo Iis 4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 6 | Servergroups: 1 | Servers total: 1
E® ADcCs 1 ifi_ADDs 1
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12.2- packet filter and LIS in windows server 2012

Select role-based

DESTIMATIONM SERWER
WiN-1HMIAAEHFCR

Select installation type
Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : k i "
machine, or on an offline virtual hard disk (WVHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

Install | | Cancel

< Previous | | Mext = |

Select a server from server pool

DESTIMATION SERWER
WARIR - 1 HRILASEH FCR

Select destination serwver

Select a server or a wirtual hard disk on which to install roles and features.

Before You Begin
) Select a server from the server pool

Installation Typs
T Select a wirtual hard disk

Server Pool

Server Rol
Features
Filter:

Mame IP Address Operating Systerm
2 R2 Standard

WM -1THMIIAAEHFCR

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

Cancel

< Previous | [ Mext> | Install | |

Select web server (lIS)
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DESTIMATIOMN SERWVER

Select server roles WIN-1HMIAAEHFCR

| M The destination server has a pending restart. We recommend that you restart the destination server before either installing o...

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection Web Server (1IS) provides a reliable,
DNS Server manageable, and scalable Web

Fax Server application infrastructure.

Features

[
O
po [
O
O
[
O
O

File and Storage Services (1 of 12 installed)
Hyper-V

Network Policy and Access Services

Print and Document Services

Remaote Access

Remote Desktop Services

[1 Volume Activation Services

[] windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

< | m

Install | |

Add features

Add features that are required for Web Server (115)7?

The following tools are required to manage this feature, but do not
hawve to be installed on the same server.

" Web Server (I1S)
= Management Tools

[Tools] IS Management Console

Include management tools (if applicakle)

T

| Add Features | | Cancel

Press Next
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UESTIMATION SERVER

Se | ect ]Ceatu res WIN-1HMIAAEHFCR

| A The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x

Select one or more features to install on the selected server.

Before You Begin

Enhanced Storage

Failover Clustering

Group Policy Management (Installed)
lI5 Hostable Web Core

3 N

Installation Type Features Description
Server Selaction SR \ET Framework 2.5 Features A .NET Framework 3.5 combines the
Server Roles ' = = power of the NET Framework 2.0
_ I [M] .NET Framework 4.5 Features (3 of 7 installed) APls with new technologies for
i [] Background Intelligent Transfer Service (BITS) building applications that offer
Web Server Role (1Is) [] BitLacker Drive Encryption appealing user interfaces, protect
) your customers' personal identity
Role Services [ BitLocker Network Unlock infermation, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
o business processes,
[] Data Center Bridging
[] Direct Play
L]
O
O

| < Previous | | Mext = | | Install | | Cancel

DESTIMNATION SERWER

Confirm installation selections SO TAART T

| 4y The destination server has a pending restart. We recommmend that you restart the destination server before either installing o... x

Before You Begin Te install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. f you do not want to install these optional features, click Previous to clear
Sequsrokes their check boxes.
Features

Web Server Role (1IS) Web Server (115} -
Management Tools

Role Services

IS Management Conscle

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Export configuration settings
Specify an alternate source path

< Previous | | MNext > | | Install | | Cancel

Press close
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DESTINATIOM SERWVER
WIN-1THMIAAEHFCR

Installation progress

View installation progress

o Feature installation

Installation started on WIN-THMIAAEHFCR

Web Serwver (1I5)
Management Tools
15 Management Consocle
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
HTTP Logainag

You can close this wizard without interrupting running tasks. View task progress or cpen this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Prewious | | Mext > Cancel

Ada ROoIes and Features vwiZara — — iniad

DESTINATIOM SERVER
WiIRN-1HMIAAEHFCR

Installation progress

WView installation progress

1, Feature installation

A restart is pending on WIN-THMIAAEHFCR. You must restart the destination server to finish the
installation.

Web Server (II1S)
Management Tools
115 Management Console

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content |

Health and Diagnostics

You can close this wizard without interrupting running tasks. View task progress or cpen this
page again by clicking MNotifications in the command bar, and then Task Details.

Export configuration settings \

< Prewious | | Mext > | | Close | | Cancel
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on| B @

LIS (pWJI console JuwigsJl L le Jgdall

e i o sy
Event Viewer
\?‘3 Intermet Information Services (I15) Manager
—— iy & isCSI Initiator
CiNy__ E -
Command Prompt A =h Local Security Policy
=), [ j ;_ @u Metwork Policy Server
ting and ot= == D (&) Performance Monitor
‘j No g i El Routing and Remote Access
' b Security Configuration Wizard
Documents = Server Manager
@ Internet Explorer i =9
5 Serwvices
2
Internet Information Services (IIS) SRR ‘3z Share and Storage Management
FETERE —— L% Storage Explorer
=
System Configuration
RS P () Task Scheduler
g windows Firewall with Advanced Security
Devices and Printers (3] windows Memory Diagnostic
E Windows PowerShell Modules
Administra E’ Windows Server Backup
Help and Support
Rur...
* All Programs

I Search programs and files Log off >|

If}smrt a . 2
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™E Internet Information Services (IIS) Manager =10l x|
@—@ [ €3 ) WINFETOIQGEVG b | & =] 1@ -
File view Help
@) WIN-F670IQGEOVG Home
@,' H | |& J Manage Server
y
Filter: - %Go - %Show All |Grou|:l by: area - [~ v Besiog
b Start
s =
= B stop
Iy d I
&% %@ .ﬁ. @ ! View wlmhon Pools
Authentication Compression Default Directory Error Pages Handler =0T
Document Browsing Mappings Respo... Change .MET Framework Version
e, )
B " - = 2l {% @ Help
i LT F = I
E ji =il ’ Leght @ty Online Help
Logging MIME Types Modules Qutput Reguest Server Worker
Caching Filtering Certificates Processes
Management
h E
Configuration Feature Shared
Editor Delegation  Configuration —
=]
4 | v [ ]Features view |\ - Content View

Create internal web site

Packet filter dlac JuidY huwio 1510 pdgo clijl

i@ Computer ;Iglil
%v |J-;_| ~ Computer - - [EJ I Search Computer
Organize - System properties  Uninstall or change a program  Map network drive  Open Control Panel %; - [ @
=50 Favorites = Hard Disk Drives (1)
B Desktop Local Disk {C:)

Downloads -
-t 29.3 GB free of 39.9 GB

'l"_-_—.l Recent Places
=« Devices with Removable Storage (1)

=l Libraries e
[ Documents DVD RW Drive (D)
J? Music
[E5] Pictures
B videos

“F MNetwork
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Create internal web site

i ooy -1/ x|

e, -
Ql\ )= E- ~ Computer = Local Digk (C:) - - K23 I Search Local Disk {C:) [2]‘
Organize - 4 Open  Indudein library - Share with - Mew folder == = i @I
¢ Favorites Mame - Date modified I Type Size I I

Bl Desktop | abdo 11/16/2017 2:45PM  File folder
& Downloads | inetpub 11/16/2017 2:03PM  File folder
=R t Pl
=i hecent Hlaces | PerfLogs 7/14/2009 6:20 AM File folder
=5 Libraries . Program Files 1132017 3:00 PM File folder
3 Documents . Program Files (x86) 3/13/2012 3:44 PM File folder
J‘. Music . Users 11/16/2017 2:12 PM File folder
[e=| Pictures , Windows 11/16/2017 2:03 PM File folder

¥ videos B cirashdi 11/16/2017 7:16 PM_ File folder

"N Computer

‘?j Metwork

Open txt file then make your internal website for example we will type the following

i 8 web2018.txt - Notepad N [=1ES

i File Edit Format View Help

Save as html file

HTML 2l2inb calo)l (pjds
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“E Internet Information Services (II5) Manager i [m] 3]
G | web2018.txt - Notepad [l 3]

’E Edit Format View Help E

Mew Ctrl-+

g 5. o5 tverybody in network department of LIMU-

Save Ctrl+5

€

5 Page Setup...
Print... Ctrl+p

Exit

Kl
Re
Pl 2

E ] web2018.bxt - Notepad
T File Edit Format Wiew Help
i _!] Sawe As il _r_
! C:X:) [ - Computer - Local Disk (C:) - Elrashdi ~ |[i23| [ search Errashdi
; Organize Mew folder = -~ @
30 Favorites =] __Mame - I Date modified I Type I

Bl Desktop | web2018. txt 11/16/2017 7: 19 PM Text Document
4. Downloads
o=

"=l Recent Places

=l Libraries
@ Documents
Jﬁ Music
[&=] Pictures

E Videos

"M Computer

il Metwnrk LI J I I
File name: | web2018. himi|

Sawve as type: ITe:(t Documents {*. k)

11

|+ Hide Folders Encoding: IANSI LI | Sawve I Cancel

L

Add web site
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“E Internet Information Services (IIS) Manager

=1

@_@ [El »  WINF&70IQGEOVG P Sites P

| @ -

File View Help

@-[F s

i ﬁﬂ Start Page

=85 WIN-FEFOIQGEOVG (WIN-F570
J_;“ Application Pools

Qi! Sites
Filter: - [[fice - 5 Show All | Group by: No Grouping -
Name =~ | o | status Binding | Path
ult Web Site 1 Started (http) =:80 (http) %eSystemDrive Ye\il

B[] -
@  Addweb Site...

efresh

i

Switch to Content View

4| | >

<

(=[] Features view |/ = Content View

@ Add web Site...
Set Web Site Defaults...

@ Hep

Online Help

‘E Internet Information Services (II5) Manager

File View Help

¢- |5 |8

m [&] » WINFE70IQGEQVG *» Sites *

type any name for website

Q‘i! Si

------ &5 start Page

----- Q Application Pools
(& Sites

E---iﬂ WIN-FETFOIQGEIVG (WINFE70

Filter:
Mame =

E Default \

N [

» E Features

Application pool:

Imy website ||'|'|':.|r website
—Content Directory
Physical path: select path of file

Connect as... |

Pass-through au =
Browse For Folder

Select a directory for the application.
—Binding
Type: = 1M Computer -
[ttp _ = & Local Disk (C:)
Host name: )i abdo
= e
. inetpub
L WWW,C
— 1. Perflogs
1. Program Files oo
v . . Program Files (x86)
Start Web site i } Users
o ey il

Make New Folder |

Cancel

LEE
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1& Internet Information Services (I1S) Manager

@@ [II P WINFE70IQGEOVG » Sites b

File View Help

@-i-|F 8

0‘;’ Si

-5 Start Pags

Q Application Pools
[&| Sites

4 I »
| | _'I E Features | TCVIEW
‘E Internet Information Services (II5) Manager - |D|ﬂ

Eaﬂ WIN-FePOIQGEIVG (WIN-F&70

Filter:

MName =

E Default &

21 x|

Connect as... | Test Settings. ..

Site name: Application poal:

Im]-I website Imy website Select... |

— Content Directory b -
Physicel paths =
IC:\.EIrashdi _I @ n
Pass-through authentication temDrive %Y O

I 11.0.0,252

2002:b00:fc::bo0: fo

¥ Start Web site immediately

choice ip of website

@@ [Il F WINFE70IQGEOIVG P Sites »

FEEICE

File View Help

€ 2|8

i '@j Start Page
195 WIN-FS70IQGEIVG (WINFE70
Application Pools

Default Web Site
4D my website

4| | 3

Ready

@ Sites
4 @ Add web site...
Set Web Site Defaults. ..
Filter: - %Go - %Show All |GroL.I|:l by: No Grouping < e
Name ~ [ | status [ Binding | Path @ tep
@ Default Web 5= 1 Started (http) =80 (http) %uSystemDrive %\ Online Help
my website 2 Started (http)  192. 168.66.254:80 (http) C:\Elrashdi
| | 2
[ |Features View |\ Content View

o

Press on default document
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‘E Internet Information Services (IIS) Manager

[ _ |
1ol =] i
@—@ [0 » WINFE7OIQGEOVG » Sites b mywebsite b | “ iy |@ -
File  View Help
[comemes ] my website Home [cmoms
“' lt‘ |tl |& 0 Y Open Feature —
= Start Page f—
g qg WINFE70IQGEOVG (WINFE70 Filter: - %Go - %Show Al |Grou|:l by: Area LR £ Explore
% Application Pools s - Edit Permissions. ..
El-[] Sites Edit Site
@ Default 'I'.“I'Eb Site %& \@ fé:% ! = Bindings...
€ my website = ] )
Authenticaton Compression Directory Error Pages Handler HTTP Basic Settings...
B i Mappi R
rowsing appings =0 View Applications
] = " G = View Virtual Directories
g R P = :
Logging MIME Types Modules Qutput Request 551 Settings Manage Web Site &
Caching Filtering ; Restart
P Start
Management B stp
Browse Web Site
== Browse 192.168.66.254:80
(@]
Configuration o (http) I
Editor :I Advanced Settings...
- Mam————
Configure B
q | Ereveve ] cmemven .
Ready &
Press Add
‘E Internet Information Services (IIS) Manager — IEllﬂ T
@—@ [ @ » WINFETDIQGEOVG F Sites b mywebsite b ] < e -
File  WView Help
[comotims ] Default Document N
e--H|Z |8 0 Add...
- k qﬂ Start Page ) . ) ] Disable
quﬂ WIN-F6701QGEQVG (WIN-F670 bjs;ﬁ:nftzai;ngfdt:r ?;Erme default filefs) to return when a dient does not request a spedfic file. Set default
Q Application Paols ' Revert To Parent
18] Sites Name | Entry Type | @ He
Default.htm Inherited - I
Default.asp Inherited By =R
index.htm Inherited
index.html Inherited
iisstart.htm Inherited
J | ) e oot
Configuration: 'my website' web.config qﬂ A
|
Choice name of HTML file
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W5 Start Page ] |
B | WIN-F670IQGEOVG (WINF670 Use this feature to spedify the default file(s) to return when a dient does not request a specific file. Set default Disable
d - documents in order of priority.

‘;“} Application Pools Revert To Parent

=8 & Sites MName | Entry Type | @
& Default Web Site Default.htm EI 2
; 2 .
@ TR Default.asp Add Default Document x| Online Help
index.htm Name:
index.htnl |web2018.himl
iisstart.htm

OK I Cancel

Configuration: 'my website' web. config d.

Enter to internal web site from windows seven

Recycle Bin

-~ = Y3 ¢

8:00 PM
11/16/2017

Type Ip of internal web site
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File Edit | e/ /192.168.66.254/ Shift + Enter
Historny
http://192.168.66.254/

@InternetE & - E] ~ [ Q%.: ~ Page - Safety~ Tools~ l@lv
A Go to ' http://192.168.66.254 Enter

Q Internet Explorer cannot display the webpage

What yvou can try:

[ Diagnose Connection Problems ]

@ More information

a Internet | Protected Mode: On
800 PM |

- [ B
Mz tE 4 6017

Enter to internal web site

& http://192.168.66.254

File Edit View Favorites Tools Help

sip Favorites | 5l @& Suggested Sites v @] Web Slice Gallery ~

& hittp://192.168.66.254/ | dema v Page~ Safety~ Tools~ @~

-

hello evervbody in network department of LINIU

now ready to test packet filter

€D Internet | Protected Mode: On

817 PM

m W
< B A O epn7
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Now start packet filter open routing and remote access

packet filter dlnc J1oaj ph 1512)1 p6goll 206 ddoc JoSla) Jul

& Routing and Remote Access 10| x|

File Action View Help
e FnXEcHE
2 Routing and Remote Access WIN-F670]QGEOVG (local)

Server Status %
= wi OVG {Joca

Routing and Remote Access Is Configured on This Server

sz Logaing & This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to
the current configuration, select an item in the console tree, and then on the Action menu, click Properties.

B 1pv4
E 1Pva For more information about setting up a Reuting and Remote Access, deployment scenarios, and troubleshooting, see

Bouting and Remote Access Help.

Choice the NIC that want make the filter on it

aile aSaY Joc oljo)l 4S5 bl O)S Juis]
=T

File  Action View Help
€570 = H6E

=
5 Routng and Remote Access

Server Status

= @ WIN-F670IQGEOVG (ocal) Interface = Type IP Address Incoming bytes Outgeing bytes Static Filters | Administrati.
E Metwork Interfaces wan Dedicated 11.0.0.252 145,151 53,390 Disabled Up
=5 Remote Access Logging &F 7 Loopback Loopback 127.0.0.1 0 o Disabled Up
2 E Pes Ban Dedicated 192.168.66.254 137,858 259,078 Disabled Up
B Genegal 22 ternal Internal Not available - - Disabled Unknown
E Sta outes
5 1Pve

choice the NIC that want make
packet filter

Select inbound filters
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A ald1a)l OBUDI AL W LD 03D 6 patall Jo a9y gl aldlo OLLWI CSLS 151 1 2)233

server pslil

| | i
I lan Properties 2=
General I Mutticast Boundaries | Mutticast Heartbeat |
i iy IP Interface —
Dut
=~ [+ Enable IP router manager 3_'
[~ Enable router discovery advertisements
= 159,
Advertizement lifetime [minutes]; 30 =
LLewel af preference: IE' _I;
Send out adwertizement withit this imterali
b irirnnn ke [minutes]: 7 _:I
bl i e [minutes]: 10 =i
Inbound Filtters. .. I Outbound Filters ...
™ Enable fragmentation checking
For more information
B ok | cancel | seple |
Select new
I
e T _?ml:
General | M iraet Brondaries | W lticast Heathest |
el Inbound Filters Fl =l
+ | I
T m These fiters control which packets are forwarded or processed by this networkc. !
. Filter action:
Interfi by
wa = Heceive all packets except thoze that meet the criteria below
E,?Lm £ Drop all packets except thoze that meet the criteria below
'ﬁlan
E.?Int Filters:
Source Address | Source Metwoaords Mask | Destination Address | Destination Mask | B
ol i3
New | Edit.. | Deetz |
oK | Cancel |
o —
ok | canca | Al [
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Now deny specific lp addess

ICMP JsSi (b oe server Jping Jas (»asio piy P address (ueo (Jlgic 23225

- Routing and Remote Access i =] S
File  Action Wie .
A |an Properties cd |

= | &
—_———— Geneml | Wi ttirmst Rewsnrdarias | Mdticact Heartheat |
ENEEIE fabound Add 1P Filter 2=l 2=
Ser - ; ; — -
= Wit Thesef ¥ Sourcen & } Incoming bytes Outgoing bytes Static Filters. | Administrati
E e E Disabled Up
Fitter ac : | 132 . 168 . 66 . 20 I Disabled U
=] IP address: - . . p
a5 ©ne - deny specific ip address ot Up
Subnet mask: I 255 .255 . 255 . 255 Disabled Unknown
= Do
= Fiters: ¥ Destination netwark
E P

| Soure IP address: [92 168 85 . 254
—— A
Subnet mask: [255 255255 255 | jp address of server

Protocal:
ICMP type: I
ICMP code: I deny the Ping on server

ok | cancel | = | |

ok | canesl | ey |

Two options first on received all packet except this rule second drop all packet except this rule

o) Judiwl pl ion) (”5? 0223y pj (531 Jlgiall laclo OLLWI a0y Judiwl Wioo juisl Jgl
ICMP JgSgip @b e server (J ping Joc lac o ol

= Rowuting and Remote Access

File Action Wie e
71| I

= = 2 | E=1
__—l— General | Mibticac Bondaies | Wobicast Hearhest | =
T Tnbound Filters = =|
Ser:
= WYIF These fiters contral which packets are forwarded or processed by this networkc. {
= Fitter action: E
= = e all packets except those that meet the criteria below Pt I
i~ Drop all packets except thase that meet the criteria below -
= Filters:
Source Address | Source Metwork Mask I Destination Address | Destination Mask | P
1592 168 .66.20 255 255 255 255 1592 1628 .66.254 255 255 255 255 Ic

recive all packet except the ping

Mew... | Edit ... | Delete |

oK | cancel |

oK | Cancel | Apply |
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server poslil lc ping Joo) pgdi dguw aSlillg

Microsoft Windows [Uersion 6.1.76881
Copyright €c?> 2807 Microsoft Corporation. All rights »eserwved.

C:wUserswabdo>ping 122 _168_66 254

1922 _ 168 66254 with 32 byutes of data:
timed out.
timed ouwut.
timed out.
timed out.

Ping statistics for 1922 _168_66_254:
Packet=s=: Sent = 4. Received = 8. 4 188> lossd.

Cx~Users~abdo > __

is no ping on website server

While | can open my website

L0 WS 151201 a6ga)l 2005 JUnll Juw (e server le JSUio Jga jo3 oL 6L iy
AW Jsa)]

| while the webserver is allowed

| Abdelsalm elrashdi l

" C @ o2 o= m i
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Now will choice the second option

server nojunll lc Joc Ping dloc %,Jl Qin) OLWII 0y Jusalb V_')UJIJQ_ID'JJ] Lol

Now from specific lp address try to enter to web site but can’t

=
File Action Vie

2=
== | 7[5

= Seneral I W ifimmst Broimdzries | WMoki-ast Heathest |
N eakit®] Tnbound Filters el s
=] Ser

= é':. WIrF  These fiters control which packets are forwarded or processed by this netwoaorc. Lz

e 14¢
i Filter action: o

=y i~ Recej#® all packets except those that meet the critena below Pt 1330

t~ D all packets except those that meet the criteria below

- = Fitters:
Source Address Source Networs Mask Destination Address Destination Mask Pi
152.168.66.20 255. z':':zEE 255 152.168.66.254 255 255.255.255 IC

drop all packet except the ping

Mew ... | | |

C:wWUserswabdor»ping 192 . 168 .06.254
Eanan 122.168.66.254 with 32 bwuvtes of data:
h L

Ping statistics fTor 192 .168.66.2 H
Packets: Sent = &, Receiwed . = & (1060 loss]).

C:%“Usershabdo>ping 192 68 .66 .254

Pinging 122.168 .66 .24 with 32 butes of dats=s-
Recquest timed out.

Request timed

Reply from 192. 168 .66 .254 - buytesaS57 time<lms TTL=128
Reply from 192.168 .66.254: byvytes=32 time<lms TTL=128

Ping statistics 'For 192 168 .06 ._.2504 ¢

Packets: Sent = &, Recelve( = 2, Lost = 2 (50% loss)
Approximate round trip times in milli-seconds:

Minimum = Bm=s=, MHMax<imum = BOm=s=., Average = Oms

C:wUserswabdor>ping 192 .168 .66 . 254

Pinging 1922 ._.168.66.254 with 32 buvtes of data<
Replyw rom 192 .66 .2048: buytes=32 time<las
Reply from B L 662548 buvtes=32 time<lms
Reply from . .66 .25048 : bytes=32 time<lms
Reply from B .06 .2548 1 buvtes=32 time<lms

Ping statistics for 192 168 .66 .254 :

Packets: Sent = . Recelued = -l'."n., Lost = 8 (0% loss).,
Approx<imate round tr-1p times 1in milli—seconds:

Minimum = Oms. Maximum = Oms. Average = Ums

C:wUsershabdo>
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While | can’t open my website

192.168.66.254
¢ X | ® 192.168.66.254 w
hello everybody in network department of LIMU

try open the website
Can’t open the web site
——
[ ns7 x \/ 192.168,66.25; x . : - ’ -

< X | ® 192.168.66.254 '

[ L

192.168.66.254 took tope# oﬁg to respond.

Try:
e Checking the connection
e Checking the proxy and the firewall
= Running Windows Network Diagnostics

can't open the website

Choice all the sub net
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ction  Vie =
Gl .. properties
sl

General I I ibirast Penindanies I I ibirast Heatheast I

] 3| E—

P inbound 21xi| 2(x|
ser’
nir Thesef W Source network ]
% Filter ac P address: | 192 . 168 . 66 . O (
i " Rec bt
Subnet mash:
f* Dro
i Fiters: [ Destination network
Sourc _ k| P
192,11 P address: | 192 . 168 . &6 . 254 =
e el |255255255 255
Protocol: {icmp =l
ICMP type: |255
I i
ICMP code: |255
Ete |
— ok | cCaca | ket | =
- o | e | o ||
Choice another protocols
E % Rowuting and Remote Access
== Acho; _ lan rpertiﬁ ilil
General | M ticact Brondanes | Wlicact Heathest |
= Rou:ngm =l ==
err >
= I Thesef [+ Source netwaork I;:}ﬂ:jl .
% Filter ac IP address: I 152 168 . 86 . O o
—_ — b4 137,858
== 6_: Subnet mask: [255 . 255 255 . © -
E Filters: v Destination network
S IP address: [ 152 168 66 . 254 < | P
192 11 . IC
Subnet mask: |255255255255
Protocol: TCP LI
TCP
Source port: TCP [established]
Diestinati rt |LEI:?U1PF' _bl
nation port:
Pt I
=
oK | Cancel Appl |
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Deny telnet protocol

Telnet pojunll 29) Je Jgogll dldoc gio JUl

= < Routing and Remote Access
& . .
ralleo
General | Miticact Brundades | Mlticact Haadhast |
N nse] edit prtter i = [
Sert
= % Wl,EIrP Thesef ¥ Source network Incoming bytes Outgoing bytes Static Filters
— 145,151 53,390 Disabled
= == IP address: | 192.188. 66 . O 0 0 Disabled
=B i~ Rec 54 137,858 259,078 Disabled
. Subnet mask: | 265 . 255 . 265 . O _ _ Disabled
E Fitters: [¥ Destination network
Sourc b Pi
: 192 . 168 . 66 . 254 L
— IF address: | —
Subnet mask: |255255255255
Protocaol: ITCP 1
Source pot: 0 deny the 192.168.66.0 subnet to
Destination pot: [24 open telhet on server
1
[ ok | cancel | fe |
ok | cancel | cepy |
Deny remote access protocol
—  General | Mirset Rovndaries | Molticact Hesrthast | I
I 2

esef [V Source network inobauboc Lutosingbutas Siatic Siters

EA P address: Im deny all 192.168.66.0 network to

B [ 2% 0 make remote access to server
Dro
ers: W Destination network
e : [192 163 66 254 k| P
911 IP address: 192 . 168 . 66 . 254 _—
Subnet mask: |255255255255
Protocol: j
Source port:
L et o
nation part:
|
0K | Cancel | ol | | | r
I 0K | cancel | oy ||

3 1) s aSledine Hiud



Try make remote access to server

1?22.168.66.254:
1?22.168 .66 .254:
1?22 .168 .66 .254:
1?72.168 .66 .2541:
1?22.168 .66 .2541:
1?22.168 .66 .254:
1?22.168 .66 .254:
1?22.168 .66 .254:

4909 458 L5 20A4-=

IV padi server J) Telnet diloc gio Joc (o 25Ul

bytesz=32 time<lms TTL=127
byte=z=32 time<lms= TTL=127
bytes=32 time<ims TTL=127
byte=z=32 time<lm= TTL=127
bytes=32 time<imsz TTL=127
bytez=32 time<imsz TTL=127
byte=z=32 time<lms= TTL=127
bytes=32 time<ims TTL=127

TT -7

hitee =22 +amesdme

Type the name of a pregram, folder, document, or Internet

resource, and Windows will open it for you.

Open: mstsc

L= R LS TTR=2NTR R L= RRR TR LS LA =23 S I _.,I
weference; |: _,; | |
: Inbound Filters 7=
rerkizemen
it T These fiters control whigh packets are forwarded or processed by this networlc.
Fitter action:
K :
itz finie i+ Receive ckets except those that meet the critera below
ters. . I " Drop all packets except those that meet the critera below
" Filters
agmentati
| Source Metworc Mask | Destination Address | Destination Mask | Protocol | Source |
255.255.255.0 192.168.66.254 255.255.255.255 TCP Ay
Tnation
|« | ~l
New... | Edt.. | Delete |
ok | cancel |

Try make remote access to server

188
2 mlla addiae ki



-
B Remote Desktop Connection i i
Remote Desktop
»¢) Connection
i
Computer: 1592.168.66.254 -
Username:  WIN-FE7OJOGEIVG \Administrator
fou will be asked for credentials when you connect.
c_’ Dptions [ Connect ] [ Help
T - - o

é Routing and Remote Access

File  Action View Help

Remote Desktop

& [ H=XE = |H=

»¢) Connection

[emm—

B, Routing and Remote Access
Server Status

= WIN-Fa70IQGEIVG (ocal)
B Network Interfaces

a Remote Access Logaing &F

= B Pv4
=, General
B Static Routes

B e

Interface = Computer: 152.168.66.254 -
wan
E'E Username:  WIN-FE7OJQGEIVG Administratar
E&Loopbad(
H ‘You will be asked for credentials when you connect.
Internal

[ Connect ] [

Help

(> Options

-

Remote Desktop Connection

===

Remuote Desktop can't connect to the remote computer for one of these

regsons

3

1) Remote access to the server is not enabled
2} The remote computer is turned off
3} The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the |

network, and that remote access is enabled.
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13-Network address translation (NAT)

pDg . BT I P Jlgic o (Pl gD o) cyyo) hunig Network Address Translation ) jlnis) gd
AST go . mSgpUl 6jg31 qi firewall Ul g1j23 qi HglPl 6jeo1S Gateways aSuill J3lan e aliuhs
Juo23iwnll o degoan JiSai wag) (iUl bghd Jud (o gd NATI WL djlall Ololadiw )

ple Jlgic pladiwy (iUl ) Jgda)l Jo Private IP daold (pglic pgial (pallg aldla)l asuill Jao
.Public [P 2>olq

INSIDE NETWORK OUTSIDE NETWORK
Instde Device QOutside Dewvice
NAT
O L&+ O
) 1

Network Address Translation

10.0.0.4
=

_ 10.0.0.5

10003
10.0.0.2 10006

Network Address Translation (NAT) is the process where a network device, usually a firewall,
assigns a public address to a computer (or group of computers) inside a private network. The
main use of NAT is to limit the number of public IP addresses an organization or company must

use, for both economy and security purposes.

The most common form of network translation involves a large private network using addresses

in a private range (10.0.0.0 to 10.255.255.255, 172.16.0.0 to 172.31.255.255, or 192.168.0 0 to
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192.168.255.255). The private addressing scheme works well for computers that only have to
access resources inside the network, like workstations needing access to file servers and
printers. Routers inside the private network can route traffic between private addresses with no

trouble.

13.1- NAT in windows server 2012

in windows server 2012in NAT (104

click on the LAN adapter and select properties. Next, highlight TCP/IPV4 and change the
configuration to the one shown below. Note: Do not enter a default gateway for the LAN. Only

the WAN should have a default gateway. Make sure the LAN interface is connected to a switch.

Internet Protocol Version 4 (TCP/1Pwv4) Propeﬂies_

General

Wou can gek IP settings assigned automatically if wour network supporks
this capability. Otherwise, wou need to ask vour nebwork administrator
For the appropriate IP sektings.

(_) ©btain an IP address automatically

(® Use the Following IP address:!

IF address: [192 188 . 2 . 1 |

sSubnet mask: [ 255 .255 255 . 0 |

Defaulk gakteway: | . . . |

Obkain DRSS server address autornatically

(®) Use the Following DMNS server addresses:

Preferred DMNS server: | 127 . 0 . 0 ., 1 |

alternakte DNS server: | . . . |

[ 1w alidate settings upon exit

| Ok | | Cancel |

click on server manager and select tools > routing & remote access from the server manager's

dashboard.
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Server Manager * Dashboard Manage  To
Add Roles and Features
Remove Roles and Features

WELCOME TO SERVER MANAGER

Add Servers

Local Server

Ii All Servers

Create Server Group

o Configure this local server Server Manager Properties

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 (Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

Roles:0 | Servergroups: 1 | Servers totak: 1

Lo v

Wi All Servers 1

- Manageability - Manageability
Events Events
- Services - Services
Performance Performance
BPA results BPA results
1/31/2017 11:19 AM 1/31/2017 11:19 AM B

B Select server roles e oo T et e

Eefore You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection i i ) ~ Remote Access provides Seamless
[ Active Directory Rights Management Services Connectivity, Always On and Always
[] Application Server Managed experience based on

Features ] DHCP Server DirectAccess. RAS provides

traditional VPN services including

[¥] DNS Server (Installed) site-to-site ((branch-office or cloud)
[] Fax Server connectivity, Routing provides =
b [V File And Storage Services (Installed) traditional routing capabilities
O. v including NAT, and other
yper-

connectivity options.
[ Network Policy and Access Services

[] Print and Document Services

Hide

=
| O
[] Remote Desktop Services
[[] Volume Activation Services
[[] Web Server (11S)
[ Windows Deployment Services Storage
[[] Windows Server Update Services - 1
ility
<Previous | [ Next> | | instal Cancel |
Services Services =
Performance Performance Performance
BPA results BPA results BPA results
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i
Add Roles and Features Wizard

Add features that are required for Remote Access?

You cannot install Remote Access unless the following role services
or features are also installed.

RAS € M.
4 Remote Server Administration Tools

Kit (CMAK)

4 Role Administration Tools
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too
[Tools] Remate Access module for Windows PowerS
4 Web Server (IIS)

4 Management Tools

<[ m I >

DESTINATION SERVER
WIN-RFC3EVIVOTM c2dziab com

Manage To

—

tion

Access provides Seamless
ivity, Always On and Always
ki experience based on
cess. RAS provides

al VPN services including
ite ((branch-office or cloud)
vity. Routing provides

al routing capabilities

b NAT, and other

fvity options.

Hide

Include management tools (if applicable)

Storage
bility
<Previous | [ Next> | [ instan
Services Service Services
Performance Performance Performance
BPA results BPA results BPA results

Server Manager

Bl Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Remote Accass

Web Server Role {lIS)
Role Services

Confirmation

Select the role services to install for Remote Access

Role services

ctAccess and VPN (RAS)

DESTINATION SERVER
WIN-RFCIEVOVOTN. csdziab.com

Description
Routing provides support for NAT
Routers, LAN Routers running RIP,
and multicast capable routers (IGMP
Proxy).

Hide

Storage

< Previous Next > [ instan

Cancel

SERACeET SeToTces Sernces
Performance Performance Performance
BPA results BPA results BPA results

When you finish from install routing and remote access open it
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= F
File Action Wiew Help

= = H=

E Routing and Remote Access m
% Server Status

b [ WIN-8RU32QVEPIl (local)

Right click on the server name and select configure and enable routing and remote access.

[n the setup wizard, select network address translation (NAT)

1 - ILSTICE LTAT— 1T e

Routing and Remote Access Server Setup Wizard

Configuration

Y'ou can enable any of the following combinations of services, or you can
cusztomize thiz server.

" Remaote access [dialup or WPM)

Allowe remote clients bo connect to thiz server through either a dial-up connection or a
zecure virtual private network, [WPM] Intermet connection.

(% Metwork address translation [NAT]
Allow internal clients to connect to the Internet uzsing one public IP address.

7 Wirtual private network YPM] access and MAT

Allows rermote clients bo connect to thiz server through the Intermet and local clients to
connect to the Internet uzing a single public |IP address.

" Secure connection betwesn byo private nebworks
Connect thiz netwark, to a remote netwark., such as a branch office.

™ Custom configuration
Select ary combination of the features available in Bouting and Remate Accezs.

Far more information

< Back || MHest = | | Cancel

Select the WAN interface as the public interface.

194
2 mlla addiae ki



(% Use this public interface to cornect ta the Internet
Metwark [nterfaces:

Mame | Description | P &ddress A
L&N Broadcom Metdteme . 192168.2.1

Wil Broadcom Met<treme ...

< I BE

(" Create a new demand-dial interface to the Internet

& demand-dial interface is activated when a client uses the Internet. Select this
aption if this server connects with a madem or by uging the Point-to-Paoint Protocal
aver Ethemet. The Demand-Dial Interface \Wizard wil start at the end af this wizard.

If you get an error that states that you may not be able to connect due to firewall ports being

closed, ignore it and continue.

From the routing and remote access console, select [IPV4 > NAT.

Routing and HRemote Access

=

File  Action VMiew Help

s nE E G HE

B Routing and Remote Access
% Server Status
A @. WIN-8RU32CVEPII (local)
B Network Interfaces
{23 Remote Access Logging
4 B |Pvd
B General
E Static Routes
E IGMP
= MAT
b B IPv6

-

Total mappings

forward ports to your LAN subnet hosts.

195

Interface
BEWAN 0
'E? Ethernet 0

Double click on the WAN interface and select the services and ports tab. This is where you
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| (== P K

WAN Properties ? » Total mappings Inbound packets translated

Edit Service ?
MAT Address Pool | Services and Ports

Dresignate the port and address to which packets should be sent when they

Select the services on your private netwark ba which wou want ta redirect arrive on a special port on this interface's address or on a specific address
the Internet users. This will create HAT port redirection rules. pool entry.
. Drezcription of Service:
Services:
Remote Dezkiop
1 IP Security [IEE] -~
1 1P Security (IKE MAT Traverzal) Public address

[1 Post-Office Protacol Yersion 3 [POP3) o
] Remate Desktop * On this interface

] Secure Weh Server (HTTPS) ' l—

1 Telnet Server _
1 WPN Gateway [L2ZTP/APzec - running on this server) = Protocol
1WPH Gateway [PPTP]
[1'web Server [HTTF) {= '

S
< ] >

Incoming paort: 3389
add. | Edi. i >

Private address: 1270 .0 .1 —

For mare infarmation Outgaing part: 3389

Ok | Cancel

Ok | | Cancel

Apply

The above image shows the opening of Remote Desktop port 3389 and subsequent forwarding to

the server's loopback address (127.0.0.1)

I-} - 1T ﬁ b Control Panel » Systernand Security B Window

Help protect your PC with W

Control Panel Home

Windows Firewall can help prevent h

Allow an app or feature Internet or a network,
through Windows Firewall
¥ Change notification settings l a-' Private networks

'E‘_;' Turn Windows Firewall on or

off l @-‘ Guest or public netv

Metworks in public places such as a

Windows Firewall state:

Incoming connections:
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[In Windows Firewall with Advanced Security, click on inbound rules.

File  Action
e 2E =] B=

ﬂ Wifindowws Firewall weith Aozl e BT 8t (213
E Inbound Rules
MNarme

Cluthound Rules .BranchCache ¢
i Connection Security Rules .B hCache b
b B Monitoring ranent-ache
.BranchCacheF
@ COoM+ Networ
.COM+ Rernote

Wiewe Help

Highlight all of the inbound rules, right click and select delete.

File  Action  Wiew Help
«= znmE = HE

ﬂ Wifindowes Fireweall weith Sadwarnce) ST rs 8 I =5

£ Inbound Rules Marme Group Profile
B8 Outbound Rules

!‘“ Connection Security Rules
Bl pdanitoring

Routing and Rermote &, (FRPTP-In Routing and Remote &
Routing Infarmation Protocal (RIP-10) ing Information Protoc...

(TCP, Incoming)

| rule
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Doing this is the best way to avoid a mental lapse. Delete all the inbound rules and then add one

at a time; as you need them.

To add an inbound rule, highlight inbound rule and select new rule from the actions pane.

Actions

Inbound Rules -

Mew Rule...

Filter by Profile

4« <8

Filter by Group

4
Filter bey State [ 3
4
Wiewy g

The new inbound rule wizard will appear. Follow these steps to add a rule for

Remote Desktop:

Select a port to allow.

YWwihat twpe of e would vou like to create’?

(_) Program

Rule that controls connections for a program.
® Port

Fiule that controls connections for a TCP or UDP part.
() Predefined:

BranchCache - Content Retieval [1ses HTTP)

Fiule that controls connections for a 'Windows experience.

(_ Custom
Custam rule.

Select the protocol and port number.
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Dioes thig rule apply to TCP or UDP?

I_I Iil
Ig IH
- 7

) All local portg

Droes thiz rule apply to all local portz or specific local ports?

® Specific local ports: |3385‘

Example: 80, 443, 5000-5010

Select allow the connection.

® Allow the connection

() Allow the connection if it iz gecure

Fiule node,

(_) Block the connection

YWhat action zhould be taken when a connection matches the specified conditions?

Thiz includes connections that are protected with [Peec az well as thoze are nat.

Thiz includes only connections that have been authenticated by uzing |Pzec. Connections
will be zecured uzing the zettings in IPsec properties and iles in the Connection Security

Give the rule a friendly name and click finish.

HMame:

Femote Deskiop|

D escription [optionall]:
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After finishing, it's a good idea to run NMap to make sure that only the specified ports are open.

[ Hosts ” Services Mmap Output| Ports / Hosts | Topolegy | Host Details | Scans
0S 4 Host 1 Port 4 Protocol 4 State 4 Service 4 Version
l wem it - G 3389 tCFI open

The NMap image above confirms that only RDP-3389 is open.

Once finished, connect a client PC to the LAN switch and voila! Your Windows 2012 server is

now doing the job of a very capable firewall/router!

13.2- NAT in windows server 2016

windows server 2016 in NAT J104)

Configuring the NICs

Open “Settings”

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System

o € m B

Choose “Network & Internet”
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Settings - O x

Windows Settings

= & w4

System Devices Metwork & Internet Personalization
Display, notifications, apps Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lock screen,
power colors

And choose “Change adapter options”

[ Settings

& Home Network status

Metwork & Internet Ethermet 2
I B Status You're connected to the Internet

% Ethernet Show available networks

Elrashdi

P .

+ Diakup Change your network settings
% VPN

@ Change adapter options

View network adapters and change connection settings.

3= Airplane mode

From the “Network Connections” window, it is pretty easy to spot what is the LAN connection

(Unidentified network) and the WAN connection (bellow identified as Network). Let’s rename
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them. Select the connection to rename and press the “Rename this connection” button. Rename

them accordingly.

FEI Metwork Connections

A £ <« Network and Internet > Network Connections - @ S

Dizsable this network device Diagnose this connection

ALk

=

Organize « IRenamethis connectionl
Ethernet

-L-.\,Ej Unidentified network
@2 Intel(R) PRO/1000 MT Desktop Ad...

Ethernet 2
Metwork
Intel (R} PRO/1000 MT Desktop Ad...

It should look like this:

& Network Connections - =] >

e El « MNetwork and Internet »

Disable this network device

midentified network

PRO/1000 MT Desktop Ad...

Organize +

e

ntel(R

l-"'
—r=
,’.‘;' =

MNetwork Connections »

Diagnose this connection

Network

T Intel(R) PRO/1000 MT Desktop Ad...

v O

Search Networ

Rename this connection »»

The LAN adapter needs to be configured with a static address, while the WAN adapter should be
set to DHCP. The address configured on the LAN adapter is the address the client computers will

use as their gateway. Right-click on the LAN adapter and select “Properties”.

£ Network Connections - [m] X
" & E' « Network and Internet » Metwork Connections v O ear lety Co tio 2
Organize * Disable this network device Diagnose this connection Rename this connection  » 5= v [
— LAN - WAN
L‘-.E Uniglandifind ol LE MNetwork

@2 Intel Q Disable 7 Intel(R) PRO/1000 MT Desktop Ad...
Status
Diagnose

& Bridge Connections

Create Shortcut

¢

& Rename

I G Properties

Delete

Highlight “Internet Protocol Version 4 (TCP/IPv4)” and select “Properties”.
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[¥]
™

LAMN Properties
Metworking  Sharing

Connect using:

I? Imtel(R) PROA1000 MT Desktop Adapter

This connection uses the following items:

.?Client for Microsoft Metworks -~
“FH File and Printer Sharing for Microsoft Metworks
L =
i Frotocaol
. Microsoft LLDP Protocol Driver
. Intemet Protocol Wersion & (TCPA1PwB) L
£ >
Install. .. Uninstall I Properties I
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

QK Cancel

Setup the [P address settings to match your network configuration and press OK. Note that you

need to have a DNS server setup on the network. It can the same server where this role is being
installed.

Internet Protocol Version 4 (TCP/IPwvd) Properties
General

You can get IP settings assigned automatically if vour network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Elrashdi
() Obtain an IP address automatically

(@) Use the following IF address:

IP address:

[ 10 .0 . 0o . 30 |

| 255 . 255 . 255 . 224 |
Default gateway: | |

Subnet mask:

Obtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: | m . 0o .o .1 |

alternate DMNS server: | |

[ validate settings upon exit e
Cancel

‘Adding the “Remote Access” server role
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Now it’s time to install the “Remote Access” server role. Open Server Manager and select “Add

roles and features”.

Now it’s time to install the “Remote Access” server role. Open Server Manager and select “Add

roles and features”

B Server Manager

Dashbeard WELCOME TO SERVER MANAGER

Local Server

All Servers

File and Storage Services b

Add roles and features

WHAT'S NEW

LEARN MORE

Press “Next” until you reach the screen below. Select the “Remote Access” role and press “Next”.

o Configure this local server

| F

Manage Wiew Help

fiu Add Roles and Features Wizard

Select server roles

Roles

[] Active Directory Certificate Services
[[] Active Directory Domain Services
[[] Active Directory Federation Services

[[] Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MuitiPoint Services

Network Policy and Access Services

Poot 2 D grent Services

Rcmotc Acce: g

L] mote Desktop Services

[] Volume Activation Services

[] Web Server (1IS)

[] Windows Deployment Services

00000000

Select one or more roles to install on the selected server.

[C] Active Directory Lightweight Directory Services

-_— o X

DESTINATION SERVER
SRVGWO1

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
{branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

< Previous ] I Next >

I nstall |  Cancel

Press “Next” at the following screen.
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fiz Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Remoie Access

Aole Services

Select one or more features to install on the selected server.

Features

[BIR NET Framework 3.5 Feature

I [m] .NET Framework 4.6 Features (2 of 7 installed)
¢ [J Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption
[ BitLocker Metwork Unlock
[C] BranchCache

[] Client for NFS

[] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[] Group Paolicy Management
[ VO Quality of Service

] 1S Hostable Web Core

[] Internet Printing Client

[ 1P Address Management (IPAM) Server

[C] iSNS Server service
[ LPR Port Monitor

]

DESTINATIOM SERVER
ERVGWO1

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

[ <previous | | Next> | Insta

X

Press “Next” and then select “Routing”, as shown below:

ffu Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Remoi= A

Select the role services to install for Remote Access

Role services

- (]

DESTINATION SERVER
SRWGEWO1

Description
Routing provides support for NAT
Routers, LAN Routers running BGP,

RIP, and multicast capable routers
(IGMP Proxy).

Mext >

Install

Click on “Add Features”.
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[ Add Roles and Features Wizard e

Add features that are required for Routing?

You cannot install Routing unless the following role services or
features are also installed.

Group Policy Management ~

RAS Connection Manager Administration Kit (ChMAK])
4 Remote Access
Directfccess and VPN (RAS)
4 Remote Server Administration Tools
4 Role Administration Tools
4 Rermote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too

[Tools] Remote Access module for Windows PowerS
4 Web Server (115)

4 Management Tools W
£ >

Include management tools (if applicable)

I Add Features I Cancel

Go till the end of the wizard by pressing “Next”. Press “Install” at the confirmation screen.

Eu Add Roles and Features Wizard

- O x
. N . - DESTINATION SERVER
Confirm installation selections savawor
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Szlection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

DirectAccess and VPN [RAS)

Routing

Confirmation

Remote Server Administration Tools
Role Administration Toocls
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

Next > I Install I Cancel |

Configuring the “NAT router”
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Wait for the installation to finish and open the “Routing and Remote Access” console. Press

“Start” and under “Windows Administrative Tools” find “Routing and Remote Access”.

SCSI Initiator
Windows Server

Local Security Polig

oft Azure Services %

Network Policy Server

ODEBC Data Scurces (32-bit)

ODEBC Data Sources {64-bit) | « &

Windows

Perform. Mo :
‘erformaence Monitor Acbrrsirristrakins.. Control Panel

Print Management

Remote Access Management [ H
-

Resource Monitor File Explorer

Routing and Remote Access

» Configuration
System Information
Task Scheduler
vs Firewall with Advanced..
wrs Memory Diagnostic

Windows Ease of Access

(Ch = =1 = . <x

Right-click on the server name and select “Configure and Enable Routing and Remote Access”.

E Riuting and Remote Access - 0 %
Fle dichion View Help
e HE
E GULRELE Dl R Rl Fouting ad Remate Access |
£ Server et
E:) SRNOWD (lagal Walrama ta Beartinn and Bamote Arcess
Canfigure and Enable Rouing and Remote Access i: sECUnE remte access to private networks.
Lisable Houting and Hemate Access anfigure tha fallowing
Al Tesks )y BAvate natworks
aleway,
Delete
Refresh 3,
Froperties
Help 38 gmrver, On tha Actan menu, chck Add Sarver,

Press “Next” at the wizard welcome screen. Choose “Network address translation (NAT)” and

press “Next”.
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Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of servcas, or you can
customize this server

7 Remote acosss (dial-up or VPH)
Allw remote clents to connect to thie server through ether 2 dialup connection or a
B -
= Netwark address translation (NAT)
Allow imtemal dients to connect to the Inbermet using ome puble IF address.

© Virual private networc (VPH) acosss and NAT
Allow remote cients to connect to this server through the Intemet and local dients 1o
connect to the Inbemet using a single public IP address

{7 Securs connection betewesn two private networks
Connect this network to a remote netwark, such as a branch office.

" Custom configuration
Salect any combination of the features availzble in Rowing and Remole Acocsss,

< Back Cancel

Select the WAN adapter and press “Next”.

Routing and Remote Access Server Setup Wizard

MNAT Intermet Conmection
You can salect an essting interface or create a new demand-dal nterface for
client computens to conmect 1o the Irtemet

@ Lse this public interface to connect to the Intermet -
Metwariks Imefacss:

[ Mame
LAM

T T LI T AT T T T T T ST T T e TET e
A demand-dial interface is activated when a chent uses the Intermet_ Select this
option F this sanver connects with a modam or by usang the Pont-to-Foirt Protocol
aver Ethemet. The Demand-Cial nterface Wizand wil start &t the end of this wizand.

< Back Cancel

Press “Finish”, wait for the configuration to finish and verify that the NAT router is working

properly. Expand the IPv4 node, select “NAT” and you should see that packets have been

translated.

2 Rowteg nd Mamote Access
Fiw  Action  Wied  Hdp
| 2D Gl Hm
L Rruting ane Remte Accwr
L Sererr Seatun
[k SRVEMTT fle=all
B Metmok Interfoces
‘A Feenioke Aocess Lagging
v 1P
5 Cemanl
2 Shric Rroates
WGP
HaT

EHina
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14-Virtual private network (VPN)

Ao W WbV OIS (Virtual Private Network) 0 6ole misig VPN dngoll (JPlwgll (520] o0
G140 poilbliig (uoadtnoll LW Lle ah ool pgdi dud (ol JSun WFBIL Jniw
g go U1 e Wiglghail 1 Ologlonlig pSDHgd o) (Gl Jio q 99 00100 log
W] e WHUL JWiUl pan D Asdlfiodl oWl OIS ull pgdig .OWgSaIg Ml Goad 529j0
229 (G9) (Tunnel) J1 @025 ogjog pSjled gL VPN. anlpg adignll 2ans pi6 oy pS5UWNS] aind by
@Gail 129 naiq (oDl @91 Gaill 132 ne deloibll OlSullg Aolaall. pac A pssvul
olsicl (e 2o (51 6jab

A virtual private network (VPN) is a technology that creates a safe and encrypted connection

over a less secure network, such as the internet.

VPN technology was developed as a way to allow remote users and branch offices to securely
access corporate applications and other resources. To ensure safety, data travels through secure
tunnels, and VPN users must use authentication methods -- including passwords, tokens or other

unique identification procedures -- to gain access to the VPN server.

Internet VPN

(55 Inermet

Fegional
Ofice

Fegional
Office

A

Femote ! roaming users
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14.1-VPN in windows server 2012

windows server 2012 & VPN  (J104j

First install the “Remote Access” via Server Manager or Windows PowerShell.

Select server roles

Before You Begin
Installation Type

Server Selection

Features
Remote Access

Role Services

Select one or more roles to install on the selected server.

Roles

00000drdO0OmOonon

Application Server

DHCP Server

DMNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Hyper-\V

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services
Windows Server Essentials Experience

Windows Server Update Services

DESTINATION SERVER
WIN-OGRED2ZKA4P2

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
Directfccess provides an Always On
and Always Managed experience.
RAS provides traditional WPMN
services, including site-to-site
{branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
prowvides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

| < Prewvious

Install | | Cancel

Select the “Direct Access and VPN (RAS)” role services.

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Remote Access

web server Role {1Is)
Role Services

Confirmation

Select the role services to install for Remote Access

Role services

(|
(|

== and VPN (RAS)

Routing
Web Application Prosy

DESTIMATION SERWVER
WIN-OGRS5D2ZK34P2

Drescription

DirectAccess gives users the
experience of being seamlesshy
connected to their corporate
network any time they have Internet
access. With Directccess, mobile
computers can be managed amy
time the computer has Internet
connectivity, ensuring mobile users
stay up-to-date with security and
system health policies. VPN uses the
connectivity of the Intermet plus a
combination of tunnelling and data
encryption technologies to connect
remote clients and remote offices.

| [ instal | [ Cancel
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On the next steps just use the default settings. After that you can have a look at the Overview

screen and install the role.

DESTINATIOMN SERVER

Confirm installation selections WIN-GGRED2K04P2

Before You Begin Teo install the following roles, role services, or features on selected server, click Install.

Installation Type estart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
I been selected automatically. If you do not want to install these optional features, click Previous to clear
=
ST (HEl=E their check boxes.

Features

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)

Remote Access
Role Services
Remote Access

Web Server Role (1I5) B
Directfccess and VPN (RAS)

Role Services o .
Remote Server Administration Tools

Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Web Server (II1S)

Export configuration settings
Specify an alternate source path

After the features are installed, which can take a while to finish you see the link for the Getting

Started Wizard. Click on “Open the Getting Started Wizard®.

DESTIMNATION SERWVER

Installation progress WIN-QGRSD2KBP2

Wiew installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-QGR5DZK24P2.

Remote Access
DirectAccess and VPN (RAS)
Configure the role
Cpen the Getting Started Wizard

Group Policy Management
RAS Connection Manager Administration Kit {CMAK)
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext >
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This opens a new wizard which will help you to configure the server. On the first screen select

“Deploy VPN only*“.

Welcome to Remote Access
Use the options on this page to configure DirectAdccess and WPMN.

=» Deploy both Directfccess and WPMN (recommended)

Configure Directfccess and WP on the server, and enable DirectAccess client computers. Allow
remote client computers not supported for DirectAccess to connect ower WPMN.

Deploy DirectAccess only

Configure Directfccess on the server, and enable Directfccess client computers.

Deploy PN only

Configure VPM using the Routing and Remote Access consale. Remote client computers can
connect owver WYPMN, and multiple sites can be connected using YPM site-to-site connections. WVPMN
can be used by clients not supported for DirectAccess.

This opens the Routing and Remote Access MMC

File Action View Help

% =|[m=] Hrm

Routing and Remote Access

[ WIN-QGRSD2KI4P2 (local) welcome to Routing and Remote Access ~
Routing and Remote Access provides secure remote access to private networks.

Use Routing and remote access to configure the following:

= A secure connection between two private networks.

= A Virtual Private Network (WPN) gateway.

= A Dial-up remote access server.

= Network address translation (NAT).

= LAN routing.

= A basic firewall.

To add a Routing and Remote Access server, on the Action menu, click Add Server.
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Right click on the Server name and click on “Configure and Enable Routing and Remote Access*.

File  Action View Help
ad oF

) Routing and Remote Access: Routing and Remate Access

% Server Status l—
L E Wi .

Configure and Enable Routing and Remote Access jemote Access

Disable Routing and Remote Access is secure remote access to private networks.
onfigure the following:

All Tasks private networks.

Delete Ateway.

Refresh
Properties

Help

To add a Routing and Remote Access server, on the Action menu, click Add Server.

Stops Routing and Remote Access and removes the previous configuration

Click Next, choose the Remote access (dial-up or VPN) option, and click Next.

Configuration
*'ou can enable any of the following combinations of services, or you can
customize this server.

{* Remote access (dial-up or VPM)
Allow remote clients to connect to this servgr through either a dial-up connection or a
secure virtual private networdc (WP M) Intemat connection.

ol N PR ol ) Lonchic LRI T
Tt e LR LR

Allow intemal clients to connect to the Intemet using one public |IPF address.

= Virtual private network (WPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote networs, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

Choose Remote access (dial-up or VPN).
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Choose VPN and click Next.

Remote Access
You can set up this server to receive both dial-up and VPM connections.

[V WPM

ANVPN server (also called a WPM gateway) can receive connections from
remote clients through the Intemet.

I Dialup

A dial-up remote access server can receive connections directh from
remote clients through dial-up media, such as a modem.

Choose VPN.

Select the network interface that is Internet-facing. In addition, select the option to Enable

security on the selected interface by setting up static packet filters and click Next.

WPHMN Connection
To enable WPM clients to connect to this server, at least one network inteface
must be connected to the Intemet.

Select the network interface that connects this server to the Intemet.

Metwork interffaces:

Mame | Description | IP Address
Microsoft Hyper-VY Metwors Adapter
Microsoft Hyper-Y Metwork Adapter 172161 235

[+ Enable security on the selected interface by setting up static packet fiters.

Static packet fiters allow onhy WP N traffic to gain access to this server through the
selected imterface.

Select the Internet-facing network interface.
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DHCP. Select the option to assign [P addresses automatically and click Next.

Routing and Remote Access Server Setup Wizard

1P Address Assi
*ou can select the method for assigning IP addresses to remote clients.

Howw do you want |IP addresses to be assigned to remote clients?

= Sytomaticalby

K you use a DHCP server to assign addresses, confimn that it is configured properhy.
i you do not use a DHCFP server, this server will generate the addresses._

™ From a specified range of addresses

<Back |[ MNed>= | [ cancel

Choose automatic [P address assignment for remote clients.
Note:

If the VPN server is to be deployed in a load-balanced cluster, [P addresses must be assigned to
clients manually. The VPN server can authenticate users itself, or forward authentication
requests to an internal RADIUS server. For the scope of this article, native Windows
authentication using RRAS will be configured. Choose No, use Routing and Remote Access to

authenticate connection requests and click Next

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers
Connection requests can be authenticated locally or forwarded to a Remote
Authentication Dial-in User Service (RADIUS) server for authentication.

Although Routing and Remote Access can authenticate connection requests. large
networks that include multiple remote access servers often use a RADIUS server for
central authentication.

If you are using a RADIUS server on your network, you can set up this server to forward
authentication requests to the RADIUS server.

Do you want to set up this server to work with a RADIUS server?

" No. use Routing and Remote Access to authenticate connection requests

PN oot thio s it RADILIS
T e

<Back |[ Nex> | [ Cancel
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Use Routing and Remote Access to authenticate connection requests.

Review the configuration and click Finish.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You hawve successfully completed the Routing and Remote
Access Server Setup Wizard.

Summany:

WP M clients connect to the following public imerface: —~

Exdemal |E|
Client connections are accepted and authenticated
using: remote access policies for this server. -

WPM clients are assigned the following networe for
addressing: Intemal.

Before clients can connect. user accounts must be added
locall or through Active Directonys.

To close this wizard, click Finish.

<Back || Finish | [ canceal

14.2- VPN in windows server 2016

windows server 2016 (515 VPN  (J104j

First install the “Remote Access” via Server Manager or Windows PowerShell.

fi= Add Roles and Features Wizard

Select server roles

Roles

OOO”OOOO00mO00000000

Select one or more roles to install on the selected server.

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Desktop Services

Volume Activation Services

Web Server (1IS)

— (] X

DESTINATION SERVER
WIN-CZPHSETTET1

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experienca.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publizshing of selected
HTTP- and HTTPS-based
applications from your corporats
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options, RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

l < Previous I I

Next > I

Install
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Select the “DirectAccess and VPN (RAS)” role services and click next.
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https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Install-Remote-Access-Role-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Install-Remote-Access-Role-VPN.jpg

£ Add Roles and Features Wizard —_ O >

~ g DESTINATION SERVER
Select role services WIN-CZPHSTTERY
Before You Begin Select the role services to install for Remote Access
1iszzllstion Typs Role services Description
DirectAccess and VPN (RAS, Directfccess gives users the
[] Routing experience of being ssamlessly
[ Web Application Proxy connect=d to their corporate

network any time they have Internat
access. With DirectAccess, mobile
computers can be managed any
time the computer has Internet
connectivity, ensuring mobile users
stay up-to-dats with security and
system health palicies. VPN uses the
ot rmticn connectivity of the Internet plus a
combination of tunnelling and data
encryption technologies to connact
remote clients and remote offices.

Web Serv

Role Services

I < Previous | > ] Instatl \ Cancsl!

On the next steps just use the default settings. After that you can have a look at the overview

screen and install the role.

fE= Add Roles and Features Wizard —= O X
. . . . DESTINATION SERVER
Confirm installation selections WIN-CZPHSBTTER
Before You Begin To install the following roles, role services, or features on selected server, click Install,
Inszallation Type Restart the destination server automatically if requirad
Ssrver Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Remote Accass Group Policy Management
Role Services RAS Connection Manager Administration Kit (CMAK)
Remote Access

Web Server Roie (IIS) i
DirectAccess and VPN (RAS)
Role Services

5 7 Remote Server Administration Tools
Role Administration Toals
Remote Access Management Tools

Remote Access module for Windows PowerShell

Remote Access GUI and Command-Line Toals

Web Server (lIS)

Export configuration settings
Specify an alternate source path

<Previous | [ Nex> | [ nstall | [ Cancel |

After the features are installed, which can take a while to finish you see the link for the Getting

Started Wizard. Click on “Open the Getting Started Wizard“.
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https://www.thomasmaurer.ch/wp-content/uploads/2016/10/DirectAccess-and-VPN-RAS.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Confirm-Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/DirectAccess-and-VPN-RAS.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Confirm-Installation-Windows-Server-2016-VPN.jpg

fE=. Add Roles and Features Wizard — [} <

DESTINATION SERVER

Installation progress WIN-C2PHSETTER

View instaliation progress

o Feature installation

Configuration required. Installation succeeded on WIN-CZPHSSTTE7 1.

Remote Access A
DirectAccess and VPN (RAS)
Configure the role
Open the Getting Started Wizard

Group Policy Management
RAS C ion M Admini: ion Kit (CMAK)
R Server Admi ation Tools
Role Administration Tools
R Access M =1 Tools
R Access dule for Wind PowerShell
R Al GUI and C d-Line Tools v

| You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | I Close l | Cancel

Configure Windows Server VPN

This opens a new wizard which will help you to configure the server. On the first screen select

“Deploy VPN only“.

£= Configure Remote Access >

Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPN.

—> Deploy both DirectAccess and VPN (recommended)
Configure DirectAccess and VPN on the server, and enable DirectAccess client computers. Allow
remaoate client computers not supported for DirectAccess to connect over VPN.

—> Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers,

—> Deploy VPN only
Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN
can be used by clients not supported for DirectAccess.

This opens the Routing and Remote Access Management Console
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https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Configure-Remote-Access-DirectAccess-and-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Configure-Remote-Access-DirectAccess-and-VPN.jpg

= Routing and Remote Access = u] X
9
File Action View Help

e B m
1 iy e |
%Sﬂwrsums

[ WIN-C2PHSSTTET! (local] || welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private networks,
Use Routing and remote access to configure the following:

* A sacure cannection between two private networks.

* A Virtual Private Network (VPN) gateway,

* A Dial-up remote access server.

* Netwark address tranalation (NAT),

* LAN routing.

* A basic firswall,

To add a Routing and Remota Access sarver, on the Action menuy, click Add Server,

Right click on the Server name and click on “Configure and Enable Routing and Remote

“
Access®.
 Routing and Remote Access = o X
File  Action View Help
o 2R XEDd Hm
 Routing and Remote Access | KINEILTas AR
&3 Server Status %
) WIN-GZPHSETTET (locall || confinura the inn and Ramnte Access Server
Configure and Enable Routing and Remote Access n menu, click Configure and Enable Routing and Remots Access.
Disable Routing and Remote Access
Al Tasks )
View >
Delete
Refresh
Properties
Help
Displays Help for the current selection,

On the new wizard select “Custom configuration®.

219
@Ml g adldiae M



Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

(" Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection ora
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public |P address.

" Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

(" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

¢ Custom configuration;
Select any combination of the features available in Routing and Remote Access.

<Back || Net> | | Cancel

Select “VPN Access”.

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can corfigure the seleci=d services in the Routing
and Remote Access console.

Szlact the services that you want to enable on this server.

I~ Demand-dial connections { used for branch office routing )
[T NAT
[ LAN routing

| <Back |[ Ned> | | Cancel
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After you have click finish you can now start the Routing and Remote Access service.

Completing the Routing and Remote Access
Server Setup Wizard '

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Routing and Remote Access

Starl the service

The Routing and Remote Access service is ready to use.

Start service Cancel
ces
in the Routing and Remote Access console.
To close this wizard, click Finish.
< Back Finish Cancel

If you have an other firewall between the internet and your Windows Server you have to open

the following Firewall port sand forward them to your Windows Server:

After the installation Users have to be enabled for Remote Access to connect to your VPN Server.
On a standalone server this can be done in the Computer Management MMC, in a domain

environment this can be done in the user properties of an Active Directory user.

F
File  Acti Help
= =p | 2 > [ (= | E e
A Computer ment (Local [ Name Full Name Description Actions
~ M} System To. B Administrator Built-in account for administering... Gnmrs >
Tk Schadiile 5l Defaultprcn P S e N
8l Event Viewer More Actions >
4] Guest Administrator Properties 7 >
K Shared Folders Adininistrator -
~ & Local Users and Groups Genaral Member Of Profile Environment Sessions
Vi Mare Actions >
Remote control Remote Desktop Services Profile Diaslin
Network Access Permission
& Allow access
— Deny, s
> rdows Server Backug s
7 Disk Managerent ~ Control access through NPS Netwark Policy
B Serdces: st & ApBlications P
. 7 -
| Callback Options
& No Callback
€ Set by Caller (Routing and Remote Access Service only)
" Alwsys Caliback to
I~ Assign Static IP Addressas
Defme |P addresses to enable for ths A
Dialn connection |
™ Apply Static Routes
Define routes to enable for this Dialin
connection Eathic e |
< >
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https://www.thomasmaurer.ch/wp-content/uploads/2016/10/VPN-User-allow-access.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/VPN-User-allow-access.jpg

Genersl Securty [Pv4 IPvE IKEv2 PPP Logging

I¥ Enable IPv4 Forwarding _

IPv4 addr=ss sssignment

| = W

14 This server can assign |Pv4 sddresses by using: | Wizard. To
= T Dynamic Host Configurstion Protocol (DHCP)
{*" Siatic address pool
From | To | Number | IP Addre... | Mask

=

L= th remote a
[} ymlessly cor
s Add.. | E clit | Remove | =nable Dires
2

¥ Ensble| New IPv4 Address Range ? >

Type a starting |IP address and either an ending |IP address or the number of
addresses in the range.

Start IP address: | 192.182. 5 100
End IP address: | 152 . 168 5 _ 200
Number of addresses: I 101

You now have to add a IP address from the same subnet as your static address pool to the

network interface of your server, so users can access the server.
L hope this helps you to setup a VPN server in a small environment, lab or hosted server
Select “VPN Access®.

After you have click finish you can now start the Routing and Remote Access service.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

rou hawve successfully completed the Routing and Remote
Access Server Setup wizard .

Routing and Remote Access

Start the service

The Routing and Remote Access service is ready to use.

S
| Start service I Cancel I

wices

Tao close this wizard. click Finish .

<Back || Fnsh | [ Cancel
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15-quota in windows server
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Quota management is a valuable feature that enables you to restrict the storage capacity of

shared resources in Windows Server. If you create quotas, you will limit the space allocated for a

volume or a folder—allowing you to practice capacity management conveniently.

15.1- Quota in Windows Server 2012 R2

Windows Server 2012 R2 515 62220 apjd) o 2)235 J1oa)
Configuring File Server Resource Manager
Open server manager dashboard, click Manage -> Add Role and Features.
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@ ¥ “File and Storage Services * Shares

i Servers
i Volumes
i Disks

m Storage Pools
b

iSCS
Work Folders

Click Next.

Before you begin

Before You Begin

Installation Type

Server Selection

=3 SHARES VOLUME
All shares | 3 total TASKS End Users on WDS
Filter P ':-E_:l v v (C:j
B ) Capacity: 15,0 GB
Share Local Path P
96.5% Used W 145 GB Used Space
4 WD5 (3) ] 540 MB Free Space
REMINST C\Remotelnstall )
zdrive Chzdrive 5
End Users CAEnd Users 5
Go to Volumes Qverview »

DESTIMATION SERVER
WDs

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remowve roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you centinue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Cancel

Choose Role-based or feature-based installation and click Next.
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DESTIMATIOM SERVER

Select installation type wos

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : R ;
= machine, or on an offline virtual hard disk (WVHD).

Installation T

® Role-based or feature-based installation

Server Selection ) ) )
Configure a single server by adding roles, role services, and features.

—

_) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous

Click Next.

DESTIMATIOMN SERWVER

Select destination serwver e

Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installation Type (® Select a server from the server pool

Server Rolas Server Pool

Features
Filter: | |
Mame IP Address Operating Systemn
WwWDSs Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

and that have been added by using the
hy-added servers from which data

This page shows servers that are running Windows Serve
Add Servers command in Server Manager. Offline servers
collection is still incomplete are not shown.

< Previous | | Mext = | Install
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Expand File and Storage Services -> File and iSCSI Services -> File Server Resource Manager.

Click Next.

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

Confirmation

Click Add Features.

Add features that are required for File Server Resource

Select one or more roles to install on the selected server.

Roles

A  [Hm] File and Storage Services (2 of 12 installed) -~
a4 [®m] File and iSCS1 Services (1 of 11 installed)
w| File Server (Installed)
[] BranchCache for Metwork Files
[] Data Deduplication
[] DFS Mamespaces
[] DFS Replication
[] File Server WSS Agent Service
[] iSCSI Target Server
[] iSCSI Target Storage Provider (WD'S and WS
[] serwver for NFS
[] weork Folders

| Storage Services (Installed)

< m ]

DESTINATION SERWER
Wos

Description

File Server Resource Manager helps
you manage and understand the
files and folders on a file server by
scheduling file management tasks
and storage reports, classifying files
and folders, configuring folder
quotas, and defining file screening
policies.

| < Prewvious | | Mext =

Install Cancel

Manager?

The following tocls are required to manage this feature, but do not

have to be installed on the same server.

A

Include management tools (if applicab

4 Remote Server Administration Tools

Role Admimistration Tools
4  File Services Tools

[Tools] File Server Resource Manager Tools

Add Features Cancel

Choose .NET Framework and then Click Next.
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DESTIMATIOM SERVER

Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection - i
MRNET Framework 3.5 Features A .NET Framework 3.5 combines the
Seryer Boles : power of the .NET Framework 2.0
f [m] MNET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer

appealing user interfaces, protect
your customers' personal identity

Canfirmaticn BitLacker Drive Encryption

BitLocker Network Unlock information, enable seamless and
BranchCache secure communication, and provide
Client far MES the _abilit_\,' te model a range of

o business processes.
Data Center Bridging
Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management
IS Hostable Web Core

Ink and Handwriting Services

Iigooooooooodd

<| i |
| < Previous | | Next » Install
Click Install.
Confirm installation selections st

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destinaticn server automatically if required

Server Selection Optional features (such as administration toocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
File and i5C51 Services
File Server Rescurce Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools

File Server Resource Manager Tools

Export configuration settings
Specify an alternate source path

=< Prewvious Mext = Install | | Cancel
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Sharing a Folder using File and Storage Services

Open server manager dashboard, click File and Storage Services.

WELCOME TO SERVER MANAGER

iZ8 Dashboard

B Local Server

TRV ' '
i All Servers o Configure this local server

ii File and Storage Services P
B WDS QUICK START
2 Add roles and features
Add other servers to manage

3
WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services
LEARN MORE

Click Shares.

i- SERVERS
H I All servers | 1 total TASKS ¥

-I Volumes Fier o B @ )
[ [ Disks

L Storage Pools Server Name 1Pvd Address Manageability Last Update Windows Activation

B Shares

Online - Performance counters not started  1/23/2017 1:04:37 PM  Not activated

Click Tasks -> New Share.

Choose SMB Share - Quick. Click Next.
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Select the profile for this share

alect Profile File share profile: Description:

This basic profile represents the fastest way to create an
SME file share, typically used to share files with
Windows-based computers.

Share Location SME Share - Quick
SMB Share - Advanced
SME Share - Applications

MFS Share - Quick * Suitable for general file sharing
MNFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

Click Browse.

Click New Folder and name it.

Mew, Folder Delete
| New folder
7 perflogs

~| Program Files

| Program Files (x36)
~| Remotelnstall

| users

| windows

_| zdrive

Folder:

Select Folder | | Cancel

Choose the folder created in step 6 and click Select Folder.
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MNew Folder Delete

4 & WDs | New folder
poes () | perflogs
| Program Files
| Program Files (x86)
| Remotelnstall
| users
| windows

| zdrive

| End Users

Falder: CAEnd Users

Click Next.

Select the server and path for this share

selzct Profile Servern:
Share Location Server Name Status
WDs Cnline

Share Nams

Share location:

() Select by volums:

Walume Free Space

C:

Select Folder || Cancel

Cluster Role Ohwner Noede
Mot Clustered

Capacity File System
15.0 GE MNTFS

The location of the file share will be a new felder in the YWShares directory on the selected

volume,
@ Type a custom path:

CHEnd Users

Browse...

| < Previous | |
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Click Next.

Specify share name

Select Profile Share name: End Users

Share Location

= Share description:

Other Settings

Local path to share:
CMEnd Users

Remote path to share:
"WWDSNENd Users

| < Previous | | Mext = Create Cancel

Check Enable access-based enumeration and click Next.

Configure share settings

Salact Profila Enable access-based enumeration

Access-based enumeration displays cnly the files and folders that a user has permissions to

access. If a user does not have Read (or equivalent) permissions for a felder, Windows hides the
Share Name folder from the user's view.

Share Location

Other Settings [[] Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share.

Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
[] Encrypt data access
When enabled, remote file access to this share will be encrypted. This secures the data against

unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

< Previous | | Mext = Create Cancel
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Click Next.

Specify permissions to control access

=2t Pr - . - . - - -
Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share

Share Location permissions, and, optionally, a central access policy.

Share Name Share permissions: Everyone Read Only

Oiher Settings Folder permissions:

Confirmaticon Allow CREATOR OWMER Full Control Subfolders and files only
Allow EUILTIN\Users Special This felder and subfolders
Allow BUILTINNUsers Read & execute This folder, subfolders, and files
Allow BUILTINMVADministrators Full Control This folder, subfolders, and files
Allowy MNT AUTHORITYA\SYSTEM  Full Control This folder, subfolders, and files

Customize permissions...

< Previous | | Mext > Create Cancel

Click Create.

Confirm selections

Selact Profile Confirm that the following are the correct settings. and then click Create.

Share Locaticon
SHARE LOCATION

Share Mams

Servern WD's

Other Settings Cluster role: Mot Clustered

Fermissions Local path: CAEnd Users
Share name: End Users
Protocol: SMEB
Access-based enumeration: Enabled
Caching: Disabled
BranchCache: Disabled
Encrypt data: Disabled

Mext = Create | | Cancel

Enabling Quota on Shared Folder
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: Open server manager dashboard, click Tools -> File Server Resource Manager.

Active Directorny Module for Windows PowerShell
Component Services

Computer Management

Cefragment and Optimize Drives

Embeaedded Lockdowwn Manager

Ewvent Wiewer

File Server Rescurce Manager

Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Deployment Services

Expand File Server Resource Manager -> Quota Management. Click Create Quota...

L R

= 8=

35 File Server Resource Manager (Local)

4 ;%‘9 Quota Management
:ié Quotas
3| Quota Templates
b .—:a? File Screening Management
@ Storage Reports Management
b g Classification Management
b File Management Tasks

Fitter; Show all: 0 items

Quota Path %ls.. | Limit | QuotaT.. | Source Template | Match Temp.. | Description

Click Browse and provide the path of the shared folder.

Quota path:

| | Browse...

® Create quota on path

() Auto apply template and create guotas on existing and new s

Quota properties

“ou can ether use properties from a quota template or define cu
quota properties.

How do you want to configure quota properties?
(®) Derive properties from this quota template recommended):
100 MB Limit o

() Define custom quota properties

Summary of quota properties:

=1 Quota: o~
i Source template: 100 MEB Limit
Limit: 100 MEB {Hard} =
Motification: 4
Waming(85%): Email
Wwaming(953): Email, Event log p
| Create | | Cancel
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Choose Drive properties from this quota template (recommended): and choose the template from

the drop down. Click Create.

Quota path:
ZMEnd Users | | Browse. ..

Create guota on path

! Auto apply template and create quotas on existing and new subfolders
Quota properties

You can either use properties from a quota template or define custom
guota properties.

Howe do you want to configure quota properties?
& Derive properties from this quota template recommended):

100 MB Limit ~ ]

) Define custom quota properties

Summarny of quota properties:
=1 Quota: C:MNEnd Users ~
i Source template: 100 MEB Limit

Lo Limit: 100 MB (Hard)
=1 Motification: 4

- WWaming{85%): Email
L Waming(953): Email. Event log s

| Create | | Cancel |

Conclusion Quota management is a useful feature which allows you to set a storage limit on
a shared folder. When you finished this article, you might want to further explore a file screening

provided by the File Server Resource Manager.
15.2- quota in windows server 2016

Windows Server 2016 (J515 62220 apjaj oo 2)235 J1oa)

Start by logging into the Windows Server 2016. Then, on the Server Manager’s dashboard, click

on “Manage” and select “Add Roles and Features”.

&dd Brodes and Features

VOLUME et and Festures
TASKS - i Lhce
= i)
oty s
I
5
5
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On the “Before you begin” screen click “Next”.

Before you begin

Thus wizard helps you install roles, role services, or features. You determine which roles, role sernces, or
features to nstall based on the computing needs of your organzation. such as sharing documents, or
hosting a2 website.

To remove roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

if you must verify that any of the preceding prerequisites have been compieted, close the wizard
compiete the steps, and then run the wizard again.

To continue. cliick Next.

Siap this page by default

Select “Role-based or feature-based installation” and click “Next”

>elect installation type

Befora You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

_ machine, or on an offline virtual hard disk (VHD)

® Role-based or feature-based installation
Configure a single server by adding roles, role senvices, and features.

Server Selection

' Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Elrashdi |

< Previous | [ Next> rotat | [ Conest

Select your destination server and click “Next”.

5. On the “Select Server roles” dashboard, expand “File and Storage Services” and “File and iSCSI

Services”.
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Select features

8fors You Begin Select one or more features to install on the selected server.

Features

instaliation Type

Server Selection

Server Roles

Confirmation

[®] NET Framework 4.5 Features (2 of 7 installed)
[J Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[[] BitLocker Network Unlock
[] BranchCache

[C] Cent for NFS

[] Data Center Bridging

[ Direct Play

[] Enhanced Storage

[] Failover Clustering

[[] Group Policy Management
[] 1S Hostable Web Core

[ Ink and Handwriting Services

L] w

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure commumncation, and provide
the abiity to model a range of
business processes.

Inszall

[ cancel |

select “File Server Resource Manager”.

Select server roles

Before You Begin Select one or more roles to install on the selected server.

instaliagion Type

Roles

SOE SNCLon 4 [8) File and Storage Services (2 of 12 installed)

IR . oo (0t e

Features V! F ed
[[] BranchCache for Network Files
[[] Data Deduplication

["] DFS Namespaces

[ DFS Replication

le Server {installed

Confirmation

[T] File Server VSS Agent Service
(] 1SCSI Target Server
["] iSCSI Target Storage Provider (VDS and
[ Server for NFS
[C] Work Foiders
v| Storage S

e Jervices (Instaled)

<« " |

[L<Prevous | [ Next> |

>

Description

File Server Resource Manager heips
you manage and understand the
files and folders on a file server by
scheduling file management tasks
and storage reports, classifying files
and folders, configuring folder
quotas, and defining file screening
policies.

Install

[ Goncel |

On the window that pops up, Click the “Add Features” button to incorporate the required

features. Click “Next”.
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Add features that are required for File Server Resource
Manager?

The foliowing took are required 1o manage this featuse, but do sot
have to be installed on the same server

4 Remote Server Adminsstration Tools
4 Role Admenistration Tooks
4 File Services Took
[Tools} File Server Resource Manager Tools

[V Include management tooks (i ap;

i o |

i

If you do not need to add any extra features, just leave the default settings and click “Next”.

Select features

efore You Begin Select one or more features to install on the selected server.

nstallation Type Features Description
Server Selection IWW—’J NET Framework 3.5 combines the
Server Roles — - power of the NET Framework 2.0
b [ NET Framework 4.5 Features (2 of 7 instalied) APls with new technologies for
_ b [[] Background Intelligent Transfer Service (BITS) building applications that offer
Confirmation (] BitLocker Drive Encryption sppealing user fn!erfaces, protect
— 1 your customers’ personal identity
L] BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[] Client for NFS | the ability to moded a range of

business processes.

LI Data Center Bridging
(] Direct Play

{1 Enhanced Storage
Failover Clustering

Group Policy Management
IIS Hostable Web Core
Ink and Handwniting Services

<] "

1ooon

Confirm the installation selections and Click “Install” to start the process.
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Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install

Instaliation Type [] Restart the destnation server automatically if required

Server Selection Optional features (such as administration tools) might be desplayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear
thew check boxes.

Server Roles

Features
MR s
File and SCSI Services
File Server

File Server Resource Manager
Remote Server Admenistration Tools
Role Admnistration Tools

File Services Tools
File Server Resource Manager Tools

Export configuration settings
Specify an alternate source path

Next » instal | | Cancel

After the installation process is complete, click the “Close” button.

Installation progress

View installabion progress

o Feature installataon
|

File and Storage Services
File and i5C51 Services

I

File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools
Flle Servei Resource Manager Toolks

You can close thes wizsrd wethout interrupting running tasks. View open this
page bgdin by chiking Notificalions in the command bar, and then

Export configuration sattings

< Preveous
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You can now access the File Server Resource Manager from the administrative interface and use

it to create quotas.

23 File Server Resource Manages - a x
Fie Action View Help
& ) > | B
S File Server Resource Manager (Local) | tame | Actions
_;2 Quots Managernent 4° Quota Mansgement | File Server Rescutce Manager (Local) -
a7 File Screening Managemnent e Sc A x
a File Screering Managemen Conmect to Another Computer

L storage Reports Management
2 Classficatson Management

K5 Sterage Reports Management

4 Classdfication Management Configure Options..

File Management Tasks
» ) i File Managernent Tasks View »

Export List

H rep

Quota Templates

To configure a quota, we must first create a quota template. This template will be applied to some
specific directory later when we create the quota itself. We can view default quota templates
available under Quota Management > Quota Templates. Each template will have it’s own soft and

hard limits defined as well as unique actions that should take place if a limit is reached.

4= File Server Resource Manager — O >
File Action View Help
= xm H
=3 File Server Resource Manager (Lo Quota Template Limit Qu... | Description Actions
~ = i“gtjo';‘z”ageme”t 10 GB Limit 10.0 GB Hard o N
3] Quota Templates 100 MB Limit 100 M8 Hard [B] Create Quota Template...

59 File Screening Management 2 GB Limit 2.00 GB Hard G Refresh

S Storage Reports Management 200 MB Limit Re.. 200 MB Hard View N

dl Classification Management 200 MB Limit wit.. 200 MB Hard

@& File Management Tasks H Help

250 MB Extended.. 250 MB Hard
5 GB Limit 5.00 GB Hard
Monitor 10 TB Vo... 10.0 TB Soft
Monitor 200 GB ... 200 GB Soft
Monitor 3 TB Vol... 3.00 TB Soft
Monitor 5 TB Vol.. 5.00TB Soft

& | 8] | & | & | [sl | [l | [&l| (]| @] (@) [&]| (@]

Monitor 500 MB ... 500 MB Soft
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We can either edit these existing templates by double clicking them, or select Create Quota
Template to create a new one. We’'ll create a new template here to walk you through all of the
available settings. The image below shows you the Create Quota Template window, we’ll cover

what each part does below.

Create CQuota Template >
Copy properties from quota template (optional):
10 GB Limit — I Copw
Setings
Template name
[Name goes here |
Descri ption (opticonal): d
[Informative description |
Space limit
Lirmnit
[1oo MEB ——
) Hard quota: Do not allow users to exceed limit 3
) Soft quota: Allow users to exceed limit (use for Monitoring)
rotification thresholds
Threshold E-mail Ewventl. . Comma... Report
WY armin g (8524) i ~
A
Cancer

16-WSUS in windows server

ORiial) janj L dblll OLUDYIg V23D W3 6)1o) o JPgdwoll JSo3 U N8ggISH VP (520) gD
(09 16gwgSHo 2dgo (o VW2 02D Juodi) pi) OIS J0gd 0)5guas] 6je21 L 1c 62g2ga)IMicrosoft
hiié 6219 640 OW23D Jiod5 pih &> WHYI pladiaw] 16g5 co2g) aS LV le Fguas)i 6jeal le jgs p3
ASpiIY S il 6)1o] Jgguo ile (§91g)g WL p) O3 (ST U pac Jlad Wi Jomunll Gib ge

Windows Server Update Services (WSUS) enables information technology administrators to
deploy the latest Microsoft product updates. You can use WSUS to fully manage the distribution
of updates that are released through Microsoft Update to computers on your network. This topic
provides an overview of this server role and more information about how to deploy and maintain

WSUS.
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Y. [ |
1L /3

Windows Server
Update Services

16.1- WSUS in windows server 2016

Windows Server Update Services or WSUS is a Microsoft product that allows us to centrally
manage patches for Microsoft operating systems and other Microsoft products. With Windows
Server 2016, the process is basically the same as previous server operating systems to install and
configure the product and generally get up and running with WSUS managing our patches in a

particular environment. Let’s look at how to install and configure Windows Server 2016 WSUS.

[nstalling the Windows Server Update Services role is very straightforward and is basically what
we would expect with installing any role or feature. This is done through Server Manager. The

process is fairly next, next, finish in nature.

E= Add Reles and Features Wizard — O =
B f — . b 2 DESTIMATIOMN SERWER
ertore you egin WBRSRWO cloud.local
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remowe roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks hawve been completed:

* The Administrator account has a strong password
= Metwork settings, such as static IP addresses, are configured
= The most current security updates from Windows Update are installed

i ywou must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click MNext.

[1 Skip this page by default

Here we select a role based installation.
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= Add Roles and Features Wizard — O >

DESTINATION SERVER

Select installation type VBRSRVO1 cloud local

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Server Sslection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext > | Install

Select our server.

= Add Roles and Features Wizard — (] >
Select destination server preeisiepbocrbt

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Ty Select a server from the server pool

() Select a wirtual hard disk

rver Selection

Server Roles Server Pool
Features
Filter:
Mame IP Address Operating System

WVERSRVO1.cloud.local 169.254.181.92... Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers frem which data collection is still incomplete are not shown.

| < Previous | | Mext » | Install

Choose Windows Server Update Services all the way at the bottom of the Server Roles.
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Fﬁ Add Reles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Roles

— [} et

DESTIMNATIOMN SERVER
WEBRSRWO cloud bocal

Description

|| Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Device Health Attestation
] DHCP Server
] DNS Server
] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-V
] MultiPoint Services
] Metwork Controller
[] Metwork Policy and Access Services
[ Print and Document Services
] Remote Access
[] Remote Desktop Services
] volume Activation Services
] Web Server (lIS)
1 Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services

~ Active Directory Certificate Services
(4D C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

| < Previous | |

We will get prompted for additional features that need to be installed.

[z Add Roles and Features Wizard

Add features that are required for Windows Server
Update Services?

You cannot install Windows Server Update Services unless the
following role services or features are also installed.

4 MET Framewaork 4.6 Features

ASP.NET 4.6

4 WCF Services

HTTP Activation

4 Remote Server Administration Tools
4 Role Administration Tools

4 Windows Server Update Services Tools
APl and PowerShell cmdlets

[Tools] User Interface Management Conscle
4 Web Server (II5)
4 Management Tools

4 |5 6 Managerment Compatibility

Include management tools (if applicable)

Cancel
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Next, Next finish process underway...

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
WEUS

Role Services

Content

— O >

DESTIMATIOMN SERVER
WVEBRSRWO1 cloud local

Select one or more features to install on the selected server.

Features

Description

|
MET Framework 4.6 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Metwork Unlock

BranchCache

Client for MF5

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failower Clustering

Group Policy Management

Host Guardian Hyper-V Support

110 Quality of Service

II5 Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iISMS Server service

B

~ -MNET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | |

MNext > Install

-l'& Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Rolas

Features

Role Services

Contant

Windows Server Update Services

— O >

DESTIMNATICON SERWER
WEBRSRWO1 cloud. local

Windows Server Update Services (MW5US) allows administrators to manage the download and
installation of updates from the Microsoft Update website to the local network.

Things to note:

= At least one WSUS server im a network must be able to download updates from Microsoft Update.
Other WSUS server can get updates either from that server or from Microsoft Update.

® WSUS server-to-server and server-to-client communications should be set up to use the Secure

Sockets Layer (S5L).

| < Previous | |

Install

Mext = |

Finally, we get to the Role Services and should see WID Connectivity and WSUS Services.
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[ Add Roles and Features Wizard — [ >

DESTINATION SERVER

Select role services VERSRVO cioue local

Before You Begin Select the role services to install for Windows Server Update Services

Description

Installation Type Role services
Server szlection !nstalls the database used by WSUS
server Rolas WSUS Services into WID.

Features [ sal Server Connectivity

WsUSs

| < Prewious | | Mext = Install

Here we select a file path to use for storing updates.

Fﬁ Add Roles and Features Wizard — [}

DESTIMNATIOM SERWVER

Content location selection e

Before You Begin If you hawve a drive formatted with MTFS and at least 6 GB of free disk space, you can use it to store

Installation Type updates for client computers to download quickly.

Server Selecticn If you need to save disk space, clear the check box to store updates on Microsoft Update;

Server Roles downloads will be slower.

Features If you choose to store updates locally, updates are not dewnloaded to your WSUS server until you
WSS approve them. By default, when updates are approved, they are downloaded for all languages.
Fols Services [W]store updates in the following location [choose a valid local path on WBRSRVO1.cloud.local, or a

Web Server Role (1IS) [Dawsu

Role Services

Confirmation

| < Prewvious | | Mext > Install

We will have Web Server Role services installed with WSUS.
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Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin
Installation Typs
Server Selection
Server Roles
Features
WsuUs

Role services

Content

Web Sarver Role (115)

Confirmation

Select the role services to install for Web Server (I15)

Role services

O

DESTINATION SERVER
VERSRVD1 cloud local

Description

.

a Common HTTP Features
Default Document
Directory Browsing
HTTP Emrors
Static Content
HTTP Redirection
WebDAV Publishing
4 [] Health and Diagnostics
HTTP Logging
Custom Logging
Logging Tools
CDEC Logging
Request Monitor
Tracing
4 Perfarmance

[] Static Content Compression
Dynamic Content Compression
a4 [V Security

OOROO™

0ooood

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous | |

Next = Install

Cancel

-EI Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features
WsUS
Role Services
Content
Web Server Role (IIS)

Role Services

Confirmation

O

DESTINATION SERVER
WBRSRWD cloud local

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

.MET Framewaork 4.6 Features
ASP.NET 4.6
WCF Services
HTTP Activation

Remote Server Administration Tools
Role Administration Tools
Windows Server Update Services Tools
APl and PowerShell cmdlets

User Interface Management Console

Web Server (lIS)

Export configuration settings
Specify an alternate source path

< Previous

Mext = Install Cancel
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= Add Roles and Features Wizard — O =

DESTINATICMN SERVER

Installation progress VBRSRVO1 cloud local

View installation progress

0 Feature installation

Configuration required. Installation succeeded on VBRSRVO1.cloud.local.

Windows Server Update Services
Additional configuration must be performed before continuing

Launch Post-Installation tasks
WSUS Services
WID Connectivity
.MET Framework 4.6 Features
ASP.MET 4.6
WCF Services
HTTP Activation

Remote Server Administration Tools
Enle Administration Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext = Close Cancel

After the role service is installed, we will see a exclamation bang in the upper right hand corner
of our Server Manager. lt will show Post-deployment Configuration that will need to be done.
Click this and it will finish things out.
e A |
I, Post-deployment Configuration

— Configuration required for Windows Server Update =
Services at VERSRWVO1

Launch Post-Installation tasks

o Feature installation | X
1

Configuration required. Installation succeeded on
VEBRSRVD.cloud.local.

Add Roles and Features

Task Details
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Feature installation
1

Configuration required. |nstallation succeeded on
VBRSRVOD1.cloud.local.

Add Roles and Features

Post-deployment Configura...
|

Configuration completed for Windows Server
Update Services at VBRSRVO1

Task Details

WSUS Specific Configuration

Now we begin the WSUS configuration itself where we actually setup our configuration for the

WSUS server portion.

Before ¥ou Begin

e
1

-

1]

»”
£

Before You Begin
Microsoft Update
Improvement Program

i

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Mext

Things you should do before starting this wizard

Before you begin:

1. Is the server firewall configured to allow clients to access the server?
2. Can this computer connect to the upstream server (such as Microsoft Update)?
3. Do you have user credentials for the proxy server, if needed?

Teo run this wizard again, launch the W5US Administration Snap-in and go to Options

Cancel
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B= v
%_4 Join the Microseft Update Improvement Program

You have the option of jeining the Microsoft Update lmprovement Program
Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server

Help us design the next version of Windows Server Update Services. Improve the quality,
reliability, and performance of Microsoft Software.

When you opt into the Microsoft Update lmprovement Program, your WSLIS server will
Specify Proxy Server send information to Microsoft about the quality of updates. This information includes:
Choose Languages . o

How many computers are in the organization.

How many computers successfully installed each update.

How many computers failed to install each update.

Choose Products
Choose Classifications

Configure Sync Schedule
Finished This infermation is used te improve the quality and reliability of the updates Microsoft

What's Mext provides.

Mone of the information collected is used to identify or contact you or your
organization.

Privacy Statement

[1 “es, | would like to join the Microsoft Update Improvement Program

= Back Mext = Cancel

Since | don’t have another WSUS server | am wanting to synchronize from, | choose to

Synchronize from Microsoft Update which pulls directly from Microsoft.

% - Choose Upstrearmn Server

Prowvide the upstrearm server from which you want to synchronize content

Before You Begin - You can choose the upstream server from which your server synchronizes updates.
Microsoft Update

Improvement Program

Trrrea et (@) Synchronize from Microsoft Update

Specify Proxy Server () Synchronize from another Windows Server Update Services server

Choose Languages
Choose Products

Choose Classifications

[
]
[
(=]

Configure Sync Schedule
Finished
What's Mext

= Back Mext = Cancel

Choose your connectivity options here. If you use a proxy, you need to configure it.
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_ﬁ Windows Ser Update Services Configuration Wizard:WVBRSRV01 e

%J Specify Proxy Server

Prowvide proxy server settings for synchronizing updates with Microsoft Update

Before You Begin If this server requires a proxy server to access the upstreamn server, you can configure the
Microsoft Update proxy server settings here.
Improvement Program

Ch Upst 55
e rem Srver [] Use a proxy server when synchronizing

Specify Pro;

Choose Languages
Choose Products Port numbe an
Choose Classifications

Configure Sync Schedule
Finished Jser name
What's Mext .

< Back Mext = Finish Cancel

Now, click the Start Connecting button. This process will take a long time depending on your

connection.

Click Next.

_-:‘;'[ Windo

%j Connect to Upstream Server

Download update information from Microsoft Update

Before You Begin £ To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update your upstream server and proxy server settings and synchronize information about available
Improvement Program updates.

ez Upseeny S Informaticn to be downloaded includes:

Specify Proxy Server
Choose Languages Types of updates available
Choose Products Products that can be updated

Choose Classifications LR ETErEE =

Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server information.
Finished This process might take several minutes or longer, depending on your connection speed.
What's Mext

< Back Mext = Finish Cancel
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Choose your language here.

B Windows Server Update Services Configuration Wizard:VE

*_j Choose Languages

Select the languages for which this server will downlead updates

Befare You Begin If you are storing update files locally, you can filter the updates downloaded to your
Microsoft Update server by language. Choosing individual languages will affect which computers can be
Improvement Program updated on this server and any downstream servers.

Choose Upstream Server

Sy P reryT S0 () Download updates in all languages, including new languages

Choose Languages

Choose Products (® Download updates only in these languages:

Choose Classifications [] Arabic [] French [J Morwegian
Configure Sync Schedule 1 Bulgarian [ German [] Polish
Einished [] Chinese (Hong Kong S.AR.) [] Greek [] Portuguese
What's Mext [] Chinese (Simplified) [] Hebrew [] Portuguese
[] Chinese (Traditional) [ Hindi [] Remanian
[] Croatian [] Hungarian [] Russian
[] Czech [ Italian [] Serbian (Lati
[] Danish [ Japanese [] Slowak ‘
1 Dutch [] Japanese (MEC) [] Slowenian
English [] Korean [] Spanish !
[] Estonian [ Latvian [ Swedish |
[] Finnish [ Lithuanian [ Thai
£ > ‘
|
|

< Back Mext = Cancel |

On our Choose Products screen we actually choose operating systems and products we want to

pull down and store updates for.

% . Choose Products

Select the Microsoft products to be updated

EBefore You Begin - You can specify the praducts for which you want updates.
Microsoft Update e
Improvement Program
Choose Upstream Server Erezlticts:
Seeiy Py Soow WDW!ndows 10 Creator.s Update and Later Upgrade & Servicing Drivers -~
T P — ~[JWindows 10 Dynamic Update
- - [JwWindows 10 Feature On Demand
[IWindows 10 GDR-DU LP
Choose Classifications [ windows 10 GDR-DU
Lrmlpur= S SEvza iz [ JWindows 10 Language Interface Packs
Finished [ _]wWindows 10 Language Packs
What's Mext .[JWindows 10 LTSB
[ Jwindows 10 S and Later Servicing Drivers
[l Windows 10
[ IWindows 2000
~[Jwindows 7 |
[ JWindows 8 Dynarmic Update w |
< >

All proeducts, including products that are added in the future.

= Back Mext > Cancel
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Next, we choose our Classifications where we can set the types of updates for the selected
operating systems. This includes choices on Critical updates, drivers, feature packs, security

updates, etc.

E-a)

[ Choose Classifications

L Select the update classifications you want to download

Before You Begin = Wou can specify what classification of updates you want to synchronize.
Microsoft Update o

Improvernent Program
Classifications:

[1all Classifications
il Critical Updates
Definition Updates

[ Driver Sets
[Drivers
[1Feature Packs
Security Updates
Service Packs
[ATocls

Update Rollups
Updates
Upgrades

Choose Upstrearn Server
Specify Proxy Server
Choose Languages
Choose Products

Choose Classifications

Configure Synec Schedule
Finished
What's Mext

Al classifications, including classifications that are added in the future.

= Back Mesct = Cancel

Next is our Sync Schedule where we configure when we want a synchronization with our

upstream source server to happen. We can also set the number of synchronizations per day.

E |
r’ Set Sync Schedule
!'h..rl-
— Configure when this server synchronizes with Microsoft Update
Before You Begin fe You can synchronize updates manually or set a schedule for daily automatic
Microsoft Update o synchronization.

Improvement Program
Choose Upstream Server

Specify Proxy Server () Synchronize manually

Ehoosslfatauanges (O] Synchronize automatically
Choose Products =
Choose Classifications First synchronization: 24519 PM S

L

Configure Sync Schedule
Finished

Synchronizations per day: |1

) Mote that when scheduling a daily synchronization from Microsoft Update, the
What's Next synchronization start time will have a random offset up to 30 minutes after the specified
tirme.

= Back Mest = Cancel
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On the Finished screen, we can choose to Begin initial synchronization which will start pulling

down the updates that meet the criteria.

)

=
e

Finished
Finished initial configuration of your server

Before You Begin You have now finished configuring your WSS server. You can go on to launch the WSLIS
Microsoft Update 'a' Administration Conscole or start the initial synchronization.

Improvement Program -

Choose Upstream Server

Specify Proxy Server

Choose Languages

Choose Products

Choose Classifications Begin initial synchronization

Cnnflgure TE TErEEvls The initial synchronization with Microsoft Update or your upstream server can take
some time. The length of the initial synchronization depends on the number of
What's Mext products, update classifications, and languages you hawve selected, as well as the speed

of your Internet connection.

= Back Mlext = Finish Cancel

The basic summary screen tells us what we might want to think about doing next including

setting up SSL, creating computer groups, etc.

&
L)

Before ¥You Begin
Microsoft Update

What's Mext

Mext steps to get your WSLUIS Server integrated into your environment

Mext Steps: To fully configure your system, you should explore the following topics:

Improvement Program o 1. Using SSL with WSUS
Choose Upstream Server 2. Create compufer groups

Specify Proxy Server
Choose Languages

3. Assign computers to groups using Group Policy

4. Configure auto-approval rules

Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Mext

That concludes the basic Windows Server 2016 Install and Configure of WSUS.
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17-printer server in window server
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Printing and file sharing are the essential sectors for users, groups, organizations in a network.
Like in a network, there are a large number of printers with different varieties and there are an
enormous number of groups, users who need to use. As an administrator, you should know how
to install and configure print services in Windows Server to manage tens or hundreds of printers
in a network. As most of the modern printers have a network interface card and Internet
Protocol (IP) address can be assigned to the printers. Therefore, all users through the network
can access and use them. One of the most handful features in print services is print pooling by
which a number of printers are added to a pool. When one is performing a print job, other
printers perform the next print jobs sent to them. As you can grant priority access to a printer
from 1 through 99. When there are two print jobs in the print server, the user with higher priority
will get the job done before the another. In this lesson, we will learn + understand how to install

and configure print services fully in Windows Server 2016. Let’s get started.

PTP (Peer-to-Peer) Printing

Prini 3 -II"T Jl':ll'l
rinf (usun . . N
iRy | ks | o
! ",
R Ll R
Prinil Qe - h = -
:-u-:-m'm-. 4 = _:l_:u':g:l"'l}
= ) - bl A
o - =
— q.:-\."_":'_ Prifviar
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fwinamed | Sk | -+ P”nt EE‘N‘EI

i P
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17.1- Install Print Services Role in Windows Server 2016
Role Installation
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Open Server Manger and click on Add roles and features to install Print and document services

role.

= Server Manager — | o [

- Dashbl:)a rCi Manage Tools

Dashboard WELCOME TO SERVER MAMAGER

Local Server
All Servers
AD DS

DMNS QUICK START
File and Stora... I 2 Add roles and features

° Configure this local server

§EP

ns
Add other servers to manage

WHAT'S NEW
4 Create a server group

Hide

LEARM MORE

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups: 1 | Servers total: 1

Add roles and features

[n the Welcome we’ve got nothing to do at all. Click on Next button. [n Select destination server
page, elect the Select a server from the server pool. Select the server you want to install the role

on from the list below. Click on Next button.

[E5 Add Roles and Features Wizard — | = [=a

DESTINATIOMN SERVER

Select destination serwver SVR_Aiartig ool

Before You Begin Select a server or a wirtual hard disk on which to install roles and features.

Installation Type I @ Select a server from the server pool I
) Select a virtual hard disk

server selection

server Roles Server Pool
Features
Filter:
MName IP Address Operating System

SWVR-Atactig.local 192 1638.10.1, 1. Microsoft Windows Server 2012 R2 Datacenter Evaluatic

< | m | >
1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Next > Install
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Select a server from server pool

Put a check mark in the box next to Print and document services. A small windows pops up and
wants you to add some features for print services management. Click on Add features to install

management tools. If you don’t install the management features, you just install the core service.

ﬂl

Add Roles and Features Wizard =] = 2=
[ Add Roles and Features Wizard [N

Select serwver roles
Add features that are required for Primnt and Document
Services?

Select one or more roles to

Roles The following tools are required to manage this feature, but do not
have to be installed on the same server.

] Remote Server Administration Tools

- Role Administration Tools

A

[Tocls] Print and Document Services Tools

Include management tools {if applicakle)

Add Features Cancel
e Se ces
=

Print and document services

n the Print and Document Services page, provided essential information about the services to

be noted. Finally click on Next button.

= Add Roles and Features Wizard — | o s

. - DESTINATION SERWER
Print and Document Services SVR-Atscrig.local
BEefore You Begin Print and Document Services enables you to centralize print server and network printer management

tasks. With this role, you can also receive scanned documents from network scanners and route the

Installation documents to a shared network resource, Windows SharePoint Services site, or e-mail addresses.

Things to Note

Windows Server 2012 supports print gqueues using either Type 3 or Type 4 printer drivers.

= Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users

who are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server.

Print and Document Servi_.|

Role Serw

To enable clients to connect to shared print gqueues supported using Type 3 printer drivers on the
print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"ComputeruAdministrative TemplateshPrinters\Point and Print Restrictions™ group pelicy to configure
security prompts.

Confirmiation

If you are using Type 3 printer drivers and hawve any 22-bit clients, you must install the matching 32-
bit wversion of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Learn more about the Printer Server Role

= Previous | | Mext > nsta Cancel
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Print and Document Services
[n the Select role services page four options are visible:

Print Server: It is the actual print server. Selecting this option you can manage print services

components as printers and drivers and furthermore things.

Distributed Scan Server: allows you to send scanned images to specific users or  groups in the

domain.

Internet Printing: [t creates a web page and gives the access to printer clients using printers

through LIS web server.

LPD Service: This option enables UNIX clients running line printer remote (LPR) to send

print jobs to Windows printers. | install only Print Server.

= Add Roles and Features Wizard == -

DESTIMATICON SERVER

Select role services SVR-A tactiglocal

Before You Begin Select the role services to install for Print and Document Services

Installation Type Role services Description
Server Selection m— Print Server includes the Print
1EZRPrint Serve Server includes the Frint
Server Role — Management snap-in, which is used
L] Distributed Scan Server for managing multiple printers ar
Features [ Internet Printing print servers and migrating printers
Print and Document Servi [ LPD Service to and from other Windows print

SEMYErS.

Role Services

Confirmation

< Previgus | | Next > nsta Cancel

Select Role Services
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We’re almost done. Click on Install button for installing the role on server. No reboot is needed.

= Add Roles and Features Wizard

Confirm installation selections

_ _ Print Server
Role Services
_ ~ ) Remote Server Administration Tools
Confirmation L A
Role Administration Tools

Print and Document Services Tools

Export configuration settings
Specify an alternate source path

< Prewvious Mext >

_ﬂ-

DESTINATIOMN SERWER
SWR-Atactig bocal

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

server S o OCptional features (such as administration toocls) might be displayed on this page because they have
- been selected automatically. f you do not want to install these optional features, click Previous to clear
SErvEr S their check boxes.

Featuras

Frint and Document Servi_. Print and Document Services

e

| Install | | Cancel

Confirm installation selections

Configure Print Services in Windows Server

First of all we need to add some printers and drivers on the server and manage them.

Open Server Manager, click on Tools dropdown menu and select Print Management services.

Using this tool we can add and manage print services easily.

Active Directorny Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimiz=s Drives
DHCP

DS

Evrent Wiswwear

Group Policy Management

Internet Information Services (115} Manager
ISCSI Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Scources (64-bit)

Performance Monitor

| Print Management §

Rescurce Monitor

Security Configuration Wizard
Services

System Configuraticon

System Information
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Server Manager

tA=h Print Management | = | = e

File  Action View Help

<+ =|[@ = H[=

&1 Print Management Mame Actions
4 [F Custom Filters T/ Custam Filters Print Management -
=l All Printers (3] = Print Servers .
=1 All Drivers (2) B Deployed Printers More Actions r

| Printers Mot Ready
- Printers With Jobs
E] f| Print Servers
F f| SVR-A (local)
|+ Dirivers
e Forms
4 Ports
= Printers
p= Deployed Printers

While Print Management tool is opened. Expand Custom Filters on the left pane to see the

custom filters. You see four default filters:

All Printers: It shows the list of all printer connected to the domain from all print servers.

All Drivers: You can see a complete list of all drivers available for your clients through all the

domain.

Printers Not Ready: It shows you list the servers which are not available to clients. They don’t

work, fix them.
Printers With Jobs: Shows the list of printers currently doing print jobs.

Below Custom Filters another option is visible by the name Print Servers. Expand it to see all the
print server in your domain. You can add all print servers in the domain here for easy

management. Just right-click on Print Servers and select Add Server and go on.

add printer

259
2 mlla addiae ki


https://www.tactig.com/wp-content/uploads/2016/10/img3-min-2.png

Print Management tool opened, expand Print Servers and right-click on the server and select

Add Printer option.

File Action View Help

== =@ = 8=

@ Print Management
a4 7 Custom Filters
| All Printers (3)
(] All Drivers (8)
(%] Printers Not Ready
| Printers With Jobs
4 & PrintServers

Name

|#%| Drivers

iw Forms
@ Ports

=== Printers

a SVR-A-« O
[#£) Dr IAdd Printer... |
& Fo Export printers to a file...
@ Pc Import printers from a file...
sl De;:)ny:; Set Notifications...
' Properties...
View
Export List...
Help

More Actions >

In the Welcome page we’ve nothing to do so just click on Next button. In the Printer

Installation page select the Add a new printer using an existing port. Elect a port and hit Next

button..

Printer Installation
Pick an installation method.

) Search the network for printers

) Add a TCP/IP or Web Services Printer by IP address or hostname

I@ Add a new printer using an existing port:

[LPT2: (Printer Port)

() Create a new port and add a new printer:

| Local Port

= Back
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In the Printer Driver page select Use an existing printer driver on the computer option. From the

drop-down list select a driver that matches your printer device manufacturer and model.

Printer Driver
Pick a driver for the new printer.

) Use the printer driver that the wizard selected

| Compatible driver cannot be found.

E) Use an existing printer driver on the computer I

| HP Color Laserlet 2700 PCLE Class Driver L

0 Install a new driver

<Back || MNewa> | [ cancal

Use an existing printer driver

Now you need to type a name for the printer in the box shown in the picture below. Below the
Printer Name you can also see another option: Share this printer. As a result you can choose a

share name and location for the printer. If needed you can leave a comment for users guidance.

Printer Name and Sharing Settings
You can give the printer a friendly name and specify whether other people can use the printer.

Printer Mame: I HP Color Laserlet 2700 PCLE Class Diriver (Main Office) I

[+] Share this printer

Share Mame: | HP Color Laserlet 2700 PCLE Class Driver (Copy 1] |

Location: | Pain office |

Comment:

<Back |[ Mext> | [ cancel
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Printer Share Name and location

5. Finally we are done with adding printer on a server. Just click on Finish button to finish the
wizard. While finished the wizard you can find the printer in All Printers option in the left pane. If
you would like to print a test page selecting Print a test page at the bottom of the wizard also you

can add another printer

o= Network Printer Installation Wizard -

Completing the Network Printer
Installation Wizard

Status:

Printer installation succeeded.

Your printer has been installed successfully.

To test the printer, select Print test page, and then click Finish,

To install ancther printer, select Add another printer, and then

click finish.

[ | Print test page

[ Add anather printer

< Back Finish Cancel
Finish the wizard
Add Driver
Q22901 pdjq dainoll aSpullg il ¢gi Juidl
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Maybe you need different kinds of drivers for client computers to use be able to use print device.

So you need to have 32-bit and 64-bit drivers.

First of all you need to right-click on Drivers option below the server which you want to add

File  Action Wiew Help

driver to. Select the Add driver option.

+==| =@ © = Hm@

f=h Print Management
a 7| Custom Filters
=1 All Printers (5)
=21 All Drivers (9)
=#1 Printers Mot Ready
%71 Printers With Jobs
- i Print Servers
4 5 SWR-A (local)

Drriver Mame

@ Cancon iPR CE010WP Class Driver

@ Canon iPR CYD00WP Class Driver

@ HP Celor Laserlet 2500 PCLE Class Driver
@ HP Celor Laserlet 2700 PCLE Class Driver

@ Microsoft enhanced Peint and Print comp...
@ Microsoft enhanced Point and Print comp...

|#] Microsoft XPS Document Writer wd

@Po

Manage Drivers...

Gateway
Gateway PS5

= P Wiew

p= Deployed

Environment
Windows x84
Windows x64
Windows x64
Windows x64
Windows x84
Windows MNT x8€
Windows x64
Windows x84
Windows x64

More Actions

[n the Welcome page we have nothing to do. In the Processor Selection page you need to specify

which kind of processors do your clients use. You can one or both of the options and hit Next.

Processor Selection
Each processaor uses its own set of printer drivers.

Select the processor of all computers that will be using this driven

Processor
[w] Bt
] =86

<Back ||
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Processor selection

[n the Printer Driver Selection page you need to specify two things. First of all you should specify
your devices’s manufacturer. Secondly specify the printer model. In addition to these you have

one more useful option. If you have driver on a disk, you can click on Have Disk button and find

path of the source and add it.

=y Add Printer Driver Wizard [ == ]

Printer Driver Selection
The manufacturer and model detemine which primter driver to use .
=

{ Select the manufacturer and Mmodel of the printer driver to install. If the driver you want is not
= listed, click Hawe Disk to select the driver you want.

If Windows Update is awvailable, click it for more drivers for this processor.

Panufacturer -~ Printers

-

ERlIHP Color Laserlet 1600 Class Driver
SN HP Color Laserlet 2500 PCLE Class Diriver

InfoPrint

infotec =l HP Color Laserlet 2500 PS Class Driwver
KOO8 BAII O LTS CalHP Color Laserlet 2550 PCLG Class Driver -~
Kwocera el < (L >
o] This driver is digitally signed. | Windows Update | | Hawe Disk... |
Tell me why driver signing is important
[ <Back || Mext = | [ Cancel |

Printer Driver Selection

We are done and the driver was added to the server. So click on Finish button due to finish.

= Add Printer Driver Wizard x|

Completing the Add Printer Driver
Wizard

¥ou have successfully completed the Add Printer Driver
Wizard.

You are about to add the following drivers:

HP Coler Laserlet 2500 PCLE Class Driver, x64, Type 4 - User
Mode

To close this wizard, click Finish.

<Back || Finish | [ Cancel
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