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Web browser market share, December 2009

Internet Explorer (62.7%)
[H Firefox (24.6%)

Chrome (4.6%)

Safari (4.5%)

Opera (2.4%)

Other (1.2%)

Data source: Net Applications www.pingdom.com

Web browser market share, December 2010

# Internet Explorer (46.9%)
Firefox (30.8%)
Chrome (14.9%)
Safari (4.8%)
Opera (2.1%)

Data source: StatCounter Global Stats www.pingdom.com
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IC:\Documents and Settings\user>netstat —an

Address State
LISTENING
LISTENING
LISTENING
10864 ESTABLISHED
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:1866 ESTABLISHED
11865 ESTABLISHED
. LISTENING
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File View Favorites Tools Commands Window Help

«j«muuwm g At BB BEDNRl S
D .
z _‘_STaPPBoRNN) [1987] [+ mMngstu]
_STaRRBoPNN) [166] [+ngstu]

] I s72RREGRNIN) [118] [+ Mngstu]

1o S Thu Oct 07 15:08:49 2010

DDoSeR 3.62 - Registered To: Hack a Day

Menu
Main IPasswords | Logs | user chat | Settings |

Zombies Online: 1309 l Status I Version ] Country | (8] ] ;‘
E212.68.243.218 Idle... 3.61 Australia windows XP x32 | ——
58 1588.24.107.155 Idle... 3.61 Australia windows %P x32
B879.115.239.93 Idle... 3.61 Australia windows 7 x32
EH194.42.154.170 Idle... 3.61 Australia windows %P x32

88 195.189.209.52 Idle... 3.61 Australia Windows XP x32
&859.34.97.187 Idle... 3.61 Australia windows XP x32
&H79.114.255.50 Idle... 3.61 Australia Windows XP x32
79,117.95.151 1dle... 3.6 Windows X
E39.45.39.224 Idle... 3.61 Australia windows XP x32
BHs56.121.70.129 Idle... 3.61 Australia windows XP x32
B8s2.78.36.104 Idle... 3.61 Australia windows %P x32
&H194.187.121.20 Idle... 3.61 Australia windows %P x32 L]
victim: [151.205.177.187 Type: [upp ¥ Port:fzs Frea: |Medium ¥
UDP Flood Timer
‘ Packet Size: ]6500 Packet Number: ]6500 Delay (ms): |40 ‘ [T Use Delay{ms): Isoooo

Start Flood | Stop Flood |
|Socket Status: 82.141.95.55 Disconnected \Peak: 1310 |Uptime: 1213

Legend
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: doddo Siluilaa :: e\ilil] e j=l|

oAt W e By ¢ Uadl) S8 ¥ a8y Salas W 8 g Liaod o383l Jibua g
. alad) slaa¥l g paall cilbles CBYY Cilia (e il

LS g bl ¢ s dlhg 2010 pley 2009 plad cliilas) 7 shaiag
1r ol Lilga uaay La agh g ¢ Cprasdinal) dlac a3 g < i3y

NumbET Of: Span“s emails Ema il use rS Computer viruses

Internet users Watched videos Websites

Blogs Emails 5("“’.‘?',,;,:‘.,1 images Domain names in 2009

Email

o 90 trillion — The number of emails sent on the Internet in 2009.

Lot} 5 ) el 33 ; o il

o 247 billion — Average number of email messages per day.

o s JS L AT Jilu )l axe

o 200 billion — The number of spam emails per day (assuming
81% are spam). Z\.‘u)d\ Fla ) pa Al Lag 93”3‘ gé bl Jilwyl aas

Websites

e 234 million — The number of websites as of 2009
o i V) a8l g 22

Social media

o 126 million — The number of blogs on the Internet (as tracked
by BlogPulse).<i i) 8 <l gaall 2ue

o 84% — Percent of social network sites with more women than
men,Us A gSaa dpudl) Lk Jla 1l 4 e sleadl) dpesd

« 350 million — People on Facebook.& s (!l Gilibua a3

Videos

o 1 billion — The total number of videos YouTube serves in one
day.ba s ghialia oy (3 Cla gadl) sae

o 82% — Percentage of Internet users that view videos online
(USA). S0l (B (g 522l ¢ 938l (e dpud
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Web browsers .. dxallall ziaill za) s (raddioe A

Web browser market share, December 2009

Internet Explorer (62.7%)
Firefox (24.6%)

Chrome (4.6%)

Safari (4.5%)

Opera (2.4%)

Other (1.2%)

EE00OEE

Data source: Net Applications www.pingdom.com

Malicious software 3_lall cliaa yll

o 148,000 — New zombie computers created per day (used in
botnets for sending spam, etc.)

o Cui gl 833N (ha ddad) 138 Ayt ATy a6y JS

o 2.6 million — Amount of malicious code threats at the start of
2009 (viruses, trojans, etc.)

o il AN cilug pdl) 2

o 921,143 — The number of new malicious code signatures added

by Symantec in Q4 2009.
o LB i3 A8 ik U8 (e ABEISAY) il g 4l culad gl dae

Internet 2010 in numbers

Number of: Spam emails Ema Il LUISErs Hostedimages
Internet users Watched videos Websites

Blogs Emails sent Domain names in 2010

e 107 trillion — The number of emails sent on the Internet in
2010.

o 294 billion — Average number of email messages per day.

o 1.88 billion — The number of email users worldwide.

o 480 million — New email users since the year before.



http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/
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o 89.1% — The share of emails that were spam.

o 262 billion — The number of spam emails per day (assuming
89% are spam).

o 2.9 billion — The number of email accounts worldwide.

o 25% — Share of email accounts that are corporate.

Websites

e 255 million — The number of websites as of December 2010.
e 21.4 million — Added websites in 2010.

Internet users

o 1.97 billion — Internet users worldwide (June 2010).
o 14% — Increase in Internet users since the previous year.

Internet users divided by region, June 2010

Asia (42.0%)
| Europe (24.2%)
North America (13.5%)
Latin America / Caribbean (10.4%)
Africa (5.6%)
Middle East (3.2%)
Oceania / Australia (1.1%)

Data source: Internet World Stats www.pingdom.com

Social media

o 152 million — The number of blogs on the Internet (as tracked
by Blog Pulse).

o 25 billion — Number of sent tweets on Twitter in 2010

e 100 million — New accounts added on Twitter in 2010

o 175 million — People on Twitter as of September 2010

o 600 million — People on Facebook at the end of 2010.

e 250 million — New people on Facebook in 2010.

o 30 billion — Pieces of content (links, notes, photos, etc.) shared
on Facebook per month.

o 70% — Share of Facebook’s user base located outside the
United States.
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Videos

o 2 billion — The number of videos watched per day on YouTube.

o 35— Hours of video uploaded to YouTube every minute.

o 186 — The number of online videos the average Internet user
watches in a month (USA).

o 84% — Share of Internet users that view videos online (USA).

o 14% — Share of Internet users that have uploaded videos online
(USA).

o 2+ billion — The number of videos watched per month on
Facebook.

e 20 million — Videos uploaded to Facebook per month.

Images

o 5 billion — Photos hosted by Flickr (September 2010).

o 3000+ — Photos uploaded per minute to Flickr.

o 130 million — At the above rate, the number of photos uploaded
per month to Flickr.

o 3+ billion — Photos uploaded per month to Facebook.

o 36 billion — At the current rate, the number of photos uploaded
to Facebook per year
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ad g ¢ Y Aa Ao gug ULE AaBiY) AS) ¢ (uS) Jedig Jadl) U
(s | paadiy al Cran Sl aURH agd Lo i g ¢ Lgad g ol R Gulé ) Caldis)
dacd aly J1 Jhe Ao g Jane g Jgo ¢ glad) addiioeall QU ATY 53 gasa oSH) Jlae
A () quag B ggdiall gal ) ST o) ) ABLGYL 13 ¢ aY) AS A A
3589 O s A Taa Agas cililan) Ay ¢ Sl B 8 Y) g 2 (uS) Jgalng

 Adlidal) Jaudal) daki) ¢l laal pa e Ao g JI ke (o oS

Windows XP is the most popular operating system. The Windows family
counts for almost 90%:

2011 Win7  Vista Win2003] WinXP| W2000 Linux Mac
January 31.1%,  8.6% 1.0% 45.3% 0.2%  5.0% 7.8%
2010 Win7  Vista Win2003] WinXP| W2000 Linux Mac
December 29.1%  8.9% 1.1% 47.2% 0.2%  5.0% 7.3%
November 28.5%  9.5% 1.1% 47.0% 0.2%  5.0% 7.7%
October 26.8%  9.9% 1.1% 48.9% 0.3%  4.7%| 7.6%
September 24.3% 10.0% 1.1% 51.7% 0.3%  4.6% 7.2%
August 22.3% 10.5% 1.3% 53.1% 0.4%  4.9% 6.7%
July 20.6% 10.9% 1.3% 54.6% 0.4%  4.8% 6.5%
June 19.8% 11.7% 1.3% 54.6% 0.4%  4.8% 6.8%
May 18.9% 12.4% 1.3% 55.3% 0.4%  4.5%| 6.7%
April 16.7%, 13.2% 1.3% 56.1% 0.5%  4.5%| 7.1%
March 14.7%, 13.7% 1.4% 57.8% 0.5%  4.5% 6.9%
February 13.0% 14.4% 1.4% 58.4% 0.6%  4.6% 7.1%
January 11.3% 15.4% 1.4% 59.4% 0.6%  4.6% 6.8%
2009 Win7  Vistal Win2003, WinXP W2000 Linux Mac
December 9.0% 16.0% 1.4% 61.6% 0.6%  4.5% 6.5%
November 6.7% 17.5% 1.4% 62.2% 0.7%  4.3%| 6.7%
October 4.4% 18.6% 1.5% 63.3% 0.7%  4.2%| 6.8%
September 3.2% 18.3% 1.5% 65.2% 0.8% 4.1%| 6.5%
August 2.5% 18.1% 1.6% 66.2% 0.9% 4.2% 6.1%
July 1.9% 17.7% 1.7% 67.1% 1.0%  4.3%| 6.0%
June 1.6% 18.3% 1.7% 66.9% 1.0% 4.2%| 5.9%
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Bios Setup Utility ¢ (8AN 5 dlaad) 03¢d 5 JulaiVL bl 7 s 128
B sgeial) S i) (zand
This AmiBios Require you to press DEL key to enter setup

AMIBIOS(C)2006 American Megatrends, Inc.
BIOS Date: 03/02/06 20:15:54 Ver: 09.00.07

Press DEL to run Setup

Checking NVRAM..

now you will see some similar screen and choose the BOOT option and choose Boot
Device Priority and choose first boot device to CDROM and second boot device to
HARD DRIVE You can press F10 to save settings.

BIOS SETUP UTILITY
Main Advanced Power Security Exit

» Boot-Time Diagnostic Screen:[Enabled]
» QuickBoot Mode: [Enabled]

» Scan User Flash Area: [Disabled]

» After Power Failure: [Last State]

» On Modem Ring: [Power On]
» On LAN: [Power On]

I I
1st Boot Device

2nd Boot Device [Hard Drive]

» Hard Disk Drives
» Floppy Drives
» CDROM Drives

Specifies the boot sequence from the available devices
+ - Change Option

F1  General Help

F10 Save and Exit

(c)Copyright 1985-2006, American Megatrends, Inc.

On Award Bios you will see some similar screen and choose the right key to Enter
setup
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Award Modular BIOS v4.51PG, An Energy Star Ally
Copyright (C) 1984-98, Award Software, Inc.

ASUS P2B-DS ACPI BIOS Revision 1012B

Pentium III 650Mhz Processor
Memory Test : 262144K OK

Press DEL to run Setup
08/05/00-i440BX-P2B-DS

Now choose Advanced Bios Features

Phoenix - AwardBIOS CMOS Setup Utility
> Standard CMOS Features

> Advanced BIOS Features
> Advanced Chipset Features
> Integrated Peripherals

> Power Management Setup
> PnP/PCI Configurations

> PC Health Status
Frequency/Voltage Control

Load Fail-Safe Defaults

Load Optimized Defaults

Set Supervisor Password
Set User Password

Save & Exit Setup
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and set First Boot Device to CDROM and Second or third to HDD-0 and Press F10 to
save it.

Phoenix - AwardBIOS CMOS Setup Utility
Virus Warning
CPU Internal Cache
External Cache
CPU L2 Cache ECC Checking
Processor Number Feature
Quick Power On Self Test
First Boot Device
Second Boot Device
Third Boot Device
Boot Other Device
Swap Floppy Drive
Boot Up NumLock Status
Gate A20 Option
Ata 66/100 IDE Cable Msg.
Typematic Rate Setting
Security Option
OS Select For DRAM > 64MB
[Disabled]
[Enabled]
[Enabled]
[Enabled]
[Enabled]

[Enabled]
[CDROM]

[Floppy]
[HDD-0]
[Enabled]
[Disabled]
[On]

[Fast]
[Enabled]
[Disabled]
[Setup]
[Non-OS2]

On some Dell Systems you can enter bios by pressing F2
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F2 = Setup
F12 = Boot Menu

Now choose Boot Sequence and then arrance 1 to CD-Rom by pressing - + and press
space to enable it
Press ESC and choose save settings and exit

Dell - Dimension 8100
Intel Pentium 4 Processor: 1.30 Ghz
LEVEL 2 Cache: 256 KB Integrated

System Time
System Date

Primary Drive 0
Primary Drive 1
Secondary Drive 0
Secondary Drive 1

Boot Sequence
* 1. IDE CD-ROM Device
* 2. Hard-Disk Drive C:

SPACE to enable/disable | +,- to move down/up

System Memory
AGP Aperture
CPU Information

Up/Down to Select | SPACE +,- to Change | ESC to Exit

On some Dell Systems you can enter bios by pressing F2

Boot Device Menu

2. Diskette Drive
3. Hard-Disk Drive C:
4, IDE CD-ROM Deyvice

Enter a choice: 1

36
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Sometimes you can press F12 to temporary boot from cd on some Dell Systems

PhoenixBIOS 4.0 Release 6.0

Copyright 1985-1999 Phoenix Technologies Ltd.
All Rights Reserved

Copyright 1996-1999 Intel Corporation.
4S4EB2X0.05A.0009.P08

Micron Electronics, Inc.
Intel(R) Pentium(R) III processor 450 Mhz
640K System RAM Passed

255M Extended RAM Passed
512K Cache SRAM Passed

Press F2 to Enter Setup

Press F2 to enter bios setup

ROM PCI/ISO BIOS (P2B-DS)
CMOS SETUP UTILITY, AWARD SOFTWARE, INC.

STANDARD CMOS SETUP
BIOS FEATURES SETUP
CHIPSET FEATURES SETUP
POWER MANAGEMENT SETUP
PNP AND PCI SETUP

LOAD BIOS DEFAULTS

LOAD SETUP DEFAULTS
SUPERVISOR PASSWORD
USER PASSWORD

IDE HDD AUTO DETECTION

SAVE & EXIT SETUP
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and set Boot Sequence to A,CDROM,C and Press Esc and then F10 to save it.

ROM PCI/ISO BIOS (P2B-DS)
CMOS SETUP UTILITY, AWARD SOFTWARE, INC.

CPU Internal Core Speed
Boot Virus Detection
Processor Serial Number

CPU Level 1 Cache

CPU Level 2 Cache

CPU Level 2 Cache ECC Check
BIOS Update

Quick Power On Self Test
HDD Sequence SCSI/IDE First
Boot Sequence

Boot Up Floppy Seek

Floppy Disk Access Control
IDE HDD Block Mode Sectors
HDD S.M.A.R.T. capability
PS/2 Mouse Function Control
OS/2 Onboard Memory > 64M
MPS 1.4 Support

650Mhz

Enabled

Disabled

Enabled

Enabled

Disabled

Enabled

Enabled

IDE

A,CDROM,C

Disabled]

R/W

HDD MAX

Some Computer has Option to temporary boot from Cd/Hdd/Floppy/Usb Device, Just

keep tapping the F8 button to get Boot Menu and Now choose your manufacture of
CDRom.
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Setup is inspecting your computer’'s hardware configuration...

568 OY) Ll ¢l LAl ehat jedan s o AN A ) MasY) LGl A oda
o 2y U] Lganiinn A ¢ Ay Ay ) clilal) Jaay

Press FB if you need to install a third party SESIT |

Enter kil yaa aUsd cu il 4y o a5 AGLA) o
. Ceiliall da gt (e R s D) ayand) aUall) 3l L
| S S A0 Alaad) S g ¢ yaa oS ol Epter btudaiu lagh g

- -
I I O VI
Windows XP Proafessional Setup

Welcome to Setup.
This portion of the Setup program prepares MicrosoftdR)
Windows<{K> XP to »un on your computer.

« To set up Windows BP now, press ENTER.

e To wvepair a Windows XP installation using
Recovery Console. press R.

« To guit Setup without installing MWindows BP. press F3.

TER=Continue R=Repair F3-




doad i) 5 jeal) dlaa g Chal i) fia) 5 ga

aladiny) A8 Jlo 3l g8 al Al BBl g o) g pilial) A ol (e F8 ) Jaiias

Windows = Licensing Agreement

Microsoft Windows XP Profes=ss
END—USER LICENSE AGREEMENT

IMPORTANT READ CAREFULLY =

Licens figreement <Y EULA'D < greement betweesn vou

Cedither an individual 2 and Micr»ozsoft

Corporation for i roduct denti i above .

which includes o asz=ociated

media. printed lectronic documen

and Intexrr - An anmnendmen

addendum PyroductT. YOU AGRE

BOUND BY E

INSTALLING.
IF

& nme

oy WMEO AT L o
0 I

e

im0

THE

TOF

GRANT OF 2 3 t grants vou the following
prou 2 v wit all tewrms and conditio
this
ilation s
a1
rerminal oy he
roduct mav not be
© any one time o

Enter bl & ¢ 4de cn il b 5 oA e Al LSRG o 680

- 3

Windows KP Professional Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Use the UP and DOWN REROW kevus to select an item in the list.
set up Windows BP on the selected item. press ENTER.
create a partition in the unpartitioned space,. press C.

idelete the selected partition, press D.

4895 MB Disk 8 at Id 8 on bus 8 on atapi [MBRI1

ER=Insta D=Delete Partition F=Quit
NTFS ¢S O 1 Juady ¢ dgle cudiil) oy 5 g 4) anadll) digd £ o3 LA Uid
Lpa sl B g 80 2SIy Jadis (85 FAT aldad (e £ pual g 1S Jua] 43y el g
(2 i) sa Jo¥) shaad) LA Y Cpaldall) o

Windows XP Profe ional Setup

The partition you selected is formatted, Setup will now
format the partition.

Use the UP and DOUN ARROW key
you want, and then press ENTE

If you want to select i gre partition for Windows XP,
press ’

Format the 21ding the FA’ ile s tem (Quick?
Format using the i ;
Format the art uszing the
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LAl ) sy o5 ¢ da U0 cililal) gy faes
Windows XP Professional

Please wait while Setup formats the partition
Partitionl [New <Ra > 4887 HMB < 4886 HMEB freed
on 4895 HB Disk 8 at Id 8 on bus 8 on atapi [MBR1.

Microsoft® j

Wlndows

Professional

gUde JUA) dlia callai La LIS g ¢ &y dualdld) culalaey) audai 1 jedas oda
geali i YO (a (98%a ga g Aduadl) (udi & o239 Product Key gl
Agar gl AaBY) o o il aag V) Jadl i (gf cundil qu o A glaa aany

LAde o) Al (o add (e ()SaT s

=
* 2 Windows "/

Windows XP Professional Setup - =1
Collectng

information Regional and Language Options Tam—Z
You can customize Windows »F for different reqions and languages “_h

(]

Dynamic
Update:
‘Preparing

installation - Reaional and Language Options allow, $nu to change the way numbers. dates,
€ curesncies and the time are displaged. You can also add support for additioral
lassofinn languages, and change your location setting

The Standaids and formats setting i= ssl ta English (United States)] and the
locationyis zet to United Siates.

To changs these settings, click Customize: Customize.,, |

Texl Input Languages allow you to enter text in-marnys diffsrent Ianguages using
a warnsty-of input methods and devices:

Your detault text input language and method is: US keyboard layout

Taoview or change your current configuration _ click Betails. Details,,, |

<-Back:

PNt >
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Migrosoft

2 Windows

Who will use this computer?

Type the name of sach person witowll| use this sompuler YWinds vill creale 3 separats yseraccount foreach p 0 you
Lan personalize e wayynuwan Windows tn organize and display information, protedt yaur files and cormputer s and
Lislomize the deskiop

‘ol narme Daniel Petr|

20t Lisar,

A1h User

Wihern you' start Wind
litmitparm
stlick Control Panel on Ihe

9)

Farlieln,
click here ar press H

daaiiy Algaw leaal) ¢ Jalsly XP by ali cudfi 85 (68 Vigag
A gl) Al (i 3y g 2y

v ol QM (188 g
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Windows Seven 7
Ga S (g e b AdSly ¢ g g Sl AS i (e YY) (s gl sl
33 o st 5 SIA dllgiay A dldy Gutlall Lagad Guadiiull
CAle Jaad ¥ cilbiaa ) (e S O ) ABLEYL ¢ dagadl)

il O grodiony Gadll g Cagdpall pla ) (S]] daghd aad 13
gilial ga gt gf ¢ paina (S agd g

o fidall e @33\3 addl) jgalsgol) Zlil) as Ll il il cpa S case g g
¢ Opaddicaal) oAl Baa) giall 3 gAY alina Jo Jamy ¥ (o)) Cilag peall Bas ay
.wa‘#ﬂj&\gmww\&Eﬂ&m\sJJﬂsJWQgé
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O ENBY) Al () B g (B (o () Jedlig g Omdaw galg Candll AL
Aacy) AdLE ) Jsdall Al s A5l 3) pal) Jaudal) aUaS g giad Al 43) gud)
yaaxi Al PRARAY R AGLEN ol yedai Ad) ghaly) pudag day ¢ laa ajliilh

Ao ) dlasy) AELE Jsaal

windows is loading files...

10 A JSddl dlas ) mllaa e L
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¢ Capfiill 4 gllaal) dpal y38Y) Al & LA iy Lia

% Install Windows

Language to install

R EELERETUE ISR LB English (United States) X

your language and other preferences and click “Next” to continue,

Windows 7
For testing purposes only. Build 6801

Install now ’:}\

What to know before installing Windows

Repair your computer

Windows 7
For testing purposes only. Buid 6801

daal) ga adlgl Ul ol T accept L) bial kg addical) ABLE)  jedan

-
7 4 w ‘
wtﬂ
Please read the license terms

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS

MICROSOFT PRE-RELEASE WINDOWS 7 OPERATING SYSTEM

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the pre-
release software named above, which includes the media on which you received it, if
any. The terms also apply to any Microsoft

0 updates, D}

0 supplements,

Internet-based services, and

1 Collecting information

2 Installing Windows
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Upgrade
Keep your files, settings, and programs and upgrade Windows.
Be sure to back up your files before upgrading.

Z Custom (advanced)
v Install a clean copy of Windows, sefect where you want to install it, or make changes
| to disks and partitions,
This option does not keep your files, settings, and programs,

Help me decide

1 Collecting information 2 Installing Windows

dy ) A3l A gl Drive options ) & B&ic ¢ @ludl B cuds
ual &Y & LA

Where do you want to install Windows?

| Name Total Size| FreeSpace] Type

}. = Disk 0 Unallocated Space 9.0 GB 9.0 GB

+4 Refresh

&4 Load Driver

1 Collecting information 2 Installing Windows
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Where do you want to install Windows?

I Name Total Sizel Free Spacel Type

‘1 7 Disk 0 Unallocated Space 9.0GB 9.0 GB

44 Refresh )‘\ Delete

&4 Load Driver :3& Extend

1 Collecting information 2 Installing Windows

oad L) ala oh LaS 4S5 1Y) ¢ Jo¥) andll o3y 5 1) paal) oeh Al
. &Lhagﬂhﬁs aal g

g AT INsTal wWinaows

Where do you want to install Windows?

| Name Total Size| Free Spacel Type

5 V Disk 0 Unallocated Space 9.0 GB 9.0 GB

44 Refresh f( Delete & Format 36 New

* Load Driver S Extend see [p16 = MB p Cancel

1 Collecting information 2 Installing Windows

46
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dua a3 AT (o B eL&) a5 Y S Cancel hival Alu ) ol ggds 2ic

Ay aldla (g gy

Where do you want to install Windows?

| Name

Total Size I Free Space | Type

=

1 Collecting information

Disk 0 Unallocated Space 9.0 GB 9.0 GB

Install Windows ﬁ

To ensure that all Windows features work correctly, Windows might create
additional partitions for system files.

2 Installing Windows

(& JalS g Cofia plii) el jlal ) msun g oL gty oY) Ty Un

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

Copying files (0%) .
ling files

Exp

Completing installation

1 Collecting information

2 Installing Windows

¢ cldeall oda (e JS) Gl DA (e dadia Saclua o J guaall ankaiad
Lgaall Jdo clia la 1) 3 pmay Ciga g ) Ay, Lay ki g

.WJﬁ\O‘ﬁqu\éoéﬁu\gca.«a&\
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Microsoft Virtual Machine golips 2 i

GAAEY) (ra Gu—iSll g ¢ Cruanadiiall g 3) gl ) galdll adl Cha tiag
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T, Etind - Mkrocof Virtual S 2004 - X

»

T Waeg00) fro 574

Nowwe
‘£ Barrany

Wese
] oo

B M5-DOS 7.1 - Microsoft Virtual PC 2004
e Ede CO Mopgy  Hep

B w’
Lt 1

Built on NT Technology

Putrg oo AENESEEEN 0000
Coprmit © 1905197 Maonolt Crparation

~ AN LN CRLPRN S
istart eRLCI@g - SO0« B0 Evnarccn. [yrashcoir- B wexoorn.- (B s o, B wsoos i L ML s

BIA e Jand A cpe mand) ¢ 7 Al 13 DA (e ) O3 ABali La 12
¢ fadl) Clia Ay jadg ¢ £1 Y15 Al il pde i andaid ¢ LY elalas
. Ll daiad) g ¢ ddabodl g Adld) 4408 B £ gua gall daieu g Uina polid

@ & 10 (oh g alai pLA) &) glad

gparted:so WIN9SSEGIMG \WinS8seiiso dc2114:nicibin

el s o1S Zmallpdl il day )
FrrenE
Win31=15bin Win31=21bin Wit ':;. ‘.: : win31:41bin e:s File ! * o e ¢ Js‘

& virtual PC Console
Action Help

[ e s v
Virtual Disk Wizard \ o I
optons — Ly Laalia) LAY leday

Exit
=]

New Virtual Wizard

. R ?LES

49




doaddd) 5 3eaY) dlaa g (pal il sis) 5 g4

New Virtual Machine Wizard

Welcome to the New Virtual Machine witv A M — \‘
Woad JAi > Next

This wizard helps you create and configure a new virtual machine
or add an exdsting virtusl machine to the Virtual PC Console.

. - - -
eLdi) dla j pa Aadldl) 3 gladll
The virtual machine configuration is stored in & .vmc file. £

To continue, click Next. . .i;i: S‘ &w JS\J Q.’MJ ew

| Next > !kl l Cancel J

New Virtual Machine Wizard .
- v ‘ - a0
= GAd ga g« Jg¥) JLAD Jlas v
You can create a new virtual machine or add an existing one to the Virtual PC Console. E

sin . daleeay ¢ aa dlu a3l plail
(@) Creste a virtual machine 5

This option guides you through the basic configurations necessary for creating a new virtual
machine.

“ - o 'y F £
- $ (P 3 1
(") Use default settings to create a virtual machine dh ‘U'S..'\S LSJ-\MJ ¢ u RREW) HJ‘
You can automatically create a .vmc file with default settings. The resulting virtual machine will
not have a virtual hard disk associated with it, so you will have to select one using the Settings
dialog.

- - - « A
() Add an existing virtual machine oo A-QJUM H“M‘ ‘A
You can add 8 virtual machine to the Virtual PC Console from existing .vmc files. -

[ <Back | wNex> %][ Cancel |

New Virtual Machine Wizard
Virtual Machine Name and Location = Y-} ‘93‘ w‘ m; . ] s A . 'i s " i
The name you specify will sppear in the list of virtual machines in the Virtual PC Console. E - ? U J -

Type the name for the virtual machine file. Choose a name that wiil help you identify this virtual - “ - Y
machine's hardware or softviare configuration or which operating system & vall run, The file is & ¢ \9& L,éﬁ Jm‘ MJ
automatically soved to the My Virtual Machines folder. To save it to a different location, use the -t - -” -
Browse button.

Name and location:

e:\windg Jw\’ ¢ SJ# &J& hLM
K

. 09l P ‘533\ e\.ﬁm )

<Back ][ Next > l[ Cancel ]
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New Virtual Machine Wizard

Selecting an operating system here allows the wizard to recommend appropriate settings for this
virtual machine, If the desired guest operating system Is not listed, select an operating system that
requires an equivalent amount of memory or select Other.

Operating System
Select the operating system you plan to install on this virtual machine.

Operating system:

}w"\dows %8
MS-D0S
Windows 95

Windows 98
Windows Miflennium Edition k
Windows NT Workstation
Windows 2000

Windows XP
0S/2

[Windows NT Server
Windows 2000 Server
[Windows Server 2003

Other <Back Next >

I ] [

Cancel ]

New Virtual Machine Wizard

To improve the performance of this virtual machine and run more applications on its operating
system, Increase the amount of RAM allocated to it. To leave more RAM for other virtual machines
on your system, use the recommended RAM allocation.

Recommended RAM: [64 MB]
Allocate RAM for this virtual machine by:

(®) Using the recommended RAM
() Adjusting the RAM

N

Memory
You can configure the RAM on this virtual machine,

New Virtual Machine Wizard
Virtual Hard Disk Options —4
Before you can install an opersting system on this virtual machine, you must add a new or E
existing virtual hard disk to it.
A virtual hard disk is 3 .vhd file that is stored on your physical hard disk and is used to contain the
guest operating system, applications, and data files.

[ <Back Next > Cancel ]

The first virtual hard disk you create or select for your virtual maching is called Hard Disk 1 in
Settings and is the startup disk.

Do you want to use:

(@) An existing virtual hard disk
(A new virtual hard disk

N

New Virtual Machine Wizard

Virtual Hard Disk Location

This wizard creates a dynamically expanding virtual hard disk with the specified
size,

| ) [

<Back Next > Cancel ]

Type a name for the new virtual hard disk. Unless you specify a different location, the
virtual hard disk file will automatically be saved in the same location as the virtual
machine configuration file

Name and location:

‘ d:\My Virtual Machines\AboMossa \New Virtual Machine Hard Disk,vhd ‘ | Browse...
Maximum virtual hard disk size: 130,557 MB J Sens %

&A :
Virtual hard disk size:

To learn more about the different types of virtual hard disks, s

advanced virtual hard disk options, use the Virtual Disk Wuzard 5 ; i =
&MLM

| Camcel | | Net> | <Back |
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Completing the New Virtual Machine
Wizard
- .\‘ x o o ! ¢ ew b %
You have successfully completed the New Virtual Machine Wizard. ° ; Flnls h F —
Your virtual machine will be created with the following attributes:
Name: vAng8
Memory: 64 M3
Virtual hard disk: vpc_w98.vhd

To close the wizard and create this virtual machine, dick Finish.

[ <Back ][ Finish [ Cancel ]

Settings for win98

| Setting Current Value | = verd k1 - £ o - i
1] File N Win98 7= \ ‘ ‘ d-‘ ‘ ‘ —_
=M:moeme 64"‘MB Cotone o J &! ‘é .'m HJJ ‘A‘ \ L]
< [ET- TR )ty hord dk fe:

< Hard Disk 2 None . N
“ Hard Disk 3 Hone Ex\vpc_vid8.vhd .. e
# Undo Disks Disabled : S‘ ‘ 1 I S‘ 1 \
{23 CD/OVD Drive Secondary controller u.' Y w ﬂ e ; ) &)
Il Fioppy Disk Auto detected -
¥ comi None To create a new virtual disk or edit an existing
5 comz Hoae one, click the Virtual Disk Wizard button.
yum . . boa el
<L Networking Network adapters:1 ol Disk Vi S ettlngs JJ C#
@ Sound Enabled
™) Mouse lio pointer integration
3 Shared Folders Not Instalied
9 Display Default
@ close Show message

Hard disk 1 is the virtual machine’s startup disk.

Start ,Jjdédi— V)
New Virtud Machine 1 . uéw! es g:m Zu;g‘ u-‘; C).-,\.J'JA Jm Ji

Not runring
1 Ld
Remave . M".' MEHS

| st '

i Start
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cildall Aa g8 (e Del 9 F2 ) alaiia
Bios Setup () Jaxi s &ty
Sale) S Al e o g
4y g Aa Jlgadl Js
FIARA XY
Ctrl+Alt+Del daild J‘ “‘“4‘ «—\Y
BLI}%ZSETUP UTILITY
s A1 500 DA e s 45 LS Boot
i CDROM s 4 Jsf Jrai (Bl g
Tuan Lallss el s

=

Al Exit 4al® ) ey cadi— ¥ ¢
Actionv  USB~v  Tools v  Ctrl+Alt+Del

e Al gf ¢ Baaad) cilalaey) Jadas g

da gl 0e F10 L) o bally )
. zeslial)

Tools » Ctrl+Alt+Del
BIOS SETUP UTILITY
Security

o AL o3 p4lh 35— 1o
gl Sl A3Y) Aw® Enter
(2 bl pUBE i oy

Exit Saving Changes

Save configuration changes and exit now? ‘

[Cancell
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™ = =) Hammad Hijazy 0599861963 XP-VISTA-WIN7 =5
£, Device Manager Driver Unattended Install Center
z= Refresh window g
¥ System
=5 Select all
(il {0 Computer: XFX MG-63MI-7109
Install (0) Processor: Intel(R) Pentium(R) Dual CPU E2180 @ 2.00GHz
Memory (RAM): 1.9 Gb
Otobpaxars gpaiteepa: Graphics: NVIDIA GeForce 7100 / nForce 630i

ANz STOTC KOMMEOTEPS | ¥ Windows version: Microsoft Windows XP Professional Service Pack 3
BT ™ noxas. ans 37oi Windows Installation date:  2011/02/23 (5 days.)
:/ Npaisepa Tpedyowume yctaHosku - 0
All drivers are installed

(&) Yxe ycrasoBneHHsle apansepa- 8

>
@ (femidual Assistance

BT About program.
W Help
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S&GUJS @ﬂﬁ%—t’\gﬁ‘\qwﬁ3¢ \A@M@u‘;@&\igﬂ\@\ﬂwg
i) ae 1y LS i g Aifia il adadl) Co jlga B iagd ¢« dadua cilily
| A1 YA (e il ) Al Gl

Driver Checker Database g\ _» Wle 4lial g

g Driver Checker

- v 5
p‘_‘ Help -‘“ About Register
@ Update Found 19 driver and software update(s) STEP20F3 @& 2)©
H Back up Outdated Drivers  (19) ]l  Outdated Software [0
Updated Drivers  [59) [l Updated Software  [75) [l
& Restore All ltems Outdated Items
I [_bx Item Name Company ‘ Yersion ‘ New Version ‘ Option l;jj
Sy ainstall S IDE ATA/ATAPI co...
[ intellR) ICHSM-E/M SATA & Intel 87.01007 8.9.21002 (=T
u past «{ [£ Sound. video and g... i
Realtek High Definition Audio  Realtek Semic... 6.0.1.5794 6.0.1.6023 5 "
>~} Histo = 5
< 5y »<%»[Z] Universal Serial Bu...
[f\ E Intel{R) ICHS Family USB Uni... Microsoft 6.0.6002.18005 8.31.1011 ﬁ (V)]
. Culions @ Intel(R) ICHS Family USB Uni... Microsoft £.0.6002.18005 8.3.1.1011 5 W
il T ] [ inteliR) ICHS Family USE Uni... Microsoft £.0.6002.18005 8.3.1.1011 =N @ =
. Submit — — [l
T
| \ ) !
Driver Genius
[sa Driver Genius Professional Edition e[, S

File Action Tools Help

Driver Download Manager

Home
a‘ 16 drivers in 4 driver packages are available
2 Driver Package Name # of Drivers Status Percent Size
Backup Drivers
() Realtek GbE & FE Ethernet PCI-E NIC ... 1 0% 0 bytes
0 NVIDIA Display Drivers 1 0% 0 bytes
Restore Drivers @Intel Chipset Device Software 13 Downloadi... 2.08% 2.48 MB
/" Realtek 8136 8168 8169 Ethernet Drivers 1 Installed 100% 5.38 MB
Uninstall Drivers
" Update Drivers
My Downloads
< T ] >
Spsare Intel Chip Device Soft ludes 13 drivers)
Driver Date: 01/13/2009
LiveUpdate Driver Version: 9.1.0.1012

File Name: intel_inf_9101012.zip
Location: C:\Users\Administrator\Documents\DriverGenius\Downloads

) Help @ View details

@ Delete
Download Download Al
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Firefox
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Showing 1 - 20 of 29 results for No Script

Aasdl  add Updated sl

NoScript

by Giorgio Maone

The best security you can get in a web browser!

reviews 991
weekly downloads 244.604 Allow active content to run only from sites you trust,

s‘ "l . S I. 51 ~ ! tact If against XSS and Clickjacki
Y m‘ - ﬁ J}‘ ‘“ a olec ourseir agains an IC]a?tCacIEz

Support this add-on: Contribute US$ 15.00
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Web of Trust - Safe Browsing Tool

wot

<

“
[CE R e &)

‘,",’°t ! ~ Search Results
3 J_&L*g Mb&?‘ JGB-"-" Showing 1 - 9 of 9 results for wot

Web of Trust - Safe Browsing Tool o
by WOT Services

roviews 715 =5 & N Would you like to know which websites you can
weekly downloads 114:334 trust? The Web of Trust (WOT) add-on is a safe
surfing tool for your browser. Traffic-light rating

dalay) candat 1 = S bols show which websit trust wh
ML“?‘ i u M ta-.‘h symbols show which websites you can trust when

-you search. shop and surf on the Web

: () ad g sall i A g
w| Q)
m:,u:dr: | Settings wm E
il g pgall e =I5 010
A a5 Cﬁ éu‘,hd My rating WOT rating

Trustwaorthiness

e $8038 O

Vendor reliability

[ [S——— - |

Privacy

[ [SRSS— e

Child safety

[ [T |

2 View scorecard for rating details.
__l‘d Add your comment,

My activity score
K. ]
Improve your activity score by rating new sites.

Register now

The 2011 About.com's Readers' Choice Awards are on: Please
cast your vote for WOT in the Best Privacy / Security Add-On
Icategory
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DeepFreeze gl <

Welcome to Deep Freeze Standard Installation
Your workstation will restart after the installation is. complete.

The Deep Freeze installer is also used to uninstzll Deep Freeze; the
installer will automatically detect if Deep Freeze is installed and
present the Uninstall option.

NOTE: Deep Freeze can only be uninstalled if the workstation is in
3 Thawed state.

If you experience problems with the installation, operation, or have
any questions about this version of Deep Freeze, please contact
Technical Support at:

Tol-free: (800) 943-6422
International:  +1 (604) 637-3333

Email: support@faronics.com
Web: www.faronics.com/support

© 1999-2009 Faronics Corporation. All rights reserved.
www.faronics.com

Cancel l

AT i lS Next bk

End-User License Agreement

Deep Freeze Master Software License Agreement

© 1999-2009 Faronics Corporation. All rights reserved.

LICENSE GRANT: Faronics hereby grants the Licensee a limited, non-exclusive license to install,
use, access, display, run, or otherwise interact with ("Use") the Product on 3 computer. In no
circumstances shall the Licensee be permitted to Use the Product on z number of computers
exceeding the number of Licensed Computers set out above. Additionzally, the Licensee may make
copies of the software component of the Product to 3 maximum number not exceeding the
number of Licensed Computers, to be held as archival copies and only to be Used by the Licensee
in the event of the loss of the copy then in Use. All other rights are expressly reserved by Faronics.

REPRESENTATIONS OF LICENSEE: The Licensee represents that it has obtained all necessary
consent and authority for the importation and use of the Product in the jurisdiction in which the_vJ

(Y i Ay g xS SRV N T Ay, POLaE PR

s I accept the terms in the License Agreement.:

" Ido not accept the terms in the License Agreement.

<Back I | Next> I Cancel
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License Key INKQ?KD4E—M TRZ4606-6NTTCAFX-Z4APSWN4-Z565B8M43]

[~ Use Evaluation

l <Back || Next> I]\ Cancel |

UAJ’A@MS‘;:M é\}d\ ¢ (= DeepFreeze @AUJ,'M@SL«: 1) dals
LA B Aldin gilal) Jowud glide 48 ai Al 330 gal gl Jaged gsilia

Next dai ki License Ke

{/ U
Frozen Drives Configuration @

Select the drives to be Frozen (protected by Deep Freeze). The boot drive must
always be Frozen,

| volume | Size | Free Space |
 OF 39997 MB 24763 MB
D: 100006 MB 5657 MB
E: 100006 MB 4755 MB
F: 176211 MB 11664 MB
G: 60016 MB 11498 MB

L asaad cslaall Lol BY) LSl Aty Ua
[ W |
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Deep ppzZe andard

Status | Password 3 |\
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Status on Next Boot Clone (Imaging) Options
(3) Boot Frozen *-1 "\“y
© Boot Thawed on Next % Restats | SetCloneFlag |
(O|Boot Thawed
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License
Desnse K e FD4BEFVODGHH1FYXOCAZ | | Edit ]
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R Avira (X
Guard: Malware found

Date/Time: 04/03/2011, 20:23:13
Type: Detection
A virus or unwanted program

R/Agent.dudi’
was found in file 'C:\Documentsana "
Settings\... \MINI-SKYNET-SAT4L.EXS

Access to this file was denied

Please select a further actiori (“'“!
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Without a firewall

b | Your modem/connection

Anything

o

<
-l

Anything

With a firewall

Your modem/connection ”{

" Allowed
Disallowed isallowed
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Zone Alarm PRO Firewall 4aw)

FortKnox Personal Firewall s2 AT Jsild asdicin ¢Sl
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FortKnox gt »
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Buy 4aildl Gl 1 a8 3 ghdl) gaai JaZil) Sale) g ¢ gall gl ol day
L Tl ae 4B ) At (5 M) Leledil] o3 5 JASY 2 5 ghadll

? FortKnox Firewall

How to Buy FortKnox Personal Firewall

What will purchase of FortkKnox Personal Firewall brings you?

Statistics

- Protection against hacker attacks, spyware and trojan horses

s

%—3 Connections - Complete control how individual applications communicate over network

- Built-in Intrusion Prevention System

- Statefull Packet and Deep Packet Inspection firewall technologies

ool 28,0 JLAY Uia Jeiuas
Lisabuwy Ly g

- Intuitive and clear user interface

~ - Ad Blocking and Site Control System
“'—"a Applications

ium technical support

A Traffic Log

9 o

Q) Support

=And much more...

To visit our online shop now please press thg ‘Buy Now’ button or navigate your web browser
to:

http:/iwww.netgate skforderfindex.php?prgh

NETGATE TECHNOLOGIES
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FortKnox Firewall

Active Network Connections

(1192.168.1.108:1038 = 205.195.122.194:80  ESTAB-OUT @@ Internet Download Man @3
P siatistics ON192.168.1.108:1058 -> 205.196.122.194:80  ESTAB-OUT @@ Internet Download Man [l
{1 198,168.1.108:1050 -> 205.196.122.194:80  ESTAB-OUT  @Internet Download Man
E:Connectjons (1192468.1.108:1060 -> 205.196.122.194:80  ESTAB-OUT @@ Internet Download Man
g #2.168.1.108:1061 -> 205.196.122.194:80  ESTAB-OUT @@ Internet Download Man

¥ Advanced ¢1192.168.1.108:1063 -= 205.196.122.194:80  ESTAB-OUT g Internet Download Man
=" ¢ b A 20: 2219480  ESTAB- ] Download Man
9. - | 3} , A 7
ptions ¢ Bi A 20t 22194:80  ESTAB- @ Download Man
) o ob.0.0:0 1 1 N LSTEN-P B L5 hell (Export Versii
e P ! N
=8 Applications [}Cb .0.0:0' I \\ LISTEN-IP ]ﬁNT Kgrnel System
p— WA27.00.91030 I \\ LISTEN- Tcl [ Angifation Layer Gatev
¥ Traffic Log "5 12fo 0.1:5152 \ NSTEI\ITCP [ Jada(TM) Quick Starter !

—_ = n §nn49s r\ S pee ST
e h
7 Buy
: ‘ Block Connection

P —
=
#4% Support Trace Route Whols Lookup ShOW on Map

NETGATE TECHNOLOGIES

Connections 4aild ) Jiiiie Ui g gi 3 ) guall
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cyLay) 4aid Connections -

(Aagn &) il juudl Gliad aSi g Trace Route —

. Juai¥l (e Jualdli Details —

. JuaN is Block Con. —

g2 Jua) oy Al dgall o ST cila glaa Whose lookup —

LAy Al e 5 g3l Show on map —
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* FortKnox Firewall

Individual Application Rules

(O Generic Host Process for Win32 Services  Allow  C:WINDOWSisystem32\svchostexe | 3
P ciatistics (O NT Kemel System Allow  C:AWINDOWS\system32intoskrnl.exe

DQ Internet Download Manager (IDM) Allow C:\Program Filesiinternet Download Mar
Bl Cosnioctions O& snagits Allow C:\es ZadPortable Snagit 8\App\Snaglt3

F=N Aqvanced
(Q | Options a a E n
(5] avpications i & €& 9\ \
5 T N ™
ﬁ-“/-! ‘ \ \o ‘\ ~'§
il Traffic Log -‘ -‘ \ o\ "~ s n
- 1 1 ‘N S

., esalect Al 1N
- .

@ T d——

Q) Support

Import Rules... Export Rules...

NETGATE TECHNOLOGIES

Applications d«ild
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. gl el ao g8 4aild Applications ()
. gl ) JS sl Select All (Y

. aaal) zali ) 13¢d zacd Allow (™

. gl 13 oo Juat) JBal Deny (¢

- Jually o 58 Ladie (il Ask (0
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* FortKnox Firewall

m @ Firefox
is trying to communicate tq 69.195.141.179
Connection details:
Remote host: 69.195.141.179:443
* Reason: HTTPS - Secure web connection
Protocol: TCP

General advice: Allow

Allow this network communication?

D Remember my answer
and do not ask me nexttime
for this application.
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' TROJAN ALERT!

TrojanHunter Guard has found trojans running in memory. It is strongly recommended that you
check all checkboxes and press Clean to remove the trojans from memory. After this, you should
immediately start TrojanHunter Scanner and run a full scan.
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000.exe is trying to read and modify PhysicalMemory and could ™
gain full access to your system. Do not click Allow unless this
is the work of 3 legitimate application.
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000.exe
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000.exe is trying to connect to your microphone in order
make an audio call. Do not click Allow unless this is a legitimate
application such as an Instant messenger or similar.
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000.exe

000.exe is trying to capture your screen. Do not dlick Allow
unless this is 3 legitimate application.
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E TrueCrypt - X

Volumes System Favorites Topols Settings Help Homepage

Drive | Volume | Size | Enayption algorithm | Type | 4|
G M:

G N

- JoR L
G P
G Q:
Sa*R:
G S,
G T:
Gaw )
Gaw
G\
G X

Gy, ‘ 1 | .
Gaw7: £ 4 5 :..

- 2
Create Volume I YolumeProperties, I X WipeGache '
~Volume
| ~|| TN selectFie... |

¥ Never save history l '

Volume Tooals... Select Device... |

=

Auto-Mount Devices Exit

.
Dismount All |

i il ga B eLADY 30 1 — Y
o Bl o 3Ld) a3 a8 JLEAY 50 10 — ¥

s LIS Gl ) B 50 e sl die
TrueCrypt Volume Creation Wizard

¢ Create an encrypted file container 1

Creates a virtual encrypted disk within a file. Recommended for

More information
" Encrypt a non-system partition/drive

Encrypts a non-system parfition on any internal or externa
drive {e.q. a flash drive). Optionally, creates a hidden v

" Encrypt the system partition or entire system drive 3

Encrypts the partition/drive where Windows is installed. An
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

More information about system encryption

< Bach || Next > I Cancel
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o Adia yaa 2 B pldd) el — )

Al ga B S e pddi Y
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Lean gl AW o Gl g AN o Lad) 4 el gile addian S JuadY) (e
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Volume Type
(¢ Standard TrueCrypt volume 1
Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody thrrevest
password to an encrypted volume. There are many sntuabons
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

Cancel |

Agaie ¥ clbual gally sale (a B pL&I) ik — )

rs JaSig Ja¥) LAY JUAS ¢ Al e B pLA) et

Volume Location

l ts and Settings\user\Desktop\abomossa LI

IV Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file {it can be, for
example, moved or deleted as any normal file). Click 'Select File'
choose a filename for the container and to select the location
you wish the container to be created,

VWARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you ar,
to create now.
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 Jascally A3lSa g o ) aaad RS

. daliall Next o Ladla jlias— ¥

Encryption Options

~Encryption Algorithm

Test I

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level, 256-bit key,
128-bit block, 14 rounds {AES-256). Mode of operation is XTS.

More information on AES Benchmark
~Hash Algorithm
|RPEMD-160 _v| Information on hash algorithms
Help | < Back Next > Cancel |

LAl 820 oY) (e (s G LAY pokaiad pdddl) £ gl )

S e Jaadead) Gag ¢ Tay g8 pldh ged A LS ClalaeY) & 5 Juady
::@WJNeXtM‘&WJM‘&QJ&

Volume Size

KB * MB  GB

[Free space on drive CA\ is 11.47 GB 4

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT v
The minimum possible size of an NTFS volume is
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Gy LS Vo ¥ g 8 Lial) Ll el V2 Y E g gln g oLt e Ay Cila glza
B ) Y E g glew )il g ¢ culy Baa ) 0 Y E (g gl BAY Lol
A9 il Ladal) pa il 06 o @l oA Ga il L8 5 adl daluall — ¥
. Al e il Wy Ll adaind dalua b

Lol Next bl — ¢

Volume Password

Password: I e

Confirm: I |

I~ Use keyfiles keyfiles. ., I
I pisplay password =

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @ ~=§* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better), The maximum possible lenath is 64
characters.

Help J < Back I Next > I Cancel ]
L 09L& Ay s A e A LA 5 Al ) dalS JUAS Ui

WARNING; Short passwords are easy to crack using brute force techniques!

We recommend choosing a password consisting of more than 20 characters. Are you sure you want to use a short password?
0= |[C

O Taa Jadal) (pa c i a Yo e B8 ) dalS S of ALl ol edatia
> e ad g Jang dia ke e S e g giat dadud pu dalS RS
il s b oy

chAﬁum‘aﬂM
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Volume Format
=~ ophons <

Filesysheml' 7 "l Cluster |0 =0

Random Pool: 53E06022CB32E55332F59F3360288845.. IV
Header Key: 404387A040E1A9FACSARI236AB0S6074..
Master Key: 337C573REEREF2010A47BF6BB770B1E3...

Done|  100%  Speed| 29.9MB/s  Left 0s

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume,

NTFS g5 (1 (1585 O Jady File system JUas daildl) oda gk
Format _ i o

Volume Created
The TrueCrypt volume has been created and is ready for use, If you

wish to create another TrueCrypt volume, dick Next. Otherwise, dick
Exit.

Hep | <Back

Bit |
AR AN ) AalS g ciliual gally (o Al pLAT) a3 40 & iy Ua

L ga B (AT pan (e dallll) 3 grind Next cubiua gl Exit s
Exit Jiai (a Al 13gs cudi€) ol Lal ¢ saaa cilial gay

dgal gl B i ASLad) oA Calal) Ao Wy pddd Al tilila d8La) s i 1))
12 (AU i )
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I| Mount | | ’ Auto-Mount Devices |H Dismount All |H Exit

,@buﬁd\%ﬂ&uéﬁ\@ﬂ‘w\_\
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R il
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o e
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8 e e Al A1) caal o) Cra W s &y 5 A lilile aoan JAS (O £ LgANY) day
Dismount All J) s bl ¢ 5 il

-
“*Q: C:\Documents and Settings\user'D..,\abomossa 29.8MB AES
G R
G S
ST
G U:
e A'H
e AUH
S X
e,
e Z:

Volume

[ C:\Documents and Settings\user\Desktop\abomossa
IV Never save histor
- x Volume T

Create Volume I Volume Properties. .. I E
=]

|‘ Auto-Mount Devices | Dismount All l'“:

S A a3 A el B asea A 3) xS Dismount All—

TrueCrypt |

'} Some volumes contain files or folders being used by applications or system,

Force dismount?

aby jidiall (e AN 8 Clilad) Gang 45) Walina Ala 1) o &l & s 1)
oA Al (PIE) g uS Al slad) dles (sl A anl baiidal ¢ Lgaladiad
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o gl Slgal) 340 o s Lgdla 5 Sl adaiey

Bkl clila) it Ades Ao i Y Juab Juady ; daga pibial
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a Evefy!hlng—] é Logon | 4 Esplorer | & IntemetExplorer | 4] Scheduled Tasks | 5& Services | .% Drivers

Autorun Entry ~ Description ) Publisher Image Path B
2 HKLMASO FTWARE \Microsoft\windows\CurrentersionsRun L%

4l '7? AntiLogger Zemana AntiLogger User In... Zemana Ltd. c:\program fileshantilogger®...
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Netstat —an a3 «isid
L 531 8 9 3 jaluall c¥Lal) asen Jgdl ol g2 g

e - C:AWINDOWS\system32\cmd.exe

(C> Copyright 19285-2801 Microsoft Corp.
IC:\Documents and Settings\user>netstat —an
Active Connections

Address
=135
1445

1833

:1863

1064

:1865

1066

n Address State

a9:a LISTENING
9:0 LISTENING
a:a LISTENING
A.1:1064 ESTABLISHED
.8.1:1063 ESTABLISHED
A.1:1066 ESTABLISHED
8.1:10865 ESTABLISHED
:5152 B:@ LISTENING
.188:139 .a: LISTENING
.188:2799 74.125. 23@ 144:80 ESTABLISHED
.188:2824 174.37.1086.5:80 ESTABLISHED
.188:2835 188.161.245.147:80 ESTABLISHED
.188:2836 188.161.245.147:86 ESTABLISHED

DM

9@@@@&@@@)‘

TR R B R )
bk ok o ok ok ok ok ok ek ok

s BAY) Al oY) S 5 o lagha

L Jlay) Al a9 state daild A

ESTABLISHED + LISTENING ¢xillally aigia 8 88 Juady) el
Al Sl LISTINING Al Usa g 13)

e - CAWINDOWS\system32\cmd.exe

(C> Copyright 1985-20881 Microsoft Corp.
C:\Documents and Settings\user’>netstat —an

Active Connections

Proto Local Address oreig eSS State

TCP 8.8.8.8:135 .8.8. LISTENING
ICP 0.0.0.08:445 . LISTENING
TCP 127.6.8.1:1633 .8.8. LISTENING

0.0.0.0:135 5iSa ¢ (Aaal) o) gind) Ani g

Ga Jeaiid Juall it g ¢ djlga Jala Jaily ¢ gife LAY 13 o) a8 g
e pleal) i) g S ) (o) Jailly Juai¥) A ) Uay) s

= ¥ (25 0.0.0.0
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ESTABLISHED 4l Uas g 13)
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File View Options Process Help
B ©dMm&

Process Local Address _Remote Address _State
sl SEECH-V-N- HMH-0223UDQ :0 LISTENING
el Sy 8 aadll Adaad) Jlu ) | tonec.com: 1026 ESTABLISH

— STABLIS

@ frefox.exe HMH-022308Q :1027 v Resolve Adress  Ctrl+M  fap op
@ firefox.exe HMH-0223UDQWN0 23 v Al Endpoints Ctri+A  BTABLISH
biiied3 230D : 1199 o . ISTENING
- . i Close Connection Ctrl4K

A Juasy) @) PEE6 ; [STENING
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3 Alead) PSR Cechk Whit VirusTotal STENING
: 4] Properties STABLISH
@ firefox.exe HMH-0223UDQ :2751 = - BTABLISH
¥ firefox.exe HMH-0223UDQ ;2756 + Copy Items STABLISH

| N 204 | Copy Remote IP STABLISH
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sl 42
P S 0233000 :500 P GeolP Tool
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jd Process Hacker [HMH-0223UDQ\user]+

Hacker View Tools Users Help
Processes | Services | Network |
PID CPU I/O Total Private B.
0 75.00
4 1641 1.03MBfs
1728 1721
1872 0.78 72B/s  2.08h
1968 8.85h
203  0.78 7.05h
[ cLpsts.exe 538 576 |
nvsvc32.exe 600 5,121
= [ svchost.exe 634 6,670
[ MsToRDB.EXE 2800 7.410
| SVZI C:\WINDOWS \system32\svchost + DeomLaunch I 5
File: 17.58 b

sl (e Alsand oy il 989 ¢ Gpaal) gabipall Al dgalsh & ol
A Oy el ) Bl g asan puda g aal pall Aail B Al g ¢ (pan )

JAI3 Y Jadlly Jaad Al geal ) o cilbalal) 4aild a9 : Processes —
Jadl)
e

130 Sl oY daga o daild a9 ¢ laddl) daild a4 : Services — Y
L i Slgal) o Jaad daady Gla g Al G gt L

(o2 Lgaddiiedi 3B g gral yal) Aaild amy A5 dageal) Aaildll A 9 Network — ¥
TepEye gl » (& Aiud g Juat) 48) ya

Oa¥) ol Ade il die g ¢ Al oda B jdh malin ol Jads aie
PR @u ,m@d‘u\ Gl LA jedas

d
!‘lg AntiLogger.exe Tarminase -

§) RTHDCPL.EXE Terminate Tree Shlft+DeI

avgnt.exe Suspend . n

m KeyScrambler.ey REsme
= &# IDMan.exe R
{8 Evonitor.ex, DP9 .
- TweakRAM. exe Reduce Working Set
|4 THGuard.exe Affinity

= @ Portable Snaglt|  Create Dump File...
£ & Snagit32.ex¢  Terminator
A rscHelp.e  Miscellaneous H
T snagpriv.|  priority
fw, WINWORD.EXE| /e
= @ firefox.exe Properties

[ plugin-contais )
1% processHacker.e Search Online Ctrl+M

D ns bray.exe Copy i——-—ﬁﬂ"—- ,

B winRAR.exe 1992
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. el (@€) ¢« Alaad) LilGy) : Terminate — )
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. 4alaal) Laa% : Suspend — ¥

Rt by Adasl) Jad 3ale) : Resume — €

L ALl Bale) Al g galial) (38) : Restart — ©

. Ciigiaual) mald pull adlia Julad : Miscellaneous — 1

o sl BaL5 auliad ¢ U gl (e galinll Aad @ Priority — V
. ] gl )

. k) o2l ga : Properties — A

. Tyl &l : Copy — ¢
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el adulal) g glag S e

iexplore.exe geisaiall (8 daad a3 38 la g Al axia QIS

Al paliy ¢l o i AN piaia gl 4les! Terminate Jer <eid 13
L O (3 Laia ) ale B Lyl gl Jaads cule g
Explorer.exe 4aild <l gal sl aaea (315 ¢ff Jgls

S ey Ll Caaa 9 1) 9 ¢ Tapaad XP i g Jala Jgady o) Cidioa ol
T8 iy e ld ands
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L Process Hacker [HMH-0223UDQ\user]+
Hacker View Tools Users Help
Processes | Services | Network

Process -« _Local Address _local... Remote Address  Rem... Prot.. State
Ealg.exe {1876) tonec.com 1032 14434 TCP Listen
COSService.exe (1580) HMH-0223UDQ 1026 ec2-184-73-158-18... 443 TCP Close Wait
Wﬁrefox.exe {1672) tonec.com 1081 tonec.com 1080 TCP Established
@ frefox.exe (1672) tonec.com 1080 tonec.com 1081 TCP  Established
Wﬁrefox.exe {1672) tonec.com 1083 tonec.com 1082 TCP Established
firefox.exe {1672) tonec.com 1082 tonec.com 1083 TCP Established
@ firefox.exe (1672) HMH-0223UDQ 3470 74.125.230.147 80 TCP
firefox.exe (1672) HMH-0223UDQ 3471 ey-n-f100.1e100.net 80 TCP Established
[ﬁqu.exe {1152) tonec.com 5152 tonec.com 1085 TCP Close Wait
Migs.exe (1152) tonec.com 5152 229 TCP Listen
[ﬂKechrambler.exe (808) tonec.com 1034 upP
Elsass.exe (332) HMH-0223UDQ 500 ubpP
Ficace ave 12221 HMH-N223 INO asnn 1INP

A sl oY) A Juail asdiiall gali sl 3 pua Lialal jalh g4 LaS lagh
Jad) g8 LaS ¢ Allla g Jua¥) ciy g o8 e sl ) ALY 13 ¢ 4y Jua)
. eylay) aa..é\)duauégé

Gl Ad) gl s iagiandd) Jla) o el 3L il A e askaid
;@Ud&@&\ﬁ)}d\gﬁ

oo (LR R L= SPL SN 1) voJd 1r Lowgunoiicu

74.125.230. i

Go to Process Enter

3471 ey-in-f100.1] R Bl stablished
5152 tonec.com b lose Wait
5152 Ehosk isten
1034 Copy Ctrl+C

chn "D

Juai¥) 13 addiey M) el ol dlend) ) 3 Jras Go to Process
FireFox gl 4lad) oda 3 44 9

DA cpa ST cila glaal rhaiall A dragy 2 @Y fewd phiud Copy
c ) (8 Slaglia pedin Al a8 gal)

o Aaiing o) Cuggdl o (3Rl gl e LA A8 e Ja A
Process Hacker g\l
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HeapMemView gl »

Jal (e i ) Juall 99 A gadall gal padl Judad AR (e Ay aaa el
;&mu@#\osheﬁsjcﬂujﬂ\ul)dﬂﬂ\

L oatalal) g e A Ciladaia La guad g ¢ gl ) aoey (3l

" e

| AR Gl o

*@ 5o

Process Hacker g\t

,o,,«igéajs.u\@ug\ A

il 4ile ] il pa ¢ Alalad) gl gal) Aaild B miialiall ) ggdd sl ClLE
b gl qu e el el o) sgdiaw gl ol

s Al daildl) jedand HeaiMemView E U s i

Data Address Header Address Block Size Heap Handle SegmentIn... New Data Pr
Proce... 7  Process Name Process Path o L’
: S T R C\\ -ibbkﬁ}'é'\é'y"'siéﬁi3'i\j§és,"s:e'ke" S —

Q-’WS HeapMemView.exe C:\DOCUME~1\user\LOCALS~1\Temp'\Rar SEX92, 736 \HeapMemView.exe g
B-‘I-SS SnagPriv.exe Ci\aas alxo'\Portable Snagit 8\App\SnagPriv.exe =
5508 THGuard.exe C:\Program Files\TrojanHunter 5.3\THGuard.exe
lﬁ 588 CLPSLS.exe C:\Program Files\COMODO\COMODOQ livePCsupport\CLPSLS.exe

E 5600 nvsvc32.exe C:\WINDOWS\system32\nvsvc32.exe
F 632 WINWORD.EXE C:\Program Files\Microsoft Office\Office 12\WINWORD.EXE
[ﬁ684 svchost.exe C;\WINDOWS\system32\svchost.exe
[{3808 keyscrambler.exe C:\Program Files'KeyScrambler \keyscrambler.exe
5868 svchost.exe C:\WINDOWS\system32\svchost.exe
% 928 USBGuard.exe C:\Program Files\USB Disk Security\USBGuard.exe
‘7? 938 AntiLogger.exe C:\Program Files\AntiLogger \AntiLogger.exe LJ

NirSoft Freeware, http:iwww.nirsoft.net
Select Process 4aild jgliin 4 ) dgal oll A oda

Gl cuailly ¢ AN (IS By Ao 5 Leliladl Adee A e
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2 IS qali ) by o Chag ¢ Lo o sSutal) Alanll LA

=

PEHVYEH=E QA

woodl SULy gyolises | = A ELy | o | el Bl —

@ 0x00034400 0x000340f8 142 0x00030000 O s.oftware’\Micros.o.

© 0x00034280 0X00034278 112 0x00030000 0 s.oftware’\Micros.o.

@ 0x00034360 0x00034358 112 0x00030000 0 LoftwareNMicros.o,

© 0x001522¢8  0X001522¢0 112 0X00450000 0  .liiaiidaiiiiadion

@ 0x00167848 O0X00167840 112 0x00450000 0 LestemiCurrent.co.

@ 0x02e7ieb0 O0x02e7ieas 442 0X02e70000 0 mohab-HKR_google.no-ip.info.....
@ 0x000329c0  0x000329b8 120 0x00030000 0 @Y. ¥ ¥+ P ptt..

@ 0x0015¢ccE8  0x0015ccE0 120 0x00150000 0 ...alrp.c:[DNSR.es.0.

© 0x00382300 0x003829f8 120 0x00380000 0O WG W3 +8.@+8. +8..+8..48. 48,

) ovona4oa00  ovanadoafa 490 0v00a40000 0 W OW 4 @ e 3 o

OZ2E71EBO 6D 6F 68 6F 62 2D 48 4B 52 S5F 67 6F 6F 67 6C 65 mohob-HKR_ google
DO2E71ECO 2E 6E 6F 2D 69 70 2E 629 6E 66 6F 00 00 00 00 00 .no-ip.info.....
OZ2E71EDO 00 00 OO0 OO OO OO OO0 00 00 0O 0O 00 00 00 00 0:6 ................
OZE71EE0 00 00 00 OO0 0O OO OO0 OO OO0 OO OO0 OO 00 00 00 D0 c.iieiennnnnnnanns
O2E71EF0 00 00 00 OO OO OO OO OO OO0 OO 0O 00 00 00 00 D0 ... iieinnnnnnnns
0Z2E71F00 0O 00 OO0 OO OO0 OO OO0 OO OO0 OO OO0 OO 00 00 00 D0 c.iiieninnnnnnans
0ZE71F10 0O 00 00 0D OO 0D OO0 OO0 00 DO 00 OO0 00 00 00 00 c.iieeennnnnnans

Al ouile ¢ Gaw le dnd o Jaand s QI ¥ Bel B B el
13 Gala #Y1 L 5 Al Al o ¢ g guagal) 138 1 s cra il sAY) 9 3 6AY)
U0 Lakl CaudU g dagide 5 SLgll dpanlaill cilyaitall gaa) A Cu gl
180 Jadd ¢ aaly 1,8 G Y o ale IS8 cilaiial) B aead) (e T Isls
o (A Yl Al miball) B i el gl Jraad @l 1) Ll gyl
s 1 Ayl

) B sl FM gad r ol e e a0 gl sl ol Lile
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128 gl A ) Cuggd) o adai Mia ¢ Adlu gl pal ga AL Jaad)

abuse@no-ip.com : 4al) Jusall & )

In this client No-IP : mohob-HKR google.no-ip.info
This client is used for Hacking
please punish this client

I believe that you will take care about this problem

Thanks team NO-IP
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Virus Total : Js¥) a8 gl

o ¢ alad) (B ) ggdia (g gBlSa €0 (0 ST pa Jalady Tan ggdia adga
addl) Jlgal) o andl) cu s dBy daiil) [led) g glhaall Cilal) (and
Zaluall g cililal) JIas Wy gy Al g Aglaad) el it Sl Jgb e B Saapa ¢

L 3R 8 o e A ol i

/http://www.virustotal.com

VT Community Signin ¥ Languages v
VI RUS Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
TOT AL of viruses, worms, trojans, and all kinds of malware
detected by antivirus engines. More information. .

Analysis Search Stats Advanced VT Community FAQ AboutVT

~

Upload a file Submita URL

Semvice load @

f Q—\

‘ »'! . G-Je-‘m!i.. DsénditoverS§L° 3 HJ"..S m!o v
oaadl) Al Chag cﬁﬁ‘—@ duand 3 5 (o)

i T YOU WiSH, you camn also send files via email or usihg VirusTotal's public API

(Maximum file size: 20MB)

Send File _J s biiai o (e g ¢ 43d & gSial) Cilal) JUAS (5 i LaS

Auand ) a8 gall cilal) Jua ) a3l

Sending file

ne

Do not close the window until the upload ends.
The time required for this operation depends on
the file size, the net load and your connection
speed.

7.5 KBI7.7 KB (97.4%)
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File name: sawwwwa.exe

Submission date:  2011-03-17 21:24:34 (UTC) S0 A _hnl)
Current status: queued (#1) - 2
T TE R wu 4&.\.\.\.“

5 o LS ALl ) gl g nl) gl i A (e 5y Uin
,QMJJQ@\SAJS&M\MUM\J%\MJc&Y

0 VT Community user(s) with a total of 0 reputation credit(z) say(s) this sample is goedware. 0 VT Community VT Cc
user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.
File name: sawwwwa.exe ‘
Submission date: 2011-03-17 21:24:34 (UTC)
Current status: finished "°‘fe’
Result: 42143 (97.7%) . 3 e “ B
. @ v A *
— il ditas) A |
Antivirus Version Last Update Result
AhnLzb-V3 2011.03.18.00 2011,03.17 Win-Trojan/Poison.8192.AF
AntiVir 7.11.4,248 2011.03.17 BDS/PoisonIv.A.E8704
Antiy-AVL 2.0.3.7 2011.03.17 Backdoor/Win32.PeisonIvy.gep
Avast 4,8.1351.0 2011.03.17 Win32:Tiny-2DY
Avasts 5.0.677.0 2011.03.17 Win32:Tiny-ADY
AVE 10.0.0,1190 2011.03.17 senericd.MOL
7.2 2011.03.17 log, ZKT
11.00 2011.03.17 £ Poison.pg
0.96.4.0 2011.03.17 Jangounloader 20528
5.2.11.5 2011.03.17 G.gen!Eldorade

g01s 2011.03. Ba:kdocr.h‘im; Poiscn.NAE

R

Emsisoft o 0-1.0.2 2011.03. IK

1

1

1 .alrus..nl&.: oe! ”
eSUﬂJJAﬂS‘ uh&kfwé.d.ﬂ 2011.03.1 dad L@AM‘
eTrw.g ?ﬁtu 6.1. 2011.03.1 34 S@ '"‘”

F-Prot é&J M) 2011.03.1 W32/:—.ge 4] genaradc

ToNEANTE R e 2011.03.1 oot it

5.0.2,03300 2011.03.
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G YAy dligs e Jdo g dde dlaie¥) (S ¥ 0815 ¢ Jraa pdgal) ik
sy Lala 5 Slel W jglady a8 daiil) ¢ (o ¢ Quguall) pdlSe Ak (g g
CSar ¥ W il oy AN il g 8l QBT G ) ¢ Ay el Gl g Al

s Ay a8 ) Gagpdl) ciladlSa gpan jalati

ThreatExpert : (<) @ sal
http://www.threatexpert.com

bl BliS oo Juala 8 dlillae by Afla (o Cilidy g ¢ L) gandll ad ga
,Tgﬁ&wéﬁ\h\g¢ew\uﬁ§meﬁj

Sign Up ) clalll DA (e a8 gal) & Joaudl) iy

Your Details:

*User name: lTornhearT
*Type password: |00.000
*Retype password: !000...
*E-mail address: |283@|ive_com

-~
aw‘ Me: r privacy is ensured by our Privacy |
““ - - Ead
3= 1 T £ 2z

[
First Name: [ ham
Last Name: I hij
Company: | Gaza
Address: Gaza
Phone/Fax: |

[f you would like to be contacted to receive more information about ThreatExpert
4] I vwould like to be contacted

MNote: Your privacy is ensured by cur Privacy |

Tvipe th‘_&lembderMis picture:
G daasdis oo

s | ALSER T
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File Submission Result:

LA&M@A’J\C\@J&%M#H&L&J&A@Q@&GM

Add sample

Browse/Search My Reports

Search: I

Got a New Sample to Submit? Follow here 39

Re=sult= 1 - 1 nf 1

Submit Your Sample To ThreatExpert

e ol to submits |} a1 1

Your E-mail address:

2 |-

To submit your sample, you must read and agree to ThreatExpert Terms and Conditions:

hmh321@gmail.com

Your privacy is ensured by our Privacy Policy.

3 [E agree to be bound by the Terms and Conditicns

The progress bar vill track
your upload:

(o 5o )
. duand ) yall Gilall VR _ )
4] REN Jua ¥ &5 ) Jaa) A — ¥
sl bagpd e (885 a sl e L) — ¥
Submit ) kil &
O TSNS RS N S R S e

i ' In a few minutes, the nevdy generated report vill be delivered into the following location

* Your E-mail inbox
e ThreatExpert Reports section
* My ThreatExpert section
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L o )ty Ly Sl B (5 ¢ Jlas Y1 e gl S Al
2 Al 7
% ThreatExpert

Submission Summary:

@ Submission details:
» Submission received: 17 March 2011, 19:05:51
» Processing time: 7 min 10 sec
» Submitted sample:
... File MD5: OxA0C6218FD97AA4D539B4578381D6BDSD
‘.. File SHA-1: 0xF412C4CED1774A3275411FEBCB89333DB53825A8
‘.. Filesize: 7,680 bytes

L.. Alias:
.. Backdoor.Ciadoor!rem [PCTools]
e b . 2
@JLH ... Backdoor.Ciadoor» [Symantec]
- ‘ ‘... Backdoor.Win32.Poison.pg* [Kaspersky Lab]
LFMS ... BackDoor-DSS.gen.a* [McAfee]

. - i.. Troj/Keylog-1V » [Sophos]
u * u.., ... Backdoor:Win32/Poison.M + [Microsoft]

&A‘ "“ i Virus.Win32.Poison » [Ikarus]
Y :

. Win-Trojan/Poison.8192.AF » [AhnLab]

B Registry Modifications

The following Registry Key was created:
» HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active Se

The newly created Registry Values are:
» [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active S
‘. StubPath = "%System%)\sxxx.exe"

so that sxxx.exe runs every time Windows starts
» [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
‘.. svchoxt.exe = "%System%\sxxx.exe"

so that sxxx.exe runs every time Windows starts

Al B ya S b LAl ALads aluu dandl ) 9S3all guali sl o Adlajl) 028 Jina
. aladl) Jads

s AUl gl gall o alaic¥) Jadl) (<lg g AT claglea Jo 8 g giag
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Anubis : &I a8 gall

http://anubis.iseclab.org

¢ o S (Glal o adiien aBiga 9b g« idia la gl S ol s it
Lalia jaiess JOdy Acdi johy ¢ S JUbl (e st pal) Jiay gmal g
o A Las (DY) o L) puting Adld dule g ¢ agudi) (g sha 5 SIed

Anubis: Analyzing Unknown Binaries

i Advanced !

Home i Submission

2 | sample | .
Clustermgé News About | Reports | Links

—Choose the subject for analysis

® File: Choose the file that you want to analyze. The,
(max. 8MB) \

Choose the URL that you want to analyze. The URL will be analyzed in Internet Explorer.

Note: We will not analyze a binary that you provide via this URL. We will merely use & browser ¢
O uRL: download or similar attack!

£ - 2dlM =ie
—Get a priority boost éjg’—ug-_

Enter the code that you see inwmuii resteq will be analyzed before all auto
3 ) s
andr : | ~-L‘JA‘)M"|

4 '\|* g}m Lz s)

Submitfor Analysis |

c}j\&ﬁé&}c@é‘ﬂ‘dﬁ\)wcSJJJAS\‘“AG&UJAL&S
Submit for Analysis JJ s biaiy

bz dagle adgall (N A el Jokay 8 lagkag AR ,elald LI Mg
c RSl 08 (ha Taa aad

2 SRR 83 & 5

Task Overview

Task ID: 10a0233d6b8cB04349de76d351eb6ab73
File Name: saWwWwWwa.exe

MD5: a0c6218fd97aa4d539b4578381d6bd8d
Analysis Submitted: 2011-03-17 21:50:24

Analysis Started: 2011-03-17 21:50:26

Analysis Ended: 2011-03-17 21:54:51

Created New Analysis Report: Yes
Available Report Formats: | @ HTML £ xmL K| pDE /7] Text

Download Files: « traffic.pcap
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C S (S b Y - gia ol HTMIL £ 68 JLEA) Juiadal) (e

Akl g Al e galipd) Skl die dangle JS dipia biall g
e a9 Anar g Al o galipll Jady ABaall) oda 8 aBgalld ¢ Al 209
s AN ¢ gali ) 13gw paldld) Tl

- Tkarus Virus Scanner

Virus.Win32.Poison (Sig-Id:1518180)

Tkarus s 88 Gl g mdlsa Jo Cilall a8 gall (andy

,ﬁ)ﬂ\sf—\ﬁ@uﬁwgidwﬁﬂeﬁg'ﬁﬁdugbw\*ﬁ“

44 Ll Jand A frody 43) alina Aagbl) o3a < jeds 1)

- Registry Values Modifigd: b a0 Q%%‘?&’é%m&*

Key 1
HKLM\SOFFWARE\Microsoft\Windows\Current\/ersion\Run% ¢
HKLM\Software\Microsoft\Active Setup\Installed Components\{75F37CE3-E146-AE46-3285-1C30FD8A1IAS7} £

Jic B Al Baaa dad Ciuday gl Juy o4 ¢ Al Jie o) it B JadU LS
AU addicia Cpa ) (90 g Gl AUBIY il ) o8 Al ()l o s aUAL

3.c) sawwwwa.ex.exe - Network Activity

mﬂ) 2948 Badl sl Jaud A

Query Type Query Result Successful
DNS_TYPE_A NO

- DNS Queries:
Name
Insakjhwz72.no-ip‘info

Network Activity 4aild 8 B9« Cuuggl 9 g £ g gall A La pa 128
 CElanl) (i€ ) ganY qll i) b ogd Caaggd) (g La Ul g

No-IP

DynDNS

W 83 ad Al Ao ) Sl ) Jola el JS g

: Ol G pall
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abuse@no-ip.com

abuse@dyndns.com
¢ Balw g daua g A ISy adad

Gadl) andl) Jto 5 gad QIS (e 5 AT Al pL&Y) Al ¢ ag KU sLE ()
Jedaad 30 al ¢ 38l ada Madd) MadY Glldg Adasu 3 58wy oS (3) AL
Oo 18y Ay 5 Sigd) JUkl (e Jik (e S8 ¢ Gl (e ) QU lanal
B gia Geslu Hgua ¢ Adudi aagg QUSH Gl AY) gl 3AY) A LA

.d,ﬂiaébcdglld\ﬁlii

L aaddl el fia) g (g pali

ol diLda) o Und oy adle) g Canduatiall &l gAY 9 8 AY) (e g9 92 ly
. apiad) syl b lgniag

. aSUna S g Al aSE8 g
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A B gl djlaal) dlda elldy Jadid Tasa o jidn g Gl g5 g e Leninay
coaddi gl Ga B ke (6f (B la e (B Y g ¢ panad La JS Gauali ¢ dlly) ¢ eyl
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< Ady)

pdoall (o diaglg bl and dije) ¢ Jodll axe Jola cal JS Ay
LA gaAd) )

b gall 138 aa Jalatin (A o aali ¢ 03]y quag gali ) OIS (O g

s A B jlad) J8 6B Ciad) & e o i Y

&l awl Al Site:mediafire.com

Clilal) Jraadl jggdia pdga 8 g Mediafire pdse (B Jadh Cuay) My Jaag
¢ laad Bt o LAl Glamy Al AAld o JAN of Jlag ¢ el 1A e
gl BlSa (Y L il CLEIS) a5 488 5 jidie cuilS of da g oY) Gl
. Oeadiceal) 3 3¢l (B paadl) i o aalay

AntiLogger g=U_: (& e duagl) Ua ) sld

Site:Mediafire.com AntiLogger 8 k) ) g<iud

oy | (&8 snte mediafire.com AntiLogger

AR S (0.25 : 3 1) il o 156 s

Zemana (Official Site)
zemana.com Makers of Anti-Logger. The #1 Privacy Software. Download!  www zemana com

[:isl o = 1] - Anti-Logger.rar

Anti-Logger rar. ... Browse Shared Files. Anti-Logger.rar. (6.73 MB). remove
ads. - Password Protected File -. Please enter the password below to download ..

g lwww mediatire: com/’?bdlcsxcmtqm

. ¥ Zemana.antilogger.1.9.2.169.rar
ldgger.1.9.2.169 rar. ... Browse Shared Files.
ar. (7.15 MB). remove ads Password Protected
Eile -

- www.mediafire.com/?znug5tntuge

[:_s_;..; < aa i) - KEemana AntiLoqqer v1 D.2: 242 rar

Zemana Ant hogge 3
www.mediafire.com/?12sr4anavtb3h 78
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Zemana AntiLogger lets you:

Surf anywhere and download anytt
Do your online banking with peace
Increase your PC protection
Defend against hackers

Protect against keyloggers

Guard against screen grabbers

Get Zemana Today - We Guarantee Y

More Info 7
Download from Zeman

a Server din(http://dyn.zemana. com/Products tiLogger
/Zemana_AntiLogger_1.9.2.243.exe’,

1.9.2.243 s Jlual AT of Badu

b 1S ualg Laan ) autd 6 ¢ AV oY) ) s qufT 8 Ciaih
(1. udydale jaall i mali ¢S Cuny
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