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L 48 na aohaiin Ja falec ASEN jaae aodaiin 3l e sa Jad e o jll Ala S e oS KA
e Ak 3yl B Al dla B e Apial) Y A 5 5 WS dady o) aadaion Ja Salivl 5 Jus )l

(9D e bno

La 9 (physical addresses= MAC addresses)
LW dhl S adud ddll e iy UL e Dok (o) gheu
Agr & AUl Akl i Aih) e Jieyg Jepel) dgr (&
g by st oY1 lgaal) s ot Jagr ) el
dsSpany dby¥l dgr (b (ARP) Jgsyisp w0yl agis Jugew
Olgs wp Sl JS O Cor JuiYl igr b (RARP)
5 (MAC address) o (IP) & 4 Jua¥t 51,001 jlgdt
e JI (requesty b ALy Jlojl asind FY By
Blop 3Ju JsSpadl psiy phaedl Olgall (o JgSg )
a S calladdl #Y1 Olgall e (reSpONSE) &l
o Wdoins g BCHN pde 55 Oy LSGlgiy) Jhao
e Jodl W I @BLely (Dynamic APR) o b
o sl gl AN e S 3181 (ARP) U850

(g LSy JSLaall jasisy gl Jgir Ao g Y

Tdia

Slgst oo Lol COpY) phar I ueds Wby Ayl oda
oo WGgadsiay A1 gl dly Sl 2y SIS syl
slas Y (aiSy gl A Lo gig B34 o0 USTWI9 Jlat!
@Sy @B Ao o g dgr sy Wl JSLawdly
&; [PLYE ] C‘-.’.(S)‘j day;g u’% SN dus &”_é BJ:':’.,A Ly
Y g AN e Slgsl g pdy epS ke dlg JUs
3L Sy el el #ale W O o g an

M\ ﬂ.\.«.‘

Address ) (udlisll Jigai Jgsgign Jeaa -1
(Resolution Protocol (ARP) table

ikl b Jows A8y OB IS pamel pglas ga LS
J Olgs adsns g9l ) Jae (OSI modely Jv o ddiy
Joo W Aikl St aties - B (IP address)

iUpdll cpgll) (sWitchy gysdly (bridge) yuanl
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o3y stael (5—) zhiadl albsunl Joid Jotw (Say WS
sb LSy e @Qf& Ulgind o slha Rjpers
arp —s [IP address] [MAC address]

Ldog e e JJ o NYL) gl uiq Sl R¥
sy (restart) fais kel Jos od gl (B Ol il
Pekadl i ey

(netstat) alal -

o5 S Jeols Bpaed B pked gl SgisYY e 29
S gy A (B dwl S A e A
85y om JLaY) £y derylidly ddoredl pglaally dssinal!

a5y 12 g

C:\>netstat —a

JST o sl s asid all) IS s (@) gl O o
J IS bisy (TCP/IP) O JSsgn Slaghee

10U 3B 2 WS (UDP)

Bl C\Windows\system32\cmd.exe

C:~>netstat —a
Active Connections

Local Address State

a. LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

=
(=1
=

LISTENING
LISTENING
LISTENING

-a
-8
-a
-8
-8
-a
-a
-8
-8
-a.
-8
-8
-a.
-8
-8
-a
-8
-a.
-a.
-8
-8
-a
.8

[}
MUSTAFA—PC:

ARP utility

2 33N ddlaiadly il

IP ) e s Olgad 1SS Al 34y Sliasly il
siwl oz a8 (DHCP) i st B- 3 (address

orglall 8 jaed 8151 ods adsuind

By ghiy AUSis  Juord Olwl> 3ad A1y Olgs
Olgall Lty Sl s 3929 BLiST Lad (conflict IP)
Lrlo bl jasess BGE pie kg (IP address)
oSty alodl el oo ) JUpdl gl e ) Sl Olgaal
command ) ¥ Jeuw e 33Y 3 S Jsed

(b WSy (Start) sudl il » (prompt

Start > cmd - arp —a

C:

=

BN C\Windows\system32\cmd exe

Interface:

Srarp -a

172.20.8.111 —— Bxc

Physical Address
bhc—38-5h-el-4£-27
dB-67-e5-ea—c?-8e
fE—ff—ff-fF-F£-£F
81—l -02
81-A6-5e-AA-BA-16
81-A6-5e-BA-B8—fc

Internet Address
172.208.8.11
172.20.8.12
172.2@8.255.255
224.8.8.2
224.9.8.22
224.8.8.252

N2

Type
dynamic
dynamic
static
static
static
static

O | B )

m| s

Clyladl [ Lbanend bald JoSgigdl gl dslly Led o Lol
gk LSy jlayl aldsanl dluodl

=

BN C\Windows\system32\cmd.exe

d modifies the IP-to—Physical address translation tables used by
olution protocol <ARP)>.

inet_addr eth ﬂddl [1f _addr]

ARP —a [inet_addr]l [ N 1f addl] [-v]

current

and Physical
layed. If
for each ARP

—a Displays current ARP entries by interrogating the

protocol data. If inet_add pecified. the IP

addresses for only the specified mputer are
han one network interface uses ARP. entr

e dluplayed

)

-u All invalid

entlle“ on the op-—. hack 1nte1Face will be shown.

an internet address
Displays the ARP entries for the network interface specified
y if _addr.

inet_addr
-H if_addr

d». inet_addr may bhe

Deletes the hnﬂt »peclfled by inet_;
h

wildcarded with * to delete all hos

Adds the host and associates the et_address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bhytes separated by hyphens. The entey
iz permanent .
Specifies a ph
If present. th
interface whi

If not present,

B0-aa-00-62—c6-B9

eth_addr
if_adde e Internet address of the
translation tahle should be modified.
the f applicable interface will bhe used.
[Example =
> arp —s 157.55.85.212

> arp —a

AN

. Adds a static entry.
- Displays the arp table.
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IC:\>nbtstat —a 192.168.8.5

Local Area Connection:
INode IpAddress: [192.168.8.21 Scope Id: [1]

NetBIOS Remote Machine Name Table

Status
UNIQUE
GROUP
UNIQUE

MAC Address = BB-11-43-3A-DE-BS

Registered
Registered
Registered

WORKGROUP

JSER <28>

c:n>

Host Name MAC Address

Geban Sl e aliey Ohls b e Badl Sy
C:>\nbtstat /?

:(FTP Utility) aal -4

il gy o okl i (FTP) J1 59y adseiny
FTP) j¥ s zlou N3 Gdndy (Servers) asigly
e Bl ualy BUe e B3linw¥) Sy ISy Ol By
o (FIP cute) maby 2o JS59,d 1ag Gl oda
JEI aBlgadl slydsy Olbuall By dsdSuiny gl elp 4
& Yl e @ bl Oldially aBlsadl a3l I egilihs
(ccommand prompt) 3.6l dsehadl s1sgmdl L3l

U il ¥ pied
C:\>FTP

oY Wl e Al (€:\>) 0 Y (fitp) IV & padl Jgornd
b iy day o pre aBge adly S B JSHgp Ao Jons

Jo- &l T Y e Jds doea O) BBl oM ASLid) e
(UDP and TCP) sl Y o duwlod & A S
.listening) j.zw ,& o (established) |aw s Jag
Bl dde 59 (@) Fladedl Hla¥l 1Ay Y SHLA! e

Whil 5 Wyl @ A Ologhaadl g 8 Slaglhaadl S
: sk WSy (LAN card) iadt o)™ b o0

BN C\Windows\system32iemd.exe

C:\>netstat —e
Interface Statistics

Received

& metstat/?) by ¥l e aslie id B S

(command line) !y u
:(nbtstat Utility) alaum -3

o JQSU\ Sa O \gd 9 cyﬁi,zﬁ RO JSU sbjjad\ Ry
IS5z ey (TCP/UDP)J dupts 18 (0 SYsS53 )
& A9 (NetBIOS) Ji & wsud (NetBEUI,)
S JB e oy ABM) &5 3 e S
bl B dm Ld adsuwly (Microsoft and Novell,
slowsl & Dpally (Window Server) .. 3544l
5y sl avss (IP)J1 cglis plaseands aC2) & 3l

C:\>Nbtstat —a 192.168.0.2
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oY ¢cabipure

e ‘1'-“ TESS

o Ja¥l BB e gil] iy - Ping 192.168.3.5
027 g (sl aBgadl gl delonlly sl

BN C\Windows\system32yemd.exe

l:: (5] |-

C:\>ping 127.8.8.1

th 32 bytes of data:
: hytes=32 time<{ims TIL=128
: bytes=32 time<ims TTL=128
: hytes=32 time<{ims TIL=128
[Reply from 12? B.8.1: bytes=32 time<ins TTL=128

[Ping statistics fol 127.0.8.1:

Packets: § 4. Received = 4, Lost = B (Bx loss).
fApproximate t11p times in milli-seconds:

Minimum = @mns, Maximum = Bns, Average = Bms
IC=n>,

o L WINDDWSh system32h cd.exe

C:in>ping 192.168.8.2

Pinging 192 _.168.8.2 with 32 bytes of data:

192.168.8.2: bytes=32 time<ims TTL=128
122.168.8.2: bytes=32 time<ims TTL=128
192.168.8.2: bytes=32 time<{ims TTL=128
Reply from 192 .168_.8.2: bytez=32 time<imz TTL=128

Ping statistics for 172.168.0.2:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

MHinimum = Bms, Maximum = Bms,. Average = Bms

SPICIREE-CCR I [ KPRV SN PR W
FTP>open ftp kutub.info

O Gomy (Aly psuimal!
3 okl (B9 Jprull aoknd sunadl ) aBgall pieS” gd
(IS5 1) Sl s W dg o 51 idlad o) st gl gdld
Al ey ke Sl anas Ay Aol willoy
oYy (FTP>close) oyl oda 09 (ftp>help)
o Y B8l el JI 29l (FTP>bye) 5 Juasy)

(C\>) oz plg¥l o S e J) g o)

) ol LdST e Ll s

:(Ping utility) alau -5

b gl SN pdsus (&) Sldoul e B13Y1 sy
NIRRTV SEVIp PRE SSRN ICHPEL R TIPS 57
By $19 dwlod! o JLa¥! HleY adsidy SIS slyha
(PING) L, 33y oda fos oy IS e Slgr )
b 3l gt gl Bdl gl aBsall Olgs gl gl loge
e Jupl 331 sl agl Lo widery a4 JlatY!
oy 5 B el lamly UL e (packets)
M gy WSy lasdly plall dwdy monall aMawdl A
Chdl o 2SI 35 A milidl 0 2 e Sl
B! Byl iy gl Jpgll Sass Sl sl
: SV diks Jusy (ping /?)

ot JLa¥! LY ) e adseny : Ping 127.0.0.1
Ay s DS g gl ol

ot Ja¥ JY sy Ping google.com

S5 aBgag ol
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