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Runscanner : freeware startup analyzer
[ Runscanner v, 2,0,0,47

r 5 ;E”' ‘ e ),A.
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e

This is for novice users that want b \ P ¢
their results to a malware specialist [\) : .
Y¥ou cannot make any changes in & : .
| Beginner mode

This is for advanced users, all startup fae s
reporting, filtering and delete featu; .

| OKM[ Qut |
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% Runscanner : freeware startup analyzer

EBX]

> Open Run file 5- online @ Helper
A e " save Runfie || 2 | o File analysis | | =% forums
 liasdt

vﬁm;;lnu files

N | [ Fier ]
1 & \ >
Warning: The startup items listed in this screen are not in our whitelist or

doesn't exist,
This does not indicate that the file is malware or unwanted. De\ \ivalid file can cause damage to your operating system.
»
£ Entrx.descrigt_z‘_o' n

[Path { Info \

| Company | signer | Tssuer l@]

Scan computer
S sl

<No data to display >

Runscanner 2.0,0.47

Runscanner scan in progress ... i j&5 gLdd)

Step 1: analysing loaded processes and dll librati
Step 2: inventory of startup locations and hijac
Step 3: calculating MDS hashes and analysing digit:

Status : Analysing loaded processes and lib
]

| CHWWINDOWSlsystem32\USERENY.dll

>




% Runscanner : freeware startup analyzer Q@

| > Open Run file :
| % et | 0 sena|| B2, IR @ | Stk
Unrated items r,; Item ﬁxer,r[a Loaded modulesl /
ilter | Al files ~ | / Filker
7
Warning: The startup items listed in this screen are not in our whitelist or the fily /sn't exist,
This does not indicate that the file is malware or unwanted. Deleting d file can cause damage to your operating system.
r L
l l # | |Entry description |Path | Info / I |Company |Signer 1 Issuer 1 ~
[ ooz @ avant C:\Program Files\Aviralanti ... Avira GmbH
o0 c;é Avira Antivir Premium MailGuard C:\Program FilesiAviralan ... Avira GmbH
[ 010 & Planificateur Avira Antivir Premium C:\Program Files\avirala s... Avira GmbH
[J 010 &5 Avira Antivir Premium Guard C:\Program Files\Avira ts... Avira GmbH
;f[; Avira Antivir Premium WebGuard C:\Progra
£ Service d'assistance Avira Antivir P... C\Progrd 438~ Jadd g3§ By Jm\ gLl ‘,;
« | catchme C:ADOC . ?Ie not found
Oot1 Changer CAWIN s ile not found
[« izomamt CAWIN Run ile not Found =
CAWIN u_',; M\d SUa 9 ile not Found
CAWIN S R f-l ile not found
CWIN ave up ne ile not found
cawmp|  Adsladl o) A aa¥ Ade 5 A1 Fie ot found
CAWIND File not found
CAWINDOWS\system32! drivers\PD. .. File not Found
CAWINDOWS|system32idrivers\P... PowerQuest Corpor...
CWINDOWS\system32\DRIVERSY... AVIRA GmbH
CAWINDOWS\system32idriversiW. .. File not found
Sa0e Panorama du ... deskpan.dl File not found
Jinsion {B41DB360,.. C:\Program Files\WinRAR rarext.dll v

Runscanner 2.0.0,

runscanner
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Runscanner : freeware startup analyzer
L Runscanner v, 2,0,0,47

) N Thisis for novice users that want to B8
-/ their results to a malware specialist A

'+ Beginner mode!

| Expert mode

|

This is the default option and is mostly used to post in forums.,
v Save a binary .run file {recommended)

|

This file can be imported by a specialist helper to get a better overview of your system.
The specialist can mark items that need repair and send the .run file back to you.

v/ Online malware analysis {optional)

=

RunScanner stores information about the files (MDS, description, ...} in the online database. This information can be
rated by security professionals to determine if an entry is "good” or "bad". You will have a complete report of all
known and unknown |tems in our database and thelr rating.

ot be




Runscanner beginner mode
[ Runscanner v, 2.0.0.47

Check for
c g, Scan computer @ sdies
. e
Do a full scan and save a log file LOg AR a , aall
[C:'\Documents and Settings\Administrateur POSTE\Bureaulrunscanner3.log =5 -
This is the default option and is mostly used to post in forums.
v/ Save a binary .run file (recommended) Run :G,.uq )ﬂ\

This file can be imported by a specialist helper to get a better overview of your system.
The specialist can mark items that need repair and send the .run file back ko you.

v Online malware analysis {optional) / @M‘ UJ\ pdsa mggﬂ-i PJ L vl . ﬂ\ &l

|http Hhwww runscanner, netlreport asg

rated by security professnonals
known and unknown |tems in

Runscanner : freeware startup analyzer
L Runscanner v, 2,0,0,47

This is For novice users that want to EEN A-
their results to a malware specialist g,

11 cannot make any changes in this

'+ Beginner mode:

This is for advanced users, all startug
reporting, filtering and delete Featurs

 Expert mode




Runscanner beginner mode
[ Runscanner v, 2.0.0.47

This is the default option and is mostly used to post in Forums.,

v/ Save a binary .run file (recommended)

This file can be imported by a specialist helper to get a better overview of your system,
The specialist can mark items that need repair and send the .run file back to you,

v Online malware analysis (optlonal)

RunScanner stores information about the files {(MDS, description, ...} in the online database. This information can be
rated by security professionals to determine if an entry is "good” or "bad". You will have a complete report of all
known and unknown items in our database and their rating.

The report will be visible or the website, but all private information (like computername) will not be displaved.

Clualdll aseas 88 pLA) a5
O e Al adgal) e aaidll ga Lbaa

Online malware analysis3 4xaldll b mage b LS bl

oanil) ghga ) 5 ylua Uil as all

Runscanner beginner mode
[ Runscanner v. 2,0.0.47

m Check for
~= Scan computer | @ updates

™ Do a full scan and save a Iog file LOg M )aﬁﬂl

c 'I,Dmts and Settlngs'l,Admmlstrateur POSTE\Bureau\runscannerS log
This is the default option and is mostly used to post in forums.

V! Save a binary .run file {recommended) RBun M % ﬂ\
C tDocuments and Settlngsmdmmlstrateur POSTE\Bureau'l,runscanner run

ThIS file can be imported by a specialist helper to get a better overview of your system.
The specialist can mark items that need repair and send the .run file back ko you.

v/ Online malware analysis (optional) v @M\ UJ‘ dsa PPN enx L vl ‘Jml &l
?report=ae49f051-a37b-47e6-adf4-6df614add22b ol

/ Eﬂe flles (MDS, descrlptlon, o )ln the online databese ormation can be
vl ave a ¢ complete report of all

|http Thwww runscanner., net)’report asg

ua;ﬂh\mu\uagu\’\ua;ﬂ\éy‘gb faa

Ol o slaieyl dlla g



Gl 3 Ui sa g
b sa g padY)
walkad 5ae e Ganidll e el quag lagd Jal N 1aa B cilaglaa Al 2 g (5

iaall 3 pdlie jla jhadl O A lagd saa¥) ol L

iua:\ g Al &S’\ a3 - AudS

e is not yet complete.
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fixing item®

2.0.0.47
08/09/2010 15.53.16
Administrator
Microsoft Windows XP
2600

Lok as
Service Pack 2

= : Switch to the compact report
rabe (Maroc) e
2.0.6001,18702 als Jﬁ)‘”‘ JG'E‘J..

C:\WINDOWS
%%SystemRootS%\System32\drivers\etc
0

\WINDOWS \ system32 \ smss.exe - Microsoft Cerporation

: \ WINDOWS |\ system32 \ csrss.exe - Microsoft Corporation

: \WINDOWS \ system32 \ winlogon.exe - Micresoft Corporation

: \WINDOWS \ system32 \ services.exe - Microsoft Corperation

: \WINDOWS \ system32 \ Isass.exe - Microsoft Corporation

: \WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

000 0|0 0|00

: \WINDOWS \ system32 \ svchost.exe - Microsoft Corporation




“%F Tnternet Uownload Manager agent for click n [E-B...

@ Runscanner freeware startup analyzer

@ Paint

C: \ Documents and Settings | 3teur.POSTE \ Bureau \ n

C: \ WINDOWS \ system32 \ mspaint.exe - Microsoft Corporation

|002 Autorun registry entries local machine

@ avgnt

|003 Autorun registry entries Current User

© 1DMan C: \ Program Files \ Internet Download Manager \ IDMan.exe - Tonec Inc.
© ctimon.exe C: \ WINDOWS \ system32 | ctfmon.exe - Microsoft Corporation

|003 Autorun registry entries Default user

& CTFMON.EXE

C: \ WINDOWS \ system32 \ CTFMON.EXE - Microsoft Corporation

[010 Installed services

© Avertissement

@ Service de la passerelle de |z couche Application
@ Avira AntiVir Premium MailGuard
@ planificateur Avira AntiVir Premium
& Avira AntiVir Premium Guard

@ Avira AntiVir Premium WebGuard
© Apple Mobile Device

& Gestion d'applications

& ASP.NET State Service

@ AST Service

© Audio Windows

@ Service d'assistance Avira AntiVir Premium MailGuard

@ Service de transfert intelligent en arriére-plan

& Service Bonjour

@ Explorateur d'ordinateur

& Capture Device Service

& Gestionnaire de I'Album

& .NET Runtime Optimization Service v2.0.50727_X86

© Application systéme COM+

@ Cryptsve

@ Lanceur de processus serveur DCOM

@ Client DHCP

© Service d'administration du Gestionnaire de disque logique
& Gestionnaire de disque logique

@ Client DNS

@ Service de rapport d'erreurs

-

C: \ WINDOWS \ system32 | svchost.exe - Microsoft Corporation
C: \ WINDOWS \ System32 \ alg.exe - Microsoft Corporation

iles wira \ AntiVir Personal ion mium \ avmailc... - Avira GmbH

Avira GmbH
- Apple Inc.

svchost.exe - Microsoft Corporation

WINDOWS \ Microsoft.NET \ Framework \ v2.0.50727 | aspnet state.e... - Microsoft Corporation
C: \ WINDOWS \ system32 \ ASTSRV.EXE - Nalpeiron Ltd.

C: \ WINDOWS \ System32 \ svchost.exe - Microsoft Corporation

C: \ Program Files \ Avira \ AntiVir PersonalEdition Premium \ avesvc.... - Avira GmbH

C: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

C: \ Program Files \ Bonjour \ mDNSR d - Apple Inc.

C: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

C: \ Program Files \ Fichiers communs | InterVideo \ DeviceService \ D... - InterVideo Inc.

C: \ WINDOWS \ system32 \ clipsrv.exe - Microsoft Corporation

C: \ WINDOWS \ Microsoft.NET \ Fr: k \ v2.0.50727 \ mscorsvw.exe - Microsoft Corporation
C: \ WINDOWS \ system32 \ dllhost.exe - Microsoft Corporation

C: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

C: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

C: \ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

C: \ WINDOWS \ System32 \ dmadmin.exe - Microsoft Corp., Veritas Software

C: \ WINDOWS \ System32 \ svchost.exe - Microsoft Corporation

C: \ WINDOWS \ system32 | svchost.exe - Microsoft Corporation

C: \ WINDOWS |\ System32 \ svchost.exe - Microsoft Corporation
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sis report

e is not yet complete.
in relying on an online report.

iu‘d\ o2 Al &S‘\ a3 o Audg

o S iy 231 0 55(T)
\auéaupug,:yduﬁ\oﬂ‘®
o 1555 18 g5
cioall g8 g jua sl e seall G sUI(3)

2.0.0.47

08/05/2010 15.52.16

Administrator
Microsoft Windows XP
2600

Service Pack 2
Arabe (Maroc)
8.0.6001,18702
C:\WINDOWS

M

Switch o the compact report
als A gl

%% SystemRoot:\System32\drivers'etc

0

C: \ WINDOWS \ system32 \ smss.exe - Microsoft Corporation

: \ WINDOWS |\ system32 \ csrss.exe - Microsoft Corporation

: \WINDOWS \ system32 \ winlogen.exe - Microsoft Corporation

: \WINDOWS \ system32 \ services.exe - Microsoft Corpeoration
: \WINDOWS \ system32 \ Isass.exe - Microsoft Corporation
: \WINDOWS \ system32 \ svchost.exe - Microsoft Corporation
: \WINDOWS \ system32 \ svchost.exe - Microsoft Corporation
:\ WINDOWS \ system32 \ svchost.exe - Microsoft Corporation

00 0|00 00
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=| 2)Zip file, upload to a forum ';_&:h-_- =
- or zend bo an expert. —

runfile.run scanner.log \
4] Ewpert zends

E_ij.n.“ - &1 _addl
z sl
Faorum expert
back ta the beginner.

1] Beginner mode
zave a binary RBun file

rurfileffixed). rum [ i save run file ] riaga

3] Expert openg the file and markz AT (L =T TRTTE A

the items that need fising, P, E.j: -
m LE‘D T J Biay a0 5 lall adll dasgy
pen .un file ﬁm?wl LA Citall

B] Beginner apensz the marked Run file
and choogzes "Fis zelected items"

L I Open run file J
[ Fix selected items ]
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srare startup analyzer

;fH Scan

Online Q Helper ) IUpdate

- & Extra stuff == computer analysis | | =% Forums S check
| & Process Hllerrﬂﬁ-‘. Installed software | =] at ) "'LML‘
31V Ly 843
~ |
ription Path { Info , ' Signet  Issuer II »
plorer C:\Program Files\Intern rerliexplore. .. soft Corpora... Microsoft Corporation : Micro...
eware startup analyzer C:\Documents and Settfigs\Administrateur.... Runscanner.net Hemoco bvba : COMODO Tim... =

bsoftiWindows\CurrentiersioniRun {+subkeys)

. Avira GmbH

\

- aokup at Google Ctr+c &g Guub oo Sayll
CiiPpra Piitomil
:0 Lookup at Systemlookup. comm systemiooKup.com

Mokup at RunScanner.net Chrl+I L3 \ )
&% Lookup MDS at FiIeAdvisa;\CtrHF 't Corpora... Microsoft Windows Publisher ...

)

indowsiCurrentiersioniR pload file to YirusTotal Chrl+T

= Ft Corporacs Aadil) Adac) gy Eiat
ontrolSetiServices (Servi Copy to clipboard Chrl+C Ay i 25l
g 2 Open location Ctrl+0 :t COpOrRL, M?cros MD5 )
i E.t:\a‘ll‘ g‘> Opéri tagisiry CHI4R tb(;orpora... Microso
\Pro
Show file properties Ctrl+P
C:\Pro R bH
C:\Pro§ & Mark } unmark item Space  fnbH
Sl 1E Expand tree il :
C:\Prod —— C. Apple Inc. : COMODO Time S...
1= Collapse tree : : :
CHWIN t Corpora... Microsoft Windows Publisher ...
-ate Service CAWINDOWS\Microsoft NET\Frameworkiv... Microsoft Corpora... Microsoft Corporation : Micro... [E]
= CWINDOWS\system32\ASTSRY.EXE Malpeiron Ltd. Mitro PDF Software : YeriSign... b
m]|

A ek
Lookup at google
Lookup at systemlookup.com
Lookup at Run scanner.net
Lookup MD5 at FileAdvisor
bl pandy a gl Al Clualdd) 4 DAY jualial) oaa

Al 3 il Al gat Ay dple Jaial Ladie i JuadY) ga 9 google ) & aa g4 JgY)
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2
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4
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R dualdl) sa g
Upload file to virus total
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BY LIST CONTRIBUTE

PDFShell dll R)

Filename CLSID

e possibilities with a quick search of all of the lists.
ing and searching by list.

Name Filename Description Status

Send to 'Perfect PDF Creator’ pdfshell.dll Related to Cosmi Perfect PDF Creator, Note: Located in \%Program Files%)\ L

lavacool
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sCalner

[ Search filename

54

Search

tartup and hijack analyzer
e ? Atiacmxx.dll -

& AMD Desktop Control Pznel - AMD Desktop Component - Advanced M

2 /A, Run a Free Scan for ATIACMXX.DLL related errors

nation — ...

A fede AV A (ki gl a= s T ainlily

S tiacmxx.dll scription

se statistics L

Atiacmxx.dll with description AMD Desktop Control Panel is a process file from company
otal: 687,369 Advanced Micro Devices, Inc. belonging to product AMD Desktop Component.

/hitelist: 206,565

)cess list

1]
X
Iy

In total there are 8 launchpoints for this file .
There are 12 different variations of the file in our database and the file is not digitally signed.

Automatic startup locations

| X

ﬁ 061 Shell Approved Extensions

@ 173 ContextMenuHandlers

221 HKLM *\ShellEx\ContextMenuHandlers

223 HKLM AllFileSystemObjzcts\ShellEx\ContextMenuHandlers
225 HKCU Folder\ShellEx\ContextMenuHandlers

227 HKLM Directory\ShellExX\ContextMenuHandlers

229 HKLM Directory\Background\ShellEx\ContextMenuHandlers

¢ [& @ & &

File versions in our database

Company

[4 Advanced Micro Devices, Inc.
[4 Advanced Micro Devices, Inc.
[4 Advanced Micro Devices, Inc.
(4 Advanced Micro Devices, Inc.

[3 Advanced Micro Devices, Inc.

& nfa
En/a

[dnfa

Varsion Size

614,10,2001 708608
614,10,2001 704512
614,10,2001 700416
614,10,2001 696320
614,10.2001 652224

2.0,0,0 688128
1.0,0,1 73728
2.0,0,0 73728

MD 54 84l daill) Aol g3 il dpdy
Lookup MD5 at FileAdvisor

g 9@ sall 1ags Lghia ydig (a3

Runscannerit « & MD5 4 padal) dadlip- 3t % [


http://www.startimes.com/f.aspx?t=25295736
http://www.startimes.com/f.aspx?t=25295736
http://www.startimes.com/f.aspx?t=25295736

Runscanner & MD5 4 i) 4adl) 7 )&
sl el Lald LY e (e aadl B Ylaata ST A Al oan jial g
Data integrity s (alal) Lgaul, ., o A1 A clibul) 3o g
Bits128 s MD5 < il cila e Jsh 3 ddia cigag ad i ¢ 3L A

dagil) oagd amy sal) 8 1 cilada () Lgapadi oy ) § 1219 Bits 521 94 dslal) Ala ) Jsha oS!
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dagll) oap (e B Jat Jasd Jaa (S
Runscanners 4ail) a3 z) Alu) 448 g8 g Us gulaga ) 358 )
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Runscanner dbauls; jgall (asd Jas 2y
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Lookup Md5 at FileAdvisor uias a3 8 ) e Wale Jiually a 6di



eware startup analyzer

Q Scan * Open Run file l.\ S Save
“e=2 computer | [ g save Run file | [ log file

,,,,,, instalec [ Host file editor [ History / backups|

X [ Fiter |

Online
analysis

lPath I Info [Company
C:ADOCUME~1\moradiLOCALS~1\Tempiwi...
CADOCUME~1\moradiLOCALS~1\Tempiwi...
C:\DOCUME~1\moradiLOCALS~1\Tempiwi...

exe CADOCUME~1\moradiLOCALS~1\Templiwi...
X E ADOCUME~1moradiLOCALS~1\Tempiwi...
=)Ee CADOCUME~1\moradiLOCALS~1\Tempiwi...
Ipdate CAWINDOWS\system32\wuauclt.exe Microsoft Corpora... Microsoft Windows Compone... [&=]
=XE CADOCUME~1\moradiLOCALS~11Templw...
Ipdate CAWINDOWS\system32iwuauclt.exe Microsoft Corpora... Microsoft Windows Compone.., [5]
2t freeware startup gifalyzer C:\Documents and SettingsimoradiMes doc... Runscanner.net Hemacohvha. (/P 2
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