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CWNA

Certified Wireless Network Administrator
Official Study Guide
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Access

Shadow Keylogger o=@ | =]

Please provide a password you can use laterto access the recorded data.

Password -

How secure is this? Options... Record!

Options <kl Lo Laacall cliSey LS el W JUa5 s 3K JlAal, o8
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Options

Keystrokes | Screenshots
Access
® Show results after the password is typed on the keyboard
) Prompt for password after icon is clicked in the system tray

Computer Metworked L

Records
Include application context and timestamp

[[] Save recorded data to a single file on this computer

Browse...

Every 30 seconds

About this program Cancel

o lialy il o g AN jlusall 8 Lgdaia g (Sl haid ) g Ll Sy LS
6 sima LA SliSay LeS Ledal&ill 2%y 5 ) g JS (g i 311 55l aaa Gl

3‘)5.545\ 43,

Options

Keystrokes | Screenshots
Screen activity

Record and save screen activity

Folder : Browse...

Details

Rate : Every 2 minutes

Image Quality : Very Low

ResetValues...

About this program Cancel

| =2 |
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& Shadow Keylogger (= = | =]

Recorded Data (session lasted 1 min)

Keystrokes
Recorded Input: 65 Keystrokes

shadow (07/08/36 04:18:43 5):
keylogger i=s working

New Tak - Google Chrome (07/08/36 04:19:15 g):
facebook.com

I ﬁi JeEddl Jmws - & gewand — Google Chrome (07/08/36 04:19:52

sl
WA M . OO R R R R R

gt | o pnid ) J el Juswd — Google Chrome (07/08/36 04:20:11

p):
password

Copy All Save.. Record Again!
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Setup will ingtall Spetech SpuAgent in the following directorny.

To inztall to thiz directon, click Mest.
Taingtall ko a different directary, click Browse and zelect anather directany.

Y'ou can choose not to install Spetech Spedgent, by clicking Cancel to exit
Setup.

Dreztination Directorny

C:\Program Fileshsysc Browsze... |

Space Required: 3660 K
Space Available: 11604436 K

< Back I M ewt I Cancel

¥ 5 gl
LA (e Sy g Al Al ) deast () ) upatil) Alany paiad
Lo 350 Rl g 55 L)

PELRGHE Lﬁi ekl pde g oyl da\s < SpyAgent seh pde 3y yi S )
Sl JK&N 8 WS Stealth installation ¢ d) sl il
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'ﬁnelect gpyhgent Installation Type m

Click the type of Setup vou prefer, then click Next.

" Administrator/Tester  Program will be installed with the: all software
options - and accessible via Windows start menu.
This is recammended also for new users! Help
documents are installed.

(+ Stealth Installations  Program will be installed with minimum required
options ahd no shartcuts included in Windows
start menu. Alzo HELP Documents are NOT
INSTALLED.

Space Required: 2496 K
Space Available: 96046080 K

< Back I Next » I Cancel

¢ 5 ghdll
Cranal 5 i 1Y) Lad il A8LE jedad (o pu cunaill) dulae oLl die

-

Snwtech SpyAgent Setup %
4.0l I

\ ? ) Would vou like to include an uninstaller?
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Aminn Windows

ChProgram Files\sysconfigh, v sy

Jogutall Oljluiol plisiwly dagall ais cliv] pisw B

o lyziul Jalll clzl] blga

o ey a5, Liw Ayl dmiuall ils
Q sysconfig s Jis O v sysconfig 4 Program Files 4 (C) plmall pojall 4 yiguadlilis ¢« 0 F
J £odll Lol s h asll e J:
Cubighs A JavaScript File T/ T o ok AC_RunActiveContent Al g
cubgls To albai vala autoisys %) &bl das palgall
cubigls ol GOM Media file( ... charts fﬁ:‘ wifall pdun B
ol GOM Media file(.s... cl3d ‘;E‘
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Cubghsn ¥ £ sysk32.dll %]
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7 5 ghadll

Alee sy Leliols a3l ) 1S JLAl o 3 NoStealth bl iy o8
Z\_AL“\S\ C.AL\).\S\ PRI J@.kﬂ k_\...\.\A.iﬂ\

Aol LAl slae) Jal (e duiad) 4038 0 General JLiab a8

\ Sspytech : .
"' SpyAgent O

& Program Options R Log Actions ol Reports [ Setup Wizard @® Help

General

Startup Settings and Config

)"
g @ @ ; Logging
Configure Logging Options

Keyboard & Mouse Windows Viewed Program Usage Screenshots
16 Keys Last Session 62 Windows Logged 133 Applications Logged =~ 58 Screenshots Logged mote Log Delive

igure Remote

(v ORTE) o

Content Filtering

Events Timeline Files & Documents Computer, Usage Mic & Webcam Filter and Bloc ity

384 Events Logged 767 File Events Logged 3 Sessions Logged 0 Captures Logged

ScreenSpy

OO | & | © [y

0gging

E-Mail Activity, Website Usage Internet/Activities Chat and Social

0 E-Mails Logged 1 Websites Logged 105 Connections Logged 0 Conversations Logged Scheduling

Schedule Monitoring Times
View Most Popular Activities Summary
Behavior Alerts
F 2 Activity Alerts
Start Monitoring Monitoring Stopped. Click "Start Monitoring" to Resume.
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uailas Spytech SpyAgent Options [? ][ =]

& AutoArchive | & AutoClear | & AutoRemove I
g General | m Alert Motifications | Q Instart Log Retrieval

—When the Computer is Started...
{*) Load SpyAgent for all users of this machine.

{7} Load SpyAgent for this username enly,
{7} Do not load SpyAgent

—When SpyAgent is Started...
Load SpyAgent in ACTIVE Monitoring Mode B |

Run SpyAgent in Stealth-Mode ? |
For optimal STEALTH performance, make sure you check

the abowve options to load SpyAgent on Windows startup in
Active and Stealth mode.

D Display Splash Warning on SpyAgent Startup ? |

— General Options

D Show Password Prompt when Keyword is Typed B |

D Show Summary Report when Monitering is Stopped ? |
E Set/Change Your SpyAgent Password |
OK Cancel
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ol <l A dlae ) Jal o Logging e bl 28 A

uailin Spytech SpyAgent Logging Options % |[=]

— Logging Settings

Log all Keystrokes Typed
Log all Windows Used
Leg all Applications Executed
Log all websites Visited
(%} Capture Content of Webmail Sites
{} Capture Content of ALL Sites
D Do not Capture Web Content
Log all Internet Connections Established
Log all Internet Traffic Data sattings:
Leg all E-Mails Sent and Received
Log all Chat Conversations
Log all Clipboard Text
Log all Documents Viewed
D Leg all Print Jebs
Log all File Usage settings
Log all Files Transferred
D Log all Mouse Clicks

Pause Logging if user is Inactive for | 30 minutes,

] ST ) B ) Eca s a5 e ey

D Only Maonitar Specific Programs... sattings

B

Check legging options to indicate what activities you want logg
All recorded activities are viewed in the built-in log viewers,

QK Cancel




MALWARE abgb > Joo>

-V 5 ghadl)

Start Monitoring e bl 28

dalee 1as (o gu ladie 5yl 2K L) elia bl dEia 3380 e lat (o gu
RUIENIPRE |

g g gl Jaii sale by o 58 Ladie 5 5y JS Apne yall 038 Jani Y
Al 2 e pe IS5 deall da ) oda

NoStealth <alall =i a8 stealth mode _wdl baailly Jasl) Cildy) Jal (e
o) AalS AU, o8 o

a5 ) L g el it o5 ) sl ) Lty o5 3 adl el 25LEY

Sy L8 millall Dl o
Remote Keylogger
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WinSpy

O ol ae e 48l e LiSay 5 (5 e IS Jard A8 ye dgma o 0 3 ke
G paall a5y 9 ALUS Apaiiall a8y Capa JS Jan 9 4080 o 2 685 A 5 D
Al lea (A el o2 Canati Jal e 3 Sl Leeading Al 3k

:WinSpy 3ac) <) ghad

) 5 ghadl)

WinSpy Jieaiy A8

=Y 5 ghadl)

e AUS IR (e s e (318 o8 B8 dae ) Ja iy 28 Jresl) 2y

Sl JCaN LSl 2K

Win Spy Monitoring Software 20 Pro

This will be your new Login and Password

Enter New Login |

Enter New Password |

Verify New Password |

Cancel Apply New Password
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Jsadl diandiy 85 ctrl + shift + F12 e baall, o8

Username

Password

( ok ) canca )
( password ) [ uninstall )

- ¢ 5 ghdl)
Remote install is) & Remote &) 4 slall 4ailall (e

JAah a8 o5 daiall g 1aad andaS Lgaladtul p 3 Al 5 ) geall jlise 2aa, A8
Gmail Jdwil O s
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Remaote Install File Creator &k Purchased License: 10 & Licenze Used: 0 |
Lger IJ ohn Computer Icon Picture
FileM arne |Hemu:ute PC File Ie:-ce LI -
File lzomn |E:"~Windnws'&japg.icn I
Picture | AMEMORY CARDYaaz alneiii | |
Emailer | Screen Capture Cam | Maintenance | FTP | Advanced
Email Keylog W Emnail Settings

Email Keplog To Isyriapnln@gmail.cum

[Uze Gmail mail . Check SPAk
Falder]
Test Email

Server |I3n'|ail | |

( Help ) ( Remote Viewer ) ( Create Remote File jl

Supports GIF or JPG formats. If a picture is included then the user would
zee the picture and not be aware that Win-Spy is being installed. If no
picture is included then when user clicks on the file it would appear as
nothing has happened.

-0 3 ghdl)

m aldl yelay a5 Create remote file e bl 8

Rermnote PC

e A L B
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138 i & i Al g 1as g dpaall ) Calall a3 Jlos sl a5 () cang V)
S sl e o da¥) e Calall Jla ) A (e @l ALl @liSay 5 Caldll
Lol 5 Ja) J3A (e abieny o gl dpaall #1035 ) sall 2a] 3 Calall ad
Ol aia e lla o gas Calall 138 ity Apaiall o i) Ladic 5 4l Jpeadl
Aaladinly el sl Gmail dae) () i8Sy Al a8 Al il
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Trojan 8315k Glas

sisa il 5l 3 5a) alu Calo sl gl o Ll A5V Ala 1l g0 L5l Dona
Jen e (1) server 8y il o gy 4t dic g (b adata
Apallale Gy Jleall e AllS 5l aaleall ey (g3l 5 dpauall

Jin AT el s Cail dpnall il Cada ol 48 o T8 paleal) raan s
Sla gaa 4yl Sl glaall 48 5 5 keylogger ilall il i Jase zali p
ilabiaa g 4l ) jasll Jadast g Glaia) cililag <l glaa g J g2l Jasus

LS JalS JS 4y oSall y ouSe IS5 Al Hlea e JuaiW)y il g il
g o ailS Ao 8 pe Jeel G dmal jles pladivl e 38 muay

Denial Of Service 4xwaall

Sl s ol 8l Adllaa s ey e Gl e Y aadig o (Say (3iAl) alail
2 ) A g el LS ]l ey g

Ba) gk lasy AlaY) (ol el

Leadhay i al g A0 58 yo e iyl Cladia M) g sizile) =

Al e A sde Sy Guglall isedS ja m

Adlill e 4y e Jilu) Hsgka m

L ) GlalS it g ey daldll elaial) Jaal il lblus (31 531
2313 a5y 8 pud) Ly i m

dardl e Gl g il aliae a5 5 4 Ul O paadl Jukaal m

Sl IS ez sale) ol Sleal) Jaandi sy
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MoSuker Trojan

Llal) 5 4l ae dbo)all aalgall mohy dge g gl s 55 Ola s oo Bke
38 gl s ) 5 b ) ALYl el i sl

MoSuker alaaiuly (a5 5 58 i dlac| &l glad

-\ 5 ghadl)

a8 a3 4l Aalall ekl CreateServer.exe @ity ad 31aY1 028 Jaand any
(P LS dal yaty) Colalacy) & 3 & OK e Ll

MoSucker 30

Server Creator/Editor t.r\ 7

(¢ 1 want to create a stealth trojan server for a victim

[ Includs MavBums0.dll n yaur MaSuser sarvar (adds 750 KB) 2]
WV Indude mswinsock.ocx 11 your serves (adds S0 KB) Recommended! @
NV Pack for mirimal fils sive QJ
MaSucdcer Transport Cipher Key

TWQPCUL2S873IVFCSIQK 13761 )
[~ add 2385 KB tothe server. 2

1 want to create a visible server for local testing.
" 1 want to edil an existing server

¥ start configuration after creating the server

ot J[ comed || o |
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=Y 5 ghadll

A0 LAl Sedas 8yl Jais 1Sa g and JLA) 2

- — -

MoSucker 3.0

Generating server...

Build Date: 11/28/2002 2:05:12 AM
Build Info- MoSucker 3.0 Public Release B

Level Accessed: Public UPX
|  Verdfying necessary hilepaths
Preparmmg first stub
Preparing second stub
Packing first stub
Packang second stub
| Modifymng file headers

"V 5 ghadl)
T LISUA (e (s ol 5 Fullil) AELE e Al 5 shatll (pn oL 2
Sy ) Ly o sk i gus 31 el 5 sl )
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aligb G Joo>

Selected Server: Z:\CEHvS Module 36 Trojans and Badkdoors (Trojans Type ' E Cloge l O
' e —— i
F : Server ID: | 1501704QWEYIC: 4264200TPGNDEVC )
[ Asostet || CyherKey TWQPCLL2SB7AIVFCSXK13761 2)
_Notficatond | Victe'sName: [Victm | (2)
Server Name(s):  kernel32mscOnfig, winexec32,netconfig,
l—%‘—'—J[_F_.] AN gy yreyerergere
pHcedrais -
V' Prevent same server mult-nfectons (recommendzd) (2)
| | —
m You may select 3 windows icon to associate
m " . with your custom file extension /s,
| Jcons | o
(_geed J[ gove J[ e |
A
/ -— p 4
Selected Server: [2:\CEHVE Modue 05 Trojans and Badkdoors|Trojans Type | E Close | 8}
S e—
Log Flensme:
montor.log @)
E I” tnable Smart Logging
I" Events ] Caption key words to tngger keylogoer (separate sach with & comma) @
T — notmad, vanoo! 0N Dessword, bank secure, hecout regster, ~
1
(8o J|_gove J[ emt |
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¢ 5 ghadl)

Cale g 4l 2 danal) ) aAlle jl a8 8 ) lae) (e eV a2y 5 Y
138 ity domaall o sy () 3 jaan s Al lad Jal (e L8 JSE iy A
Ol s Al Jeadi oy alal)

=0 3 ghadll

adul) 3L ekl MoSuker.exe g &8

o e pSadll y aally Jlai¥) LA (e S S
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ProRat

Slea 52 port die gz a 685 RAT 2 e aSad 3l 5 glas i oo 3k
_&S(M&.M"w . \JLSA-‘?S;H\JJL“‘:‘Y\FLS-‘MG‘“—UM“ |

laa el (e oy Ll Glea e 310V o328 i jau Cunall S5 Ladic
Adaae AUl BaclB 4l g (g 8 il g b dlian aladiul (g Ll )
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izl Jlea aSadll Jal e ProRat i dlae) <l gha & )

-\ 5 ghadl)
ProRat Jweai o8
"Pro"gm.iaaml' all $ld o 4K

ProRat alaain) (pe (St o U8 il g ) alian Cilals a 685 o)) cany

ProRat V1.9 Disconnected.

Engish ]

PCinfo [ Applications |
Message Windows
Chat Admin-FTP
Funny Stuff | File Manager
|E =plorer Search Files

Control Panel Registry
Shut Down PC| Screen Shot
Clipboard KeylLogger
Give Damage | Passwords
R. Downloder Run
Printer Services
Online Editor |ProConnective

Create

Disconnected.
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=Y 5 ghadl)
Jhas & 55 (e ana Cile (3150 5Lal Jal (e Create L) le ball &8

Create prorate server JLisl &8 & Trojan file 335k

ProRat V1.9 Disconnected.

Egish >

PC Info Applications
Message Windows
Chat Admin-FTP
Funny Stuff | File Manager
|E =plorer Search Files
Control Panel Reaistiy
Shut Down PC| Screen Shot
Clipboard KeyLogger
Give Damage | Passwords
R. Downloder Run
Printer Services
Online Editor |ProConnective e P
Crede '
B Create Downloader Server (2 Kbayt)
B Create CGI Victim List {16 Kbayt)
©)Help

Disconnected.

"V 5 ghadl)

Juai¥l (e (Add) dane sll) D8 el (Said &y (LA 1P () sie JWAal o8
=L

a5l e daxally o8 ol Galdll [P ol sie s Le Caai Y S 1)

SSiila sl JS5 1P () sie LS &y Cagass
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¢ 5 ghdll

: Al JSE LS (sl e 3lA 530

™ (Create Server

ProConnective Notification (Network and Router)
Supports Reverse Connection

kd Use ProConnective Notification

Notifications

General Settings IP [DNS) Addiess. [Nl uReleli

Mail Notification
Doesn't suppoit Reverse Connection

K Use Mail Notification

YT b omberman(@yahoo.com

Bind with File

Seiver Extensions m——
ICQ Pager Notification

Doesn't suppoit Reverse Connection
Server lcon E Use ICQ Pager Notification

ICQ UIN: :

CGI Notification
Doesn't support Reverse Connection

k4 Use CGI Notification
(IR http: //'www yoursite.com/cgi-bin/prorat. cgi

Create Server

Server Size: 342 Kbayt

-0 3 ghdl)
a8y 5 yuall AalS Jia paitliaddl yis Jal 0e General Setting sle bzl
Q)}.\S\



MALWARE

' Create Server

7 5 ghadll
‘;JL”J\ AL elas u_\l\ LAY Jandd eladly A8

Notifications

General Settings ,]

Bind with File

Server Extensions

Server lcon

) Hep

Server Size: 342 Kbayt

——
Server Passwad
Vi Nome

hive a fake error message.

delt server on install.

Kill AV-FW on start,

Disable Windows XP SP2 Security Center
- | Disable Windows XP Firewall.

Clear Windows XP Restore Points.

Don't send LAN notifications from { 192 168 * %) or (10.** "

I DENKE

Invisibility
Hide Processes from All T ask Managers [9x/2k/XP)
k4 Hide Values From All kind of Registry Editors [3%/2k 2XP)
g Hide Names From Msconfig (3x/2k/XP)
UnTerminate Process [2k/XP)

Create Server




MALWARE abgb > Joo>

-V 5 ghadll
dal (e o jlias el Cala ae i jaud) a3 Jal e Bind with File le bsul

- Create Server

Nothcations

Select Fie

General Settings

This File will be Binded:

Bind with File

Server Extensions

Server lcon

Server Size: 342 Kbapt

Look in: Images i ® ¢ Ea~

= [ Girl |

File name: Girl Open
Files of type: [' X ‘ Cancel




MALWARE

adigb > Jo>

ProRat V1.9

'0 Server will bind with Girl.jpg

A 5 ghadl)

Server Extensions <lalac! (e

Select Server Extension _Lall (< EXE (has icon support) Jiab o8

Create Server

Notifications

General Settings

Bind with File

Server Extensions I

Server lcon

w) Help

Server Size: 437 Kbayt

Select Server Extension
E EXE [Has icon support)

l PIF (Has no icon support)
[ BAT (Has no icon support)

B SCR (Has icon support)

[ COM (Has no icon support)

Create Server ]
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aligb G Joo>

-4 5 ghdll

sy 5 Al 4558 IS4 HLials o8 Server lcon (s

i, _Create Server

Notifications

Genetal Settings

Bind with File

Seiver Extensions

r Server lcon

©) Help

Server Size: 437 Kbapt

Create Server e haall &8 A

Ve QBN
Qgﬁob
BFEBESF V1T e
E&Dﬂ.%é@(

-H

=5

€ ved

AS P

)

¢ e k-

@ & =

]

 Server lcon: @ [ Choose new Icon l

| Create Server
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= ) EEEDY |

Smdsosre JEQ-@@&éﬁ

The Binded server, has been created @ (
with your settings in the current directory. 7
= |
_ >l
Server lcon @ | Choose new lcon I
Server Size: 457 Kbapt Cynate Senvee
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=) o 5 ghadll

e (33 55k han £ 5 e L) dma ) il Cale Jlu ) eli€ay Y
il i) Cale daay ladie 5 elaia¥) Jual il Bilas e 5 JsaV)
Sl JSal 8 LS gan o g

hane = | =] Date modded | ~| Tipe |=lsee |
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V) 3 gkadl
5110 padiuall &y gall o855 10.0.0.13 54 paniudll [P ol sie JE) 138

B 5 oRat V1.9 -
PFROHACH NET PROFESSIONAEL INTE/RKNDET 1Y

N e e

k r-l-qlush

PC Info

Message
Chat
Funny Stuff
| [|Explorer Seaich Files

Control Panel Registry
Shut Down PC} Screen Shot
Clipboard KeylLogger
Give Damage | Passwords
A. Downloder Run
Printer Seirvices
Online Editor jProConnective
Create
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VY 3 gkadl

Lzl Juas¥l Hliay doaaall Hleas JuaiVl dal (e pud) 448 Jlaal B8
Jll & LS system information aUaill cile slas 3315 PC Info e
ALk

ProRat V1.9 Connected[10... ] x ]

Password

—_—
12345
et Ol et

Cancel

Port: ERLY l Disconnect |}

/7777777 PC Information ////7777

Applications
Message Windows
Chat AL \)i ndows Uer

L NIEAERERE R Windows Language . English (United St
|E xplores Search Files | RaNLLTTEEF1d) : C:\Windows

Computer Name : WIN-EGBHISG14LO
User HNHame Administrator

System Path : C:\Windows\systems

conol Parel | Reosty | oy : C:\Users\ADHINI™1\
Shut Down PC] Screen Shot | FNBYIRIST '

Clipboard KeylLogger | ENAYRTTRINS . NO
Give Damage | Passwoids | DEL& : 9723720612

fi.Dowrlodery. P JACX | e

Printer Services
Online Editor IFroConnective System Information Mail Address in Registiy

Create Last visted 25 web sites ) Help
Pc infarmation Received.




MALWARE

V¥ 5 ghadll

(Engiish ——— |="8///777/7 PC Information /7777117
PC Info Applications
: Computer Name * WIN-EGBHISG14LO
Messagn wms User Name * Administrator
Chat il Vindows Uer
Funny Stuff | File Manager | RSTL LTS ELGITET TS English (United St
|E xplorer Search Files | RN & 14} C:\Windows
Control Panel | Registry System Path . C:\Windows\systemd
Shut Down PCI Screen Shot Temp Path * C:i\Users\ADHINI™1}
ProductlId .
Clipboard KeyLogger | TRYSITRIN : NO
Give Damage | Passwoids | DEIS] : 972372012
R. Downlode: Run .
Printer Setvices -
'LClnline Editor |ProConnective System Information Mail Address in Registiy
[ Create Last visited 25 web sites ©) Help
Pc¢ information Received




MALWARE

L Keylogger

Read Log

Delete Log

Save as

Clear Scieen

BT DEFAULT _CHARSET

ahi bob this is my username xyzatyahoo com

password; testshift1 buttowith1 shiftbuttanwith2

Read Log

Delete Log

Save as

Clear Screen

KeyLog Received.
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2aY) g clilal) gead
Calida lvial 4l Cale ge A50al Lna ) Cile ety 5SUel o i dpaall g 1ol
Ay Gl 255y sa ) g adae ) sea CaleS dazall Gld Y

(&exx) binder @<l »

Binder gaxal

M\MA\J&WJAW)E\GAJEMWC‘“DJJUQBJE

_ajw el .J\.Alq\j

iy Fymaal) G 4 of Sy 138 5 exe il ()55 il Sl ol alanc
dal e binder alaaiuly 5 Slel a 58 Al Calall 13g) dnozall 8 Jlain) (4o

mp3, jpg el 4 05 o oSy AT Cale pe &pall dae ) Cale e

Lo B seiall madll al yy (any
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aligb G Joo>

Simple Binder

B e gl s JS a5 aal 5 Cale (e (aile ey o i Jagusy el

A Simple Binder By: Nathan72389 | &=

€D Weekend Binder 1.0

Weekend Binder

S

ByYy: Nathan72389

|| Execute File #1

Files:

File #1

FAHACKER EXPERT\RATS\ProRat_v1.9\
[ Select File #1 J
File #2
DADATANWALLABLOGA\NASANhubble03.jp
[ Select File #2 |
Binding Options:

|| Execute File #2
] EXE Pump (1000 = 1Meg)

[o




MALWARE aligh Guw> Juo>

Easy Binders

Al LS clalall (e 2 gana pue de mad o a8 4l g aladSuY) Jew gl
el Galdl) &gl JSE s e 5l

& Binder

File  Extras  About

W Fies {5} Setting's IE Status |

Select An lcon

| ]

Set Output File

| .

Set Compression Methode
| i V|

Show Emor Msg
] Tite | | Message | |

File  Extras  About

W Fies |@ Setting’s | g Status |

Select File’s Ta Bind

Fil=s

“ﬁ‘“i“j Bind Files
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aligb G Joo>

Yet Another Builder (YAB)

Al J""-’JG‘J‘JM‘G‘\J‘M‘UAJAJFQ\

o Be

Clalae 8 Lpal) Lyl o lA) 43S0y 5 4a8 ey alaal) ) Calall Cada 43S0y
dal e Jariil) die Uad Al eday (of 43Sy LeS ol W jlaas ) ol

Al glad s (o

4! Yet Another Binder (YAB) ¥2.00

Flle Commend Options Toos Help

SE>

L3310 < lgiidl amy ‘
[ sl b bosol @ lall |

o> 31 ,all cllall L5 Y s ksl

& I I'= zj.lfz’? + % \. {f\
,QQﬂ)mgndjy_pg 1 | Command Summary
2

_ Seftings Saved: | No | StubBuit: | No |

Add Bind File Command:

i X]

’ Select command to add: IBnd Fie

— Bind File:

-J.gw S5l yolgdl dalld
l.nm anS’ h_rl o
mulﬁnb'tbfl

Source File Patht , Aol s ¥l

Targe: Path: [(Abzalute) -]
WV Force path to exist.

Creation Attributes:

Random characters nfo...

[ Read-onk | Archive | Hidden

Browse...

I System \

Execution Methad: IExccuic asynchronously

;J

Execution Parametsrs: I

I Abott &l processes if this process fals.

I™ Tri todelete filestier execution, (lmevaiableif realsin: sts

OB iUl paa B o0 dixay
.sds [ &A5 o L
comperss bound
fila Show Advancad ==

JS,l el lhasl nle-ujl A CH I

Cancel I
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Gl g yafl) dlaa Jamg oS

il sad Jal e Lealatinly 5 Slell asy A ok ce sl Jd
indl)l Aaca 5l Ceat Jad (e Gla gyl Cilalioas i (e Addaall laal)
(s g_al) Cilalizae Jard (S agdl O cang dsazall jlea e

Al eyl CaSS Jal (e ddlide Cilpai) yin) andied Sl gl Cilalizae
BN @5l Basha e e ) CaiS o e gk (5 kal) s2a ST
signature

dalall 4 )l e gl Lgad by sae B e (5 ga Gl g il lias

5 0ae Agad ) 35S0 e Bk (a5 Adl) lsa il

el (alal) 35Sl a4 dalall ULl 3ac B ez Aipal) o &Y 4 jlaa
& A dyma ) o3 CulS 1Y) e andl Anii el ol (a5 Lgnaaniy o gy )
At Taae 0o 3ke Ll ) Al Lgiand

e Jeand S 550 IS il g pail) dlias Guaad Lol dlile any Gl
Apaal) L) il yally Gl (a8 51ll) 4l 1 o SYI

e el Cu adll e adiat il g yl) Calalias Leeading (5 jal 44,k
(e Apal) daae ll e (o el 24 Cus Heuristic-based method «aisll
ALl b gaiall LS sl JDA

Al Gl yll e baaall £ V) A saia 5 Alad 43 Hhall o2
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Gl g yudl) &fdliaa g.hﬁ

Sle G et Copn ila g il Glalias Jue 48K e 3 K8 A of ae g V)
Sl gyl aa ot o glad Jal e 5 SLd) Leaading i 3kl (iany
Ok (8 a3 pall dpall A ) ASS 25 Y (S daall Slea (S
Aanzll

-

Crypter _sddall

J8 (e Ahaall Alaall Jadd g ) gladl a0l S8 Leaddindl o 48y Hla e 3 ke
daa il

148y lall ol Jand CAuS

s oxaall 3 Sl claaly § Sl ey s zali o e 3 ke ga Crypter
a5 gl Jali ol 2 e QDA (e Aglaall 038 &35 350l Las yull sOUrce code
(Sl gyl liaa JB (e 405K e Lelaad Apdl) daaa jall aa ) 2 S0
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FUD 52 L

FUD Trojan 525k las sl FUD Virus o e Coaan 38 Sl Say
Fully Undetectable 3lal jlaial & Al FUD (Sae o jad Y &S]
OSar Y 83l gk glan sl Gugal) §5Ss Cun "JalS S LIS QW8 e
Dl g ) alicas J8 (e 4438

34 il b Al gl I (e Led3S (S Y FUD g 55 (e i dana s oLi)
gl o3g oLl Jaf (e 0 sina 5 SIed alay 5 5 Jdl a1

08 (e LIS axe i (e Rl B l) bl o g5 3l Alanall el
o 5,08 b Apilaa il zalyll Ll Ly Allad e & il g il dlias
s g padll sliae J (e A8LES) Sy Y JS Bl Basa ) uils

) Gl ) i dalee b Rerdioa) eyl Giany a0 U
Ultimate Crypter

S5 JalS JS0 QLIS ALE e Ad dme g e Li] o 08y 54
Al dae )l GLES) Jldal Jiis Lo

Al Glse nll daa e 808 a5 malisll e (e dilae jpe ddi aa g
el Sy 44l e
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Yoda,s Crypter

e s 5 Dl g padll dliae J (e Apad) damae ) BLESS) Jldiad (e JI8)

4C [ yoda's Crypter 1.3] =13

File: | .|| Protect
Protection Options

[ bebugger detection (autodose if present)

[ clear FE header —

CRC check (autodose if failed)

Anti Durnping

Clear Impaort Information (DIl /Api names)
API Redirect

T3c4i3 Crypter

JalS ISy LIS ALE e 40d dna g e Jpasll Jal e padiny
Aad ) il sl ) J e 1 T Caald il il Cilabizma (mmy i oS
i) 13 Aalal

Znal) Zuma pall aaal) 3 6SI SLA) IS (e o5 alipd) 138 oo 38 5k

Aal) duae ) GLEK)
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[Input] Malware filename to crypt — malware.exe
[Input] Filename to save as — something.exe

O O IS Jaxt s Bl el sl 55 1 @8l sall (a 203a)) 235

Asilaall @8 sall 5 <l 5aY) e paall 225 Google e Cally o8

LAy IS s

Ll Sy Y At Dama o L) Jal (e 5 Slell Lgale aaing 45, 5k o
Claliae J8 (e L8l a5y Al 52l 5 sk Laald g il g pill o K0 2a g
8 (e i a8 a8 e (59t g Aualall 458N ol Gy il g il
aall Ll Gl ol Y1 A5 N1 JSE alasiind o8 A il gyl cilalias
DA Al

o3a (1585 O g JalS U5, A83iKa e Al Dana g ) Jsmasll al (e
i Aaxd el (Al el pall (e sl 2a g5 Aol LAl E Hiie 8 A il
el 1_1_93.1\ Oy ey Lﬁﬂ\_j Icon changer G‘U,)% Jia 4_1_99:1‘2/\ J&
aladinly adi AT Cale ae 2l doae ) mad (e Lale Juand ) daandl)
binder
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’ “Unflame... 258

lcon Changer v2

Ilcon {.ico)

Browse icon

Exe file {.exe}

Browse exe

[crange con
Chvou ) e

Hexing

028 5 AL e Al dna o Ao J sl dal e s ATA8 )l o
Jan e olad Jlaia) L 45yl

U8 (e Lgaladiind Sy g Baina 48y yla & 5 aaal 5 IS | e e 48y ylall 028
(O inall 5 SUel

48, jal) oda Jart CiS
CLISY Ay S el ol sl aadig il g yadl) slime (b Tl Uhast LS
Adpdl) Glisg il

L Sy () Ml 5 0 i 5 sl Aedle e Cngl oy Ayl 026 3
Adual) LMJ.J\ 5l L_QLJSS\UA&_\MJ‘).\A!\
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2SN s s (53 5 hex editor (e gel n aladinly doleal) 02a A1
Al dama ) i) AL

Hi Hex Workshop - [G:\Documents and Settings\Rafay Baloch\Desktopltemplate. rif]

Edit Disk Oplions Tools Window Help = || & X
23E2H | B & aane o VBB % 0
s bV R | as ME

0 L 2 3 4 5 6 7 B 9 0123456789 BER) (Tapaey 2B
00000000 7B S5C 72 74 66 31 S5C 61 GE 73 {Srtflsans 4 | Dete s offset 0x00000000:
0000000A 69 5C 61 GE 73 69 63 70 67 31 ivansicpgl - | me 123 ~
00000014 32 35 32 5C G4 BS GBE 66 30 5C 252%deff0~ T:tnltg égg?s
OD0DOD1E 64 65 66 6C 61 BE 67 31 30 33 deflangl03 e aere
00000028 3% 7B S0 66 GF GE 74 74 62 60 3{~fontthl inkiz 1953651535
pooooosz 7B 5C 66 30 S5C 66 73 77 6% 73 {~fO~fswis uint3z 1953651535 =
0000003c 73 5C 66 63 68 61 72 73 65 74 safcharset inkéd 7015536635646, .
Onnnnndea 20 70 41 F? A9 fA1 AC AR 7T TN N Beial -l ||| vintet 7015536635846, .

float FAE07347e+051

template. itf double 2,9091984e+160 W

x x

\ Sirctures =) " Compere Resuts &

*| Member [6) Walue (dec) & Walue (hex)  &* + Type Source [8) | Count fd) Count 5] Tarc
E:

a3

=

z < | >
= 2= = —
é < 5 é |%Compare #Chec... B Find | 4 Bookm.. Output
Ready Cursar: 00000004 Caret: Q0000000 9677 bytes YR
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Zesilial) il puda s (3a Aglaadl g 448 61 i) o)
831 gk diaa g

oSl Y Al s ) GLES) Crall (e 058 a1 Gamy
8 (e LS aaad Gl ) o2 o) L dedlane dia s Bk (O seadiy
&"_IL»:_SJ..\SM Mlas

e ke iuen Ul e Lo ALl e any 31 e a1 pinns 0
BJ\})LM?)@EM\ Qb uia GO i

o sl Ay ma e slae e Qra¥) e elliai b o ol by a8 Y m
A8 g5 9

Ad g yra jpall a8l sall (e Aol el all Jreay o83 Y m

Aoyl Gal Y1 5 (USB) A senall 3_SIAl 3 jeal aladinl die 4l w
oo Aglany 8 5 Sl i) 4pald Jidast (e 5SU (CD or DVD )
ety a8 (o)) J il s i) alian aladiuly Ll gl o2

aalgall a sy o) adabisy IS0 5 (S 43V & jlead galal) Jpaagll (e 4l =
e AalS g e Sl clale (505 o Jleas Al dina  Canaily
Jiy o8 5 bl ) J gea sl @l ey G J8 alianis vie o Slgal
Bl dia ) 5 yidl die AaiV) Gy Jla (8 & lea

LBalaall geal g i iV yie sl Eigislll e cilile JUiial xie 4gs)
il s l) Slimay Lpamndy o8 5 Lt Cilaa sl il 0585 () (S LY
Leaii ol Jd



MALWARE abgb > Joo>

Gle ssm AV ) sliS) Ci BV miiate (e G Adw 2230 Y
Gl ge Bl ) 3 e Andl) Gl jally & les Alaly mand Gl jas
A Gl elaladiul (e 2SU 5 el g ol i ) Jsany a8 o (505

(9 A 2 5l el g i Y bl el g 0
9 ISy Abaaty a8 g (o 8 il gyl dlas paA0) =

") A" el Gl sl dlcas aladiuly dlaal

S0 Sy Aiaaty &8 g Aal) Gl pll dlias padiu) e
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Gllee aiay mali e 3 ke 98 ) Firewall )b Dlas pasiul o
e Adleall e el g (A e Lo 7 genadl e JLadV)
Al Gl yll

" 5050 58" laall U laadl aladiuly dlaal
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netstat -an

C:~lUsersssyria*netstat —an

fictive Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP

Local Address

=]
2]

'
OEAAEIERARRIEERRE@E T
'
BSEBSEBBEBBEBBEEBEEE-
'
CEAAEEERAREREERRE@ED

COARARRRRORDERRREET
SRR REREERD

ddress

Administrator: C\Windows\system32\cmd.exe

[l ol el el el

Al iy mali 585 TCPView Jis gali s pladinly CYLaiY) 48) o

OF R A s TCP and UDB <Y S 555 5 S¥lall aea 433
dlee 5l Juail ol 4plSa) an Lgn ddagi pall dolandl a5 JuaiV) Ala

Options Process

e SR
chrome axe
chrome exe
chrome exe
chrome exe
chrome. axe
chrome exe
chrome exe
chrome exe
chrome exe /
edpr_cerverexe 3
edp_server exe J

fiwefox exe
firefox exe

lrelox mxe

» googletalk. exe

TCPView - Sysinternals: www.sysinternals.com

View
Protocol
TCP

ce

0OO0O0On
00T

AR

0
0

10

o0

] o ] | ] ] | ]
0

Help

ic
wan-msselchk4k 47
win-meseickdakd
win-msselck4k41
win-msseick4k41

win-meselck4k4
winmsseick4kd
win-meselck4k 4

win-mesalck4k4]
wan-msseickdkdl
WIN-MSSELCK4¥
WIN-MSSELCKA4EK
WIN-MSSELCK 4k
WIN-MSSELCK4¢
win-msseick 4k 41
win-msseick4k 4
win-msseick4k4
wan-meselckdk 4
ick4k4

Remote Address
12317632147
123.176.32.147
12217632138
12317632138
12317632 153
+199-59-150-9 it
vip13.1b40.lond co
vip1 3 Ib40 lond co
123.176.32.147
maal3s16-n127 1
maalBs16and27 1
WIN-MSSELCKAK
WIN-MSSELCKA4K
localhost

localhost
hg-n189 1100
maal3s16in122.1
maalds16intd 1o
maal3:164ind2. e

nin-f125.1e100.net 52

Remote Pont
hitp
hitp
Fatp
http
hitp
Hitp

. htp

hitp
hitp
hittp
Hitp
0

[
1052
1051
Hitps
Fatp

Pt
(
(
(

> googletalk.exe 3 TCP win-msselck 4k 41 maal3s 1641291
. lsass exe b44 TCP WIN-MSSELCK4FK 1028 WIN-MSSELCK 4K
* hassexe 644 TCPVE win-msselck 4k 4 1028 wirrmsselck 4k41
"7 services.exe 636 TCP WIN-MSSELCK4K. . 1029 WIN-MSSELCKAK
0= n i ) 2 .
Endpoints: 69 Established: 22 Listening: 28 Time V Close Wast: 1

[=T= |

State
TIME_WAIT
ESTABLISHEC

s TABLISHET
ESTABLISHEC
ESTABLISHEL =
OSE_WAIT
TABLISHED
TABLISHEIL
TABLISHED
TABLISHED
ESTABLISHEL
LISTENING

ISTENING
ESTABLISHED
ESTABLISHED
s TABLISHEL
ESTABLISHED

» TABLISHEL

10
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* 3 Process Monitor Jie slal alasinly da suiall Clilesl) (asi o
CaiS b aiy Jlall e gl 8 Jaad L3 el Lelas sl e 5 e

File Edit Event Fiter Tools Options Help N
=H aAaBpE | TAS = O eaxs | |20

Time ... Frocess Name PID Operation Path Result
11:08:... _uBExplorer EXE 5572 SR CreateFileMa... C-\Program Files x86)\Mozilla Firefo_.. SUCCESS
5572 @ RegOpenKey HKLM\Software\Microsoft\Window... SUCCESS
5572 @ RegQueryValueHKLM\SOFTWARE \Microsoft"\Win... NAME NO~
5572 gRegCIoeeKsy HKLM\SOFTWARE\Microsoft\Win... SUCCESS
CreateFile C:\Program Files &86)\Mozilla Firefo... NAME NO~
11:09-_.. aBplorer EXE RQuayBascH C-\Program Files &88)\Mozilla Firefo... SUCCESS
11:09:... ® 'csrss.exe 548 CA\Windows\System32\sxssrv.dll SUCCESS
11-09:... W Tcsres.exe 548 A\ ReadFile C:\Windows\System32\csrsrv.dil SUCCESS
11:09:... ® 'csrss exe RegQueryValueHKLM\SOFTWARE\Microsoft\Win... SUCCESS
1109:... ? CA\Windows\System 32\sxs .dll SUCCESS
09:... 3 SUCCESS
11.09: SUCCESS ™
< | >

Showing 359,375 of 662,305 events (534%) Backed by virtual memory

o Pcasiat T3 Ly Sevecwr 170 | G eadiber 48| @8 P Cosrmesons - DI'MM]Q&»!I' L Swenirk|
[yem—r— e B

SYRILM o
ELald ] os

.
an
uv
or
oo
oo
aw
L]

.-

PR ...

Came . 1WENIneEN MmN
fowl low LA SR o
o Tme nEDer

+ D
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oand A (e alaill Joads ey die Lol Jaadl Tas ) el 5l 480 50 @
(AU Hlusall 83 g gall startup Al

C:\ProgramData\Microsoft\Windows\Start Menu\Program

AutoRun gl alaaiuly

File Entry Options User Help
HdaNa@xXN

gcmx | TJ BootExecute | T imageHracks | % Agpint | % KnownDLL: | [ Winiogon
Y Winsock Piovadess l s Pt Mondoss l ’ LSA Prowiders l j Network Piovide:s EA Sidebx Gadgels |
7 Eventhng ld Logon | % Explorer | &5 Inteinet Expiorer | @ Scheduled Tasks | Services | 3 Drivers |
Autowun Entuy Desciphion Publsher Image Path ~
2 HKLMASOF TWARE \Microsolt\\Windows NT\CunentVession\Winlogon\AppS etup
™ |5 UsiLogonemd o \wandows\system3ZAusrio
‘ HEKLMASOF TWARE \Microsoft\Windows \CusrentVersion\Run
Il = ¢ HotKeysCmds hkcmd Modude Intel Corpotation c:\windows\system32\hkc..
¥ &7 igixTray Intel Carporation c\windows\system32\ighdr
[ m7 Persistance Intel Carpotation < \windows\system32\ug=p
Yy HELM\SOF TWARE \Wow64 32N ode \Microsolt\Windows\CunentVersion\Run
v BS Adobe ARM Adobe Reader and Aciobat. . Adobe Systems Incorporated  c:\progiam files (<86} \comm
[# " Adobe Reader .. Adobe Aciobat SpeedLaun . Adobe Systems Incotporated ¢ \progiam files [x86]\adob
¥ EPSON_UD_S.. EPSON USB Display V1 40 SEIKO EPSON CORPORA_ . c:\program files [xB6)\epso
L . - — - - - — . . - o e .

Windows Entries Hidden

File Entry Options User Help

HaNnAaXSE

I codecs | T3 BootEvecue | [ imageHiacks | (%] Appint | (%) KnownDiL: | MR Winiogon
& Winsock Providess | ‘w8 Punt Monitors T 6 LSA Prowiders ] g Network Pro G s
EJ E verpihng LA Logch N Explorer | 4D internet Explote: | 41 Scheduled Tasks | Ry Services Dirvess
Autorun Entry Descrption Publsher Image Path
2 HKLM\System\CunmniControlSei\S ervices

(¥ |&7 AcobeFlashPta This service keeps your Ad . Adobe Systems Incorporated ¢ \windows\syswowS4\ma

W &7 c2was Service to convert ciams b . Microscft Corporation c:\program files\wandows id

¥ =7 EMP_UDSA EPSON USB Display V1. 40 SEIKO EPSON CORPORA . c\progiam files [xBE]\epso.

[ @7 MozllaMainten  The Mozilla Mamienance S Mozidla Foundation c\progiam fles [xB5]\mozd

¥ @1 ose Saves nstallation files used Microscit Corpotation c:\progiam fies [*BE\comm

¥ B ocsposve Office Software Protection Microsaolt Corporation c:\program fies\common R

¥ =7 WSusCenSesver This sesvice manages the ¢ . Microsaft Corporation o \program fles\update se

]

- _—
Ready Windows Entiies Hidden
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N grm Ol YR e iS5 registry O sl cUad] zhal o
3ol aladiiuly Apall Gl ) a5 W 5Ll
Jv16 Power Tool 2014 — Registry Cleaner

=3 jv16 PowerTools 2014 = (= “
File Language Toolz Help

MACECRAFT

~ - Licensed to: Maceoraft Software Live Handbook not
SOFTWARE

available

__.__u Home | e =1
@i Reostry Tools > ‘
- |
—— ——
~ Fie Tools Clean and fix my Control which
- computer programs start

automatically
System Tools

@

Privacy Tools

- ——
L — Badkups Unmnstall software Immuruze my Decrap my computer
and leftovers computer
“1, Action History
LJ Settings
e 100% ) o
Registry Health Statistics

You have been umng Jv 16 Power Tools for 6 days and used it 13 ttmes. During
g 100% ) thiz time, you have fixed 3788 registry errors and deleted 239 temp files, and
141 other files.

1A
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aligb G Joo>

3lal aladiuly san o)) alas cillee 5 Ciledd 481 10 o

Windows Service Manager (SrvMan)

File View Service Help
Irtemal name State Type Display name Stast type Executable ~
L COMSysA . slopped win32 COM« System Application manual C\Windows\system32\dlilhos! exe /Processid..
e condry unning driver Console Driver manual System32\drivers\condrv sys
. CryptSve unning shared Crgplograptee Senaces auto C W F2\svoh exe - Networ
WP CSNSPD .. stopped driver CSNSPDTS82 NDIS Protocol Driver system System32\Drivers\CSNSPDTS82 sps L _]
WP CENSPD ...  munning driver CSNSPDTSE82x64 NDIS Protocol Driver  system System32\Drivers\CSNSPD T S82x64 sps
@ CsNdisLWF  stopped driver CsNdaL'WF NDIS Protocol Daver system SystemI2\Dnvers\CsNdisLWF. sys
‘ Dcomlau unning shared DCOM Server Process Launcher auto C\Windowes' + .exe -k Dcoml. ..
o defrageve  stopped win32 Optimize drives manual C\Windows\system32\svchost.exe  defrag ..
= Dewcels stopped shared Dewice Assocahon Service marusl C\Winds Nspstem32\ + exe 4k LocalS
Dewviceins... slopped shared Device Install Service manual CAWi ey 32\svchost.exe 4 Deoml ..
Lo Dfs unning win32 DFS Namespace auto C\Windows\system32\dfssve exe
gDh: unning FS dnver DFS Namespace Chent Driver system System32\Dnvers\disc sys
) DisDriver unning FS diivesr DFS Namespace Server Filter Diver system system32dnvers\dfs.sys
& OFSA unning win32 DFS Replication auto C\Windows\system32\DFSRs exe
DisrRo unning FS dnves DFS Rephcation ReadOnly Daver boot \SystemPloot\system32\dnvers\disiro sys
Dhecp unning shared DHCP Chent auto C\Windows'\system32\svchost. exe 4 LocalS ..
<« discache unning driver System Attrbute Cache system System32\drivers\discache sys
“ chisk unning driver Disk Dreiver boot \SystemPloot\S ystemI2\divers\disk sys
wP drmvsc stopped driver dmvsc manusl \SysternRoot\S ystem32\drivers\dmvsc. sys
Dnscache  munning shared DNS Client auto C\Windows\system32\svchost. exe & Networ. .
dot3sve stopped shared Waed AutoConfig manual C AW Nspstem32\ + exe & LocalS
DPS unning shared Disgrostic Policy Service auto C\Windows\System32\svchost exe -k Local.. v
[ Properties. . ] | Start service | Festart service
L Add service 1 | Delete service ] [ Exit |

14
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i) g ClBle Y] Cilaaa i (a palAl (S

A2l a6 ) Caan & i) 138 (e Ay lian &l of aiad S 13)

ADwCleaner Jis gl 5

(5

File Tools Help

- AdwCleaner - v4.110 - Xplode - Général Changelog Team - =]

N/
¥-AdwCleaner

Loading database ...

Actions
|

{3 L .
if‘“‘ Scan _‘),..( Cleaning T'im; Logfile *':| Uninstall

Results
(5l Services | |, Folders | [ Fles | T Shortcuts | 3] Scheduled tasks | & Redistry | @ Intemet Expl * | *
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Adware Removal Tool sl

& Adware-Removal-Tool v3.9 (=@ =]
Options

® [ Adware Removal Tool

Adware Cleaner for:
[ f Internet Explorer | Google Chrome | Mozilla Firefox

Techsupportall  Powered b chsupportall.com | info@techsupportall.com

Status
Searching for infected files - Location 5/10

The scanning process may take time, so please wait.

Options

Cancel FeedBack Make a Donation

Request for Donation

Techsupportall: The "Adware Removal Tool" has developed by www techsupportall.com team. This product is
completely free of charge but we rely on your donations. i you feel this essential tool is worth your support,
please consider making a donation. Ary small amount would be most appreciated.

Click on donate button to make a donation.

Donate
PayPal
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