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Général x 5 [
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Les parametres |P peuvent étre déterminés automatiquement si votre ) 325.!1 wﬁ; ?a Uim'l
réseau le permet. Sinon, vous devez demander les parameétres [P - 5 ~ R e
appropriés & volre administrateur réseau. Jl@@l'l o g Lad iy

sy M Juai i S5V
CANLS LS 5I8UN
dg¥! Sl e
LaS calibdl Jaal ageall
5 pall B mass 3

{" Obtenir une adresse |P automatiquement
—@Utiliser ladresse [P suivante : ‘
Adresse IP: j192.168. 0 . 27

Masque de sous-réseau | 255 .255 .255. O

Passerelle par défaut : | 192 .168 . 0 . 1

€ Obterir les adresses dBsSEIVENTS DNS automatiguerme
—@U tiliser I'adresse de serveur DNS suivante :
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Add to Winamp's Bookmark list

Enqueue in Winamp

Play in Winamp

Share with » Nobody

Restore previous versions Homegroup (Read)
Include in library » Homegroup (Read/Write)
Add to archive... Specific people..

Add to "For Share.rar”

Compress and email..

Compress to "For Sharerar” and email

Send to »
Cut
Copy
Create shortcut
Delete
Rename
Bugally g 4 LS Add i Everyone Jidd daild Wl jgdii Cigu, -V ¢
Choose people to share with
Type a name and then click Add, or click the arrow to find someone.
Evaryone |x|[_Add |
| Name Permission Level
52 Everyone Read ¥
2 Ramez Owner

I'm havinag trouble sharing
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| Aishare | [ Cance! [SigitES®




Read/Write 5k Cila)) 321 8 Jras Read 29 Everyone Jba sy Ao Aaild aada dld g -V 0
13 Juad) (pa g el uuiliadl 540 (il o Remove saY) Jbadl g Lagl 4 Jual) g Cilalf 30) 8 Lalina g
1388 5 ) gually el 94 LS Share Jidi o Read A3l gadd gf Jaiad (e lile o dablaal) 3y 5 i€

ki Done LRI ¥ elle La 438 jliia o 28 Clllal) oy 28U daild el

Your folder is shared.

You can &-maif someone links to these shared items; or copy and paste the links into ancther program,

Individual Items -~

For Share

PCB\Uses\ Ramexi Decktop'\For Share

‘!_\3 Shared items aren't accessible when vour computer |5 aslesp:

Show me all the network shares on this computer.
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—I ‘Share name:

—Share For Share
Advanced Sharing Acd: || Remave |
Set custom pemmissions, create multiple shares, and set other Limit the number of simultansous Users to: 20 =
advanced sharing options. ’ =
| ¥ Advanced Shanng... | € ki
Password Protection
People must have & user account and password for this
oomputer to access shared folders: l Permissions J [ Caching ]
To change this setting, use the Network and Shanng Canter. - L
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(€) v 1 M) Network » TABARUK » v G| Search TABARUK
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Tools Hardware

Metwaork File and Folder Sharing
E*

3~ Shared

Metwar: Path:
“Amerie

Share...

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

B Advanced Sharing...

Password Protection

People without a user accourt and password for this computer
can access folders shared with evenyone.

To change this setting, use the Network and Sharing Center.
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General
Security

Object name:  EM

(Froup or user names:
Everyone
ALL APPLICATION PACKAGES

8 Autherticated Users

42 cveTEM
L4

To change pemissions, click Edit.

Pemissions for Everyone

Full control

Modify

Read & execute
List folder contents
Read

Write

AL N N

For special permissions or advanced settings,
click Advanced.




:Computer Security Basics 5 sz (sl cilauila

: (Threats)<)uagsl)
¢ dguaba p& gl 3 guala OIS o) g Al Cilp) Y1 o) Ciluladl gl il o Jaiaal) (pa Jad i Eaaa
gl dlh gl o Gl
C ULl il Jedall g gl gualall & Jsuasl) @
_daddl) &l.h:ﬁ\ °
ok ) Jpag pladil o
. ilanal) gﬁ sl o
C @Al ppadi o) Jodal) i Jaagll o

KT o B0 5« g5 i e i Gt ATy Al i tan g g g A ¢ ] £ s
L dgala yb Bl A

. (Vulnerabilities ) ezl Lalas

TS ?&&io@@j‘e)@’&ﬁemﬂ\éﬂqg@

Cagall L 3l eY)

Al e 5 e Al

B sell (o a3 52 pakins JIA)
Jaalill alai s Slima ) (b aranail) a0

Judall alai g Glaaa pll 8 &) 28l e
Juail J S 5i 55 ol dpmad (ol al233LY) @
Aall Gl araaill @

. i Al yliay LAN () AN O S g0 gl router das) 1 Jla




: (Risks) hliall

\
j‘

|
\

Il
1],
Yf

I
/
|

i ;f///
|

ALl ilaad) g ¢ ASa (ABUall caUadl) ())a8e ol pe gh Cilaglaall alii g ¢ A gl paadil (2 el dia 8 diga

09 kel aglas b clilbud) ) Jsmasll Jia (8 TS T phad 118 o) CSaal) (e Cbadlad) (& giibaad) ) 5l gall 1 Jlia
11 sk of (Saal)

Security Factors (Y Jal g

b Y Gl el A ) Jal oo day )l o aatiad (el Aakii] aliea

LS ) e 381 3 b iy 15 Aulee 9a 1 Authentication d33uaal) e

. Ot O LgSliay (AN <l i) g (oBal) A Le yaat dles 1 Authorization o A e

bl g 2l Y9 ¢ Basaiall 3) gall ciligd¥) (i g Last Adas 1 Access Control Jyasly aSail) o

) Jma gl g allail) cillaldi g cillad Jiaudi ol aii 4les 1 ( Auditing or accounting ) da—wlaal) gi daaal) o
Q) gal)




)

- <l kel fasa

agilial g Sy agd sugsall Jsastl e A aadl ) sSlay o) qua el sl g Gmeaiiaiad) O Ao fasal) 138 ey
aia A ) |, clagliall ¢ el ¢ qrpalall clana ¢ (31 jal) el . agla Ay sllaall algall
) gmall B Badl Cua i) ol Zliad ) dagall o jlad) pLetil Ao Lellag o (hag ¢ Aalal) dle addtcuall

(33330 Cliadla 3 (padiicag ¢ dald Lada ) paddiceacd 1Y) Sy ) b gia EDG

Administrators

Power users

Users



Strong Passwords 4= i) g yall 4alS jasa

dulpad) B 485 ga g System administrator sl Jgsua (1 A guda gall Balnall ciladlaial) (§8a3 (Al g all dalS
Sl g g el AalS (el Ailaia) (e I g AU (el (e 335 &y gl g 4al) 4alS, Password policy sl dals
g

s Aggal) g pal) dalS cliliata

c 2304l AalS) Jgha (8 s o
c 399 AN B sy B S (o) Al (e duS 5 ¢ digall ikl o
sl e diga ) jglae ci s ) (ugaldl) lalS g addiieall and Jia g ad) b aladiud gl @

Minimum length I

.,

N

!Pla3513234:.,

|

Uppercase |

3§

Special characters

letters MNumbers

Lowercase
letters

.Data Encryption <tlyll dds
Cryptography el g paddl) s La

dlaal) il glaall (3T (pa LBl i) S ol g il ciludly ) addiey 3 alel) ga pdddl
G pall el oo La addi (gf 08 (e gl B (e ¥ dgle 5 - ATY) Jia Ada¥) @ clSpdll e gl
(Cryptanalysis) i) e g Jalas Glb il glaal) 4y g (el Laiad padieaal) alal) g2l o) iy A

AdaY) ela) 54 5 sl ale ga

;M‘ Al

: ( Confidentiality ) 4xagadll o 4y udl )

Ll £3Y) agd 7 e B ol hae La (alAEY) aan (s Claglaall (5 giae Bdad aadind dadd A
: ( Integrity) bl Jalsi, ¥




ol £ oman pad) GAAEY) U e ((Jamad o) Bl ) Cida ) sl (e Cila glaall Jadat aadiol dadl A

: ( Authentication ) 4s¢d <L), ¥

(48 T el ) Clibudl aa Jalail) 4y LAY add00d dadd A g
Al slaa el Ao Al At (aldES) cileadd) oda b gl ga ddil) Che ebad) Ciagd) 1)

: dddl) g g

D AUIS Lo g il (e e 5 205 Tlla

(Silaiall [ & idall ULl ) ( Conventional Cryptography ) .88 pidal) |

Cnleaial) (bl G als Y sage (188 O g Y Ul Adla l Jalaill g 8l addiien pUdal) (b

. —— .

Encrypts data I Decrypts data I

Same key on both sides

Crpabida dliag G b JS (Jilaia yidl Jilial) 795 ) ( Public Key Cryptography ) .alad) gUdall s |
gaddi o), ha8d agad g g3 B JC8n Cig e ¢ gald plidag ‘Aﬁhdyad\wuaugi_?b g lida
L dn b adaiog Jagi pall aldld) ZULAY Jalad) Jagd relilal) il alad) Uidal) aaddiey



n Exchange public keys I

j

[J Public key A [J
= -

P
Computer A Computer B
Public key B
gl Data encrypted using public key B | ﬂ Data decrypted with private key B |

w_-> W W = B

R < : T eSS R = P
< S S = oy
Computer A Computer B Computer A Computer B

-Local Security 1l (Y

Cliga Ao G aiin £ gudgall 100 8 ¢ Adaall ALl o e (Gaadai a ALaLad) 4oiaY) Aadd) il ga aaf
dalaal) A A oYl

Olal by ghewa Bae Gaadall Caay W 9 8 3¢l ciliLad) ¢ Al ¢ Craddiiceal) Cpaly aligh i e ciilS 1)
AN )z A G ) S LA SR e Ll quan ¢ Al AL cli g o

: Share-Level and User-Level Security pidiual) ;s giva Ao g AS Lial) 5 gien Ao el

LS cudn 23 13 (o), (pgal) AalS Bale ) ABaliaal) cila glaa dlliag addius i AS Liall o giua o Y] B
o O i) Gpadiiual) o Lgay 555 B8] Al ey ™ L S M LA BLA) Bale) cuag ¢ phaddl g sl

I YOI LRI FIVERy DSV 3. JUA Y {IPF 1 PN EA KR P SVENNCE LN | PP SR i ov g
B8y J gma gl aSali aUAS ¢ af ¢ addiiaal) Cjlal iy o Cila (g giad A g A aURT (B aaAial) ABaliaa Ais
(5 S A V) g ¢ ¥ af Adsmall cila gliall J g o) p2diciall (2 (IS 13) Lagd 22ad Bangl) (5 gina (e
,ASdl) clipdai e aad) B AS LA (5 gia o GaY) Jas Ja addiiall



:Permissions <ty

O OSaall (g0 i) | Ao ganall ol addisall (il aSley A J s 1) (5 siane 22 Al GaY) Cilalae)
sale i3V ¢ clilal) ae ) 8 A5 Jula ¢ AS LGl Cilalas ¢ claglall ¢ culalal) Jie ¢ de gtia 3 ) gay Jass i3
Jsa sl aed 3o ¥ A peadinall &) jLial) by o) Gl LY (e Adlia Gl sioa el Ly S5 audatios

’ Administrators: Full access
’ User01: Read-only access
’ Contractors: No access
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