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802.11 Authentication
Shared Key Steps

1) Authentkation
request sentto AP
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35 ~——————— 2) AP sends challenge text
:tlti:::pting 3)Client encrypts

challenge text and
to connect sends it backto AP

4) AP decrypts,and if correct,

- > ;
authenticates client
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| SSID Configuration

Make sure that all wireless devices on your 2.4GHz (802.11b) network are using the
same encrypllon level and Key, as defined below. WEP keys must consist of the
letters “a™ “f* and the bers "0 tt a8

1. SSID ftsunami ¥ Broadcast SSID in Beacon

If this page doesnt refresh automatically after you click Apply. then click the refresh button of
your web browser

2.VLAN

© NoWLAN  © Enable VLAN ID: (1-4095) [ Native VLAN

@ No Security
The Passpt feature will WEP Keys based on simple text. This € Static WEP Ke
feature is compatible with other Lmksys mreless products. For non-Linksys products, manual :
Key entry may be necessary [key1 =] [128hit =]
' EAP Authentication
HManual Key entry: RADIUS Server. = (Hostname or IP
Default Key: ®1 02 0304 =2
> RADIUS Server '—
CTRN  |0000000000 B4bits 10 hex digits » Secret:
L | s
[T 8 0000000000 WPA
1 Hostname or IP
Key 3 I . RADIUS Server. Yo (
. | RADIUS Server l—
[[CTES 0000000000 | Secret:
Authenticati
n I"A;y::: © Open System O Shared Key O BB('I] Apply | Cancel
SSID Table
oy ST | | -
Baiee SSID | VLAN ‘ Encryption | Authentication Key Native Broadcast
WEP encryption provides basic security for your wireless network. Make sure that all wireless | | Management VLAN SSID
devices on your network use exactly the same WEP Keys and levels I ¥ Ji I I
« ‘(sunaml none | none open none ‘ v

AITonet ¢4 v cap oSV o0l 2hS mop JWI JW 4

interface g~y ) Js= b psiin cONf t sleY) a2y @ PRI & S Vi S T
SL JLasy) giass ppiie Wl s 55 gl 5 dotl1radio O
of asj PR 2.4 GHz 335700 fomy (sl 802.11b e Select

5 st Jons sl 802.11a e éLN)U JLasyl piia peis WEP.

Wireless Security

Securty Hode: WP v

of o5 12345678901234567890123456 PRSP | . -
Encryption: VRt (10 hexdigts) ¥

VLAN 22 aad 3 6l 5 i wliw O Enter the
) ey passworg

here,

TuKey: Key 1

Authentication:

transmit-key




Use Windows to configure my wireless network settings

Available networks:
To connect to an available network, click Configure.

| @ YourSSID Here

Prefemed networks:

Automatically connect to available networks in the order listed
below:

@ YourSSID Here

=

Aironet Client b, pasees e 13 5 Client 3
Lo &) dmiall sda 05Sans Sww oo Utility (ACU).

350 Series Properties - [Test profile]

Syztem Parametersl RF Metwark. I Advanced [Infrastructure) Metwork Security

WEP:

Metwark Security Type:
& 15 - " MowWEP
INone jv Canfigure... | & Usge Static WEP Keyps
1 Use Dpranmic W ER Keys
— Static 'WEP Key
WEP Key Enty Method: ——————————— Accesz Paint Authentic ation:
& Hewadecimal [0:9, 4-F) %" Open Authentication
" ASCI Text " Shared Key Authentication
Already Tranzmit WEP Key Size
Set? Key 40 128
I~ WEFKey1: IC |11cDFfeechfeechfeechfee CL
I wePkeyz © | o
I wePkeys © | o
I wePkend © | o

[ Allow Association to Miked Cells LDiefaults |
0k I Cancel I Help |

e N

Wireless network properties

L re—

Network name (SSID): ) [

Wireless network key
This network requires a key for the following:

Network Authentication: i v ’

Data encryption: \WEP v

Network kq% [

Confim network key: [

Keyindex (advanced): [1 4|
NN
[C] The key is provided for me automatically

B R

o - el

- —
,;:" Set Up an Ad Hoc Network

Give your network a name and choose security options

MNetwork name:

Security type: WEP »| Help me choose

Mo authentication (Open)
Securty bey: I | e charcter

[ Save this network
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[[] Enable roaming mode

Wireless Settings

Network name (ESSID): [TheCafeI

Password type: [WEP key (ascii)

Network password: [.......0.. l

Connection Settings

Configuration: lAutomatic configuration (DHCP) < J

IP address:
Subnet mask:

Gateway address:

WEP

¢ 5 Key ol zhis pusuny jasdl Gb g Glis

oy A bt ¥ S IV aslsie ol 1L (;.iWEP

U LN P 3 : z YL sy s
air by hlbsaal ke 1Ay Sl 5000 Ju.) s
L U B> et Loy Ol anjy S @ crack
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_ s

il @ ol 2 1l — g — g JS O UG S g
Unity , KDE . b gobd) kixUBUNTU o 501

J Fedora , Ubuntu e wilsll Sl o SNy

AW alip o i 8 gl J Bl pp WSl 335 5 2yl O

Network Setting

Location:

Connections | General l DNS IHOStSJ

O . Wireless connection
“2  Essid: EcolaCreekWiFi Addre...

|
‘} o=

o Wired connection
Roaming mode enabled

5 Modem connection
This network interface is not c...
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Aircrack-ng 1.1

[PO:00:068] Tested 1705777 keys (got 156

depth byte(vote)
255/256 1B( 0) 78( e) 7Aa( 0) 7B( 0) 7C(
33/ 3% CO( S12) DF( 256) 04( 256) ©6( 256) OT7(
118/ 2 6B( 256) CS( 8) C9( ®) CC( 0) CE(
76/ 3 8C( 256) 8E( 256) 96( 256) 98( 256) 9B(
1/ 4 66( 768) 81( S12) E1( S512) 7S( 512) FD(

Failed. Next try with S000 IUs.
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Port Name Port Number

Advent Net | 2000
Database | 1315
FTP | 21
HTTP Connector | 8456
HTTP Connector Redirect | 8457
HTTP | 80
HTTPS | 443 wireless
RMI | 1299
TFTP |69
Trap | 162
Web Container | 8009 sl oy 5I3Y K o ASles B pdid O
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RSSI Color Lookup Zoom Refresl

View View Filters

100% v/ [s min

WCS slasany Gb oM o )l

Benefits

Cisco WCS with Location + Cisco Wireless Location Appliance

Asset management
Inventory management
% 5 SieeE

Security
Third-party API

Cisco WCS with Location

Rogue location
Device tracking
Troubleshooting

Cisco WCS Base

Easily determine device proximity
Und d WLAN iati

Cisco Spectrum Intelligence

alran]ie | At summary © A 10 Y = W v Wireless Control System

cisco

Administration v [ACEEEN Help v

WCS Home EditTabs Edit Contents
General | Client | Security | Mesh |
Inventory Detail Status @ [Z] client Count e N
Contrallers: 3 Radios: 33 MSEs: 0 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | Custom | View History

Cilen( Count

. U 8:00  11:00 14:00 17:00 20:00 2300  2:00

@ B @ |E5 @ | 0o ] i

)

Coverage Areas eE
Total APs ain Radios bigin Radios Out of Service Radios Clients
3 6 3 0 0

Recent Coverage Holes (0) =

Access Point Interface.
None detected

Failed Clients Total Clients Percent

View All Maps

Total APs not yet assigned to Maps : 12

License 50 100 200 500 1000 2000 2500 Total

WCS-APBASE 50 50 50

'g WCS-APBASE 100 100 100
& | WCS-APBASE 500 500 500
%’ WCS-APLOC 50 50 50
@ WCS-APLOC 100 100 100
WCS-APLOC 500 500 500
WCS-ENT-1000 100 200x2 500 1000

E WCS-ENT-2500 500x3 | 1000 2500
§ mnlm&sﬂiﬂ;:g{ﬁg 1000x2 | 2000 x4 10.000
WCS-ENT-50000 2500 x 20 | 50.000

Includes Cisco WS Navigator

[ Eneprs s |

- Up to 500 APs, one license file per PAK \ - For 500 or more APs, multiple license files
- Available as Cisco WCS base or Cisco WCS location | linked to a single PAK certificate, deployable on one
- License families WCS-STANDARD-K9 and 1 ormultiple servers
WCS-LOC-UPG-KS support 50,100, 500 APs, v - Always includes location Cisco WCS Navigator
license family WCS-WLSE-UPG-K9 supports \  included in 10,000 and 50,000 versions
1 ' . Ci reaui
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CleanAir Manager SOAP A @ h I 1 S PRt} i

| SOAP | SNMP_} co-channel interference 15 3wy oysnd
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TCP 16113 . TCP 443 %.LG JMi éj‘ 4:[_;3

o
EWW CAPWAP

CAPWAP

. CleanAir AP : CL! 000000 FEs E (—&_) ’
TCP 3754037550 |
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Aironet Access ~ Wireless LAN  Mobility Services  Wireless Control
Point Controller Engine System

Mobility Services Engine (MSE) 54y of o2,

iz 9 CleanAir a0y «f Y Llas) jun
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CleanAir APs
CleanAir APs | with Wireless
with Wireless Controller

o CleanAir capable APs are Aironet

Controller and Mobility

Only Services 35026, 35016, 35021, and 35011

Engine

Cisco WLAN Controller WLC

Rogue Mitigation
Detect Interferers

Classify Interferers
Mitigate Interferers
Maintain Air Quality

Detect Layer 1 Exploits o o a a

Y o Cisco Mobility Services Engine (MSE)
System wide Interferer
Details and Event Correlation

CSENENANENENEN

running version 7.0

Zone of Impact and %
Interferer Notification

Track and Trace Interferers

AL 35g W bl saes Sl oda agis
and Layer 1 Exploits B 2 = J“"” %) ()

x

Track and Trace Rogues
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Security Penetration and
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http://searchnetworking.techtarget.com/news/1367028/Vendors-strive-to-automate-wireless-LAN-troubleshooting-and-management
http://searchnetworking.techtarget.com/news/1367028/Vendors-strive-to-automate-wireless-LAN-troubleshooting-and-management
http://searchnetworking.techtarget.com/news/1367028/Vendors-strive-to-automate-wireless-LAN-troubleshooting-and-management
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ShlaY) sda o &)lis ods 5 ClientAir

Spectrum Intelligence

CleanAir
with WSSI

2600 or 3600 with

CleanAir
Express*

CleanAir

Access Point 1600* 3600 WSSI Module ‘ G ; o
Lebony 9 4 Aol 85g> ‘o U oda S
Detection [ ] [ | [ ] RO e "MS s ‘-}{J‘ - &
Classification = = pladl pal o 5 L g Ll psi e WCES 550
Mitigation m L] = ollbz §f Sl das Je
Location | | |
Performance Optimized [ | [ |
Top Impaqts and - a
Severity List
Alert Correlation = - Cisco Aironet 3600 Series
Air Quality Index u / + The industry's first 4x4:3 access point delivers faster performance
Zone of Impact - \ + The modular design provides support for a WSS Monitor or 802.11ac modules
W [ +| Cisco CleanAir technology provides proactive interference protection
Off Channel Scanning | \ + Cisco ClientLink 2.0 boosfs performance for all clients, including 802.11n
Predictive Intelligent a

Channel Switching
Cisco Aironet 2600 Series New

/ + Advanced features offer superior price and performance in its class
! L— / + This 802.11n-based series includes 3x4 MIMO, with three spatial sireams

* Planned for future support

+ [Cisco CleanAir technology|provides proactive interference protection

+ Cisco ClientLink 2.0 boosts performance for ll device types, including 802.11n

IDR (Interference L ULl o cnes CleanAir o

635 ¢ dasl )l Ol sl 2l sl 22 Device Report

=) Jj )L 65 / P ) + Eniry-level access point designed for small to medium-sized enterprises

Cisco Spectrum CAL;J,, Lgriay éj\ Ji)u_;j\ ady 9 J.’:U:.U - + Support for 802.11n with 3x3 MIMO for greater throughput than on 802.11a/g
i networks

o Jﬁ."ﬁ\ LY Jjjj\'_'g.“ d)’\:- o sdalis OT Gja.’:...d' 9 EXpert P

\ Cisco Aironet 1600 Series New

+ |Cisco CleanAir Express™{for wircless interference protection

+ Cisco ClientLink 2.0 to enhance client parformance, including existing and 802.11n
" Avallable through future software updates.

Save Configuration  Ping | Logout Refresh

MONITOR Js CONTROLLER WIRELESS SECURITY Y C S HELP FEEDBACK
Monitor 802.11bl/g/n Cisco APs >Interference Devices Entries 1 - 14 of 14
Summary Current Filter: MNone [Change Filter] [Clear Filter]

» Access Points

w Cisco Cleanair
- 802.11a/n Bty

Interference Radio Cycle
Davices AP Name Slot# Interferer Type Affected Channel Detected Time Severity (%) RSSI DevID Cluster
Air Quality Report AP1-L 0 *box 1,2,3,4,5,6,7,8,9,10,11 Mon May 17 11:56:40 2010 5 10 -54  0xfOO1 73:79:8
~ 802.11b/a/n . .
Interference APL-L 0 802.11FH 1,5,6,7,8,9 Mon May 17 11:56:44 2010 1 1 -41  0xfoo2 73:79:8
Devices APL-L 0 SuperaG 1,2,3,4,5,6,7,8,9,10,11 Mon May 17 12:44:17 2010 1 1 -33  0xfo07 73:79:8
Air Quality Report
Worst Air-Quality APL-L 0 DECT phone 1,2,3,4,5,6,7,8,9,10,11 Mon May 17 12:51:32 2010 2 3 -44  0xfoos 73:79:8
Report AP3-L 1] Xbox 11 Mon May 17 12:51:29 2010 3 1 -60 0x4009 73:79:8
b Statistics AP3-L 0 802.11FH 11 Mon May 17 22:51:59 2010 1 1 -44  0x4011 73:79:8
» CcDP AP3-L 0 DECT phone 11 Tue May 18 00:36:37 2010 2 1 -46  0x4012 73:79:8
» Rogues AP2-2Z o DECT phone E: § Mon May 17 12:01:52 2010 2 1 -44 0x5008 73:79:8
Clients AP2-Z 0 ®box 1 Mon May 17 12:51:26 2010 2 1 -68  0xS500a 73:79:8
Multicast aP2-Z ] 802.11FH 1 Tue May 18 00:14:20 2010 1 Ak -44  0xS00e 73:79:8
AP7-Z 0 xbox 6 Mon May 17 12:11:42 2010 3 1 -64  0x2005 73:79:8
AP7-2 o DECT phone 6 Mon May 17 12:11:50 2010 2 1 -49 0x2006 73:79:8
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WCS Home

| General | client | Security | Mesh | cleanair |

802.110/n Avg Air Quality
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o

802.11/n Min Air Quality
Min A2
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Worst B2.11a /n Interferers

Interferer 0 Type Status  Severity Affected Channcls. Duty Cycle

6:3¢:32,00:43:82 Active 14 149 19

oD
Transmitter

a6iae:02,00:46:61 |

Trsted | Active 1 49,44 1

Worst $92.11h /g /n Interfarers

Interferer I Type. Status  Severity Affected Channels Duty Cycle (%

‘‘‘‘‘ Blustooth
a6iae:a2i00:46:7c e active 1 11 1

aiaeiazingiaaite U aoe o 14 1 v

Spectrum Configuration:

WLC — AP

CLEWAP msg: CLAPWAP CONFIGURATICN UPDATE REQUEST = 7
payload type: Vendor specific payload type (104 -72)

vyendor type: SPECTRUM MGMT CFG REQ PAYLOAD = 65

AP-WLC

Payload type:
¥endor types:

Vendor specific payload type (104 -7)
SPECTRUM MGMT CAP PRYLORD = 66
SPECTRUM MGMT CFG_RSE_PAYLOAD = 79

SPECTRUM SE STATUS PAYLORD = B8

Spectrum data AP — WILOC

TP WIRLEP
ITARPE =subtspe:
data type:s
main reporit 1

ITEFPEF messagse
Dzl &
Dy data
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= interference Ireport

IDERE data — =2
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