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netstat -a -o
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run as administrator Jooil paoll aliaMnl Aling doyleill oda

o, Administrator: Command Prompt - O n

C:\Windows\system32>net sessions
There are no entries in the list.

C:\Windows\system32>
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C e omen s FLYS tamIs> ::||::-:ln‘F i1 e
IMFO: The system global flag "maintain ockjects Li

to be enabled to see local ocpened Files,
See Openfiles 77 For more 1nfFormation.
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Mo shared open Files Found.
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4 Hard Disk Drives (3)
« Local Disk (C)
» Local Disk (E)
2 Local Disk (M:) Local Disk 146 GB
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[@uo piy V alaloll odag dlaboll alalo g4 Aifwall 13a alogleo o
awo piy U (galh) Jifl plhly Jogi gag jlaall Jiodi waldy] eliil

Al olip Jud o dalwall plaaiwy dalall Iad gl o] alilull
pagefile.sys pwli windows o Jadi (alhhanll Jiayi) Jaldl alale
640 alogleo gle Jgnall dlglhns wloll 3@ gaady pgdi gl g

alall 1@ ain (o difod direo 81l padiuy gl paioll 4oy

l@isleiwl 4ol gog Jold Jauu cilalall poair pgés V alalall caia
cufi il alalall wday pgdy pjaoll gl paiall gU 1xa paw poll 1rag
.ahjgi

Julill dilac oa 133 pAo jol ga dagiaall alalall daleiwl dilac pad
i Jadu alaloll éaleiwl ddjh glc wpoii wgu godpll iliall
wloc Jady aldillg algsll gle wpeiin pi (Jog

(edg alalall pli g0 Jucgi padiwi windows Ju@uiill dalail

dianll dahill Lol dogrdll windows dahill FAT ( FAT 16 or FAT 32)

NTFS paifui




FAT (File Allocation Table)
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lnll ydll
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NFTS (New Technology File System)

Jiedii dahily (pla alalo plhi4 NTFS alaicl pi 2000 plc o4
pgdi oill MFT (Meta File Table) pxATwi (illg .dijanll windows
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:DiskDigger dagiaoll alaloll 6aleiwl 61l
513Ul laiog dagiaall alalall saleiwl algal o el aagy

(Ul Jaull oa jahi 4illg DiskDigger

How would you ke DeskDigger to scan your drve?

'®’ Dig Deep (scan file system for deleted files)

& Recavers all fle types, as well 25 file names
® Very fast and efhaene

® Doesnot scan free space
* Orly supports cestan file systems

| Select pamition 1o scan
| EJNTFs partition: No label

' Dig Deeper (scan disk surface for traces of files)
@ Scans the satire disk plows through bad sectors
ndependant of file system or partbions

Does not recover fle names: supports only certan fle types.
Finds exsting fles as wel as deleted files

I #2 svout..

Unregistared copy - buy 3 Scemse key today?

DiskDigoer & & easy-to-use ulikty for recoverng lost files [pictures, doouments. rssic. eb) from storage media like hard drives,
memery cards, USE fash drives, and mare,

Select one of the Tollaming drives 10 =can. then didc Mast:
Salect disk to scan | advancesd

3 Refresh kst
Drviw iPfoermatian
Priysical misks

i”al\d disk [G9E.64 G| - Hitachi HTST275TSASESS4 SATA Drive

Lowyical deives

—
L IE'. [E8E.64 GB| - [Hitachi HTSTZPSTIASESSS SATA Drva|

| [ 1 T | Ustegiitersd copy - buy & licenss key today!
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DiskDigger - Unregistered copy

% Recover selected files...
Te FRer resuks
fiE rame il size Dateandti A |
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StakngPisfzigf 79 3/17/2014
@rokngPealSigr 7% 3172014
0 paSTR2SOFN2S2R0. 38 7204
) peaTRIIFURINRS.. 32 3717/2014
| @ picture-uh=a2dbehet,. 57852 372004
| § ps STRTSFINSFA., 3 31772014

pture-wh=0e89143..
| [@ picture-uh=cF380840.., 55317
| @ picturech=sc7en121.. 0974
[§ ps5TRESFERR52FT., B
| @rakngPegSigr 7
@ picturs-uh=96225%c.. 2717
(@ prarazsarexaszrd.. 2
[@tradngPrs(Tigf T
[ @trakingpiei2gf 70
W ps TR S2fe.

| @ picture-uh=39765 echd.. 42678
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Step 1 | Step 2 l Step 3 | Confirmation

@ Recover from disk

Select source drive where the deleted files reside:

= C: LV

() Recover from WinUndelete image file

Spedfy image file location and file name (*.wui):

Show wizard when startup < Back Next = Cancel

Step1 Step 2 Step 3 | Confirmation

E File Type to Recover
.j‘_é) Enable all file types

() Select a file type
v
() Specify a file type (extension name. e.g. .DOC, no *or ?)
.DOC

Recommend you select or specify a file type if you
know that. It will shorten the scanning time.

Ignore temporary Interent files
Ignore files with zero length

Show wizard when startup
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<O NTFS Undelete by eSupport.com - 0
- . T— p——

-S(}* Stop Scan

AROUT HELP CLEAN DRIVE Register now

2-B My Computer

~8 ) (51279 68)

S N9 (14048 GB)

~ 8 lnissigned (146,48 68)

i Unmesigned (1.44 GB)
8 Unassigned (37.23 G3)

54 Undilocated [261.00 MS)
& Undllocated (396,00 MS)

j Bocover aclcted e toe [C:n')mu'lu.‘kn:cﬁ:)"'Do:.l.'sr.: v | ©Open.. I
[ema———
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S C:h

[ —
e o ot

WIZARD FILTER SETTINGS ABOUT HEL CLEAN DRIVE
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=T ty Computer I8 Syster DwacioryS.,,  CiDsated 5030 Overnntten  LXIMD VUEOIHIT D603 T
# | Documents (4) U Syster SenviceMo . CrDeleted S50 Pace WAIND  DVCDIITIS  W1E0) 15D
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Halt
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Plaintext Plaintext + Key Result Subtract Result Ciphertext
Letter Number 26? Letter
H 7 + 13 =20 =20 20=U
E 4 + 13 =17 =17 17=R
L 11 + 13 =24 =24 24=Y
L 11 + 13 =24 =24 24=Y
O 14 + 13 =27 -26 =1 1=B
H 7 + 13 20 =20 20=U
O 14 + 13 =27 - 26 =1 1=B
W 22 + 13 35 - 26 =9 9=1J
A 0 + 13 =13 =13 13=N
R 17 + 13 =30 - 26 = 4=E
E 4 + 13 =17 =17 17=R
Y 24 + 13 37 - 26 =11 11=L
O 14 + 13 27 - 26 =1 1=B
U 20 + 13 33 - 26 = 7=H
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Letter Number 26?7 Letter
U 20 - 13 =7 =17 7=H
R 17 - 13 =4 =4 4=E
Y 24 - 13 =11 =11 11=L
Y 24 - 13 =11 =11 11=L
B 1 - 13 =-12 +26 =14 14=0
U 20 - 13 =7 =17 7=H
B 1 - 13 =-12 +26 =14 14=0
J - 13 =4 +26 =22 22=W
N 13 - 13 =0 = 0=A
E 4 - 13 =29 +26 =17 17=R
R 17 - 13 =4 = 4=E
L 11 - 13 =2 +26 =24 24=Y
B 1 - 13 =-12 +26 =14 14=0
H - 13 =-6 +26 =20 20=U
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AES (Advanced Encryption Standard)
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RSA o

DF (Diffie Hellman)

DSA (Digital Signature Algorithm)
Elliptic Curve

EFS (Encrypting File System)
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|& 12791066_1000051533417623_6008793813551182518_n P... @

General Securty Details Previous Versions

|s_1umu&153341?523_65u3?53313551132513_n|

Type of file:  JPG File (jpa)

Opens with:  Photos Change...

Location: Cilsers\h2o'\Desktop
Size: 58.7 KB (60,125 bytes)
Size ondisk:  @0.0 KB (67,440 bytes)

Created: Yol aglal «7, pa Ve E8eY
Modffied: TalT igla0 o7, o TecEme
Accessed: Vel iglal o7, e 1ecEme

Aftributes: [|Readonly [ Hidden Advanced...

Security: This file came from another
computer and might be blocked tao [ Unblock
help protect this compiter.

QK Cancel Apphy

Advanced Attributes @

Choose the settings you want for this folder.

File attributes

File is ready for archiving
Allows this file to have contents indexed in addition to file properties

Compress or Encrypt attributes

[ | Compress contents to save disk space
] Encrypt contents to secure data Details

oK Cancel
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wodfll Giliall @Gédall paoll go Bpaui galjégioriwll algal i8] go
l@olaaiwml Gphg aglall oday dajeo olc Jgiu gl

6aV1 oda plaaily 6ygn Jala guni aiiwo clar) qllill JLiall

9 'east-tecinvisibleSecrets 4 || [FREE | scttngs [now| | x]

» Hide Files 7 Sell-Decry pting Packages
¥ Unhacler Pl

weas dout the “carnes™ concegpt...

19

&)

» Shred e > IP-to-w Locked Apphcations
> Destroy Internet Traces Socure Pasomard Transler > Locher Settings




east-tec InvisibleSecrets 4 - “

(You can add files by droppng them on this ist)

Name Path Size
T stegtest.bt C:\Users\chuckeasttom\Docu. 38b

Before encrypt/hide: ! Compress file(s)

After encrypt/hide: || Delete file(s) [ Shred file(s)
et Wipe files after encryption
" 4 : - Q L .
| Add files : Ramave Fake files  New message Crypthoard
Press F1 for Help Click NEXT to continue...
| Back Next ¥ ¥ Help # Close
east-tec InvisibleSecrets 4 - = 1IEN

Enter the fle name of the carvier in which you want to enarypt and hids:

v e R | R

( Ouck the button from the ed box to browse )

Search for Carrier...
Carrier type: | IPEG Image v
| Wipe carmier after process
B view 1PEG image...
Press F1 for Help Ok NEXT to conanue...
1 Back Next » ? Help % Chse




gag l@pasiig alilll clail Jal go jw dols jliial o dylill 6ghAll
Sl Jol

east-tec InvisibleSecrets 4

Spedfy the password for enayption or Grder aoess:

paes
Confirm the password by typing £ a second time:

o

v View password wirtual Keyboard =@ Passwords.,

This mal version of InviableSearats dlows passwords up to anly S symbols

(because of the US expoct restricdtions).
In the ful version thare are no restrictondBuy Nowl

Selad the enayption algodithm:

AES - Rijndad -
V! Sldp enayption/hide onl
P Y Ok NEXT to contnue...
| Bock Next b ? Help X Close

alogleall gle sgay s3I calall jlabhy jluoll aaai o@ spAll 8ghall
dyjuull




east-tec InvisibleSecrets 4 - = “

- .
= X

,___:-.‘ .é e —_———

-t  NSeart . "
’K,g,-a_.’-__ AT Aoy S adacr iy a2

Tl P =0, P
Eile Sai

InvisbieSeaets will aeate a new carrier, which will look just like the ongina
carmier, and wil hide the encypted files n it

Enter a2 name for this new fle:

Chlsers\chudieasttomiyDoumentsistaqtest. |pg A
Targex fle settings...
Carmer desaipbon: 2
FEG Hie Interchange Format
Hide method:
Comment InssTon.
Data length restriction: none v
Press FL for Help Aick HIDE to start the process...
| Back Hd= b 7 Help A Case

sitwoll le @Al ga sgai laidlg 8jgall wlo guai ggiiw dayiillg
gyl ailogleall le g Al il

Jaly dirall djpudl alogleall wablitiblg Julail ddyph go 351 aagy
13] caliiiqy dipeo 8)gn od dyldiall glglll go agj Juai laiog cilaloll
RQP (Raw didi plaafwly ¢lly pijg LSB dioal JdVl bits Jlagiwl gf
wle aloicyly dyjldiall glglVl 2gj Iao gle aaiei (4illg Quick Pair)
Baypall glglll go aaer dnla alyilnal

odd gV qodl iliall Juhaill aldoc o4 Iaa dodo galjcgiopiwll
Ayl Jilw gl Jalil dulayyl aleloall Jid go doadio ddyhll




aild il ddnll aldll Judai JAA gog gV i dolwl (Jido aey
ouhii pnlic go Jniy gls dil dibpodl algéll aamisl aljio oé 63gago
dnbl jgn Jals dudl Jilwgdl claal JAa go éacldll

PMall a gay Lod gulg 1aa weng adeo jof dipll alpaysull Julai

PI .o oo IJ. 6 o« o II (JjLIJJJJI "- o e (ﬂ_d ajgb-o dlb l:J-O --..I II Om P-.I._.I-
Javug oudll o 132 Ju4 dac dijad) brute force douilell 8gdll duidi
0Adg (danll doydll @ pudll 0dd aa] JgAT Il Jol odc @54;109_'[?
dfyaall paddill alyojjlgh go gaii V ddyphll

Ll Jglay ppall glo ddilull alogleall claslg padti Gl dalayl
JAA o logs cllawll gé qelill JMA go lay plé il alilooll clai]
Jaoall go Jalg wuen oVl 1Aag aMawll od@ alMliyo wia dlglho
§gimo lcl le Jgnall yo) windows and linux o 4 sd ai plidll

plAill sé alailn




aliidi wldly palacll aowig windows plhi oa Jooi 61Ul ola
dudlyall

direo diioj 810) ¢lya glc (ggai server logs p3Aall ciMau gl Liaag 1Al
oda paiiwl ad palaoll gl @l iy gl Jhoy lAaa (@M sl gga
paaall plidll 6)ia JAA adgo JAdu didljell caldy] Jal go 81aVl

oiy V joll 1A@g (peo Jaw aMliro awoy paldoll aowdi 8aYl oda
ey olidll alinMln (ggiwo olcV alingg dlgauy

alildl pja dnlall header duwgyill pramig alilll pja calof

Jai loicg llill waallg janoll glgic ole sgai alilyll dojx duwgyi
alljl) duygyill padii ela aiy oJLill (router) aagdll (ol clilyll dojn
Sl crall glgic jaky lasicg (dlayl pdil alio Jady w@ilsll
Jni gi ol il glgiell dajenl duygyill jadti da pi) dlajo S wag

Aadlaill laiang o] alill dojr

od alilyl pjx bldil] go Li4ai glg oin .dajphll 0@ plaiiwl aic

alilyll o3l dilaill daagll dajeo gunin Jla gieo router dagd




Router 2 IP 192.168.12.6

Packet Destination IP 10.10.10.4

Source 192.168.12.6 4
Destinavon 10,104,112

Packet
Source 192.168.2.4
Destination 192.168.12.6

Packet
Source 10.10.4.12
Destination 10.10.10.4

Router | IP 192.168.2.4
A

Packet
Source 192.168.1.10
Destination 192.168.2.4

Router 3 IP 10.104.12

Source IP 192.168.1.10
o doriiumo ga@g Tor d4ud pladiwl JUA go ladiyhi ply didill ol
1l e aloaay plydll elifl @aatll Jaf go gulg Jady jjSlall Jia

Jgl gaa dyilogleo doghio gl géigo gl jlaa (§lyisli pjaall pgdy loic
plAll IP lgic juei [@iog awai claal Jal go alidill jae olaaiul
dilooll oday pgdi il algalll go aaell aagig IP Spoofing ojlaay

«sAtilogil Jasug




Jiog a1 dnlall @4l délihil MAC address (jlgic jueir Lyl pgéy las

il iliall Guinill diloc digen go Mji alilaell oda

@@ d4uill pe dilily elady ppaoll l@oiiwg gl ghoy il Gpall gaa)

dapnll pe alilull pja pami JUA jo aii diloell odag tunneling
pe diaidl abluwall @l Jgaall aic) dicpn alolaaiwl lal diloell ol
plaaiwl ey g (@4l pe albpill gal gy Jlaidl sicg @&l
Hawi oiy dun VPN (Virtual Private Network) dunljial dnla dau
9lg iz alilull 038 gino ddjeo yadil 1 gihiuy Y ellug alilyll




101010106109108831 100 :
1100100103825 § U3 4 1 91001011104
‘ et Q10111020

10100011X
1011101001 100110
51100010111010101\
1100100100100 111S ¢ -

“ﬁ\\\\OOQ\OOOU\\a _ ———— 9100610611

1010010101011 1\ ) . : 390101001
101101001110 y
61010101010
1100100101

100100101

:Jnall 138 ggito

Wireshark plaaiwb aliludl pja Julai e

HTTP Jg4gip

Al alapidl e

fire wall )lill jlaallg router digall godpll odlinll JuAill o
.windows and linux ¢d Ml e




iyl peg d4uiul plaaiwl pii dyilogleall piljall pkeo

Trojan Horse &ilgjh dinalg Spyware guwnill aliaopg clwgypall
oii DoS (Denial of Service) doxill gio cloaag daunll pc alc juiiii
wodll odliall Juaill gla elAl L aipiidl peg dannll plaAtuly Leud

1a1 pao jol ga @4l

[@luy] piy il cilaalgllg jlanll go degaao @ Packets alilull pja
:go wallii ailily doja J4g «d4uill jic

Lbiludl doja davag g jano (e dlogloo e
(lAijlaig dojall dilar) alilull doja agan e cilogloo e
Jlougl diloc elifl elhall ayaail alogleo e

Xl oludl ¢\l gl] downdo alilull doja

gl daagll glgicg janoll glgic ge alogleo ggai :header duygyill
daall

Lallu)l aljall alilll gi cilogleall :data cililull e

dlogloo (olc (ggaig alill dojr dylai axaT footer Juaill e
clhAall caliiisy




H&io pan ald lAiog culi pan gi Laio .alilull pja o ¢lgil 6ac aagy
alath go dlill dérhll o alluy) piy e ol
frame jlh| gowr OSI (Open System Interconnection)

segment or datagram gouwuy dalll daihll jic dlluyl i) c(_g\.l.u (._.gi g

G o J4 Jody gl ghoy ple allhno ga packet alilull doja

wodfll dliall Juhill dloc ga alogleall gaal 1xa a0 glho sag
oxTwoll Jgagipllg alilll doja pgad jano ajaad liiday l@lMA jog

sl alogleog

(g aluygyill glgil 6ac Aagy

Ethernet header e
TCP header e
IP header o

adpll giliall Julill dilac g 133 8agdo alogloo gle ggai laldg

ddihy (gleii alogleo gl sgai (sillg TCP header duwgyilly Iayil
Janall glgic glc (ggaT lo4 OSI model dldih jo transport layer Jdill

wle LD_I| $9rig Jlnill diloc (od priiwall daiall odjg daagll glgicg




ghd gl Jlnidl éale] gl Jaivl cad §jlinnll pariwi oill p4aill bits
Jladl

(@ pAnill bits Jasl

dlaeiuo doja @ alilull go dojall oda I o] 8Lyl :URG e
Jlniyvl dioljo dlglaoay plcill :ACK o

JniVl o4 lhA &gan aic padiwi :RST o

Jaivl exill :SYN e

JlaiVl claiily pMc)ll :FIN o

(Ul Jadll ga j@hi TCP header duwg)i

Source Port Destination Pore

Sequence Mumber

Acknowledgement Number

| [ulale]r]ls]F]
HLEN Reserved AHHHME Window
Checksum Urgent Painter
Options (if any) Padding

Anoll glgic gl ggai g@a pél plaial dli IP header duwgyill

loS source IP address and destination IP address caiall (jlgicg

IP diwig JlniMl dioc b priTuoll Jgagigull ¢gi (olc (SGAT
(IPv4 or IPv6) Jlnill od doriTiuoll




cpal didiiall aljadll axey aliluldl doja pag TTL (Time To Live) Jdall

wrall @l Jgngl!

IP header dung)i j@hy oJLill J4ull

Bit 0 Bit 3|
Version [HdrLen|  15g (g Total Length in Bytes (16)
(4) (4)
Identification (16) Flags (3)| Fragment Offset (I3)
Time to Live (8) Protocol (8) Header Checksum (16)

Source IP Address

Destination IP Address

Options (if any)

cphll pgéig SYN wlh Jnidl gapn il Jluh Iai Jlaiyl diloc

Jlul pMlellg sl Jupoll pgdy i SYN and ACK Jluyl sl (odlill
Jlaiyl dilac Iad af jog ACK

Jdigeo aloady plidll dagiio alily pja Jul pgdy gl J4oy palaoll

@il palaall pgdy gl 40y DoS attack dorill gio pgaa od o
SYN/ACK allilh glc sl pgdy Yg SYN allh Jluy) JAA go waall
.yl dluyall




Al ol RST Jluwyl JuA go JlniVl dwln ddpuy pgdy ol J4oy palaoll
Jnivl gajh

Jo JAl MAC address uglic olc $gri Ethernet header duugji
.aiallg janall

gial alilyl 0@ padmi piy Jf ghoug l@llwyl sljodl alilyll gag
63gagoll alogleall dig) ghoy galg lalgino digy go gyl ALY

Jio clhAVl aaail 8aido cilogleo (glc sgug alilull doja dylai yany
CRC (Cyclic Redundancy Check)

wajhllg CRC oa lahang alilull sd 6agagall alaalgll yac goa il
doudlly laijldrg dhdiwoll alibll oa alaalgll axe goqy pgdy Judiwall
alilll doja i it 1Aad ddilhio pudll ails 13lg CRC (o 63gagall
Jlugyl deloc elifl a7 lha (gle ggaT alilyll doja gla Vlg dogluw




aVgiging pjn @b pa gadd Jud go piy gl g alilull pja Julai
2olip plaaiialy ¢lly aiig packet sniffer alilull poja hidill Ia§ dilooll
wy dilaell oday plidllg .dannll pe alilwll pja hldillg galyicli ogdy
edMAIMI haill gl dudlall hai gd Jooi d4uill délhy Jeai
ol il alilull pjx J5 digp Ll pouy (sAllg Promiscuous mode

A4l pe l@llidil gi Lo L)

Jho awl cagjeollg Wireshark ga alilyll pja hldil] algal jaul
windows and linux o J5 olc Jo=ig diilao 8Iai gaig cilgigipll

L&olaiiwl alpall @il ddlay yanis pgii of w dilall o4




wle Jgnall alilyll pja diani liidoy l@reig start olc hanll of Jog
diglinoll calilyll
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a Wireshark: Capture Options - O
Capture

Capture Interface Link-layer header Pfrom. ModeSnaplen [B] Buffer [MB]Ca -
~ Juniper Network Connect. ..
[ fesxgifreres1isachad Ethernet enabled  default 1
0.0.00
Microsoft: \Device\NPF {...
1S G 7o 2 AR T e 0] cthemel enabied delaull
72.20:42,103 Link-layer type the intarface supports N
- L . - e AL B _J - ,
(] Capture on ak interfaces Manage Interfaces
il Capture all in promiscuous mode
Captuie Flé(s)' Display Options
File: EOWSE.. 19 Update list of packets in real time
] Use muitiple files ¥ Use pcap-ng format
v Next file every 1 * | megabytes) V] Automatic scrolling in bive capture
Ring buffer with |2 S files
_ iy Name Resolution
Stop capture after 1 , filels)
St0p Capiute ! Enable MAC name resolution
Ll . after ! - packet(s) U] Enable network name resolution
O .. after 1 2 'megabyteis)
(7 afeer : | e ¥ Enable fransport name resolution

Help St || Close




B Mcrosoft\DesceNPF E13TADS-CDDM-ADOC-G087-2SB2FT27606) Wieshirk 17 SV Rev 4932 from M
fle Bt Yew (o Captwe febze Jutstis Téaory Joos peemes tep

BEANN EEX32 neeeT: HE aaaD 08K d

e Ve cw g Sm

fe okl Legh Wb | | :
910, 89100 Inelcor 1éac:aL @ o s UL 01100 rmo.o.n -

©

e doe e iy Ll

sErame 1 cbmmvfr{(l* bits), ahmmmaanm
« Ethernst I, Src; IntelCor 1d:ac:dl (cB:67:33:1d:ac;dl), Dst; Broadcast (fF:fFf:ff:f: f:ff)
+ Méress Resolution Protoco] (request)

carall glgicg janall glgic dyg) Lidoy alily dojx J5 a4 Lo

pxiiall Jgagigpllg

source Destination Protocol

—
IntelCor_ld:ac:dl1 Broadcast

alibbdlg dungyill ¢gino dig) Lidoy alily doja §T wle honll aicg
&y dnlAll

112



8 58 12.507417000 172.20.12.103 205.160.30.152 TCP 66 52775 > http [SYN] Seq=0 Win=.. — U Il

m Frame 58: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
w Ethernet II, Src: IntelCor_ld:ac:dl (c8 f7:33:1d:ac:dl), Dst: IntelCor_53:c5:d2 (00:1b:2

Internet Protoco] Version 4, Src: 172.20.12.103 (172.20.12.103), Dst: 205.160.30.152 (20
nsmission Control P.,;_‘j;j;j;,,fjnl Src Port: 52775 (52775), Dst Port: http (80), Seq: 0, Len

0000
(V00 34 75 f8 40 00 80 06

{iaie 98 ce 27 00 50 80 73 60 20 00 00 00 00 80 02
IRV ff 1b 51 00 00 02 04 05 b4 01 03 03 08 01 01
0040

:logs aMauull

il jgoll ge alogleo lighei aVgigipllg dAnill alily Juai aglal
Ll pii gf o adipll @dliadl Julaill dilac g4lg @llall cudgll &
pgaall dilac yoig Jud dllawll yaaag JAlA go

sjanl allawg dagall aMawg Juedill olhiy dnlall logs ol

diglhall dradll dlaVl glc ST Il J4ay (firewall and IDS) dylaall

20lp e ojlic IDS (Intrusion Detection System) (§jinVl cam4 sjamal

dnlall alloell g5 Julaig didlpay @Atilogil JAdug pgdi éjaal gl
(dloinoll aloaall giog walsiidy lalyniy pgdig danillg pliill

a9 plaill (g4 pxilwall alblii g8 Jpwd pgal jlaall ol
odpll odliall Juaill dilac (o4 dodo dlogleo glc sgai g@g dauull
g plhill ol Jgaall cidg g ayjlig IP address (jlgicg padiwoll pul Jio

Kl jgol g Jlnidl qa priiwoll Jgigipll ggi

113



o) lmolaiiwl i oill polpll ge alogleo le (ggai cilawdl i Los

(o g 2olipll 3@ ATl

clhallg jlaall pladiwl e alogleo glc ST Jueill olhhi alMlauw
Jlaall Juiiii éale] gl Juuhii ailéiglg clna gl

allaw g router dagdll allaw Jio d4nill gé diloall dja@al allaw
.daunll pe aed il alleell J4 e alogleo (jogi firewall )Ll jlaall

\lio (d4uill gle aloaall il ¢3d) gl ghoy allawll Jilaig (jpaa
Jlaall Jid go laeio pi (il Jlnivl avglio j@hi @lill jlaall ailaw
oda ¢l L8 d4uill @le dlaino alora ggai gl Jhas illg lill
dapull ol Jongll palaall @A go gaal (oill ddyphll jJ@hi allyuwll

ogaall deyh (e alogleo Jogi IDS logs (§lyiaVl caind éj@al alaw
gl ¢ jloj Ayaii ailoaad gl buffer overflows ciloaa Jio dasull olc

brute force dowulell 6gdll diidi plaatwly pull alald Jroat aloaa

oiy il alilll J5 Juaig bldillh pgdi IDS Ghiavl cams sjaal
liifoy jlaall A& alMaw Julaf JUA gog dawull pc lalhdiwlg @l
gl wall jlaall olc @il palaall pld il aloyleill lsiél

L@3yaiiy pld il dipAll Algall gf laeap pld il dipall alalall




Grall yasy ggeuiy ggayinall jslall gl digpeo qay Ml paall polll
b lalpwi piyl dgili aload gl JUA go godl Gdnall Jylnil
.dalito ddyph plaaiwl dpwigl pgaall polidllg aMauall

HTTP (Hypertext transfer protocol)

b go Jlaillg Jeldil pxituy (layle Gilo alylac) JgSgigy ¢a
gl

HTTP pladiwl Aic dingnall g diloall jhicl f cllia guyl

6ale] elio wlhy gl Aoy cookies plaiwl Jgy Jgagipll 1@ pladiwl

Al glac p¢ jol 1A@g ay pgdi Joc J5 gl 6gha J5 Jula Jgaall Juawi
yo; clililh jluo Adny gdgoll pgd) dua session duwlall pgavdo syl od

a pgaall daje ggau Jal Jole gogi ed@g «Jgarll Jrawi dilogy clolys
Lgll gdgo

aVgigip Julai 8lal plaatuwly HTTP Joc draid ge Juolaill digy Liidoy
.wireshark (Jio

loaall ¢lgil yae) gioy secure HTTP (HTTPS) olaaiwl

pamill HTTP  Jgagip pdiiwy lodic HTTPS (glc Jgnall ol
SSL/TLS(Secure Socket Layer/Transport Layer Security)




ddyph Jnal o@g dnlell HTTP dilalg wlh gl] SSL/TLS waiay sillg
o0g ala Jlnil jogdi gag MITM hugll od palaell pgra JLuay
gl gdgog adnioll g

Bjamo Jlnil 6lid pe wgll gdgo go Jlnivl powy HTTPS olaAtul

dilallg padtwall adanio o reguest wlhll) http ddla gl 8)ga
(web server Ligll p3A5 (Jo 6iilell response

paitwall Jay dnld (alpgio) aljioll wle g ulh Juy adniall
hll jano ol laaagi piy dila] Juip gl p3adg

Jgl w@a ellal aljioljlll dogd ole slaicVly Jooy gl ghoy cugll géigo
alpiohll dipd pyd plaiiwly elldg dioalday paldall pgdy waa
gl p3adg cugll gdgo Juoiwy

dilalg praiwall alh go J& o8 aluygyi gaaii HTTP cycle 8jg3 J5
alaylg ulhll Jga Junlai ggai sillg piaall

8 08 glgill hou haa pimiw liidlg aluygyill 03a go apell dlia
aliall




adanio ll l@llujlg cugll pAid g laalac] piy L(,\JJI dloaigyill
: g dilaVl go cjas padiwmoll

gl AL paATwall dwlall wayed jodi dungyill oda :Set-Cookie o
bjaiwo alljlo paafuall dula
Glidlg JuUeiwl dibord dwlall ddpu go palaall ghoi 13
.2dgoll JAlx paifiuall

«Suldl dbyl g Jgh @ dungyill oda doud :Content-Length o
dila] padi ela gle oaclui @iV palaall datdo dungyill ola
brute force dawloll 8gdll pgra oa Guhill duld gag gdgall

dingi Oalch edgoll pogdy loaic padiui duuygyill oda :Location e
63131 daan gl padiuall
alanll il l@oriiuwg gl g0y dill palaall 8ado odg
.ddilnall diloc plai ye1 hdd dagouuall

(o padiuall aanio go Junsi sill Gilungyil

03481l gll cookie (o Ji4l gl cookie Ju}i dugyill ola :Cookie e
oxATmall dwla glc Klaall
Set-cookie doydl ddylho (jg4i lodly dwlall cayed dungyi doyd
plAadll laic yloy 4ill header
gdgo go dicpi dwly (ogi @il palaall 6atdo duygyill oda

AT groadie an pgaall padiwi gl 4oy &illg cugll




l)lj il cugll alhany doild yajei dungyill oda :Referrer o
il gl alh J43i iy loxic Lailw padiwall
llillg dlgawy lapiei 4oy doydll oda gV palaall 6ydo (aag
ghoud diloall Jal go duygyill odd olc ugll giigo aaicl 13)]
.6)gjo doyd plaxatuuly dyleall (AT dlgauy

£gi ol &)Lyl dlll joy goniy gaa «p3A8l1 5y Judiny elhanio gl Lo
aMlile guod (o8 deoao odg HTTP dilal joj 50 (o 4isl dlia .dlayl

Jidi go elitlizo dalleo piy s pady dll pouy dlyl dlile ggi dayeo
gdgall

ol eiei 8aleg gl p3ao Jid go pilc] @ ablayl oia :100 e
lalyi gl jalill go aili plell go .p3Acll (o doald drala] dila] dlia
gl alolio o dipall aljlanyl abla] oé

albdiml i pexiiwoll alh i 8l @ ablayl oda :200 e
ol @lly] pipw dilhVlg alain wugll p335 Jid Jo dinlleog
OK 200 ga HTTP J dllall jgoj javil

Jluyl ol loaic aagill éalcy 8jlinll paiiwi ablayl oda :300 e
paxiiwall ol draln] ably)




oxAiall adnio dpagi 8alcy ga joyll 1aal leguir jisUI Guhill
«a4gll giigo go ddslnall dylac alai voy dpuyiyll daanll ]

OK 200 go laoliwl aiy sl dila] Juwyig Redirect 302

Jd o ulhall X LAl 6jlull  oaATwi ablayl ola :400 e
LAATwall
dﬁgnd;]lszodiogﬂglbdhujypwpnlmojlui@jsqlm

o dlilell 13a o4 dllall Algsl yail gl gdgo
Unauthorized, 403 Forbidden, 404 Not Found 401
L3481 dila go Lhal §jlinll paaiwi allayl oda :500 e

dlilell oda g4 dllall jgoy Jaul

Internal Server Error and 503 Service Unavailable 500
‘é\oﬁﬂl @JLlJ.” Juill dilac (_g\a TA; 0ALdo Lhall Jlwjg jgoll ola
lAaa alpell go aac 503 errors joyll jgakh aic Alio pgaall ggi Ayanil
DoS attack dorill gio pgad glc (il pio)
0348 pladiwly hda alio janoll gl gll pdy Error code 305 adj joyll

gl p3A5 duy e dalogleo lithey IAag proxy J1ig

proxy J14g plAal alini ddslnall alylac J4 gl o] puiti 407 joyll




@g port scanning alioll yaaa diloer pliall ép@cs SVl 81V

Kali plhi o 6uLa.h JAauu 63gago
Lay olidll d1all oda T l_;\JJI Jaaall glg.ii Jo aaell dlia

dagidoll Aaliall waliuisl lAidayg jolgVl phw JAA o Jogi 612Ul ola

£9i AT @i%a) lod danull pc jlaall glc Joofi @.IJl ciloaall aganig
Jaiy drlosll 0day plilly pawi dualn] ally dlaig Jiedill sl

dileall alelja] jglaig (Sjuw

:~# nmap -sV -0 -p- 127.0.0.1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2016-01-04 02:24 EST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.00001ls latency) .
n: 65530 closed ports
STATE SERVICE VERSION
open http Apache httpd 2.4.10 ((Debian))
open ssl/http VMware VirtualCenter Web service
open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
mysql MySQL 5.5.46-0+deb8ul
http VMware hostd httpd
e: general purpose

: cpe:/o:linux:linux_kernel:3
0S details: Linux 3.7 - 3.18
Network Distance: @ hops

0S and Service detection performed. Please report any incorrect results at https://
/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 23.23 seconds

Jauu Kali d 83gago) Zenmap sag 61aV1 odal dioguj daalg Aaagy




Scan Toolk Profile Heip

Target: 100.1.13

~

Zenmap - o iEl

Profile: Intense scan v | Scan| Cance

Command: Anmap -T4 -A -v -PE -PS22.25 80 -PA21,23,30,3389 100.1.13

Hosts  Senvices Nmap Output | Paris / Hasts Topology Host l:)ei.ailsE Scars
05 ¢ Host « nmap-T4 -A -y -PE -P522.25,80 -PA21,23,80,3389 100.1.13 v Details

v 100113 52848/tcp
12B8E9/tcp
54045/vap
54328/<cp
55055/cap
55056/tcp
55555/vcp
55600/¢cp
3€737/ccp
1€738/tcp
57294/ccp
57797 /vcp
58080/ccp
60020/ccp
&0443/vcp
61532/¢cp
£1900/ccp
82078/ tcp
62331/ccp
E4622/ccp
€4680/ccp
ES000/tap
6512%/«cp
6538%/vcp

Read data

Filter Hosts

wnknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unkncwn
unknown
unknown
unknown
unknown

aninown ~
anXnown
ankoown
anknown
unknown
unknown
unknown
anknown
aninown
anxnown
anknown
unknown
snknown
unknown
unknown
unknown
anknaown
iphona-agnc
anknown
unknown
anknown
unknown
unknown
unknown

filas from: C:\Drogram Filaa (x3€)\Nmap

0 and Service detaction performad. Fleass repor:t any
incorrect results at http://mnap.orgs =ubnitc/

Nnap donas: 1 IP addreas {1 host up) =canned in 1.60 sesconds
Raw packsets senti 0 (DOB) | Revd: 0 (0B)

CILA M| Pe| LI |

dliall Gdaall gjgpa jol ga daluwll aldpill Jac ddyph ole ayeill

dyilogleall pilpll go aell g glho 5 b Spitiio dydlunlll ciliydll

sdraloaMll alaudl puleo

go Jooi il dilwilll alduill ol iy jheoll 3@ :802.11a

121

5 GHz il JAA




Jooi il doyrdll dialwlll alduull iy jleall 13a :802.11b e
11 Mbps alily Jdi depw lal (odllg 2.4 GHz 2ajill (gl

2,4 GHz M jill (glc Jooig 802.11b jLeall pighi gag :802.11g e
54 Mbps ol Jni alily Jdi dejung

A4 ole Jo=u gl Jhoug dinanll ddluwll aldunll jusy :802.11n e
100 to 140 Mbps oll Jni alily Jdi dcjung 2.4 or 5 GHz payyill

hugll wle aniill pgdy i palaoll pawi oill algaill go el 3ag)
dauill pe aloady pldllg dldlwilll alibyll pja bléillg gl
Aralu Ml

a9) router dagdll gl edgall gl dapiul §lpel JUA Jo pgaall 1aa piy
gc doill giog dojall yaye Jol dMail l] 3Gy loo aldhll go jus
:ogaall ha ¢lgil yag) ollill ,groriimall sdl
ICMP echo dalilh Jlujlh ogdl palaoll :Ping of Death Attack e
caxd (o] adgll gudi eag s 3acg paug ping dogleill plaiiwly
g dorall giog caaall plhill jhail o] g Jf g0y 13@g oo
oAl gdly

giol ()il jlaall) diloall jaal huay pgdi aldpill go el
ICMP a1l




oudy alilull pjx go cljal Jlujl pgdy palaall :Teardrop Attack e
Qi 8alel pgdy gl Jglay Al warall poai quwi dinag diw
.dldtuoll alildl pjx eljal

allh go 1aa s axe Jlugli pgédy palanll :SYN Flood Attack e
gla aldhll oda lc all warall pgdy loaicg warall gl SYN
carall @hel @l ¢x3g1 Rag waall plel yly pgds V palaall
SYN cilulin
aloaall go ggill 3@ Jio gio l@iday dipall @Lill jlaall sjasi

routers 8jaal go Joleoii cagu d4uill giliall Juaill diloc clifl

Jgaa ugji laiog ailoaall go aaell daje ggiy gf 4oy router aagall
Jolal Janglh palaall powuwy $Mlg routing tabe poisoning aiagill
arall dauull o abilyll

@by il alibldl gla dapnll pe pii (odll diilogleall ailjll (aa
Jieuni waldy] pac pdoll (jog routers djaal JUA (o jai caguw palaall
JuMl ole Blaall gadpll giliall Julaill duloc clifl gl Jid aagall

adlaly gadyll

Hyper 81 I Jio oy (e aagdll go Jelaillg Jlailll 8lal plaaiwl Lii4oy

Terminal




& kriek - HyperT emminal [Unkcenzed) !FIB
fle £ View Cal| Tiansfer Help ‘
0@ & & | Sedfie |

Becewe Fie
e . =
TN3270 Emu.™ Send Ted Fle. e. |
1 Ethernet, terface(s)

2 Serial ne.SRusistms

16 terminal line(s)
J2K bytes of non-volatile configuration memory,
16384K bytes of processor board System flash (Read ONLY)

hee(s)

Configuration register is Bx2102
kwispel>
User Access Verification

Password:
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>
kwispel>

Creatns & fiv of ol incomng teyt

:aigall gadyll giliall Julill diloc od 6aydall alaleill gaey

olhhig daagall jlan] e alogleo (Ajei darleill oia :show version e
Sl alogleog ar yalall Jusill

.aagall dulall alalacll jajei :show running-config e

.dagall gMld] aic alalacVl gajei :showstartup-config e
dagoll gMd] yic alalacVlg dudlll alalacdl gu «aMial Lliaag (3]
.aagdll alalac] peiy old palaall gl @Jl oy 13a4

9@ angill Jgay b qcllill apagill Jgaa yayei :show ip route
dagdll wbaiwy palao ¢l gayy Al guuipl cull




show clock detail o
show version e

show running-config e
show startup-config e
show reload e

show ip route e
showip arp e

show users e

show logging e

show ip interface e
show interfaces o
show tcp briefall o
show ip sockets o
show ip nat translations verbose e
show ip cache flow e
show ip cef o

show snmp user e
show snmp group e
show tech-support e

d4nil sjaal gu aeng piy olip gl jlaa ge éjlic Firewall (gyLill jlaall
diteo dVlniV alowull aclgdll o degonoy oalac] piig oqylall huugllg

SHI allnil giog
Jgdgipll quuny gl alilll paa gle alaiclly pii gl 4oy dranill dilac
pileog jgolg IP address (lgic cuuny gl Jlnivl diloc o paiiwall

.Lgp'i




bl Jawll gaad) pgdi i godill (giliall Jylaill dyloe Jls
dawdl Aa JUA go anlg Jadug jahi aloaall go yaell (gLl jlaall
B0 pgad gl IP glgic yudi go ellzg alilyll piay &l Glyel Jio

brute force douulell 6gdll diidi plaatiul pull dol4

go dac pe joi alily pja guai @le gy Ll jlaall Jaw gls 13l
Aaliall gana dilaey pgdy lo (paud i (sdey 1384 uijilly ports daliall

.dagidall

IP glgic yuai go doald alily pjr gle sgau Ll jlaall Jaw gla 13]
pgd) lo yndddt gl iy 1A@a dalido TTL (Time To Live) pid lalg
dalito alalwo Jo alily pja Jlujh ogds palaall firewalking dilool

aaall daunll o doaldll ablayl gl

dauill gMhiwlg joad ddae plydll doraiuall alyidill go saell Aagy

pal@all dpA cway caliyg joll 1Aag

Jgngll liihoy windows 7/8 and windows server 2008/2012 (qa
Administrative Tools jLiial of jJog pAnill dagl aia JUA (o Ml

ALl aMawll 2ai cagug Event Viewer LAl ad (jog

iliall Julaill dlac JUA anaa qay Jaw pal gag :Security log e
plaill Jgarll Jrawi aldac e dlogloo glc ($gug cadyll




clhAll Juauwiy pgdi alduhillg olpll Jo aaell :Application log e
Jawll Aa g4

pawo it gag plhill aliloey dnlall &laall glc ggay :System log e
oodfll iliall Julaill dlac oa 1aa

dj@aVl go dnlall &laall Juawil padiuy :ForwardedEvent log e
Byl

Glall alogleo  gle S9! :Application and Services log e
plAill gl 4ia7 gl ghay il @l gl aldyhi déleiall

lgl Event Viewer (Local) | Security Number of events: 4,151

y Custom Views

4 “a Windows Logs Keywor... Date and Time Source EventIC “
] Application 4 Audi.. 10/22/2013 8:06:28 AM Micros... 467;
.| Security | Audi... 10/22/2013 8:06:28 AM Micros... 1624
{ | Setup “\_Audi.. 10/22/2013 8:06:28 AM Micros... 464¢
5] System < Audi.. 10/22/2013 8:02:28 AM Micros... 467:

{5 Forwarded Events A Audi.. 10/22/2013 8:02:28 AM Micros... 462
) Applications and Services Lol & Audi... 10/22/2013 802:25 AM Micros... 467:
1 Subscriptions \ Audi.. 10/22/2013 8:02:25 AM Micros... 4624
W Audi... 1072272013 8:00:26 AM Micros., 461¢€
< Audi... 10/22/2013 8:00:23 AM Micros... 4624
A Audi.. 10/22/2013 8:00:19 AM Micros... 5024
L Al 1022713 80018 AN Mirrne 1 &
4 " 2

Ml 0dd wadny palaoll pgdy gl Jacall (o

olhill go alnlln ggiwo olcl lal dlled meterpreter duly g
bl 0@ cadal dylill doyleill plaitwl Jhoy carall




Jio dodall 03y pldll paldall aowi il algsil go arell 3agy los
dilac waldily pal@oll powi gl aglal aagi a4 WinZapper 812U
Jio  pgaall Al adgo  JAuy  Jrawillg  dudlyell

auditpol.exe

oIVl claviil

WinZ apper

ntsecurity.nu

hittp:

Success Audt  Thu Feb 15 19:18:35 2007 Obgact Access NT AUTHORITY\SYSTEM  SecuritvA
Success Audit  Thu Feb 15 19:18:35 2007 Object Access NT AUTHORITY|SYSTEM  Securityd
Success Audt  Thu Feb 15 19:16:35 2007 Object Access NT AUTHORITYISYSTEM  SecuritvAs
Success Audt  Thu Feb 1S 19:18:35 2007 Object Access NT AUTHORITY|SYSTEM  Securityis
Success Audt  Thu Feb IS 19:18:35 2007 Policy Change NT AUTHORITY\SYSTEM 4 4 4 4 -
Success Aucit  Thu Feb IS 19:18:40 2007  Objact Access NT AUTHORITY\SYSTEM  SecurityA
Success Audt  Thu Feb 1S 19:18:40 2007 Objact Access NT AUTHORITY\SYSTEM  Securityis
Success Audit  Thu Feb 15 19:18:40 2007 Object Access NT AUTHORITY\SYSTEM  SecurityAs
Success Audt  Thu Feb 15 19:18:40 2007 Policy Change NT AUTHORITYISYSTEM 4+ + + -
Success Audt  Thu Feb 15 19:18:40 2007 Object Access NT AUTHORITY\SYSTEM  SecurityAu
Success Audt  Thu Feb 15 19:19:07 2007  Detaded Tracking TESTIAdmirestrator 855 Admir
Success Audt  Thu Feb 1S 19:19:09 2007 Priviege Lse TEST| Admirwstr stor Secirity -
Success Audt  Thu Feb 15 19:19:09 2007 Detsded Tracking TEST\Admiresty stor 796 \WIN
Success Audt  Thy Feb 15 19:19:09 2007 Priviege LUse TEST Admirestrator Security -
Success Audt  Thy Feb 15 19:19:11 2007 Priviege Use TEST\Admirestrator Eventlog
Success Audt  Thu Feb 15 19:19:15 2007 Detaded Tracking TEST\Administrator 796 Admir
Success Audt  Thu Fab 1S 19:19:27 2007 Priviege Use TESTIAdmiresty ator Senurity -
Success Audt  Thu Feb IS 19:19:50 2007 Priviege Use TESTAdmirestr stor Security -
Success Audt  Thu Feb 15 19:19:50 2007  Detaded Tracking TEST| Admirustrator 332 \Prog
Success Audt  Thu Feb 16 19:19:50 2007 Priviege Use TEST\Admirsstrator Security -
Success Audt  Thu Feb 15 19:20:23 2007  Detaded Tracking NT AUTHORITY\SYSTEM 784 TEST!
Success Audt  Thu Fab 1S5 19:24:14 2007  Detaded Tracking TEST|Admirestrator 332 Admir
Success Audt  Thu Feb IS 19:24:22 2007 Priviege Use TEST\ Admirestr ator Security -
Success Audt  Thu Feb 1S 19:24:22 2007 Detaded Tracking TESTIAdmirestr stor 43 \WINl
4| | »
WinZapper 1.0 - [c] 2000, Ame Vidsirom, ane vidstiom{@ntsecunty. ru - hitp: /. v

linux plAi (ga dllaull

g doxAtall deyjgill wwny waling gl g4ou Ml agag gléo

od JgaT linux od atlawdl ple J4udug plhill gle Jooi qill clorill
duLill JSLlodl

128



Joanl diawd algho  ole (g1 Jauwdl 1Aa :/var/log/faillog
wodll @dliall Jlaill diloc ga Taa ado gag dlilall

gag Jeunill plhj élgiy dnld Jilw) @lc g9y :Ivar/log/kern.log
wwaill giliall Jilaill dyloc (od Mao e

plaiiuwly aei ol delihll aldac J5 glc ggau :/varllogl/lpr.log
plhill A&

a2 Mdo gag odgialVl ypll allaw gle (ggay :/var/log/mail.*
alildl aclgd paady ddleiall alkhluill gle (sgay :/var/log/mysql.*
eodpll gdliall (§udnill diloc o A1do garg MySQL

c1g p3Aa4q Apache paxitwy olhill gla 13| :/var/llog/apache2/*
gag cugll plidy ddleiall alhliuill & le gy Jawll 1iad
Gl avglo caliidy 1an Ao

g p3An4 Lighttpd poaaiwg olAill gla 13] :/var/logl/lighttpd/*
gag cugll paidy ddleiall alhliill 5 @l gy Jauwldl liad
GLEAYl avglao aliidy 1an ardo

Juaily ddloio dlogleo glc gy Jauwll 1Aa :/var/log/apport.log
3gag ge dial alild go i gl ghay glall gaer gag aldyhill
guuni alpoy gl alwgpla

laa pdo gag paiiwoll alkblui J5 glc (sgny :/varllogluser.log
oijll @iliall Guiaill dylac (o




011001001¢

101001011101001100% t
100106101001001100

001100010111010101§ it ‘ 5100100
110010010010011108\ ¢ . S e
100111100010000 \ 3} S~ y 0101001
1101001010101 11N .
101101001110
1101601019010101
5100100101
1110010010

:Jdll 1A@ ¢gino

SQL Injection 6071 e

(XSS) Cross-Site Scripting 621 o
duwlall 6)lalg ddslnall alyol e

.alaloll gajg jluoll jglad &y2i e
(iGN Mpll ol @iliall Julaill o
ablilull aclgdl qodyll ilinll Julaill o




gl gélgog cilodad (lyial JuA (o aii drilogleall ailjall o Anaell
Al syiall ga TjLiiil 531 ga aloaall oiag

ULl Gl gaal JUA go piy gl ghay gl géigo slc pgaall
dalaiwl pgdy dille alanlgos jlan ga p3Aall :paddll wladiml e
go p3Adll whaiwl Jglhy palaall «ugll gélgo Jo axc gl gdgo
gl p3AdllL Al Juodiill plhi gé dloino alpel ge dnudl Jua
ol Jog lalloiul dlglhog p3Adll (glc Jooi &ill polpll qa alped

laypi gl lagle Juaeillg gagalls dnlall alalall o] Jgngl!
alpel ele gani gl ghoy ugll gilgo :cuigll gdgo wala@iwl o
&gito (i gl Juaeig lallgiwl palaoll 4oy illg diaop

SQL injection and XSS @ ailjeill oia jauiilg gégall

dicloinVl dwni@ll pladiwly ey aiyg :padiwoll w@la@iml o
wle Jgnall Jal go gdgall qoriio gl gégall pao glail dlglans
o8y dnlAll Jgaall Jiauwi alogleo




QU in Spiiiio clljlog wuygll gélgo cljei paél ga SQL injection
gl gélgo (ole phliall pal go pieig

.TA; dlavw dalni dilacg TA; J010g TA; o114 SQL injection
%30 od 63gago cilljlo SQL injection i dijaall alwlall gaey apakl
Aglall (gll gilgo o
ool daai SQL injection Gl
dyani dylooy péy pl gopall) prituall JAs audil dilac (o4 caon -
(A poiol
Jdill 8lid gudi o glaoro pAaillg alilull =

all go jadlly palaal § paiiuall 55 ayili dyac g4 agAl
I (B340 Jaunii aljliil gy 83gagaldl dunill dwlull ) alilwll golAll
(SELECT, UNION, AND, OR Jio) p4ai ciloylei (éa

auli o dalgo diiy oa alogleall (Gaai diloc pii cys paai gl qa
Jauill oa lod alilyll xcld p3adg ugll p338 padiwoll @ agan

I(:g.”.ﬂl




SELECT * FROM
PRODUCTS WHERE
category = ‘cars

—==F

AUDI / i )

www.victim.com/showproducts.asp?category=cars

&

4 < 3 BMW
iy AUDI Web Server | rerrari | Oracle
BMW FORD | Database Server
FERRARI SEAT
FORD
SEAT

«aagll 9338 ] b Juupy priduoll A

[@bLiupig SQL 6jlc Jorn prxdiwall alh Jroniy pgdr wugll o335 .2
aliludl 8acld p33d (oll (pAleiwl) wlhg

Ghio wiyey gl ggy SQL wlh Agaity alilull éacld plio pgds .3
gl p3A0 (ol diill yeig alhll Araii) pgdy héa . Guhill

slaicly o&golipy Jasdy HTML daan clitili cugll p3io pgdy 4
ol @lupg alilyll 8acléd plio o dul] doasléll dilayl (glc
pAATwoll

hda wgll p3ao wJilndio alilull 8acld plaog wugll p3ao gla )i Lo4
daclé p34o Lol priiwall lanjerg diill pajiig SQL wlh cliiih pgdy
odo 1Aag cugll p3do (oll datiill a1e1g SQL wlbh Judivg gaa alilull
6y weMill guhiwi Ll SQL injection alyei Juoiwl Jal go laa
GordTuall clowl Jio dodo alily arey alilyll 8acld pdio Joag SQL
Judl alalag




aclgd alodio e dalnll daliall thall Jilwyl 1430 gg4ai of paall go
SQL 8% juiily pgdi loaic cugll p340 (o layle Jnaiw gillg alilull

injection
o34 (oloi) (aibg SQL injection Lha dany cad jakhy oJlill Jadll

.aeo ugll

SELECT * FROM
PRODUCTS WHERE
category = ‘attacker”

& .
User . Web Server Oracle

\-01756: quoted ORA-01756: quoted

string not properly string not properly Database Server
terminated terminated

www.victim.com/showproducts.asp?category=attacker’

SQL injection )91 ciila [3] dajeo dlglhal allh Juwp pxitwoll 4
doydll Juip paiiwoll dlall 0dd d (Guhill 38 o4 63g2go
8aydo aunii dolle ayl Lalho puyl g

!l 8QL wlh joA padiwoll alily oAt cugll p3do pgdyw 2
oill sQL  gjlc gla Jlioll 3a o4 .alilyl xcld piio
dollcg pxATwoll JAy ol (ggini wagw cugll plio laimipw
dolMc oll dalnyli pariwall Jié go dalnoll 8aaall (arniill
Lavialal Guhill pgéy il 6340 aynii

lha dllwy aeig pilw pé SQL alh Judiug alilull 8acld p33s .3
gl p336 (o]




l@lwpg alilydl 8acld p3Ad o Lhall dllwy wugll p3Ad Juding .4
oM Tall ol HTML Jau olc dilals

lhA dllwy g Ml padTuall go wlhll gylivw apny Gilwll Jlioll
o8 dayiill 8ale] pinw dild Guhill jloj glc slaiclly alilyll 8aclé (od

. diall 0d@ ¢aal deulyll dghall

pAMTwall paanio glc yayo1 SQL error .1
clhAll aulni galpell cugll daan jano o4 oais SQLerror .2
sl dan oll anagill 6ale] .3
(p3aall oAl LhA) HTTP error code 500 .4
HTTP redirection code 302 gi
gl daii aagy ¥ dil Jakyg g8 Jauy thall go Joleiy Guhill .5
plc 1hA dan jakhy

o)1 JAUeiwd &l (gain 6\0 dlayig dpld Jay Gla erhing palaell

\ @ﬁ_l Jawniill aloMe gu Jaall dilis (olc dhalaall 2o SQL injection

lhA dllw) @i

Al (dgain (gll L9JL|_II JRal ga Juoiwll A& gdc @5-'-'413]5 Jlo
Jameel' OR 1=1#

@ity pgdyl pajiall o] Lalluylg dllill SQL 8jlc gy Jaall 138




SELECT * FROM users WHERE UserName='jameel' OR 1=1"#
laro) cquu J5 Jalhaiy pajiall Jeai inline comment g # &)Lul
(@ Jgdnoll jlogdl Aal SQL &jlic dauii
SELECT * FROM users WHERE UserName='jameel' OR 1=1
gVl dollella yaniill giolle gu (jameel) Jaall aml cary Aadl
oy lallasl gai lind diilill dolellg aopall J1d go lduuo digido g4l
JAA
Jié go paziwall J3y Glai ] 1Riala] piy il () gagniill 6Ll
inline comment sa il # 3qgag cuuy lalalad oy Guhill
Groaiwall J4 yaje a1 hda jameel paxitwoll awl gaje oiy
dddno Laily 1=1 gV guagagall
@Jll”ﬁ T 1niill dolle elyig duni dul LJ_CDT.D_” 1i4o0y
jameel' OR 'a'='a
Jgaiw dayiill Ililhg () gawniill dodle walAtw Jul hanll oloi i
(S aunig daan SQL §jlic

SELECT * FROM users WHERE UserName='jameel' OR 'a'="a’




cagu Jlioll 3@ g4 . SQL injection cilpwlul clada aé ggai gl way
2wl dlglhal (aljoi gle (901 oupai g gdgo) DVWA diy paiiuil
:edgall paor (plall pull dald Gilag paiiwall puwl

Jl& 80 JgV SQL injection Ju<iwl ai loiic dualo diw 15-10 Aio
Al () 633lg yaunid o)Ll giag JAS go plig 1a Jaw jol 6jeill sl
.gdgoll Jeda yj 6aaliiog dall (gain

cagw gdgallg doyleill dopn b J1A (o] (381w 8xpdall yarniill 8)Li
SQL 8yai glc ggay DVWA l4 13| dajeo dlglao Liidoy .lha dllup ap
3o yapnii §jlal Jlasl sl dédgphll guai pladiwl JilA go injection
User ID textbox s ()

A4 8apd0 yanii 6)Li] o duni dwlw JAsl pgdi caguw ¢y Jay gl
I@Jlﬂl

Vulnerability: SQL Injection

User ID: |jameel Submit




(ollill SQL Lh jgah ol ¢3guu Jaall lxa

An error occured: Please make sure the ../..Jexternal/phpids/0.6/lib/IDS/tmp folder is writable

You have an error in your SL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ''jameel''' at line 1

alli] go gricgaio gy caléo ggay priiuwall Jay J5 gigall Aa ga
(@ag3jo yainil )Ll cunyl) 83ydall yayniil

aliludl éacld Jgaa (Jo user and password (pagolell ¢gino (el
dllill ojbell Jari

Jameel' and 1=1 union select null,concat(user,0x0a,password)
from users#

Layle Jgoall jhla ol geuy il pydll 0@ jahi cagu gl afliill
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Vulnerability: SQL Injection

User ID: | || Submit |

ID: Jameel' and 1=1 union select null,concatluser,0x0a,password) from users #
First name:

Surname: admin

Sfd4dcc3bSaa7e5d61de327debs82cf 90

ID: Jameel' and 1=1 union select null,concatluser,0x0a,password) from users #
First name:

Surname: gordonb

299318c428ch38d5f 260853678922:03

ID: Jameel' and 1=1 union select null,concatluser,0x0a,password) from users #
First name:

Surname: 1337

8d3533d75ae2c3966d7e0d4f ccE0216h

ID: Jameel' and 1=1 union select null,concatluser,0x0a,password) from users #
First name:

Surname: pablo

0d107doofShbbedtcade3deSc71legech?

ID: Jameel' and 1=1 union select null,concatluser,0x0a,password) from users #
First name:

Surname: smithy

Sfddcc3bSaa7e5d61de327debs82cf 90
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Jlgiellg olnlll glgiell go J5 @l ggai dllwyl dungyi i) Juyoll
Lol IP glgic poi Loyl plé Aé dil dajal 33 ppaall gl& 13] VI (jgjoll

a alall

Qouuig (oig ialVl ap Jilwy Jluygl qouud odll gdlgall go yjaell Aag,
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http://send-email.org/ e
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Delete Respond Quick Steps [F] Maove Tags I} Editing Zoom
From: < amail. com = Sent: o -T:l- TO/AFT-1T Ui
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Set
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I
Move to
Folder ~
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Recall -
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Properties

[

Product Activation Required

Microsoft Office Professional Plus 2010 requires a valid product
license. Activate your product key now to obtain a valid product
license.

Restrict permissions to this item

Set up restrictions for this item. For example, you may be able to
restrict recipients from forwarding the e-mail message to other
people.

Move item to a different folder
Move or copy this item to a different folder.
Current Folder:  Inbox

Message Resend and Recall
Resend this e-mail message or attempt to recall it from recipients.

Properties
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Rroperties et

Settings Security

Higdl Importance: | Mormal e | @ Encrypt message contents and attachments
Add digital signature to autgoing message

Reguest 5/MIME receipt for this message

Sensitivity: Mormal e

[ 1Do not AutoArchive this item
Tracking options

;-_b'| Request a delivery receipt for this message
X

Request a read receipt for this message

Delivery options

'E Have replies sent ko | |
F |

[ ]Expires after: |N|:|ne e | | 12:00 Lo o

| Contacts.. | | |

| Categories ‘r| |N|::ne |

Internet headers: Return-Path: <weeswsssDomail.com = ~
Delivered-To: j. tawelh @n——c——

Received: from meeesesess: (Lnknown [ | )
by em——— (F'0stfix) with ESMTPS id A02961801611;

Tue, 29 Mar 2016 14:19:05 +0300 {(EEST)

Authentication-Results: akeeeececGcG:CeGe———— dlim=pass
reason="2048-hit key; insecure key” b
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v | SYSTEM

» .| | ActivationBroker
+ .|| ControlSet001

v. | CurrentControlSet
© 5. Control
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— 0

Output Path

176




:DDR Phone from Data Recovery Software
gi01g @i pgdil aglhall &l ggi Ay Ll pouwig dhu 8Ial aag
jlma a gl alalo ¢l gl gavall ghléio gl jgall ge aayll lalla go

.J4bgall

P DDR - Mabile Phone Recovery{Demo - IB

Heed Halp on these Sanch Types?
Basic Search Desp Search Photo Search Video Search Signature Search
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draopll 0dd Jueii quy il (gl alpeill
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Aiyall alpopll Jalai dilac od 8aaall algall go yaell aag)

IP (uglic go allnil I ge il "netstat -an" doyleill plaiiwl Loy

dagjeo J1c

Administrator: C:\Windows\system32\cmd.exe o || &

C:\Users\syria>netstat —an
Active Connections

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

Proto Local Address
TCP :135

TCP : 445

TCP :2869
TCP :5357?
TCP 49152
ICP 49153
TCP 49154
TCP 49155
TCP 49156
TCP 49157
TCP .1:12025
TCP 1:12110
TCP 12119
TCP 12143
TCP :12465
TCP 12563
TCP 12993
TCP 12995
TCP =27275

=]

&S@@@@@@@@@@S@@@@@@g

OO0 M

R e®
OO0 eD

O ®

SO0
OO ®3

8.0
8.0
6.0
8.0
6.0
6.0
5%
8.0
8.0
0.0
6.6
.8.0.
.0.0.
.8.0.
.8.0.
.0.08.
.8.0.
.0.0.
.0.8.




danlg §jgn litheoi 4l algall (o degono @ Windows Sysinternals
Il adglly windows plhAi (glc i (ol dlilooll ge

(@ digAll alpyopll Julai (od dorATiuall Sysinternals algal Ay
:Procmon

anig plhill gle ddlall aldeell jAyer pgdi dioguwy daalg ald 8l
dnlAll alidooll dajeay Ll aowy ag dilac J5 Aaii gojg ID pd)
divAll dopll

5 Process Monitor - Sysinternals: www.sysinternals.com - O
File Edit Event Fiter Tools Options Help

FHE APE YAD U AN K

Treo. Proteas Name PO Operaion Patn Ragut Dotsl ~
TI38Z8 0 Searchindsxes 4648 S ReadFie CiWindows\Sysker3dyrazech all SUCCESS Offs21 1990430 Le
TN 8 Searchindexes 4540 8\ FileSystemCont C SUCCESS Conkot FSCTL RE
TR w0 Searchindexer.. 4648 SAFikSystemCent C Conkod FSCTLRE
113828 »'LMS e 463 R RegOpenkey  HOMSysem\CumertConbolSefiCorbol . SUCCESS Dasrted Accoss: Al
13828 80 LMS axe 4684 R Reg0pentey  HELMSysweer\CumantCosbalSefiCotbol - RAME NOT FOUND Desred Access Q
113628 M 1LMS ane 4634 R Reglloseey  HXIM\System\CurertCoabolSefiCostiol . SUCCESS

13 LM ae 4584 IR RegOpeney  HUMS s\ CumentCoaoiSenCostol . SUCCESS Desred Accass Q
113520 8 1LMS ave 4634 I RegOperkey  HXIM\Syster\CumentContiotSefiCorbol . NAME NOT FOUND Desired Accoss: Q
13528 0 LNS s 4654 RAagllosedey HCMSyske\CumantCosnoiSefCorbol - SUCCESS

113628 ' dwmere 6624 52 Theand Ext SUCCESS Thiead ©. 10768
M:3%d. ¥ EplrerEXE 5356 & Thesad Ext SUCCESS Thiead © %72 U
113828 8 svchostexs B0 R RegOpenkey  HXLMSystery\CurertCosbolSeliCotbol . REPARSE Desired Atcess R.
13828 W isvchostans 850 IR RegOpankey  HOMSswnCumentCoatolSetiCortinl - SUCCESS Desrad Accaszs R
13628 8! sxchortexe 850 R R=gllozeey HCM\System\CumertConbolSefiCostiol SUCCESS

1368 # svchostene 050 IR RegOperey  MXIM\Syswm\CumentConbiofSenCostiol . REPARSE Dested Accoss R
113823 isvchostexe B0 R Reg0perkey  HXLMISystert\CumertConbolSedCostiol . SUCCESS Dearsd Access R
113528 »svchostens %0 B Reglloseey HCIMSyskm\ComantCoaolSehComol SUCCESS

V13628 B svchostane 550 R R=gOperiey  HELMSysierm\CumentConboiSef\Corbol - REPARSE Desred Accara R
1362 . 8 svchostexe 560 R ReqOpenkey  HMCIM\Syxten\CuwertCoatolSef\Cosbol . SUCCESS DesredAccess R
M13828_ 0 svchostene B:0 R Raglioseey  HEKLM\Sysea\CumertContoiSeCotbol - SUCCESS

113528 misvchostoxe 80 K Reg0pankey  HCIMSyswm\CumentConbotSetiCortiol . REPARSE Deosirgd Accass R
TT3628 . W svehostaxs 550 RRsg0pentey  HXLMSysten\CumeniConbolSeCoriol  SUCCESS Dested Accass R
113828 8 i swchostana B0 {E RegClosckay  HCLM\Syskm\CurertCosbolSefiCorbol  SUCCESS

ML Miewchaatava 850 M Donfoandau. . =C1M SUECESS.  Doovad decass M

Showing 7,112 of 17,823 events (39%)
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:Rammap

681l (b T (il aldeell ge dlndo alogleo Ay 612\l oia
2olip J4 Jud o dordtwoll 6)4IMI dros dajeay Lil powuy [Aag

20l o AT 8)AIMI (o 8 dod ellaii Lo e dipall alaopull

.dilell

1 RamMap - Sysinternals: www sysinternals.com - 0
file Empty Help

Use Counts Procosses | Prionty Sunmeny  Pyscal Feges | Physcel Ranges | o Summary | Rl Detaks

Ysage Tod  Amee I Sencty Bl woned [ vosnec, [ Trvston [l Zeo:d B Fres
Process Private  1,623,48K  1260664K  33916K 2568 K
Magpat Fe 415148 K HOWIK 3376 K nIRK
Sheraeble 553,200 K NLSME 1NATEK M4AHK
Fag Tabla STIBAK WK 290K 1eX
Fogad Posl WK BR1BK 135K HK
Wrpaged Fool 2,163 K LB nK
System PTE 104,072K 96,261 K 5,006 K
Se=son Frivete 202K 46,200 X 2412k
Wiatsfia 316,04K PIA PR S 23794 K X
%3
. Driver LOGR0 150K 21,600 X
Cerned Stack 19402 K 1747 K 164K IBK
Unised 4,70 823K 28003 K L3R 912K 3,127,
Larga Fage
Tahl 1I430,04K  ZA4BNK  4ATEK  THEOK WIK 0y Lseasey 3177,
{ >
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:TCPView

TR Tel] @bsug TCP and UDP aMgagigp allnil groa digy Ll ALy
diloc %Si Jlail clai] diilao] go lau dhiijoll dileell awlg Jlnill dlla

g
i

Local Addross
wan-mms selck 4k 47

%

wan-mssolck 4k 41
wan-ms selch 441
win-msselck 4k 47
wan-msselck4ikdl
wan-msselck 4k 47
win-msceick4kq4l
wan-maselchk4ka
win-msselck k41
wan-mosolck 44l
wan-ms sebch 4k 47

wan-mssebch k47
win-mssolchk 4k 47
wan-masolckakal
wan-mssebch 4k 47
win mssolck4k4

EEEEEEEEEEEEEEBEE

wan-msselch 4k 47

g%

T
T sebchk ka7
T

9

}

WIN-MSSELCKAK .
WIN-MSSELCKAaK
WIN-MSSELCKJAK
WIN-MSSELCK4 .

WIN-MSSELCKAK
war-rns
WIN-MSSELCKAN. .

Rermoto Adiess
123176.32.147
123.176.32.147
12317632138
123.176.32.138

Romote Port
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WaIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

123.176.32.147

maa03216-n127.1 .

masll3s164n427 1

WIN-MSSELCKAK

WIN-MSSELCKAK
alhost

ni-n£125 10100 not
035164 e T...
WIN-MSSELCKAK
wrrmnsselck 4k 47
WIN-MSSELCKAK .

]

YN_SENT
LISTENING
LISTENING
LISTENING

B! CHITER I

Established: 22 Listening: 28

Time Wair: 1 Close Wait: 1

:Process Monitor

Jilaig s o Maig @llall adgll ga Josi il aloall jaki
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File Edit Eyent

il aliopg dipall aliaopldl elglw

Filter Tools Options Help

FdH | ABE | A

@ @3 an | |ZEAxE

Time ...

PID Operation

Path Result

SUCCESS

11:09:...
11:09.... §

5572
5572
5572
548
548

CreateFile

ReadFile
ReadFile

C:\Windows\System32\sxserv dlil
C:\Windows\System32\csrsrv.dll

RegQueryValueHKLM\SOF TWARE\Microsoft \Win..

548 ReadFile
ReadFile

C:\Windows\System 32\exs dll
C:\Windows\System32\sxs dll

__HKLM
m |

5572 B CreateFileMa... C:\Program Files (x26)\Mozilla Firefo...
5572 X RegOpenKey HKLM\Software\Microsoft\Window...
5572 @ RegQueryValueHKLM\SOFTWARE\Microsoft\Win...
RegCloseKey HKLM\SOFTWARE\Microsoft\Win...
C:\Program Files (x86)\Mozilla Firefo...
QueryBasicinf . C:\Program Files {x86)\Mozilla Firefo...

SUCCESS
NAME NO~
SUCCESS
NAME NO~
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
>

Showing 359,375 of 662,305 events (54%)
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:AutoRun

pUALI Jiguiti ey aic Lildli Josll Iati il polpl dydiljo

File Entry Options User Help
HaAEXH
Codecs | ] Boot Execute T ImageHracks | * Apgpind | % KnownDLLs B Wiiogon

Winsock Piovidess [ ﬁﬂﬂm: l i LSA Providers Ij Network Provede: s
o E verythang l4 Logon ? Eplores l & Inteinet E xploter l ) Schodulod?ctksl

Auonn Enuy Desaohon Pubksher Image Path
2 HKLMASOF TWARE \Microsolt\\Windows NT \CurrentVersion\Winlogon\AppS etup
¥ [ UsiLogon cmd c \wandows\system32\usrio
HELMASOF TWARE \Microsoft\Windows\CustentV ersion\Run
¥ =7 HotKeysCmds  hkemd Modue Intel Corpotation c \windows\system32\hke ..

W & IgixTray =T r1ay Modude Intel Corpotation c \windows\system32\ughdr
7 Persistence persistence Module Intel Corpotation c \wandows\system32ughp
\SOF TWARE \Wow64 32N ode \Mcrosoit\Wndows\CunentVersion\Run
v B8 Adobe ARM Adobe Reader and Aciobat. . Adcbe Systems Incoporated ¢ \program files (xBE]\comm
= Adobe Reader .. Adobe Aciobat SpeedlLaun . Adobe Systems Incorporated ¢ \progiam files (x8E]\adob
#¥ EPSON_UD_S.. EPSON USB Display V1,40  SEIKO EPSON CORPORA . c:\program fies [xBS)\epso
[ o . - -~ - -o- -~ . . - .

o Do
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&g windows polAi (od cout 5 Jc dlgguo Registry plhAill cillaw
d4uill alogleog l@aia i (il alalallg alslxeyl J5 ole sgai

sl Jgolg 2olullg

wle $gai g dulwl gpal guoi go digiog gopd Jauy diito oag
oodifll giliall Juaill dilac od 133 dado cilogleo

dijspo alily dacld (oLl plAill dMauw adje Microsoft d&
QAT lata aiyg Microsoft dSpsiy dnlAll Jiodill dalil Jid Jo pAaAiwi
sjaailg aolpllg (uoriiwallg plAill alalacy dygpall alogleall J5
lapniiy pld il golpllg prxiiwo 4 dnla alogleo (gle (ggai oag
dlniall 8ja@allg lania pld (il alriiwallg alalallg plhill gle
.dapnll allnil gd doailwoll ports Adliallg

Jaenill Jda od regedit Qilis JUA go plAill allaw o] Jgngll Liihay
oLl JAsll ga los
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. Type the name of a program, folder, document, or Internet
= rescurce, and Windows will open it for you.

Oper: regedit o

QK Cancel Browse...




B Registry Editor = O x
File Edit View Favorites Help

v [ Computer Marne Type Data
- HKEY_CLASSES_ROOT
- HKEY_CURRENT_USER
y | HKEY_LOCAL_MACHINE
» .| HKEY_USERS
- HKEY_CURRENT_COMFIG

ab| (Default) REG_SZ (value not set)

:alelhd guoi (gag diijo (oag
gc alogleo (ujai laua pilg :HKEY_CLASSES_ROOT (HKCR)
2olpll aljlaial geg (alalall elyig waw) drag and drop Aclgd

sl Jgolg priiwally dnlall daalgll geg

122 dodlo alogleo (glc (ggai :HKEY_CURRENT_USER (HKCU) o
groxiiwall (e alogleo dionio gadpll (giliall Gudnill g4
alalaallg alalallg aidall ahw clalaclg

doao alogleo (gle Lyl gai :HKEY_LOCAL_MACHINE (HKLM) o
gagy jlaall Jold e alogleo dianio gadpll gliall Gudnill g4
oxATall e pAill

Juhill o dodo alogleo gle Layl ggaig :HKEY_USERS (HKU) o
dnlall allacylg (roriiwall e alogleo dianio gadpll gliall




olhaill alslael ole ggai :HKEY_CURRENT_CONFIG (HCU) -«

oodifll giliall Juaill oa LAyl 6a1d0 gag dullall

E} Registry Editor
File Edit View Favorntes Help

~ L Computer
. HKEY_CLASSES ROCT
HKEY_CURREMNT_USER
HEEY_LOCAL_MACHINE
HEEY_USERS
HEEY_CURREMNT_CONFIG

laillny dhiijo pud gle (ggai registry keys olhAill cllaw adildao (4

plhill aMaw padl joi Al ol i o1dll odavg ddiluull




windows plhi oa plhAill dMawl gqod) odlia Juat dilogy plidll aic

JUa go ellig jlaall lalng ai &ill USB &jaal i gl panll go
il aligoll

HKEY_LOCAL_MACHINE\System\ControlSet\Enum\UBSTOR

E’ Registry Editor
File Edit View Favontes Help

SCSl
STORAGE
SW
SWD
LSE
- USBPRINT
v . | LUSBSTOR
v Disk&Ven_&Prod_USE_FLASH_DRIVE&Rev_PMAP
v .| | D70AS663E545092680
v . | Device Parameters
E MediaChangeNcotification
- Partmgr

o Properties
Disk&Ven_ ADATARProd_HVE208&Rev 5438
Disk&Nen ADATARProd_USB_Flash_DrivedRew 0,00
Disk&Ven_TOSHIBA&Prod_TransMemory&Rev_1.00
Disk&Ven_USB&Prod_DISK_2.08Rev_1100
Hardware Profiles

- Policies
SEMViCces

-~




dal go malware dipall alpopll Jid o 6ilc paiiwy alidoll 3@
6a2all 2olpll ole gy gag wnall jlaall gle Jueiwyl dlac cuyii
olhill gMal e sAxilogil J4uin Jaell Tl

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

B Registry Editor - 0 X
File Edit View Favorites Help

HomeGroup A || Name Type Data

Ime ab| (Default) REG_SZ (value not set)

ImmersiveShell : " - 'y

Intemnet Sett ab| CCleaner Monit.. REG_SZ C:\Program Files\CCleanen\CCleanerfd.exe” /MO...

L’? em Ings ab|Wondershare H.. REG_SZ "C:\Program Files (x86)\Common Files\Wandersh...

ive

----- Lock Screen
Notifications

----- OnDemandinterfaceCache
----- Policies
PrecisionTouchPad
- PushNotifications
----- RADAR
----- Run
----- RunQnce

Screensavers
Search
Security and Maintenance
SettingSync
Shell Extensions
« | Skydrive

----- StartupNotify

' Storagebense
Store

----- TaskManager

T

v

Computer\HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion'Run
il dipall alpopll s gf g4y alidgoll 138 dogd gaaa JUA o

plAill ¢ladl zic LS\JLa.IJ Jauy Jooi




Ao LAl ai ol gélgall yajey lLill alidall

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\LastVisitedMRU

B Registry Editor — m} *
File Edit View Favorites Help
. AutoplayHandlers A || Mame Type Data
BitBucket 28| (Default) REG_SZ (value not set)
Cabinetstate 3T REG, BiRARY £3'00 68 00 73 00 6F 00 6 00 65 00 3= 00 65 00 78 0...
El[;gz':r:”g )1 REG_BINARY 7b 00 30 00 39 00 31 00 37 00 39 00 42 00 36 00 42 0.,
DS )2 REG_BINARY 7h 00 37 00 35 00 45 00 37 00 34 00 38 00 37 00 43 0...
cLSID 243 REG_BINARY 7h 00 30 00 33 00 36 00 34 00 37 00 35 00 33 00 43 0...
ComDiga2 )4 REG_BINARY 7h 00 36 00 46 00 45 00 30 00 45 00 35 00 36 00 42 0..,
CIDSizeMRU )5 REG_BINARY 7h 0D 30 00 45 00 34 00 39 00 42 00 37 00 46 00 45 0...
FirstEolder w6 REG_BINARY 50 00 44 00 46 00 53 D0 45 00 64 00 69 00 74 00 2e 0...
LastVicitedPidIMRL 4| MRUListEx REG_BINARY 03 00 00 0D 02 00 00 0O 00 00 00 00 05 00 00 00 04.0...

LastVisitedPidIMRULegacy
OpenSavePidIMRU
Desktop
Discardable
FileExts
FolderTypes

HideDesktoplcons
LogonStats

LowRegistry

MenuQrder

Modules

MountPoints2
Operation5tatusManager

C0mputer\HKEY_CURRENT:_USER\SOFWVARE\Microsoft\Windows\Current‘-fersion\Explorer\ComDIgBE\Last‘u‘isitedPidlMRU
Jadll A& doayi digy liboy (alg gpuc diw Jaou lanje afy alilull
3 o o e < o oo
:Jio direo dalgal plaaiwl

Raymondcc RecDeHexer e
OTConvertlt o
RegHexSee o

dylill s3alill jahi agug wglholl walall gle 2gajoll Jdill JUA o gi
(chrome.exe Jliall 1@ o) polipll puul 8cljd Jaoy l@lMA o (4illg




Edit Binary Value x

Walue name:
0

Walue data:

aoos 00 &5 oo

no1o 00 65 =l
no1s 50 E0 4F DO 20 EA 34 . Falb &:
nozo 10 A2 D2 08 00 2B 30 1i.e¢@. .40
noza 9D 14 00 2E 80 3A CC 0O.... . :I
no3o B4 2C DB 4C 42 B0 29 &7, 0ULB*)
no3a E9 94 87 C6 41 00 00 1&.  Ei. .
no4o

Corce

- Jlill alidall od Laslyl ghoy &)Ul dian alalall

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs.

AVQ RPN ng.o lania oi ol alalall ayaab lii9a) alidall 1A@ JAA (jog

B Registry Editor

File Edit View Favorites Help

jlaall

MenuQrder A | Mame Type Data

Modules 35 (Default) REG.SZ (value not set)

MountPoints2 w80 REG_BINARY 63 00 6f 00 6d 00 70 00 75 00 74 00 £5 00 72 00 2d O...

E::;:;'ZT::::::; an"ager il REG. BINARY 200 670063 00 B 00 79 00 45 00 &F 00 78 00 43 0.,
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