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Ratified

Frequency
Band

No of
Channels

Transmission

Data Rates
(Mb/s)
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802.11 802.11b 802.11a 802.11g 802.11n
1997 | 1999 1999 2003 2009
24GHz |24 GHz | 5GHz 2.4 GHz 24 GHz,

5 GHz

3 3 Up to 23 3 varies

R, DSSS,

FHSS, | Dsss | OFDM | Dsss | OFDM | cCck,

DSSS OFDM
6.9 12 18, 6.9 12,

1,2 1'21'15'5' 24. 36, 48, 1'21'15'5' 18.24.36. | 100+

54 48, 54
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The 802.11 Prorocol

Ratified 1997
RF Technology FHSS and DSSS
Frequency Spectrum 2.4-GHz
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IEEE 802.11b
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11 Mbps ,5.5 ,2 41

The 802.11b Prorocol

Ratified 1999

RF Technology DSSS

i-'rcqucncy Spectrum 24-GHz

Coding Barker 11 and CCK
Modulation DBPSK and DQPSK
Data Rartes 1,2,5.5, 11 Mbps
Nonoverlapping Channels 1.6, 11

802.11b 2 sl
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802.11b 5 wie,

* Two different encodings:
- Barker 11 : 1-Mbis DSSS 1-Mbis DSSS
- CCK ‘
= Two different modulations:
- DBPSK ! (.
- DQPSK 11-Mb/s DSSS
= Four different speeds: [ | @

- 1 Mb/s
(Barker + DBPSK)

2 Mb/s
(Barker + DQPSK)

5.5 Mbl/s
(CCK-16 + DQPSK)

11 Mb/s
(CCK-128 + DQPSK)

2-Mbfs DSSS

5.5-Mb/s DSSS

11-Mb/s DSSS
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802.11g

56 14s 3 DSSS 50 Loy o 2.4Ghz 3 Jo Jond 2003 s 3 Ll s 3M| ¢
Mbps 11 35.5 52 3 T clees LnsdgSl sdn oo foms & 802.11D 55651 o ol 381520
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g a2 ae w8 e Leall IS0 xe SAMbPS (5508 a0y Ul @305 et S5 5 802,112
6,9,12,18,24,36,48,54 Mbps ~ »

L ay¥ote,ady U5 802.11b jlall s foles 802,11 g jJlalt o Jowd 3 3331 01 1
MbpS 11 j5-5j2j

= 802.11g speeds:
54 Mb/s, 48 Mb/s
36 Mb/s, 24 Mb/s
18 Mb/s, 12 Mb/s
9 Mb/s, 6 Mb/s

Include 802.11b data
rates

= Client looks for the best
speed
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CCNA WIRELESS

Modulation with Encoding Total Data Rate (Mb/s)
Subchannels
BPSK Barker
QPSK Barker 2
QPSK CCK-16 i
BPSK OFDM 6
BPSK OFDM 9
QPSK CCK-128 11
QPSK OFDM 12
QPSK OFDM 18
16-QAM OFDM 24
16-QAM OFDM 36
64-QAM OFDM 48
128-QAM OFDM 54

CCK , Barker 11 i25 L y$s s DQPSK 3 DPBSK Lo sl L) st

bl o JUH 2 ST 1T 56 51 s o plss Lyl Ll s pisiaes
802.11g
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The 802.11g Protocol

Ratified June 2003

RF Technology DSSS and OFDM

Frequency Spectrum 2.4 GHz

Coding Barker 11 and CCK

Modulation DBPSK and DQPSK

Data Rates 1,2,5.5, 11 Mbps with DSSS 6, 9, 12, 18, 24, 36, 48, 54 Mbps
with OFDM

Nonoverlapping 1.6, 11

Channels

802.11g e 5,03
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CCNA WIRELESS

DSSS (CCK)

OFDM

100 milliwatt (mW) (20 dB compared to 1 mW [dBm])

50 mw (17 dBm

30 mW (15 dBm)

(
30 mW (15 dBm
(

20 mwW (13 dBm

20 mW (13 dBm)

)
)
)
)

10 mW (10 dBm

10 mW (10 dBm)

5 mW (7 dBm)

5 mW (7 dBm)

1 mW (0 dBm)

1 mW (0 dBm)

o

AL S El IS g g g

L.?"‘"“J\ JJU



Ly Rl AL Sl ey 5 4G gaa CCNA WIRELESS

802.11 g 5802.11 b . i, ey

LG Jan s 802.11b »usY1 Lall o s &l 802,11 e 3 Aot cla¥1 w1
Sl e baley ) gy SV s OT D el JLall e Jows 3l 35650

802.11b jlas Jom: jle e bkind Lagans il )lad OValazy Olile gl ¥ OF el o
o Pl Loy o jantd Sy 4025 802118 Jlas Joms a8y 88 Lo

By 5 OFDM o5 o oalisll ¢ 4o 5 5 DSSS s LS5 o ez bl 03
S s dloW e B i 3 bl @ 2yl &) 5Vl Cp W sy B e 5 80211
802.11g el bl grie BT e (3 25,0 3L OF aida wlaslal 35y U1 (635 & 3l dmgy
Protection LysSs of dods wsg Lo oa lia g ulall ods 2885 Jond 2ib U1 o) I
Bl i (3 Lapeles Gl 2 859 C oSl &) Mechanism

3

802.11b
Hlall Ja.x.g SNTPY WST}?- < 802.11b Ll Ja.z.? Sj'.g.z-T Sgorg pds g2 La 4,0l <

¢ beacon frames 0, g3 Iyl 5o s eSS 215V 5 050w e « 802,11 g
L1 e g o Bl cloglel) e
NON_ERP present: no
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Use Protection: no
zl V) e 05 0 IV a Jawi 2eglas » Extended Rate Physical i ERP
802.11b 554 53mg pie alle 3 &1 o0 2eSe wMe 2 5 B02.11D Lol (5335 o5 355
o L sllaald) iedl Lo Sy of protection mechanism plasad of sy 1 il Y w6
Vol 802.11b jlws o 3ol dmgy o

Beacon:
Non-ERP Present: No
Use Protection: No

y— 00 v
Client A : Client B
802.11g Access Point 802.11g

802.11g Cell wirh No 802.11b Clients
e 0956 L Lol il Jo asi 05N wles 0B B02.11D Lol e 5enT 35y a3 U
IS 3 55 L i Y12 ) )
U o LY
NON_ERP present: yes

Use Protection: yes

Beacon:
Non-ERP Present: Yes
Use Protection: Yes

Client A Client B
802.11g 802.11g

Client C
802.11b (Non-ERP)

802.11g Cell with an 802.11b Clienr

B! o Lodind ¢ JLgY) 3 b s 13b 5 B02.11D g5l sgmsy ol s eSSV OV
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5;4>Y request to send (RTS)

CCNA WIRELESS

Sl ages Loy Jlayly e O Y 8L 23 802,11 g

bty 5 Leags 5 oeler 802 11D jlne pn Jolosr gl 85 bz STlgzesm oty 5 802,110
i, i Jo clear to send (CTS) g3 Jlu)) 5 gl 802.11b 561 o555

802.11b

Lais i s g UNICast a2 S 5 56> Y K Ly broadcast e cnd RTS g

b Lall 13 35050

@ Because the AP

says to use protection,

I'll use an RTS at
Non-ERP Present: Y
802.11b speeds. on resent: Yes

b

==

Beacon:

Use Protection: Yes

O

Client A RTS for X Amount

802.11g | of Time

Client B
802.11g

V. 4
Client C
802.11b (Non-ERP)

802.11g Cell Using Protection: Part 1
Jla)) Ogs placdd ansls 28y 578 Jo o923 3 RTS ¢y B02.11D 35621 pois 250 55la
ol 802.11g by ple Lo ko ¥ 9 JLy Y oy ¥ 30l) 0 IS 5 duration as

AL S El IS g g g
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CCNA WIRELESS
Beacon:
Non-ERP Present: Yes (3) I just got an RTS;
Use Protection: Yes I'll send a CTS.

000000000
S
Client A
802.11g

Client B
802.11g

(@) ! just heard an RTS.

Client C

802.11b (Non-ERP)

802.11g Cell Using Prorection: Part 2

Sl ety Joladll A ekt 1V CTS

Juot 802.11g Jlall bt B jled agsy a5 55l

Beacon:
Non-ERP Present: Yes
Use Protection: Yes

M C Client B
802.11q — 802.11q

—————(@) CTS for Duration X

(5) 1 just heard an RTS

-

Client C

802.11b (Non-ERP)

802.11g Cell Using Prorection: Part 3

o bl g Bkt b ol Jlgl 802.11g jlally fabeddl A jled a2l 55l
Bass B Ll 5 UL el sl 802.11D jlall ulen sl € jledt wlony ¥ 5 jLald
RTS/CTS Jslsy 3 5555l jUanyl sus slgs) Jax, |k 4 nOISE

AL S El IS g g g
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Beacon:
Non-ERP Present: No
Use Protection: No

== 00000 F 4
Client A Client B
802.11g 802.11g

Data Sent at
802.11g Speed

| can’t hear anything,
but I'll wait before

sending. | I
==

Client C
802.11b (Non-ERP)

802.11g Cell Using Protection: Part 4
e 3l ) (o35 05 O s (3 ppall 35mmgd SuE 5 [STLae e il e gl e Y M IS
ab Al LUST sl s ST (Silem S5y Bms OLaS a5 dOmINO effect segll LG
Sloglall 0ds 0, o s 802.11g 4 802.11b 356l o Lk
NON_ERP present: yes
«Use Protection: yes
g SV A OS5 a8 g L) s 4 sl ¥ s S M e il 2V
ol a0 5 4 B02.11D 556l 55mg pae e Job 0 8 hasd AU Dlimd e 3
1S ae Us 30 il
NON_ERP present: no
Use Protection: yes
Sl e e de ) B ga blsnl bt ¥ 8 ol cap enSY Jo g 431 1
AT 3l ISy e 9 93 802.11b  jlall s 1) 250 IU s 22 53 802,11 g
) i (3 85V gl dmgn eay S 5 a0 s e
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IEEE 802.11a

2001 2L 3 556V @ anbsznl ¢ 9 1999 a3 S Ll s 3D ¢

Gkl Sl U ez ¥ g laidl e Ll s (3 2easendl Modulation s ol e

we laf Gl 9 80211 b, g 0 Blale e ailie g8 $U4 4 spread spectrum .zl

2o M s ¥ e UNIT Gladl 3 580 wlss il e 98 5 SGhz sl e o WS
The 802.11a Protocol

Ratified 1999

RF Technology OFDM

Frequency Spectrum 5.0 GHz

Coding Convolution Coding

Modulation BPSK, QPSK, 16-QAM, 64-QAM depending on the subcarrier.
Data Rates 6.9, 12, 18, 24, 36, 48, 54 Mbps with OFDM

Nonoverlapping Channels  Each band has a 4; the middle 8 are used with 52 subcarriers on
each channel.

S sl ke gl 0B ailie ohsss e 0w 802.11b/g 5 802112 ylali 0V
G g Lais asly 355 9 dly Jlas fend Bigal 570555 OF Y aSley i of 0B U JLasyl
2.4Ghz 3Ly s ) 5 SGhz 2Ly s Joe o ) 33301 vl SIS o
G Sl e dand ) 8 me Bigs)y JSTae Bad Yy s ¥ Bgeal 0L e Sy
2.4 GHz 5351 Jo Jows &) Laps 9 280 Cislsbl 5 CausS S50 oo (oY

802.11a 2 <,

-
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= Same speeds as
802.11g

= No 802.11b
interoperability

= Higher frequency,
which implies lower
range but also less

scattering | Q '

54 Mb/s

&) ole, of v data rate: ool r adll e 802,112 06 802,11 e JUbI 52 LS
Mbps 54 ;48 436 424 318 312 3,9 36 2 5 wlepw Gl U5 byl o Leaswy
data rate W wuaz 802,11 pld axoldl aSlodll ol sl whlal S0 LSS LS
M 802.11a 54l 5layl joas o slan)) Jas Slprdl ey Syl dis s Wi ) shift
J ez~ 9 Q12 W18 4124 136 4148 154 e Lyshe e dad) s 3laYl Ao,
Mbps 6

5Ll 3 NOISE 3855 3959 RSST IV -0 ol sl )87 jlaiza) Uiyl il s 0
S il cup S Data Rate  alas) depw Jlin poi SIS Comdd 66 14 5 das )
iomtly LY o

gy eSSl 10 5 2SO LY i 5 3 V) e el sgmy Lial il ada e
394 el e pany pgiam O b W (plein o ISy i ) B 5 iy )
6 Mbps of 12 424 Opeasny o=V

bl s Coding jizd) ol pis o b s Multiplexing £ ol 0l ae )l i e
Ul 5y52)l 3 55 LS Modulation
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Modulation with Data Rate Per Total Data Rate (Mb/s)
Subchannels Subchannel (kb/s)
BPSK 1125 6
BPSK 187.5
QPSK 250 12
QPSK 375 18
16-QAM 500 24
16-QAM 750 36
64-QAM 1000 48
128-QAM 1125 54
802.11a b wisl

20 Mbz 20 MHz
———

TN

30 MHz

HAaN
AR

<

MHz Y N\
5150 5180 5350 5725 5745 5765 5785 5805 5825 5845
Lower Band Upper Band Lower Band Edge Upper Bard Edge

Edge Edge
= Twenty-eight different channels available: 23 United States, 19 Europe
= Three different bands
= Channels have 30 MHz of protection in the lower band, 20 MHz in the

others
Lower Band Muddle Band H Band Upper Band ISM
(36 = default) (52 = default) an (149 = default) [Band

Channel 1D | 36 | 40 44 a8 52 L &0 84 WO | 10e e 1z 116 | 120 | 124 128 1R 135 M0 | 148 |12 157 181 165

Frequency | 5180|5200 | 5220 | 5240 | 5260 | 5280 | 53¢ | 5520 | 5500 | 5520 | 5540 | 5560 | 5580 | 5600 | S620 | 5640 | S860 | 5650 | STCO | S745 | 5775 | 5785 | 806 | 5625

FCC % % x b % x * x x x x x * x x x X x x x x

ETSI * % % X x % M

OFDM Othogonal Frequency Devision ;. g IEEE 802.11a pusa,
s 38 L U carrier s e ST U W WS pusens gl s Multiplexing
sLs 28@ bl ey 5 s g Ll Banll aend) a0 ST (o) Opy o subchannel
L olpy ol 3 802.11b/g Ko Jo ells 553 19 Lyl 3 5518 23 el (3 Lo posiny
s microcell o W plasaal LS 5 2Kl Ga iy wlall sy alslize p Sl SN

201
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1w Of gy 358

20 MHz

L}\5‘:—\ Lﬁssjﬁ\ Sz L}\ o %él\ <l oA 9 5GHz o2 802.11a a3 (M‘ 3,74
Jl 3l 1is s o 5 Unlicened National information Infrastructure UNII
Sl SISl @ wlasszal gie U 5 3-UNIT 4 2-UNIT 5 1-UNII ks e

ko ) 2SI o) reas 3 GHZ 5.25-5.15 (o555 e oo 1-UNID plaszal 42

- 3

indoor

91ndoor &kl o2l venas 3 5.25-5.35 GHz (6335 85 oo 2-UNII pise,
external aols Slilgr alisza) ~ outdoor i,

¢ GHZ 5.825-5.725 42 4 ISM s wlin (6335 Sl s paszns 3-UNII L

i)l Sllsa plusal ae bridges 2Ll skt 4aas 5 OutdoOr A oIS

external
The UNII Frequency Bands
Band Frequency Use
UNII-1 5.15-5.25 GHz (UNII Indoor) FCC allows indoor and outdoor use.
UNII-2 5.25-5.35 GHz (UNII Low) Qutdoor/indoor with DFC and TPC
UNII-3 5.725-5.825 GHz (U-NIVISM) FCC allows indoor and outdoor use.

ETSI does not allow unlicensed use.

802.11a 2 5,
GBI oda OB Joll gl oVl jsal e pom BlLiles 5 2SS 80N aenad (3 8 olel
) Sl 0B U 5 Leblidl (£ Y ohlal Ll g dules Sl ©lsss me s 5 B335

LU Al OIS 55 g 5 miall
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B Bllate (ol 21 lislll we Joladl iy o5 Tegulation bodies

o BLE w5 olles plbsuial sde g Jleb FCC aige poir susdl oLV 08
Lz SNk s 1 W e, yUNII-3 s UNIT-2 Gl s UNIT-T Gledd 50mW
Jod) (3 65 LS lptan e ¥ &) 5 EIRP Lelaadl (ggadll 2801 050

FCC Regularions on Ourpur and EIRP for UNII

Band Output Power Not to Exceed EIRP Maximum
UNII-1 50 mW 22 dBm
UNII-2 250 m\W 29 dBm
UNII-2 Extended 1\ 36 dBm
UNII-3 1w 36 dBm

ETSI asge dina= U b ag9)0¥) wlioldl g =Y Joddl s

ETSI Regularions on Outpur and EIRP for UNII  (continued)

Band Output Power Not to Exceed EIRP Maximum
UNII-1 200 mW 23 dBm
UNII-2 200 m\W 23 dBm
UNII-2 Extended 1 W 30 dBm
UNII-3 Licensed use only —
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802.11
Header

Packet

* 802.11n uses block acknowledgment for constituent frames.
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Header

Packet
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Packet
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