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ICS/SCADA Training in Iran - NSHC Training

We had an ICS/SCADA Security training in Iran. We used
our simulation for hands-on training. this simulation also
includes HMI, PLC, RTU and other component ...
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#Motorola Communications Israel Ltd. develops and

manufactures radio communications and electronics

equipment. The company's main activities are the design

and development of products for worldwide marketing and

manufacture, and the sale and maintenance of Motorola's

communications products and systems. The company was

founded in 1985 and is based in Tel Aviv, Israel. Motorola

Communications Israel Ltd. operates as a subsidiary of

Motorola Israel, Ltd.
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IR-1 cascade model

RCG 1 2 3 4 5 6

iel] | [O] OO[O] O[OS O OD DO OO D O[OS DO O DD SO OD OO S O[ODBS[S]
e K K C E A A A E E E E A E A E A I A E A A E A A R N E A A E A E A A C A E A E A A CA C A A C A E A C A A
ine2 | @ S BSOS DS DD DS DS D DD DD D PSS DD DD DD S DPDDDDDDDDDDBDDD]
Line4 e 006 OO DO ODODPDOOPOPODO OO OO O DODPDD DD DS S D
Row | 43 | 42 [41]40[3938]37]36[35(3433]|32|31(30[29]|28]|27[26[25[24]23]|22[21[20]19]128]17[16[25]14]23[12[12[20] 9[8[ 7[6]5]a][3[2]1

Stage | 1 20|08 4 5 6 @ 8 9 10 11 12 13 14 |15

RCG: Rotor Control Group, a group of up to 28 centrifuges

Stage: Enrichment stage, with the general flow direction from right to left
Row: Row number of a centrifuge quadruple, corresponding to the floor markings
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mm HOW STUXNET WORKED

UPDATE FROM SOURCE

El-/-5-E

1. infection 2. search 3. update

Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if itis,
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.

g |

— A,.
Sl
=

4. compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven’t take control of the centrifuges, making going wrong until it's too late to do
been identified by security experts. them spin themselves to failure. anything about it.
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FC 6065 () ; //manipulate outputs

e Sy 5% 7 50

FC 6079 () ; //replay recorded input image
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