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 الهقذوة

هزا  ٌقذم لكن فضل خلق الله سٌذٌا وحهذ وؼلى آله وظحبه اجهػٌي.أ بسن الله والطلاة والسلام ؼلً

هزا  يحٌج ٍحتو الجسء الاول ,MCSA 2008_2012  _6102بػًواى الجاٌب الػهلً لشهادات  لزي هو ا الكتاب

  . Microsoft شركة وي الهقذوة بهزه الشهادة الخاظة والًظرٍة هن الجواٌب الػهلٌةأالكتاب ؼلى 

الشهادات فً ؼالن شبكات الحاسب الالً واكثرها اقبالا وي افضل  MCSAشهادة  وي الهػلوم إىحٌج 

 +Network  وي شركة سٌسكو, CCNA, CCNP  واٌتشارا فً الاؼوام الأخيرة كها هو الحال لشهادات 

,server+  وي شركةComptia , VCP, VCA  وي شركة ,VMware  وشهادة,CEH,CND وي شركة,C- 

Council  وشهادة  RHCE ,RHCSA وي شركةlinux. 

 windows serverأٌظهة التشغٌل الخاظة بإدارة الشبكة  ىلقذ تن التركيز فً هزا الكتاب ؼل

 شركة اى الػلن وغ,  الاٍام هزهفً  والشركات الهؤسسات فً استخذاواالاكثر  لأٌها 2008,2012,2016

 توغ الإظذارابسٌعة الالاختلافات  بػض وجود وغ MCSA 2019الاخيرة  الًسخة اظذرت تواٍكروسوف

 .windows server 2012,2016السابقة 

وغ الػلن اى وػظن هزه  ,الشهادة الػهلاقة ههز الهواضٌغ الهوجودة فً % وي01 تن التركيز ؼلى حوالً   

LABS  الكتب وبػض الهواقغتن اخزها وي بػض والهػلووات  تن اؼذادها بهجهودي الشخطً وبػض الطور 

تن ؼهل بػض الهػقذة, فهن بػض الهواضٌغ ظػوبة للتغلب ؼلى  والتً ركرتها كهراجغ فً  ٌهاٍة الكتاب. 

Scenarios   لهام الكحير باللغة الاٌجليزٍة فقذ قهًا إوٌضرا لػذم  اسهل. ةبعرٍقلكً ٍتن توظٌل الهػلووة

اللغة الاٌجليزٍة فً هزا الهجال ؼلى وجوب اتقاى   التأكٌذباللغة الػربٌة والاٌجليزٍة وغ  وٍياالػًبشرح جهٌغ 

  .ٍووًبشكل وواكبة جهٌغ التعورات التً تحذث  القارئ  ٍستعٌغلكً 

الى  بالإضافة (Network+القارئ اى ٍكوى له وػلووات ولو بسٌعة بأساسٌات الشبكات  ) ىحٌج ٍتػٌي ؼل

اٌشاء اٌظهة تشغٌل افتراضٌة, لاى جهٌغ التجارب الػهلٌة سوف ٌقوم بػهلها ؼي غرٍق برٌاوج  ٌةكٌف

vmware workstation 12 

 ؼلى تطهٌن الغلاف الخارجً للكتاب. احهذ جعفرزوٌلً وظذٍقً الههًذس   كن اود اى  اشكر  
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اى  ذٍبذاٍة جٌذة لكل وا ٍر واى ٍجػل هزا الكتاب  الجهٌغًٍفغ بهزا الكتاب  أى ٌسال الله وفً الختام 

 ولٌػزرًٌ,  ٍشق غرٍقه فً ؼالن شبكات الحاسوب واٌظهة تشغٌل الشبكات الخاظة بهٌكروسوفت 

 .وأُظٌب أُخعِئ إٌساى الًهاٍة او لغوٍة فإًٌ فً  ةاولائٌ أخعاء أي وجود إى لاحظ الػسٍس القارئ

 

عَ رلَّ الجهل غولَ حٌاته  #الشافػً   وويْ لن ٍزق ورَّ التػلنِ ساؼة , تجرَّ
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 وعلووات عي الهؤلف
    عبذ السلام صالح الراشذي   بًغازي ليبيا. 
 الحاسوب واجستير في علوم computer science  وي أكاديهية الذراسات العليا

 . 4وي  3223بهعذل  2102بًغازي سًة 
 Abdelsalam.elrashdi@gamil.com 
  شهاداتMCSA ,  MCITP , MCTS  , CCNA  ,CCNP,CCNA Security,   

 -الأعهال السابقة:

 2  رئيس وحذة الشبكات في جاوعة العرب الطبية 
   في جاوعة بًغازي2رئيس قسن الشبكات بهركس الهعلووات والتوثيق 

 -العهل الحالي:

 2رئيس قسن الشبكات في الهعهذ العالي للتقًيات الحاسوب بًغازي 
  عضو وؤسس لشركة التقًية الافتراضية للتقًية الهعلوواتVT Company2 
  وتعاوى في قسنIT  جاوعة البحر الهتوسط2,جاوعة بًغازي ,الجاوعة الذولية 
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 الكتب السابقة   
 -هن هزه الكتب:أوجهوعة وي الكتب في وواقع وختلفة وتن ٌشر 
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1- Microsoft Certifications 

   الآلي أهن شهادات شركة وايكروسوفت في عالن شبكات الحاسب 

 

1.1-  Microsoft  Certified System Administrator 2003 

 

To obtain this certificate you must pass 4 exams  
  Exam 70–270 Installing, Configuring, and Administering Microsoft Windows XP 
Professional. 
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  Exam 70–290 Managing and Maintaining a Microsoft Windows Server 2003 Environment. 
  Exam 70–291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003 
Network Infrastructure Sponsored. 
  Exam 70-227: Installing, Configuring, and Administering Microsoft Internet Security and 
Acceleration (ISA) Server 2000 Enterprise Edition. 

1.2-Microsoft certified Systems Engineer 

 Exam 70-293: Planning and Maintaining a Microsoft Windows Server 2003 Network 
Infrastructure 
 Exam 70-294: Planning, Implementing, and Maintaining a Microsoft Windows Server 2003 
Active Directory Infrastructure. 
 Exam 70–290 Managing and Maintaining a Microsoft Windows Server 2003 Environment. 
 Exam 70–291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003 
Network Infrastructure Sponsored. 

Select one of the following 2 exams 

 Exam 70-210: Installing, Configuring, and Administering Microsoft Windows 2000 
Professional. 
 Exam 70–270: Installing, Configuring, and Administering Microsoft Windows XP 
Professional. 
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1.3- MCITP Server Administrator 2008  

 

 To obtain this certificate you must pass 3 exams 

 Exam 70-640 TS: Configuring Windows Server 2008 Active Directory. 
 Exam 70-642 TS: Configuring Windows Server 2008 Network Infrastructure. 
 Exam 70-646 PRO: Server Administrator, Windows Server 2008. 

1.4-MCITP Enterprise  Administrator 2008 

 

 Exam 70-640 TS: Configuring Windows Server 2008 Active Directory. 
 Exam 70-642 TS: Configuring Windows Server 2008 Network Infrastructure. 
 Exam 70-643 windows server 2008 applications infrastructure, configuring . 
 Exam 70-680 windows seven configuration.  
 Exam 70-647windows server 2008,interprise administration. 
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1.5- Microsoft Certified Solutions Associate 2008 

 

 Exam 70-640 | Windows Server 2008 Active Directory, Configuring. 
 Exam 70-642 | Windows Server 2008 Network Infrastructure, Configuring. 
 Exam 70-646 | Windows Server 2008, Server Administrator. 

1.6-  MCSA: Windows Server 2012  

*  

 Exam 70-410 | Installing and Configuring Windows Server 2012. 
 Exam 70-411 | Administering Windows Server 2012. 
 Exam70-412 | Configuring Advanced Windows Server 2012 Services. 
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1.7-  MCSE Microsoft  Certified Solutions expert 2012 
 Exam 70-410 | Installing and Configuring Windows Server 2012. 
 Exam 70-411 | Administering Windows Server 2012. 
 Exam 70-412 | Configuring Advanced Windows Server 2012 Services. 
 Exam 70-413 Designing and Implementing a Server Infrastructure. 
  70-414 Implementing an Advanced Server Infrastructure. 

1.8-  MCSA Windows Server 2016 exam 

 

 Exam 70-740 Installation, Storage, and Compute with Windows Server 2016. 
 Exam 70-741 Networking with Windows Server 2016. 
 Exam 70-742 Identity with Windows Server 2016. 

1.9- MCSA Windows Server 2019 exam 
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2- Configure peer to peer(workgroup) computer network 

Workgroup شبكة الًذ بالًذ تسهى اٍضا    

اجهسة, تهتاز بتكلفتها الهًخفضة  01تستخذم ؼادة فً الشبكات الطغيرة ؼًذوا لا ٍتجاوز ؼذد الاجهسة ؼي 
.وحذودةرات وواظفات  تهااجهسووسهولة تركٌبها ولا تحتاج الً ٌظام تشغٌل خاص   

وي اهن ؼٌوبها ظػوبة تعبٌقها فً الشبكات الكبيرة وؼذم توفر قذر كافً وي الحهاٍة بالإضافة الً 
2وحذودٍة فً اؼعاء الطلاحٌات للهستخذوٌي  

 

 

A peer-to-peer network is one in many  PCs share files and access to devices such as printers 
without requiring a separate server computer or server software. 

A network of computers configured to allow certain files and folders to be shared with everyone 
or with selected users. Peer-to-peer networks are quite common in small offices that do not use 
a dedicated file server. All client versions of Windows, Mac and Linux can function as nodes in a 
peer-to-peer network and allow their files to be shared. 

Advantages of Peer-to-peer networking over Client –Server networking are :- 

1- It is easy to install and so is the configuration of computers on this network,  
2- All the resources and contents are shared by all the peers, unlike server-client 

architecture where Server shares all the contents and resources. 
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3- P2P is more reliable as central dependency is eliminated. Failure of one peer doesn’t affect 
the functioning of other peers. In case of Client –Server network, if server goes down 
whole network gets affected. 

4- There is no need for full-time System Administrator. Every user is the administrator of his 
machine. User can control their shared resources.  

5- The over-all cost of building and maintaining this type of network is comparatively very 
less. 

Disadvantages of Peer to peer architecture over Client Server are:- 

1- In this network, the whole system is decentralized thus it is difficult to administer. That is 
one person cannot determine the whole accessibility setting of whole network. 

2- Security in this system is very less viruses, spywares,trojans, etc malwares can easily 
transmitted over this P-2-P architecture. 

3-  Data recovery or backup is very difficult.  

Make workgroup network in small office 

Make sure name of workgroup same in all computers  

 (Computer + properties) 
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Configure IP address IPV4 where all computer have  same network address    
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Turn of firewall in all computers 
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Sharing folders 

Right click on folder then properties ,sharing then choice the people that can access to folder 
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Sharing everyone or specific user 

 

Access to sharing folders 

My computer ,network 
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Another way to access to sharing folders 

Computer ------network --------- as the following   
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3-  Install windows seven on VMware 12 

    Vmware12( داخل برٌاوج الهحاكاة 7تحهٌل ٌظام تشغٌل افتراضً )وًٍذوز

Create virtual machine on Vmware 12 

 



  
     

24 
  أستاذ عبدالسلام صالح الراشدي 

 

Press browser then Choice image that cantinas inside it  window seven if you have DVD contains 
inside it window seven image choice first option (installer disc)  

 اختٌار وكاى ٌسخة الوًٍذوز فً  القرص الطلب

 

Size of virtual  hard disk 

 ًٌٍة  للقرص الطلبتحذٍذ حجن الهساحة التخس
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Finish 
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Loading files 

 

Starting installation 
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Choice edition of windows seven  

 

Choice the language 
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Accept the license 
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On the installation type page, click on Custom (advanced) to start a new installation 

 

Choose the partition or disk that you want to install Windows 7 on, and then click Next 

 

Choose the partition or disk that you want to install Windows 7 on, and then click Next 
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 القرص الطلب الً اقراص وختلفة وتحذٍذ حجن كل قرص  تقسٌن

 

  Extend or format desk 
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Installation will start 

 

 

 Setup will prepare computer for first use 
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Setup will continue, and this time you will have to choose a username and a computer name 

 

 

On the Product Key page, you can either enter the product key or simply leave it empty and click 
on Next 
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 ادخال رقن الهًتج الخاظة بًظام التشغٌل

 

Desktop first time

 

Desktop first time 
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4- Install windows server 2008R2  

 window server 2008R2تحهٌل ٌظام تشغٌل 

Create virtual machine on Vmware 12 

Install window server 2008 r2 
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Press browser then Choice image that cantinas inside it  window server 2008R2 if you have DVD 
contains inside it window server 2008R2 image choice first option (installer disc) 
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Choice the language 

Install windows 

Choice enterprise edition 

 window server 2008R2اختٌار اظذار ٌظام التشغٌل الخاص بً 
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Accept license 

 

Installing windows 

 

Starting windows 
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Change the password first time log in 

 

Change the password first time log in 

 

Change the password first time log in 
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Preparing your desktop as first time log in 
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Server manager
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Desktop 

 

5- Install windows server 2012 

 windows server 2012تحهٌل ٌظام تشغٌل 

Create virtual machine on Vmware 12 
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Press browser then Choice image that cantinas inside it  window server 2012R2 if you have DVD 
contains inside it window server 2012R2 image choice first option (installer disc) 
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6- Install windows server 2016 

 windows server 2016تحهيل ٌظام تشغيل 

Insert Windows Server 2016 DVD and boot your computer from the DVD. Boot to the DVD/USB 
ISO (you may have to go into bios or interrupt boot to boot from external media). 

Click the Next Button 

 

Click the Install now Button 
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Optionally, enter your product key then Next or click I don’t have a product key 

 

 

Read the license terms. Click on I accept the license terms then Click the Next button. 

  



  
     

51 
  أستاذ عبدالسلام صالح الراشدي 
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Enter a password for the administrator account into the password adn Reenter password fields 
then click Finish 
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Press [CTRL-ALT-DEL] to bring up the login screen 
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7- Disk management 

تػهل إدارة الاقراص داخل ٌظام تشغٌل الشبكات ؼلى التحكن فً جهٌغ الوظائف الخاظة بالأقراص 
 )حزف,توسٌغ,تقسٌن,أٌشاء....الخ( 

7.1- Disk management in window server 2008 

 window server 2008ادارة الاقراص فً ٌظام تشغٌل 

Resize Server 2008 partition with Disk Management 

To shrink Windows Server 2008 volume, right click on the volume that you want to resize and 
select the option  

7.1.1- Shrink Volume 

تقلٌض الهساحة الفارغة وي القرص
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Try to decrease D drive with built-in Shrink Volume function. 
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10GB free space shrink from D. 
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7.1.2- Extended Volume 

 زيادة حجن القرص الصلب

To extend Windows Server 2008 volume, right click on the volume to be extended and select 
"Extend Volume" and then specify the amount of space by which you want to extend the volume. 

Now extend volume becomes available. 
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 تحذٍذ حجن الهساحة الهراد زٍادتها 
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7.1.3- Simple Volume 

 New simpleاٌشاء 

 في ٌفس القرص بهساحات وختلفة  Volumeيهكي عي طريقه عهل 

Crete new simple volume  in window server 2008 

-  
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7.1.4- Spanned Volume 

Create new spanned volume in windows server 2008R2 

ٍجب اى ٍكوى لذًٍا اكثر وي قرص ظلب حٌج ٍتن  اخز وساحة فارغة وي   Spanned Volumeلكً ٍتن اٌشاء  
كل قرص لٌتن تجهٌػها فً قرص واحذ وٍتن تخسٍي البٌاٌات ؼلً القرص الفارؽ الاول وبػذها ٍتن تخسٍي ؼلً 
القرص الحاًٌ وبًفس العرٍقة ارا كاى لذًٍا اكثر وي قرظٌي, حٌج تكوى سرؼة الوظول الً البٌاٌات بسرؼة 

 قرص واحذ.
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7.1.5- Striped Volume 

Create new striped volume in windows server 2008R2 

ٍجب اى ٍكوى لذًٍا اكثر وي قرص ظلب حٌج ٍتن  اخز وساحة فارغة وي   Striped Volumeلكً ٍتن اٌشاء  
كل قرص لٌتن تجهٌػها فً قرص واحذ وٍتن تخسٍي البٌاٌات ؼلً الاقراص بتساوي فً ٌفس الوقت, حٌج 

 ٍهتاز بسرؼة الوظول الً الهػلووة بسبب قراته للبٌاٌات وي الاقراص جهٌػا فً ٌفس الوقت. 
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68 
  أستاذ عبدالسلام صالح الراشدي 

 

 

7.1.6- Mirrored Volume 

Create new mirrored volume in window server 2008 

ٍجب اى ٍكوى لذًٍا اكثر وي قرص ظلب حٌج ٍتن  اخز وساحة فارغة  Mirrored Volumeلكً ٍتن اٌشاء  
وي  كل قرص لٌتن تجهٌػها فً قرص واحذ وٍتن تخسٍي البٌاٌات ؼلً الاقراص بتساوي فً ٌفس الوقت, 

 حٌج ٍهتاز بسرؼة الوظول الً الهػلووة بسبب قراته للبٌاٌات وي الاقراص جهٌػا فً ٌفس الوقت.
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7.1.7- RAID 5 Volume 

أقراص ظلبة حٌج ٍتن  اخز وساحة فارغة وي  كل  3ٍجب اى ٍكوى لذًٍا  RAID Volumeلكً ٍتن اٌشاء  
قرص لٌتن تجهٌػها فً قرص واحذ وٍتن تخسٍي البٌاٌات ؼلً الاقراص بتساوي فً ٌفس الوقت, حٌج ٍهتاز 

 بسرؼة الوظول الً الهػلووة بسبب قراته للبٌاٌات وي الاقراص جهٌػا فً ٌفس الوقت.

 

Create new RAID 5 volume in windows server 2008 
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You must have 3 Disks to do RAID 5 volume   
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7.2- Disk management in window server 2012R2 

  window server 2012ادارة الاقراص فً ٌظام تشغٌل 

Windows server 2012  Extend and shrank  Volume 

 How to resize partition on Windows Server 2012 (R2) 

n September 4, 2012 Microsoft released Windows Server 2012, added new features and improved 
performance. However, no improvement for Disk Management. Windows Server 2012  (R2) Disk 
Management console can do some basic partitioning jobs and part of advanced operations, such 
as Extend Volume and Shrink Volume, both features can be used to re-size a created partition. 
However, due to some limitations, to resize partition in Windows Server 2012, you still need 3rd-
party server partition software. 

7.2.1- Shrink Volume in window server 2012R2 

   Windows server 2012تقلٌض الهساحة التخسًٌٍة للقرص داخل 

Re-size partition by Shrink Volume 

Right-click the Windows icon on bottom left corner and select “Disk Management”, and then 
you’ll see all disks and partitions, capacity and free space of a single partition as well as other 
information. To change a created partition size, right click it and select “Shrink Volume” 
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75 
  أستاذ عبدالسلام صالح الراشدي 

7.2.2- Extend Volume  

 Windows Server 2012 وساحة القرص الطلب زٍادة

Resize partition with Extend Volume 

In Windows Server 2012 Disk Management console, you can extend a disk drive, but not every 
drive can be extended. 

Let’s right click a data partition, as you see Extend Volume is greyed out 
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8- DHCP server  

والبوابة الافتراضٌة و subnet mask, IP,وهو ؼبارة ؼي برتوكول ٍػهل فً العبقة السابػة ٍقوم بإؼعاء 
DNS ...بشكل تلقائً لجهٌغ الاجهسة داخل الشبكة. الخ 

The Dynamic Host Configuration Protocol (DHCP) 

a DHCP server dynamically assigns an IP address to hosts (computer, printer, mobile ..ETC) other 
network configuration parameters to each device on a network so they can communicate with 
other IP networks. 

 

 

8.1- DHCP server in windows server 2008 

 windows server 2008داخل  DHCPتفػٌل 

Install Dynamic host configuration protocols DHCP on windows server 2008 r2 
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Add DHCP role 

 

 

Add DHCP role 

 

Select DHCP role 
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DHCP server
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Select network connection bindings 

 

Select the domain 

 

Add or edit scope 
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Configure DHCPV6 
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Install

 

 

Open DHCP 
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DHCP console 

 

Add scope 
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Next 

 

New scope 
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Scope range 
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Lease duration

 

Configure the scope 

 

Add default gateway 
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Add domain name 
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Wins servers 

 

 Activate the scope

 

Address pool 
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Address leases 

 

 

 

Scope options 
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Reservation 

بحٌج ٍكرس هزا الػًواى لجهاز وػٌي ؼي  DHCPوػٌي ٍػعه لجهاز وػٌي ؼي غرٍق   Ip addressلحجس ؼًواى 
  Mac addressغرٍق 
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Reservation 

 

Superscope 
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Superscope 
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Display statistics 
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8.2- DHCP server in windows server 2012R2 

Before you proceed with setting up DHCP server on your Windows Server 2012 R2, you have to 
fulfill following four requirements for an installation and configuration to be successful. 

•Administrator account has strong password 

•At least one static IP is configured 

•Current security updates from Windows Update are installed 

•Firewall is turned off 

Open Server Manager from task bar and click Add roles and features 

 

Before you run the installation wizard, make sure that an administrator account has a strong 
password, static IP is configured, and security updates from Windows updates are installed. 
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When you are done, click 

 

Select Role-based or feature-based installation and click Next 
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Select a destination server on which you want to install the DHCP server. In our case, there is 
only one server which is local server and it is selected by default. Click Next 

 

Select DHCP server role by checking the appropriate box. As soon as you check the box, a small 
window will pop up alerting you that there are some other features which are also required to be 
installed along with DHCP server. Click Add Features 

 

Click Next 
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Note the things outlined in the screen and click Next 

 

Confirm your installation selections and click Install 
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Click Close to finish the installation 

 

Configuring DHCP Server and Creating Scope: Open Server Manager and click notifications icon. 
A small window will appear. Click Complete DHCP configuration 
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Click Next 

 

Choose Skip AD authorization since we do not have any AD configured and click Commit 
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Read the summary and click Close 

 

Open Server Manager and click on Tools. When a small window appear, scroll to DHCP and click 
it 
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In management console, right click on IPv4 and scroll to New Scope and click it 

 

Click Next 

 

Provide name and meaningful description of this new scope and click Next 
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Provide IP address range along with sub net you need to distribute to client machines and click 
Next 
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Provide any IP addresses you need to exclude from pool and click Add. I have excluded a first IP 
address which is statically assigned to my DHCP server. Click Next 

 

Keep lease duration as 8 days and click Next 

 

Choose No, I will configure these options later and click Next 
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Click Finish to end the new scope wizard 
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Right-click on new scope you just created in above step and click Activate 

 

 

 

Right-click on your server, scroll to All Tasks and then click Restart to finish with configuration 
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9-DHCP Relay Agent  

فً كل  DHCP وهزا سوف ٍجبرٌا ؼلى وضغ سيرفر  broadcastلاٍقوم بتهرٍر   Routerكن هو وػلوم بآى 
إلى الوقت الضائغ الزي سوف  بالإضافةشبكة وغبػا هزا شًء غير ورغوب به لها له وي وطارٍف زائذة 

 والتً IP-Helper ٌقضً فً وتابػة إداء وؼهل كل سيرفر لزا قاوت سٌسكو أولا بػهل خاظٌة تذؼى
إلى السيرفر وباشرة وغبػا هزه   broadcastالتى تكوى ؼلى شكل  DHCP بتهرٍر غلبات الـ routerتسهح 

سٌسكو قاوت أساسا بتعوٍر الخاظٌة الخاظٌة وتاحة فقظ ؼلى أجهسة سٌسكو وفً حقٌقٌة الأور 
والتى تقوم بًفس الػهلٌة تهاوا وهً ٌقل  DHCP Relay Agent القذٍهة وهً التى ٌتحذث ؼًها الٌوم

broadcast   وي شبكة إلى شبكة آخرى وهً وتاحة ؼلى كل أٌواع أجهسة الشبكة. 

A DHCP relay agent is any host that forwards DHCP packets between clients and servers. Relay 
agents are used to forward requests and replies between clients and servers when they are not 
on the same physical subnet. Relay agent forwarding is distinct from the normal forwarding of an 
IP router, where IP datagrams are switched between networks somewhat transparently. By 
contrast, relay agents receive DHCP messages and then generate a new DHCP message to send 
out on another interface. The relay agent sets the gateway IP address (giaddr field of the DHCP 
packet) and, if configured, adds the relay agent information option (option82) in the packet and 
forwards it to the DHCP server. The reply from the server is forwarded back to the client after 
removing option 82. 
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9.1-DHCP Relay Agent in windows server 2008 

 

 



  
     

108 
  أستاذ عبدالسلام صالح الراشدي 
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Open routing and remote access 

 

Choice custom configuration 
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LAN routing 

 

Press finish  

 

Start the services 
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Now server works as router 
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9.2- DHCP relay agent windows server 2012 

Once done, Routing and Remote Access will open. Right click on DHCP Relay Agent and provide 
the DHCP Server Address 
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10-Make server work as router  

رواتر داخل الشبكة فًحتاج الى جػل الخادم ٍػهل كراوتر وٍقوم بجهٌغ الوظائف الزي احٌاٌا لا ٍوجذ لذًٍا 
 ٍقوم بها ؼلً سبٌل الهحال ربظ شبكات وختلفة.

A router is a device that manages the flow of data between network segments, or subnets. A 
router directs incoming and outgoing packets based on the information it holds about the state of 
its own network interfaces and a list of possible sources and destinations for network traffic. 

Remote access 

By configuring Routing and Remote Access to act as a remote access server, you can connect 
remote or mobile workers to your organization's networks. Remote users can work as if their 
computers are physically connected to the network. 

 قوم بػهل لاب ظغير ٍوضح كٌفٌة جػل الخادم ٍػهل كراوتر سوف ٌ

We made small Lab about routing in windows server, as following figure  

 

 

 

Where we have two differences network so we must have router or server works as router. 
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When you make server works as router On the windows server you must have at least two 
network interface 

Add another interface card on vmware 

 

Network adapter then add 
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Now I have two NIC 

 

First NIC will connect with real my computer so we will choice host-only 
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Second NIC will connect with virtual machine windows seven so we will create ne switch named 
switch2018 
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To open the network interfaces

 

 

Choice adapter settings 
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I have two NIC can I rename them for example LAN ,WAN 

 

Now IP address to LAN interface that connect with real my computer through host-only 
connection 
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IP address for LAN interface on server (router) 

 

Now on my real computer go to vmnet1 (host-only) ,put Ip address same network as LAN 
interface on router 

 

Ip address and default getaway on my real computer 
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Now ping on IP address of LAN interface on router 
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Now IP address to wan interface that connect with virtual machine (seven ) through switch2018 
connection 

 

 

IP address for wan interface on server (router) 
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On virtual machine make interface connect with switch2008 connecter 

 

On virtual machine make interface connect with switch2008 connecter 

 

On virtual machine put IP address and default gateway same network with wan interface on 
router 
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Now ping on IP address of wan interface on router 

 

But if I want ping between my real computer and virtual machine I can’t because we still make 
server works as router to connect different networks 
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Now I will make Server as the router on windows server 2008 &2012 

When we want make server works as router we must on windows server 2008 install routing and 
remote access from server manager as and windows server 2012 install remote access role we 
will take both on windows server2008 and 2012 

10.1- Make windows server 2008  works as the router 

   windows server 2008جػل الخادم ٍػهل كراوتر ؼي غرٍق 

Windows server 2008 server manager 
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Install routing role on windows server 2008 

 

 

Routing and remote access services

 

Install role 
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Open routing and remote access 

 

Open routing and remote access 
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Enable the routing on server 
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Enable the routing on server 

 

Choice custom configuration 
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LAN routing 

 

Press finish 
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Start the services

 

Now server works as router 

 

Now Test the ping on real my computer 
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10.2- Make windows server 2012  works as the router 

   windows server 2012جػل الخادم ٍػهل كراوتر ؼي غرٍق 

Same in  Windows server 2012 

 

Add role from server manager 
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Add role from server manager 
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Role-based or feature-based installation 

 

First option 

 

Next 
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Choice remote access 

 

Next 
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Choice all options 

 

Add features 
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Install 
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Administrative tools 

 

Routing and remote access 
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10.3- Make windows server 2016  works as the router 

   windows server 2016جػل الخادم ٍػهل كراوتر ؼي غرٍق 

To install the LAN Routing feature in Windows Server 2016, open the Server Manager console. 
Click the Add roles and features link, accept the default selection until the Select Server roles 
page displays. On this page, select the Remote Access server role and then click Next. 



  
     

143 
  أستاذ عبدالسلام صالح الراشدي 

 

Click Next and accept the default selections until the Select roles services page displays. On this 
page, select the Routing role service. 

 

Select and right-click <Server Name> (local) and then select Configure and Enable Routing and 
Remote Access. 
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Use the Custom configuration and proceed to the next page 
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11- Routing between networks 

ؼهلٌة التوجٌه وهً ؼبارة ؼي توجٌه البٌاٌات لهسار وػٌي ؼًذوا ٍكوى ؼًذي اكثر وي وسار بٌي الجهاز 
 (static or dynamic routingالهرسل والجهاز الهستقبل وٌستخذم ؼهلٌتٌي )

 سوف ٌقوم بػهل سًٌارٍو لتوضٌح هزه الػهلٌة بشكل وفطل 

Sometimes I have more than router on my network in this case I have to use static or dynamic 
routing protocols to make connectivity between those networks . 

We will make small scenario have two servers work as router (window server 2008,windows 
server 2012) and two computers to create the static and dynamic routing protocols 
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11.1- Static routing 

 اى هًاك شبكات وختلفة  بعرٍقة ٍذوٍة  routerفً هزه الػهلٌة ٍقوم وذٍر الشبكة بإؼلام 

Static routing is considered the simplest form of routing and requires excessive manual 
processes. It often is the least efficient way of routing in cases where information paths have to 
be changed frequently. This is also the case for configurations that require a large number of 
routing devices, because each one must be manually entered. Static routing is also the least 
preferred method of dealing with outages or down connections, because any route that is 
configured manually must be reconfigured manually to fix or repair any lost connectivity. 

There may be many downsides to static routing, but there are many incidents where a static 
route is the most logical and efficient method for routing. Static routing is the opposite of 
dynamic routing, which is a system in which routers will automatically adjust to changes in 
network topology or traffic. Dynamic routing is used by most modern routers, but some amount 
of programming is still available for customizing routes if necessary 
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11.1.1- Static routing in window server 2008 

  Static routing in window server 2008تفػٌل 

 

Network adapter switch 2 network adapter2 switch 3 
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Now on R1 

 

Static route 

 

Static route 
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11.1.2- Static routing in window server 2012 
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Ping between the virtual pc and real my computer 
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11.2- Dynamic routing protocol 

ورلك للتعرف  routerداخل   routing protocolsواحذ وي  بتفعيلفي هزه العهلية يقوم وذير الشبكة 
 علي الشبكات الهختلفة2

Dynamic routing use Routing Protocols that dynamically discover network destinations and how 
to get to them. Dynamic routing allows routing tables in routers to change if a router on the route 
goes down or if a new network is added. 

In Dynamic Routing, Routing Protocols running in Routers continuously exchange network status 
updates between each other as broadcast or multicast. With the help of routing updates 
messages sent by the Routing Protocols, routers can continuously update the routing table when 
ever a network topology change happens. 

Examples of Routing Protocols are Routing Information Protocol (RIP), Enhanced Interior 
Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF). 

11.2.1- Dynamic routes in windows server 2008 
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Rip version 2 

  Rip version 2تفػٌل برتوكول 

 

New interface 

 كرت شبكة  تحذٍذ
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Add Wan interface 

 

Choice rip 
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Rip 

 

 

11.2.2- Dynamic routes in windows server 2012 
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Add rip protocols between routers interface 
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Add rip protocols between routers interface 

 

 

 

Ping between the virtual pc and real my computer 
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12- Packet filtering and ISS server 

هو تقلٌل أو إزالة وجود الاتطالات  اٍضاوي الشبكة  هوالخارج هوهً ؼهلٌة التحكن فً البٌاٌات الذاخل
 أى تًتقل بحرٍة دخل الشبكة « الشرؼٌة»الشبكٌة غير الهرغوب فٌها والسهاح فً الوقت ٌفسه للاتطالات 

Routing and Remote Access supports IP packet filtering, which specifies which type of traffic is 
allowed into and out of the router. The packet filtering feature is based on exceptions. You can 
set packet filters per interface and configure them to do one of the following: 

Pass through all traffic except packets prohibited by filters. 

Discard all traffic except packets allowed by filters. 

 

12.1- packet filter and IIS in windows server 2008 

  routing and remote access لتفػٌل ؼهلٌة تطفٌة البٌاٌات الذاخلة والخارج وي الخادم ٍجب ؼلًٌا تحهٌل

To make packet filter You have to Install routing and remote access on Windows server 2008 
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Install routing role on windows server 2008 

 

 

Routing and remote access services 
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Install role 

 

Open routing and remote access 
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Enable the routing on server 

 

 

 

Choice custom configuration 
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LAN routing 

 

Press finish 
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 Start the services 

 

 

Now routing and remote access ready 
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الاى سوف ٌقوم بػهل وحال فػلا ؼلى كٌفٌة التحكن فً البٌاٌات ,ولتعبٌق هزا الهحال بشكل فػلً 
 IISٍجب ؼلًا تنزٍل 

No we will make simple senior to  clarify how I can make filter traffic to control the data through 
the server, so we need install IIS on server to make internal web site for test the packet filter.   

Now we will make internal web site to test packet filter so we must install IIS on windows server 
2008 

 IISتحهٌل 

 

Choice web server (IIS) 



  
     

164 
  أستاذ عبدالسلام صالح الراشدي 

 

Press Next 
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Install IIS on windows server 2012 
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12.2- packet filter and IIS in windows server 2012 

Select role-based 

 

Select a server from server pool 

 

Select web server (IIS) 
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Add features 

 

 

Press Next 
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Press close 



  
     

170 
  أستاذ عبدالسلام صالح الراشدي 
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 IISالخاص   consoleالذخول ؼلى الكوٌسل 
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Create internal web site 

 Packet filterاٌشاء ووقغ داخلً وبسظ لاختبار ؼهلٌة 
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Create internal web site 

 

 

Open txt file then make your internal website for example we will type the following 

 

Save as html file 

 HTMLتخسٍي الهلف باوتذاد 
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Add web site  
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 الاشارة الً الهوقغ الذاخلً الزي تن اٌشائه
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Press on default document 
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Press Add 

 

Choice name of HTML file 
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Enter to internal web site from windows seven 

 

Type Ip of internal web site 
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Enter to internal web site 
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Now start packet filter open routing and remote access 

  packet filterالاى بػذ اكهال ؼهلٌة فتح الهوقغ الذاخلً بتن تفػٌل ؼهلٌة 

 

Choice the NIC that want make the filter on it  

اختٌار كرت الشبكة الهراد ؼهل تحكن ؼلٌه

 

Select inbound filters 
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الً  هتحذٍذ وا ارا كاٌت البٌاٌات داخله او خارجه وي الخادم فً هزه التجرب سوف ٌختبر البٌاٌات الذاخل
 serverالخادم 

  

Select new 
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Now deny specific Ip addess 

 ICMPعن طريق برتوكول    serverلل   pingمن عمل ٍتن وًػه    IP address تحذٍذ ؼًواى وػٌي

 

Two options first on received all packet except this rule second drop all packet except this rule 

اول اختٌار وػًها استقبال جهٌغ البٌاٌات واؼذا الػًواى الزي تن تحذٍذه أي بهػًى اخر استقبال جهٌغ 
 ICMP  برتوكول غرٍق ؼي  server لل  pingالبٌاٌات وا ؼذا ؼهل 
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 serverؼلً الخادم  pingوللتاكذ سوف ٌقوم بػهل 

 

 

While I can open my website 

ؼلى سبٌل الهحال تطفح الهوقغ الذاخلً كها فً  serverبًٌها باقً البٌاٌات تهر بذوى وشاكل ؼلى 
 الشكل التالً
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Now will choice the second option 

 serverؼهل ؼلى السيرفير    Pingاوا الاختٌار الحاًٌ بالػكس جهٌغ البٌاٌات تهًغ الً ؼهلٌة 

Now from specific Ip address try to enter to web site but can’t 
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While I can’t open my website 

 

 

Can’t open the web site 

 

Choice all the sub net 
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Choice another protocols 
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Deny telnet protocol 

  Telnetالاى وًغ ؼهلٌة الوظول ؼي بػذ للسيرفير 

 

 

Deny remote access protocol 
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Try make remote access to server 

 ٌقوم بالاتً   server لل Telnet ؼهلٌة   للتأكذ وي ؼهل وًغ

 

 

 

Try make remote access to server 
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13- Network address translation (NAT) 

إلى آخر. وٍتن  IP, وأبسظ تػرٍف له هو التحوٍل وي ؼًواى Network Address Translationهو اختطار لـِ 
أو أجهسة البروكسً. وي أكثر  firewallكأجهسة الراوتر أو جذراى الًار  Gatewaysتشغٌله ؼلى وذاخل الشبكة 

بهذف تهكٌي وجهوؼة وي الهستخذوٌي  الاٌترٌتهو وي خلال خعوط  NATالذارجة حالٌاً لـ الاستخذاوات
وي الذخول إلى الاٌترٌت باستخذام ؼًواى ؼام  Private IPضهي الشبكة الذاخلٌة والزٍي لذٍهن ؼًاوٍي خاظة 

 .Public IPواحذ 

 

 

Network Address Translation (NAT) is the process where a network device, usually a firewall, 
assigns a public address to a computer (or group of computers) inside a private network. The 
main use of NAT is to limit the number of public IP addresses an organization or company must 
use, for both economy and security purposes. 

The most common form of network translation involves a large private network using addresses 
in a private range (10.0.0.0 to 10.255.255.255, 172.16.0.0 to 172.31.255.255, or 192.168.0 0 to 
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192.168.255.255). The private addressing scheme works well for computers that only have to 
access resources inside the network, like workstations needing access to file servers and 
printers. Routers inside the private network can route traffic between private addresses with no 
trouble. 

13.1- NAT in windows server 2012 

 in windows server 2012in  NATتفعيل 

click on the LAN adapter and select properties. Next, highlight TCP/IPV4 and change the 
configuration to the one shown below. Note: Do not enter a default gateway for the LAN. Only 
the WAN should have a default gateway. Make sure the LAN interface is connected to a switch. 

 

click on server manager and select tools > routing & remote access from the server manager's 
dashboard. 
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When you finish from install routing and remote access open it  
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Right click on the server name and select configure and enable routing and remote access. 

In the setup wizard, select network address translation (NAT) 

 

 

Select the WAN interface as the public interface. 
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-  

If you get an error that states that you may not be able to connect due to firewall ports being 
closed, ignore it and continue. 

 

From the routing and remote access console, select IPV4 > NAT. 

 

 

Double click on the WAN interface and select the services and ports tab. This is where you 
forward ports to your LAN subnet hosts. 
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The above image shows the opening of Remote Desktop port 3389 and subsequent forwarding to 
the server's loopback address (127.0.0.1) 
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In Windows Firewall with Advanced Security, click on inbound rules. 

 

Highlight all of the inbound rules, right click and select delete. 

 

-
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Doing this is the best way to avoid a mental lapse. Delete all the inbound rules and then add one 
at a time; as you need them. 

To add an inbound rule, highlight inbound rule and select new rule from the actions pane. 

 

 The new inbound rule wizard will appear. Follow these steps to add a rule for 
Remote Desktop: 

Select a port to allow. 

 

Select the protocol and port number. 
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Select allow the connection. 

 

Give the rule a friendly name and click finish. 
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After finishing, it's a good idea to run NMap to make sure that only the specified ports are open. 

 

The NMap image above confirms that only RDP-3389 is open. 

Once finished, connect a client PC to the LAN switch and voila! Your Windows 2012 server is 
now doing the job of a very capable firewall/router! 

13.2- NAT in windows server 2016 

 windows server 2016  in NATتفعيل 

Configuring the NICs 

Open “Settings” 

 

Choose “Network & Internet” 
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And choose “Change adapter options” 

 

 

 

From the “Network Connections” window, it is pretty easy to spot what is the LAN connection 
(Unidentified network) and the WAN connection (bellow identified as Network). Let’s rename 
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them. Select the connection to rename and press the “Rename this connection” button. Rename 
them accordingly. 

 

 

The LAN adapter needs to be configured with a static address, while the WAN adapter should be 
set to DHCP. The address configured on the LAN adapter is the address the client computers will 
use as their gateway. Right-click on the LAN adapter and select “Properties”. 

 

 

Highlight “Internet Protocol Version 4 (TCP/IPv4)” and select “Properties”. 
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Setup the IP address settings to match your network configuration and press OK. Note that you 
need to have a DNS server setup on the network. It can the same server where this role is being 
installed. 

 

`Adding the “Remote Access” server role 
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Now it’s time to install the “Remote Access” server role. Open Server Manager and select “Add 
roles and features”. 

Now it’s time to install the “Remote Access” server role. Open Server Manager and select “Add 
roles and features” 

 

Press “Next” until you reach the screen below. Select the “Remote Access” role and press “Next”. 

 

Press “Next” at the following screen. 
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Press “Next” and then select “Routing”, as shown below: 

 

Click on “Add Features”. 
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Go till the end of the wizard by pressing “Next”. Press “Install” at the confirmation screen. 

 

Configuring the “NAT router” 
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Wait for the installation to finish and open the “Routing and Remote Access” console. Press 
“Start” and under “Windows Administrative Tools” find “Routing and Remote Access”. 

 

Right-click on the server name and select “Configure and Enable Routing and Remote Access”. 

 

Press “Next” at the wizard welcome screen. Choose “Network address translation (NAT)” and 
press “Next”. 
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Select the WAN adapter and press “Next”. 

 

Press “Finish”, wait for the configuration to finish and verify that the NAT router is working 
properly. Expand the IPv4 node, select “NAT” and you should see that packets have been 
translated. 
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14- Virtual private network (VPN) 

VPN وتختصر ؼادة بـ (Virtual Private Network) الشبكات الافتراضٌة الخاظة هً إحذى الوسائل الهههة  
للاتطال بالإٌترٌت بشكل آوي, حٌج تقوم بالهحافظة ؼلى بٌاٌات الهستخذوٌي وٌشاغاتهن وخفٌةً 

رة, وهً أفضل العرق لحهاٍة هوٍتكن والهػلووات التً تتذاولوٌها ؼلى الإٌترٌت وي تجسس ووشف
وسودي خذوة الإٌترٌت والحكووات. وتقوم الشبكات الخاظة الافتراضٌة بتشفير الاتطال بالإٌترٌت ؼبر إٌشاء 
تطفح الهواقغ وبراوج  تهرّ جهٌغ اتطالاتكن بها فٌها .VPN بٌي جهازكن ووسود خذوة الـ (Tunnel) ٌفق وههً

لبٌاٌاتكن ٍػًً ؼذم .الهحادخة والشبكات الاجتهاؼٌة ؼبر هزا الًفق الوههً الآوي, وتشفير هزا الًفق 
 قذرة أي أحذ ؼلى اؼتراضها

A virtual private network (VPN) is a technology that creates a safe and encrypted connection 
over a less secure network, such as the internet. 

VPN technology was developed as a way to allow remote users and branch offices to securely 
access corporate applications and other resources. To ensure safety, data travels through secure 
tunnels, and VPN users must use authentication methods -- including passwords, tokens or other 
unique identification procedures -- to gain access to the VPN server. 
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14.1-VPN in windows server  2012 

 windows server  2012  داخل  VPN   تفػٌل

First install the “Remote Access” via Server Manager or Windows PowerShell. 

 

Select the “Direct Access and VPN (RAS)” role services. 
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On the next steps just use the default settings. After that you can have a look at the Overview 
screen and install the role. 

 

After the features are installed, which can take a while to finish you see the link for the Getting 
Started Wizard. Click on “Open the Getting Started Wizard“. 
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This opens a new wizard which will help you to configure the server. On the first screen select 
“Deploy VPN only“. 

 

 

This opens the Routing and Remote Access MMC 
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Right click on the Server name and click on “Configure and Enable Routing and Remote Access“. 

 

Click Next, choose the Remote access (dial-up or VPN) option, and click Next. 

 

Choose Remote access (dial-up or VPN). 



  
     

214 
  أستاذ عبدالسلام صالح الراشدي 

Choose VPN and click Next. 

 

Choose VPN. 

Select the network interface that is Internet-facing. In addition, select the option to Enable 
security on the selected interface by setting up static packet filters and click Next. 

 

Select the Internet-facing network interface. 
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DHCP. Select the option to assign IP addresses automatically and click Next. 

 

Choose automatic IP address assignment for remote clients. 

Note: 

If the VPN server is to be deployed in a load-balanced cluster, IP addresses must be assigned to 
clients manually. The VPN server can authenticate users itself, or forward authentication 
requests to an internal RADIUS server. For the scope of this article, native Windows 
authentication using RRAS will be configured. Choose No, use Routing and Remote Access to 
authenticate connection requests and click Next 
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Use Routing and Remote Access to authenticate connection requests. 

Review the configuration and click Finish. 

 

14.2- VPN in windows server 2016 

 windows server  2016   داخل VPN   تفػٌل

First install the “Remote Access” via Server Manager or Windows PowerShell. 

 

Select the “DirectAccess and VPN (RAS)” role services and click next. 

https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Install-Remote-Access-Role-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Install-Remote-Access-Role-VPN.jpg
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On the next steps just use the default settings. After that you can have a look at the overview 
screen and install the role. 

 

After the features are installed, which can take a while to finish you see the link for the Getting 
Started Wizard. Click on “Open the Getting Started Wizard“. 

https://www.thomasmaurer.ch/wp-content/uploads/2016/10/DirectAccess-and-VPN-RAS.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Confirm-Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/DirectAccess-and-VPN-RAS.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Confirm-Installation-Windows-Server-2016-VPN.jpg
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Configure Windows Server VPN 

This opens a new wizard which will help you to configure the server. On the first screen select 
“Deploy VPN only“. 

 

This opens the Routing and Remote Access Management Console 

https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Configure-Remote-Access-DirectAccess-and-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Installation-Windows-Server-2016-VPN.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/Configure-Remote-Access-DirectAccess-and-VPN.jpg
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Right click on the Server name and click on “Configure and Enable Routing and Remote 
Access“. 

 

On the new wizard select “Custom configuration“. 
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Select “VPN Access“. 
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After you have click finish you can now start the Routing and Remote Access service. 

 

If you have an other firewall between the internet and your Windows Server you have to open 
the following Firewall port sand forward them to your Windows Server: 

After the installation Users have to be enabled for Remote Access to connect to your VPN Server. 
On a standalone server this can be done in the Computer Management MMC, in a domain 
environment this can be done in the user properties of an Active Directory user. 

 

https://www.thomasmaurer.ch/wp-content/uploads/2016/10/VPN-User-allow-access.jpg
https://www.thomasmaurer.ch/wp-content/uploads/2016/10/VPN-User-allow-access.jpg
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You now have to add a IP address from the same subnet as your static address pool to the 
network interface of your server, so users can access the server. 

I hope this helps you to setup a VPN server in a small environment, lab or hosted server 

Select “VPN Access“. 

After you have click finish you can now start the Routing and Remote Access service. 
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15- quota in windows server 

وحذد لكل وستخذم يوويا او اسبوعيا او شهرية ورلك للاستغلال  تخسٌيهوهي عهلية تحذيذ وساحة 
 الاٌسب للقرص الصلب الهوجود داخل الخوادم الهختلفة2

 Quota management is a valuable feature that enables you to restrict the storage capacity of 
shared resources in Windows Server. If you create quotas, you will limit the space allocated for a 
volume or a folder—allowing you to practice capacity management conveniently. 

 

 

15.1- Quota in Windows Server 2012 R2 

 Windows Server 2012 R2تفػٌل تحذٍذ وساحة تخسٌٌه وحذدة داخل 

Configuring File Server Resource Manager 

Open server manager dashboard, click Manage -> Add Role and Features. 
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Click Next. 

 

Choose Role-based or feature-based installation and click Next. 

http://www.faqforge.com/wp-content/uploads/2017/01/1-33.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-37.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-33.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-37.png
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Click Next. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/3-35.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-28.png
http://www.faqforge.com/wp-content/uploads/2017/01/3-35.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-28.png
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Expand File and Storage Services -> File and iSCSI Services -> File Server Resource Manager. 
Click Next. 

 

Click Add Features. 

 

Choose .NET Framework and then Click Next. 

http://www.faqforge.com/wp-content/uploads/2017/01/6-20.png
http://www.faqforge.com/wp-content/uploads/2017/01/5-24.png
http://www.faqforge.com/wp-content/uploads/2017/01/6-20.png
http://www.faqforge.com/wp-content/uploads/2017/01/5-24.png
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Click Install. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/7-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-15.png
http://www.faqforge.com/wp-content/uploads/2017/01/7-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-15.png
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Sharing a Folder using File and Storage Services 

Open server manager dashboard, click File and Storage Services. 

 

Click Shares. 

 

Click Tasks -> New Share. 

Choose SMB Share - Quick. Click Next. 

http://www.faqforge.com/wp-content/uploads/2017/01/1-34.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-38.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-34.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-38.png
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Click Browse. 

Click New Folder and name it. 

 

Choose the folder created in step 6 and click Select Folder. 

http://www.faqforge.com/wp-content/uploads/2017/01/4-29.png
http://www.faqforge.com/wp-content/uploads/2017/01/6-21.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-29.png
http://www.faqforge.com/wp-content/uploads/2017/01/6-21.png
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Click Next. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/7-22.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-16.png
http://www.faqforge.com/wp-content/uploads/2017/01/7-22.png
http://www.faqforge.com/wp-content/uploads/2017/01/8-16.png
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Click Next. 

 

Check Enable access-based enumeration and click Next. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/9-13.png
http://www.faqforge.com/wp-content/uploads/2017/01/10-12.png
http://www.faqforge.com/wp-content/uploads/2017/01/9-13.png
http://www.faqforge.com/wp-content/uploads/2017/01/10-12.png
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 Click Next. 

 

Click Create. 

 

Enabling Quota on Shared Folder 

http://www.faqforge.com/wp-content/uploads/2017/01/11-13.png
http://www.faqforge.com/wp-content/uploads/2017/01/12-8.png
http://www.faqforge.com/wp-content/uploads/2017/01/11-13.png
http://www.faqforge.com/wp-content/uploads/2017/01/12-8.png
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: Open server manager dashboard, click Tools -> File Server Resource Manager. 

 

Expand File Server Resource Manager -> Quota Management. Click Create Quota... 

 

Click Browse and provide the path of the shared folder. 

 

http://www.faqforge.com/wp-content/uploads/2017/01/1-35.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-39.png
http://www.faqforge.com/wp-content/uploads/2017/01/3-37.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-35.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-39.png
http://www.faqforge.com/wp-content/uploads/2017/01/3-37.png
http://www.faqforge.com/wp-content/uploads/2017/01/1-35.png
http://www.faqforge.com/wp-content/uploads/2017/01/2-39.png
http://www.faqforge.com/wp-content/uploads/2017/01/3-37.png
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Choose Drive properties from this quota template (recommended): and choose the template from 
the drop down. Click Create. 

 

Conclusion Quota management is a useful feature which allows you to set a storage limit on 
a shared folder. When you finished this article, you might want to further explore a file screening 
provided by the File Server Resource Manager. 

15.2- quota in windows server 2016 

  Windows Server 2016 داخل وحذدة تخسٌٌه وساحة تحذٍذ تفػٌل

Start by logging into the Windows Server 2016. Then, on the Server Manager’s dashboard, click 
on “Manage” and select “Add Roles and Features”.  

 

http://www.faqforge.com/wp-content/uploads/2017/01/4-30.png
http://www.faqforge.com/wp-content/uploads/2017/01/4-30.png
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On the “Before you begin” screen click “Next”. 

 

Select “Role-based or feature-based installation” and click “Next”  

 

Select your destination server and click “Next”. 

5. On the “Select Server roles” dashboard, expand “File and Storage Services” and “File and iSCSI 
Services”.  
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 select “File Server Resource Manager”. 

 

On the window that pops up, Click the “Add Features” button to incorporate the required 
features. Click “Next”. 
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If you do not need to add any extra features, just leave the default settings and click “Next”. 

 

Confirm the installation selections and Click “Install” to start the process. 
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After the installation process is complete, click the “Close” button.  
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You can now access the File Server Resource Manager from the administrative interface and use 
it to create quotas. 

 

 Quota Templates 

To configure a quota, we must first create a quota template. This template will be applied to some 
specific directory later when we create the quota itself. We can view default quota templates 
available under Quota Management > Quota Templates. Each template will have it’s own soft and 
hard limits defined as well as unique actions that should take place if a limit is reached. 
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We can either edit these existing templates by double clicking them, or select Create Quota 
Template to create a new one. We’ll create a new template here to walk you through all of the 
available settings. The image below shows you the Create Quota Template window, we’ll cover 
what each part does below. 

 

16- WSUS in windows server 

 زٍغ التحذٍحات والإظلاحات الػاجلة التى تطذر للهًتجاتهو إحذى برٌاوج واٍكروسوفت التً تهكي الهسؤولٌي وي إدارة تو
Microsoft ووي  الهوجودة ؼلى أجهسة الكهبٌوترفً دووٌي الشركات. ٍتن بتحهٌل هزه التحذٍحات وي ووقغ واٍكروسوفت

الإٌترٌت حٌج ٍتن تحهٌل التحذٍحات ورة واحذة فقظ  خن توزٍػها ؼلى أجهسة الكهبٌوتر ؼلى الشبكة بهذف توفير إستخذام
 .ؼي غرٍق السيرفر وأٍضا ضهاى ؼذم تنزٍل أى تحذٍحات لن ٍختبرها وٍوافق ؼلٌها وسؤول إدارة الشبكة بالشركة

 

Windows Server Update Services (WSUS) enables information technology administrators to 
deploy the latest Microsoft product updates. You can use WSUS to fully manage the distribution 
of updates that are released through Microsoft Update to computers on your network. This topic 
provides an overview of this server role and more information about how to deploy and maintain 
WSUS. 
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 16.1- WSUS in windows server 2016 

Windows Server Update Services or WSUS is a Microsoft product that allows us to centrally 
manage patches for Microsoft operating systems and other Microsoft products.  With Windows 
Server 2016, the process is basically the same as previous server operating systems to install and 
configure the product and generally get up and running with WSUS managing our patches in a 
particular environment.  Let’s look at how to install and configure Windows Server 2016 WSUS. 

Installing the Windows Server Update Services role is very straightforward and is basically what 
we would expect with installing any role or feature.  This is done through Server Manager.  The 
process is fairly next, next, finish in nature.  

 

Here we select a role based installation. 
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Select our server. 

 

Choose Windows Server Update Services all the way at the bottom of the Server Roles. 
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We will get prompted for additional features that need to be installed. 
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Next, Next finish process underway… 

 

 

 

 

Finally, we get to the Role Services and should see WID Connectivity and WSUS Services. 
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Here we select a file path to use for storing updates. 

 

We will have Web Server Role services installed with WSUS. 
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After the role service is installed, we will see a exclamation bang in the upper right hand corner 
of our Server Manager.  It will show Post-deployment Configuration that will need to be done.  
Click this and it will finish things out.  

 



  
     

248 
  أستاذ عبدالسلام صالح الراشدي 

 

WSUS Specific Configuration  

Now we begin the WSUS configuration itself where we actually setup our configuration for the 
WSUS server portion.  
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Since I don’t have another WSUS server I am wanting to synchronize from, I choose to 
Synchronize from Microsoft Update which pulls directly from Microsoft. 

 

Choose your connectivity options here.  If you use a proxy, you need to configure it. 
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Now, click the Start Connecting button.  This process will take a long time depending on your 
connection. 

Click Next. 
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Choose your language here. 

 

On our Choose Products screen we actually choose operating systems and products we want to 
pull down and store updates for.  
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Next, we choose our Classifications where we can set the types of updates for the selected 
operating systems.  This includes choices on Critical updates, drivers, feature packs, security 
updates, etc.  

 

Next is our Sync Schedule where we configure when we want a synchronization with our 
upstream source server to happen.  We can also set the number of synchronizations per day.  
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On the Finished screen, we can choose to Begin initial synchronization which will start pulling 
down the updates that meet the criteria.  

 

 

The basic summary screen tells us what we might want to think about doing next including 
setting up SSL, creating computer groups, etc. 

  

That concludes the basic Windows Server 2016 Install and Configure of WSUS. 
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17- printer server  in window server 

خارجً ووظل إلى  زبوى بإوكاٌه استقبال أواور العباؼة وي جهاز حاسوبأو أكثر  غابػة ووظل به خادمهو جهاز  
ٍقوم بػذها خادم العباؼة بإرسال البٌاٌات إلى العابػة )أو العابػات(  شبكة حاسوبٌة خادم العباؼة ؼبر

 .الهًاسبة التً ٍذٍرها

Printing and file sharing are the essential sectors for users, groups, organizations in a network. 
Like in a network, there are a large number of printers with different varieties and there are an 
enormous number of groups, users who need to use. As an administrator, you should know how 
to install and configure print services in Windows Server to manage tens or hundreds of printers 
in a network. As most of the modern printers have a network interface card and Internet 
Protocol (IP) address can be assigned to the printers. Therefore, all users through the network 
can access and use them. One of the most handful features in print services is print pooling by 
which a number of printers are added to a pool. When one is performing a print job, other 
printers perform the next print jobs sent to them. As you can grant priority access to a printer 
from 1 through 99. When there are two print jobs in the print server, the user with higher priority 
will get the job done before the another. In this lesson, we will learn + understand how to install 
and configure print services fully in Windows Server 2016. Let’s get started. 

 

 

17.1- Install Print Services Role in Windows Server 2016 

Role Installation 

https://ar.wikipedia.org/wiki/%D8%B7%D8%A7%D8%A8%D8%B9%D8%A9
https://ar.wikipedia.org/wiki/%D8%B7%D8%A7%D8%A8%D8%B9%D8%A9
https://ar.wikipedia.org/wiki/%D8%B2%D8%A8%D9%88%D9%86_(%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA%D9%8A%D8%A9)
https://ar.wikipedia.org/wiki/%D8%B2%D8%A8%D9%88%D9%86_(%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%D8%AA%D9%8A%D8%A9)
https://ar.wikipedia.org/wiki/%D8%B4%D8%A8%D9%83%D8%A7%D8%AA_%D8%A7%D9%84%D8%AD%D8%A7%D8%B3%D9%88%D8%A8
https://ar.wikipedia.org/wiki/%D8%B4%D8%A8%D9%83%D8%A7%D8%AA_%D8%A7%D9%84%D8%AD%D8%A7%D8%B3%D9%88%D8%A8
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Open Server Manger and click on Add roles and features to install Print and document services 
role. 

 

Add roles and features 

 In the Welcome we’ve got nothing to do at all. Click on Next button. In Select destination server 
page, elect the Select a server from the server pool. Select the server you want to install the role 
on from the list below. Click on Next button. 

 

https://www.tactig.com/wp-content/uploads/2016/10/img1-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img2-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img1-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img2-min-1.png
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Select a server from server pool 

 Put a check mark in the box next to Print and document services. A small windows pops up and 
wants you to add some features for print services management. Click on Add features to install 
management tools. If you don’t install the management features, you just install the core service. 

 

Print and document services 

In the Print and Document Services page, provided essential information about the services to 
be noted. Finally click on Next button. 

 

https://www.tactig.com/wp-content/uploads/2016/10/img3-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/Print-and-Document-Services-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img3-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/Print-and-Document-Services-1.png
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Print and Document Services 

 In the Select role services page four options are visible: 

Print Server: It is the actual print server. Selecting this option you can manage print services 
components as printers and drivers and furthermore things. 

Distributed Scan Server: allows you to send scanned images to specific users or     groups in the 
domain. 

Internet Printing: It creates a web page and gives the access to printer clients using printers 
through IIS web server. 

LPD Service: This option enables UNIX clients running line printer remote (LPR) to send 
print    jobs to Windows printers. I install only Print Server. 

 

Select Role Services 

https://www.tactig.com/wp-content/uploads/2016/10/Select-Role-Services.png
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 We’re almost done. Click on Install button for installing the role on server. No reboot is needed. 

 

Confirm installation selections 

Configure Print Services in Windows Server 

First of all we need to add some printers and drivers on the server and manage them. 

Open Server Manager, click on Tools dropdown menu and select Print Management services. 
Using this tool we can add and manage print services easily. 

 

https://www.tactig.com/wp-content/uploads/2016/10/Confirm-installation-selections-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img1-min-2.png
https://www.tactig.com/wp-content/uploads/2016/10/Confirm-installation-selections-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img1-min-2.png
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Server Manager 

 

 

While Print Management tool is opened. Expand Custom Filters on the left pane to see the 
custom filters. You see four default filters: 

 

All Printers: It shows the list of all printer connected to the domain from all print servers. 

All Drivers: You can see a complete list of all drivers available for your clients through all the 
domain. 

Printers Not Ready: It shows you list the servers which are not available to clients. They don’t 
work, fix them. 

Printers With Jobs: Shows the list of printers currently doing print jobs. 

Below Custom Filters another option is visible by the name Print Servers. Expand it to see all the 
print server in your domain. You can add all print servers in the domain here for easy 
management. Just right-click on Print Servers and select Add Server and go on. 

add printer  

https://www.tactig.com/wp-content/uploads/2016/10/img3-min-2.png
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Print Management tool opened, expand Print Servers and right-click on the server and select 
Add Printer option. 

 

In the Welcome page we’ve nothing to do so just click on Next button. In the Printer 
Installation page select the Add a new printer using an existing port. Elect a port and hit Next 
button.. 

 

https://www.tactig.com/wp-content/uploads/2016/10/img5-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img5-min-1.png
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In the Printer Driver page select Use an existing printer driver on the computer option. From the 
drop-down list select a driver that matches your printer device manufacturer and model.

 

Use an existing printer driver 

Now you need to type a name for the printer in the box shown in the picture below. Below the 
Printer Name you can also see another option: Share this printer. As a result you can choose a 
share name and location for the printer. If needed you can leave a comment for users guidance. 

 

 

https://www.tactig.com/wp-content/uploads/2016/10/img7-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img8-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img7-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/img8-min-1.png
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Printer Share Name and location 

5. Finally we are done with adding printer on a server. Just click on Finish button to finish the 
wizard. While finished the wizard you can find the printer in All Printers option in the left pane. If 
you would like to print a test page selecting Print a test page at the bottom of the wizard also you 

can add another printer 

.  

Finish the wizard 

 

Add Driver 

ع العابػة والشركة الهطًػة ورقن الهودٍلاختٌار ٌو  

https://www.tactig.com/wp-content/uploads/2016/10/img9-min-1.png
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Maybe you need different kinds of drivers for client computers to use be able to use print device. 
So you need to have 32-bit and 64-bit drivers. 

 

First of all you need to right-click on Drivers option below the server which you want to add 
driver to. Select the Add driver option.

 

In the Welcome page we have nothing to do. In the Processor Selection page you need to specify 
which kind of processors do your clients use. You can one or both of the options and hit Next. 

 

https://www.tactig.com/wp-content/uploads/2016/10/img10-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/Processor-selection.png
https://www.tactig.com/wp-content/uploads/2016/10/img10-min-1.png
https://www.tactig.com/wp-content/uploads/2016/10/Processor-selection.png
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Processor selection 

In the Printer Driver Selection page you need to specify two things. First of all you should specify 
your devices’s manufacturer. Secondly specify the printer model. In addition to these you have 
one more useful option. If you have driver on a disk, you can click on Have Disk button and find 
path of the source and add it. 

 

Printer Driver Selection  

We are done and the driver was added to the server. So click on Finish button due to finish.

 

https://www.tactig.com/wp-content/uploads/2016/10/Printer-Driver-Selection.png
https://www.tactig.com/wp-content/uploads/2016/10/Finish-the-Wizard.png
https://www.tactig.com/wp-content/uploads/2016/10/Printer-Driver-Selection.png
https://www.tactig.com/wp-content/uploads/2016/10/Finish-the-Wizard.png
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 MCSA_  6102  لشهادات الػهلً الجاٌب باقً الكتاب  الرجاء تحهٌل
 الحاًٌ وي ووقغ كتب الجسء2012_2008

D8%AF%D8https://www.kutub.info/search?search=%D8%B9%D8%A8%
%A7%D9%84%D8%B3%D9%84%D8%A7%D9%85+%D8%A7%D9%84%D8%
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 تحٌاتً الهؤلف ؼبذالسلام ظالح الراشذي
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